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ABSTRACT

Modern processors employ different speculation mechanisms to
speculate over different kinds of instructions. Attackers can ex-
ploit these mechanisms simultaneously in order to trigger leaks
of speculatively-accessed data. Thus, sound reasoning about such
speculative leaks requires accounting for all potential speculation
mechanisms. Unfortunately, existing formal models only support
reasoning about fixed, hard-coded speculation mechanisms, with
no simple support to extend said reasoning to new mechanisms.

In this paper, we develop a framework for reasoning about com-
posed speculative semantics that capture speculation due to dif-
ferent mechanisms and implement it as part of the SPECTECTOR
verification tool. We implement novel semantics for speculating
over store and return instructions and combine them with the se-
mantics for speculating over branch instructions. Our framework
yields speculative semantics for speculating over any combination
of these instructions that are secure by construction, i.e., we obtain
these security guarantees for free. The implementation of our novel
semantics in SPECTECTOR let us verify programs that are vulnerable
to SPECTRE V1, SPECTRE V4, and SPECTRE V5 vulnerabilities as well
as new snippets that are only vulnerable to their compositions.
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1 INTRODUCTION

Speculative execution avoids pipeline stalls by predicting interme-
diate results and by speculatively executing instructions based on
such predictions. When a prediction turns out to be incorrect, the
processor squashes the speculative instructions, thereby rolling
back their effect on the architectural state. Speculative instructions,
however, leave footprints in microarchitectural components (like
caches) that persist even after speculative execution terminates. As
shown by Spectre [24], attackers can exploit these side effects to
leak information about speculatively accessed data.

Modern general-purpose processors have different speculation
mechanisms (branch predictors, memory disambiguators, etc.) that
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are used to speculate over different kinds of instructions: condi-
tional branching [24], indirect jumps [24], store and load oper-
ations [23], and return instructions [25]. While well-known at-
tacks target only individual speculation mechanism (e.g., Spectre-
PHT [24] targets branch predictors), some speculative leaks only
arise due to the interaction of multiple mechanisms.

Listing 1: Speculative leak arising from speculation over
branch and store instructions combined.

X = 0;

p = &secret;
s p = &public;
. if (x 1= 0)

5 temp &= A[*p];

For example, the code in Listing 1 can speculatively leak the value
of &secret in Line 5 whenever (1) the memory write to p in Line 3
is predicted to have a different address then the memory read *p on
Line 5, and (2) the branch instruction on Line 4 is mispredicted as
taken. This leak, therefore, arises from the combination of two specu-
lation mechanisms: branch prediction and memory disambiguation
prediction. Hence, leaks like the one in Listing 1 are missed by
sound analyses for speculative leaks that consider speculation over
only one of these speculation mechanisms.

Sound reasoning about speculative leaks requires accounting
for all potential speculation mechanisms. However, existing formal
models (also called speculative semantics) support multiple specula-
tion mechanisms poorly. Some of them support only fixed specula-
tion mechanisms: branch prediction [20, 21, 38-40] and (in addition)
memory disambiguation prediction [9, 14, 32]. Furthermore, the
different speculation mechanisms are hard-coded into the formal se-
mantics [9, 14, 21]. Extending these semantics with new speculation
mechanisms (e.g., speculation over return addresses or value pre-
diction) requires changes to the formal model and to any security
proof relying on it. This is not a scalable approach for developing
comprehensive formal models and analyses for speculative leaks.

In this paper we develop a framework for composing speculative
semantics that capture speculation due to different mechanisms
and implement it as part of the SPECTECTOR verification tool. The
combination yields a single operational semantics that can be used
to reason about leaks involving all speculation mechanisms of the
components (as in Listing 1). Our framework lets us define the
speculative semantics of each mechanism independently, which
leads to simpler formalisation. Additionally, the security of the
composed semantics is derived automatically from the security
of its sub-parts, maximising proof reuse. Finally, the composed
semantics can be easily implemented in SPECTECTOR, which can be
used to verify the absence of leaks like those in Listing 1.
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Concretely, this paper makes the following contributions:

e Itintroduces /95 and /7, two novel semantics for speculation
over store and return instructions (Section 3).

o It defines the framework for composing different speculative
semantics and formalises its key properties: if the individual seman-
tics fulfil some (expected) security conditions (which we prove for
all the semantics we combine), then the composed semantics is also
secure (Section 4).

e It instantiates the framework with /s, /9 and /), the se-
mantics for speculation over branch instructions from [21], creating
all the possible compositions (/?p+s, /2s+rs ZI+r> and /Ip1s4r)
and proving their security (Section 5). All these semantics are mech-
anised in Coq, and we write & to indicate when traces are calculated
mechanically.

o It extends the SPECTECTOR verification tool with all these
semantics and validates this extension on both existing benchmarks
(for speculation on store and return instructions) as well as on new
snippets (for combined speculation) that we define (Section 6).

The rest of the paper first presents background notions, such as
the security notion we rely on, and the formal language we extend
with the novel speculative semantics (Section 2) and then related
work (Section 8) and conclusions (Section 9).

Additional material: Full details of the semantics and proofs can
be found in the technical report available at [18]. The extended ver-
sion of SPECTECTOR is available at [16], whereas the mechanisation
of our speculative semantics in Coq are available at [17].

2 BACKGROUND: yASM, SPECULATIVE
SEMANTICS AND SECURITY DEFINITION

This section first describes the attacker model and the security
definition we consider (Section 2.1). Then, it presents the syntax
(Section 2.2) and the semantics (Section 2.3) of yAsMm, a simple
assembly-style language, followed by /7, the semantics for specu-
lation over branch instructions (Section 2.4). Most of the notions
that we overview next are taken from Guarnieri et al. [21].

2.1 Attacker Model and Security Definition

We adopt a commonly-used attacker model [3, 9, 14, 19-21, 31, 38]:
a passive attacker observing the execution of a program through
events 7. These events, which we call observations, model timing
leaks through cache and control flow while abstracting away low-
level microarchitectural details.

Obs :=1loadn | storen|pcn|call f|retn tu=¢]| Obs
| starty n| rlby n Tu=0|7-71
The store n and load n events denote read and write accesses to
memory location n, so they model cache leakage. In contrast, pc n,
call f, and ret n events record the control-flow of the program.
The starty n and rlby n observations denote the start and the
finish of a speculative transaction [21] (with identifier n) produced
by the speculative semantics x (we use x and y to range over the
speculative semantics we define later).
An observation 7 is either an event Obs or the empty observation
¢. Traces T are sequences of observations; we indicate sequences of
elements [eq;- - - ;e,] as €, and adding an element eto e as é - e.
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The non-speculative projection [ns [21] of a trace T deletes all
speculative observations by removing all sub-traces enclosed be-
tween starty n and rlby n. The remaining trace, then, captures
all non-speculative observations.

Speculative Non-Interference: With this trace model we can
define the security property we use in this paper: Speculative Non-
Interference (SNI) [21]. Intuitively, SNI requires that programs do
not leak more information under the speculative semantics than
under the non-speculative semantics.

SNI is parametric in a policy ¢, which describes public/low in-
formation for the program, and in the used speculative semantics x,
which models how the program executes. Following Guarnieri et al.
[21], a policy ¢ consists of a list of public registers and public mem-
ory locations. Two configurations o, 62 are called low-equivalent
for a policy ¢, written ¢! ¢ o2, if they agree on all register and
memory locations in ¢. The speculative semantics x defines how
(speculative) traces describing the program behaviour are gener-
ated. We indicate that program p generates trace 7 from state o with
semantic x as Behf (p, o) = 7. We formalise multiple speculative
semantics in later sections, each one instantiating Behfl (p,0).

A program p satisfies SNI (Definition 1) for a speculative seman-
tics x if any pair of low-equivalent initial configurations ¢! and

o? that generate the same observations without speculative events
also generate the same observations with speculative events too.

Definition 1 (SNI). Program p satisfies SNI (denoted p +x SNI) if for
all ', o2, if o! ) o2 and Behf1 (p, o) Tus = Behf{ (p, %) Mus then
Behy!(p, o!) = Behsl' (p, o%).

2.2 pAsm

(Programs) p :=n:i| p1;p2 (Functions) ¥ =@ | F;fr—n
(Values) n,l € Vals=NU {1}

(Expressions) e :=n | x| ©e | e1 ® e2

(Registers) x € Regs

(Instructions) i := skip | x < e | load x, e | store x, e | jmp e

79
| beqz x,1 | x Ee | spbarr | call f | ret

1tAsM is an assembly-like language whose syntax is presented above.
Programs p in yAsM are sequences of mappings from natural num-
bers n (i.e., the instruction address) to instructions i or L. Instruc-
tions include skipping, register assignments, loads, stores, indirect
jumps, conditional branches, conditional assignments, speculation
barriers, calls, and returns. Instructions can refer to expressions,
which are constructed by combining registers and values with unary
and binary operators. Registers come from the set Regs, containing
register identifiers and designated registers pc and sp modelling
the program counter and stack pointer respectively, while values
come from the set Vals, which includes natural numbers and L.
In the following, we use instruction keywords to denote the set
of all instructions of a given type. For instance, beqz is the set of all
branch instructions, i.e., beqz = {beqz x, [ | x € Regs A | € Vals}.

2.3 Non-speculative Semantics of yAsm

p#AsM has a small-step operational non-speculative semantics —
that describes how programs execute without speculative execution.

The judgment for this semantics is {p, o) 5 (p, o’ and it reads: “a
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program state (p, o) steps to a new program state (p, o’ ) producing
observation t”. Program states (p, o) consist of the program p and
the configuration o. The program p is used to look up the current
instruction, whereas the configuration o = (m, a) is used to read
from/write to the memory m and register file a. Memories map
addresses (which are natural numbers) to values, whereas register
files map register identifiers to values.

Most of the rules of the semantics are standard and thus omitted;
we present selected rules below (see [21] for all rules). The rules rely
on the evaluation of expressions (indicated as [[e](a) = n) where
expression e is evaluated to value n under register file a. In the rules,
a[x + n], where x € Regs UN and n € Vals, denotes the update of
a map (memory or registers), whereas a(x) denotes reading from a
map. Finally, o(x), where x € Regs and o = (m, a), denotes a(x).

(Store)

pla(pc)) = store x,e  n=[e](a)
(p, (m, @)y = (p, (m[n > a(x)], alpe — a(pe) + 11))
p(a(p) =beqz .t a(x) =0

(p, (m, @Yy 25 (p, (m, alpe > €1))

(Call
p(o(pc)) =call f F(f)=n
a’ =a[pc nspa(sp)—8] m' =[a (sp) — a(pc) + 1]

call f
(p.(m,a)) — (p.(m",a’}))
(Return)
p(o(pe)) =ret  I=m(a(sp))
a’ =al[pcr Lsp— a(sp) +8]

(p.(m @) = (p, (m )

Branch instructions emit observations recording the outcome of the
branch (Rule Beqz-Sat), while memory operations emit observations
recording the accessed memory (Rule Store). A call to function f
is a jump to the function’s starting line number n, as indicated by
the function map ¥ . A call stores the return address on the stack
at the value of the stack pointer sp and decreases sp (Rule Call). A
return does the inverse: it looks up the return address via the stack
pointer sp and then increases the stack pointer (Rule Return).

The non-speculative behaviour Behys(p) of a program p is the set
of all traces generated from an initial state until termination using
the reflexive-transitive-closure of the non-speculative semantics.

2.3.1  Symbolic semantics. Following [21], we introduce a symbolic
non-speculative semantics —< that is at the basis of SPECTECTOR’s
analysis. This symbolic semantics differs from — in two key ways:
(1) concrete configurations ¢ are replaced with symbolic configura-
tions 5, and (2) path condition constraints are generated in the
standard way and they are encoded as part of the symbolic trace
7. Given a symbolic trace 7, y(7) denotes the set of all concrete
traces that can be obtained by concretising 7 with values consis-
tent with 7’s path condition. The symbolic non-speculative behavior
Behf,s (p) of a program p consists of all symbolic traces derived

by applying—<, and ,u(Beh;?lS (p)) is the set of all concrete traces
derived from p’s symbolic traces. As proved by Guarnieri et al. [21],

Behyis (p) = p(Behy g (p))-
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2.4  /);:Speculating Over Branch Instructions

To model and reason about the effects of speculation over branch
instructions, Guarnieri et al. [21] propose three related semantics:
an always-mispredict semantics (Section 2.4.1), an oracle semantics
(Section 2.4.2), and a symbolic semantics (Section 2.4.3). The always-
mispredict semantics, our main focus, is a safe overapproximation
of the oracle semantics, which explicitly models the behavior of the
branch predictor using a prediction oracle. Finally, the symbolic
semantics, which is used in the SPECTECTOR program analysis tool,
is the symbolic version of the always-mispredict semantics. We
summarize the properties of these semantics in Section 2.4.4. With
a slight abuse of notation, /7 indicates both the three speculative
semantics, and the AM one alone (since it is the most relevant one).

2.4.1  Always-mispredict (AM) Semantics. At every branch instruc-
tion, the always-mispredict semantics first speculatively executes
the wrong branch for a fixed number of steps and then continues
with the correct one. As a result, this semantics is deterministic and
agnostic to implementation details of the branch predictor [21].
The state X of the AM semantics is a stack of speculative in-
stances @ where reductions happen only on top of the stack. When-
ever we start speculating, a new instance is pushed on top of the
stack (Rule B:AM-branch). The instance is then popped when spec-
ulation ends (Rule B:AM-Rollback). Each instance ®p; contains the
program p, a counter ctr that uniquely identifies the speculation
instance, a configuration o, and the remaining speculation window
n describing the number of instructions that can still be executed
speculatively (or L when no speculation is happening). Throughout
the paper, we fix the maximal speculation window, i.e., the maxi-
mum number of speculative instructions, to a global constant w.

Spec. States Ty = ) Spec. Instances Oy ::= (p, ctr, o, n)

T
This judgement for the AM semantics is: 2 =/9p 7.
(B:AM-branch)

(p.o) S (p.o’y  j=min(w,n)
T=r71-starty ctr-pcl

p(o(pc)) =beqzx, ¢
o’ =c[pc—1"]
_Jo(pey+1 if o’ (pc) =1

ll
! if o’ (pe) # 1

T
(p,ctryo,n+ 1) =Py (p, ctr,a’,n) - {p, ctr + 1, ", j)
(13:AM-NoSpec)

p(a(pc)) ¢beqzU Z. (p,o) 5 (p.o’)

T
sctr,oon+ 1) = cctr,o’,n
p
(3:AM-Rollback)
n’ =0 or p is stuck

rlby ctr
(p, ctr,o,ny - (p,ctr’, o', n’"y —==/)p (p, ctr’, o, n)

As mentioned, Rule B:AM-branch pushes a new speculative state
with the wrong branch, followed by the state with the correct one.
When speculation ends, Rule B:AM-Rollback pops the related state.
All other instructions are handled by delegating back to the non-
speculative semantics (Rule 3:AM-NoSpec).

Rule B:AM-NoSpec differs slightly from [21]: it applies to instruc-
tions that are not branch instructions (as in [21]) and are not in
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the metaparameter Z (in ' gray ). The latter is a set of instructions
and is part of our composition framework (which we explain in
Section 4.1). Instantiating Zy allows us to restrict when to apply
non-speculative steps in composed semantics. When we consider
/7p inisolation, Zp; is the empty set (so, Rule B:AM-NoSpec applies
to everything except branch instructions as in [21]). However, we
will instantiate Zy in different manners when building the com-
posed semantics. In the following, we write ﬁz to stress the value
of Zy when needed but we often omit Zj; for simplicity.

The always-mispredict behaviour Beh? (p) of a program p is
the set of all traces generated from an initial state until termination
using the reflexive-transitive closure of =/75.

2.4.2  Oracle Semantics. The oracle semantics explicitly models the
branch predictor using an oracle Oy that relies on the branching
history h of the program p to predict branch outcomes.

Here, we quickly summarize the key differences with the AM se-
mantics; see [21] for the full definition. First, speculative instances
are extended to track the branching history h, which records the
outcomes of prior branch instructions. Second, when executing a
beqz instruction, the oracle predicts the branch outcome (based on
the branching history k) and a new speculative instance is pushed
on top of the stack. Finally, whenever the speculation window of an
instance anywhere on the stack reaches 0, the execution needs to
be rolled back or committed. Rolling back deletes all the instances
above the rolled back instance, whereas committing updates the
configuration, the counter and the branching history h of the in-
stance below and the committed instance is deleted.

As before, the behaviour Beh? (p) of a program p under the
oracle semantics is the set of all its traces until termination.

2.4.3  Symbolic Semantics. The symbolic speculative semantics
/7S works on symbolic speculative states %3, and it is used in
SPECTECTOR [21]. The only two differences w.r.t. the AM semantics
are that (1) concrete states X are replaced with symbolic states
S, which store symbolic configurations ¢ instead of concrete
configurations o, and (2) the semantics uses the symbolic non-
speculative semantic instead of the concrete one. The rules of the
symbolic semantics look like those of the AM one, and the behaviour

BehS (p) of a program p is defined as for the AM semantics.

2.4.4  Properties of /7. Guarnieri et al. [21] prove several proper-
ties relating the three semantics we presented above, which were
instrumental in proving SPECTECTOR’s security. We recap these
properties in a single definition (Definition 2), which we will prove
for all semantics in this paper. In the definition we indicate that a
program p satisfies SNI w.r.t. the oracle semantics as p +O SNI.

Definition 2 (Secure Speculative Semantics). A speculative seman-
tics /) is secure (denoted v+ /) SSS) if:

o Oracle Overapproximation: p +x SNIiffVO. p I—,(C) SNI
e Symbolic Consistency: Beh;cﬂ (p) = ,u(Beh;(S »)
o NS Consistency: Beh;((’z[ (p) Tns = Behns(p) = Behg (P) Tns

Intuitively, a secure speculative semantics is made of three com-
ponents: an AM semantics, an oracle semantics, and a symbolic
semantics. First, the AM semantics must overapproximate the ora-
cle semantics (for any oracle), so it is enough to check a program
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p for SNI w.r.t. the AM semantics [21, Theorem 1]. Then, since
SPECTECTOR uses the symbolic semantics in the implementation,
the symbolic semantics must be consistent w.r.t. the AM one [21,
Proposition 2]. Finally, both the AM and the Oracle semantics can
recover the non-speculative behaviour of a program p by applying
the non-speculative projection on their traces [21, Propositions
1,3]. So we can execute p only once to get the (non-)speculative
behaviour of that program run.
Theorem 1 states that /), is a secure speculative semantics.

THEOREM 1 (/) 15 SSS [21]). + /7 SSS

3 SPECULATION ON STORES AND RETURNS

This section defines /75 and /9, two novel speculative semantics
that model the effects of speculative execution over store instruc-
tions (Section 3.1) and ret instructions (Section 3.2). Similarly to
/11, for each speculation mechanism we define three semantics: an
always-mispredict semantics, an oracle semantics, and a symbolic
semantics. As before, we will mostly focus on the always-mispredict
semantics, which safely over-approximates the oracle one, and we
will use its symbolic version to reason about leaks using SPECTEC-
TOR. Most formal details, as well as proofs, can be found in the
companion technical report [18].

3.1 /Js: Speculation on Store Instructions

Modern processors write stores to main memory asynchronously to
reduce delays caused by the memory subsystem. For this, processors
employ a Store Queue where not-yet-committed store instructions
are stored before being permanently written to memory. When
executing a load instruction, the processor first inspects the store
queue for a matching memory address. If there is a match, the
value is retrieved from the store queue (called store-to-load forward-
ing), and otherwise the memory request is issued to the memory
subsystem. To speed up computation, processors employ memory
disambiguation predictors to predict if memory addresses of loads
and stores match. Since the prediction can be incorrect, processors
may speculatively bypass a store instruction in the store queue
leading to a load instruction retrieving a stale value.

Example 1 (Store Speculation Vulnerability). Consider the exam-
ple in Listing 2:

Listing 2: Code vulnerable to store speculation.

store secret, p
store public, p

;  load eax, p

, load edx, B + eax

Assume that the store instructions in Line 1 and Line 2 are still in the
store queue and not yet committed to main memory. A misprediction
of the memory disambiguator for the load instruction in Line 3
causes it to bypass the store instruction in Line 2 and retrieve the
value from the stale store instruction in Line 1. The speculative
access of the memory is then leaked into the microarchitectural
state by the array access into B in Line 4.

This section first introduces the extended trace model required
to talk about speculation over store instructions (Section 3.1.1).
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Next, it presents the speculative AM semantics (Section 3.1.2) and
the corresponding oracle semantics (Section 3.1.3) and symbolic
semantics (Section 3.1.4). This semantics is a secure speculative
semantics (Theorem 2).

THEOREM 2 (/)5 15 SSS). + /75 SSS

3.1.1 Extended Trace Model. We extend the trace model Obs with
starts n and rlbs n observations to mark start and end of a spec-
ulative transaction n started by a store bypass. Furthermore, we
add a bypass n observation denoting that the store instruction at
program counter n was speculatively bypassed.

Obss ::= Obs | starts n| rlbs n | bypassn

3.1.2  Speculative Semantics. The overall structure of the /)5 se-
mantics is similar to that of /75: speculative execution is modeled
using a stack of speculative states, instructions that do not start
speculative transactions are executed by delegating back to the non-
speculative semantics, and speculative transactions are rolled back
whenever the speculative window reaches 0. The key difference
between /s and /), is the differing source of speculation: beqz
instructions for /7 and store instructions for /7s.
The states used in /75 are similar to those of /95:

Spec. States X5 = 55 Spec. Instance ®s ::= (p, ctr, o, n)

T
Judgement s =/9s Xt describes how Zs steps to 2¢ emitting
observation 7. As in /95, reductions only happen on top of the stack.

(S:AM-Store)

(p.0) = (p,o’)  j=min(wn)
v/ =7 -bypass o(pc) - start ctr

p(o(pc)) = store x, e

"’ =a[pc — o(pe) +1]

”
(p,ctr,o,n+1) =95 (p, ctr,o’,n) - {p, ctr+ 1,0”, j)
(S:AM-NoSpec)

p(o(pe)) ¢ storeUZs  (p,o) - (p,0’)

(p, ctr,o,n+1) :%?5 (p, ctr,o’, n)

To model the effect of bypassing a store instruction, Rule S:AM-
Store bypasses the store instruction by increasing the program
counter without updating the memory and starts a new speculative
transaction by pushing a new speculative instance on top of the
state. A load instruction loading from the same memory location
as the bypassed store instruction, therefore, retrieves a stale value.

Similarly to /9y, all instructions that are not store instructions
(and are not in Zs) are handled by delegating back to the non-
speculative semantics (Rule S:AM-NoSpec) and when the specula-
tion window reaches 0, a roll back occurs that pops the topmost
speculative instance from the stack.

The set Beh‘Sﬂ (p) contains all traces generated from an initial

state until termination using the reflexive-transitive closure of =/7s.

3.1.3  Oracle Semantics. Instead of bypassing every store instruc-
tion, the oracle semantics employs an oracle O that decides if the
store instruction should be speculatively bypassed or not. As before,
the behaviour Behso (p) of aprogram p is the set of all traces starting
from an initial state until termination using the reflexive-transitive
closure of the oracle semantics.
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3.1.4 Symbolic Semantics. Similarly to /7S, the symbolic specula-
tive semantics ﬂf requires two changes w.r.t. the always-mispredict
one: concrete configurations ¢ and the non-speculative semantics
are replaced by symbolic configurations o and the symbolic non-
speculative semantics respectively. The behaviour Behg9 (p) ofa
program p is the set of all its symbolic traces.

3.2 /)r:Speculation on Return Instructions

The return-stack-buffer (RSB) is a small stack used by the CPU to
save return addresses upon call instructions. These saved return
addresses are speculatively used when the function returns, because
accessing the RSB is faster than looking up the return address
on the stack (stored in main memory). This works well because
return addresses rarely change during function execution. However,
mispredictions can be exploited by an attacker.

Example 2 (Return Speculation Vulnerability). Consider the ex-
ample in Listing 3 and recall that register sp is used to find return
addresses saved on the stack.

Listing 3: A program exploiting RSB speculation.

Manip_Stack:

sp < sp + 8

3 ret

, Speculate:

5 call Manip_Stack

6 load eax, secret
load edx, eax

8 ret

s Main:

10 call Speculate

11 Sklp

Each function call pushes a return address on the stack and decre-
ments the sp register. After reaching the function Manip_Stack, the
sp register is incremented (line 2). Thus, sp points to the previous
return address on the stack (i.e., line 11), and the non-speculative
execution continues in Main and terminates. However, the return
address of the call in line 5 is line 6 and it is on top of the RSB. Thus,
the CPU speculatively executes lines 6-7 and leaks the secret.

This section describes the AM semantics (Section 3.2.1), the
oracle semantics (Section 3.2.2), and the symbolic semantics (Sec-
tion 3.2.3). Then, it discusses formalising different implementations
of the RSB in the CPU (Section 3.2.4). This semantics is a secure
speculative semantics (Theorem 3).

THEOREM 3 (/) 15 SSS). + /Jr SSS

3.2.1 Speculative Semantics. Unlike before, the state of /7 con-
tains a model of the RSB which is used to retrieve return addresses
instead of relying on the stack. Thus, speculative instances of /9
are extended with an additional entry R for tracking the RSB, whose
size is limited by a global constant Rg;,, denoting the maximal RSB
size. A speculative instance ®r now consists of the program p, the
counter ctr, the configuration o, the speculation window w and the
RSB R. As before, a state Xy, is a stack of speculative instances Dy,

Spec. States Xy = Dy Spec. Instance @y ::= (p, ctr, o, R, n)
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T
As before, in £ =/7r Zr reductions happen on the top of the stack.
(R:AM-Ret-Spec)
T
(p.o) = (p.0")

1 #+ m(a(sp))
T=r-startg ctr-retl

p(o(pe)) = ret o =(m,a)
R=R"-1 j = min(w, n)
"’ =a[pc L sp — a(sp) +8]

T
(p,ctr,o,R,n+ 1) =g (p, ctr,o’,R’,n) - {p, ctr + 1,0”", R’, j)
(R-AM-Call)

p(o(pe) =callf  (p,o) 5 (p,o”)
R’ =R (a(pc) + 1) IR| < Rsize

(p,ctr,o,R,n+1) :%?R (p, ctr,o’,R’, n)

During call instructions (Rule R:AM-Call), the return address is
pushed on top of the RSB (if there is space available) and during
ret instructions, the return address stored on the RSB is used if the
entry on top of the RSB is different from the one stored on the stack
(Rule R:AM-Ret-Spec). Then, the rule creates a new speculative
instance that uses the return address from the RSB R. Note that
speculation only happens when the return address from the RSB
differs from the one on the stack (stored in m(a(sp))).

Here, we overview how our semantics behaves with empty and
full RSB; full formalisation is available in the technical report [18].
Whenever the RSB is empty, executing a ret instruction does not
cause speculation and we return to the address pointed by sp. In
contrast, whenever the RSB is full, executing a call instruction
does not add entries to the RSB, i.e., we model an acyclic RSB.!

The behaviour Behf[ (p) is the set of all traces generated from

an initial state until termination using </9r.

3.2.2 Oracle Semantics. Unlike before, the oracle cannot decide
the outcome of the ret instruction, because the CPU always uses
the return address stored in the RSB (if there is one) and it does not
speculate otherwise [9]. The only thing the oracle decides here is
the size of the speculation window w.

3.2.3  Symbolic Semantics. Just as before, the symbolic specula-
tive semantics ﬁf replaces concrete configurations and the non-
speculative semantics with symbolic configurations and the sym-
bolic non-speculative semantics respectively. We remark that the
program counter pc is always concrete in the symbolic non-specula-
tive semantics [21]. As a result, the RSB only contains concrete val-
ues (and return addresses). The behaviour Beh‘g (p) of a program p
is the set of all traces starting from an initial state until termination
using the reflexive-transitive closure of the symbolic semantics.

3.24 Different Behaviours of Empty and Full RSBs. Modern CPUs
use different RSB implementations that differ in the way they handle
underflows and overflows, i.e., when the RSB is empty or full [27].
For example, cyclic RSB implementations overwrite old entries
when the RSB is full. Alternatively, CPUs can fallback to other
predictors (like the indirect branch predictor) to predict return
addresses whenever the RSB is empty.

In our model, the RSB is not cyclic and there is no speculation
when the RSB is empty (Rule R:AM-Ret-Empty).

1We follow the way AMD processors handle this kind of speculation [27].
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(R:AM-Ret-Empty)

p(a(pe)) =ret  (p,a) 5 (p,0’)

T
(p, ctr,o,0,n+ 1) =g (p, ctr,o’, 0, n)
We remark that extending /7 to support different RSBs imple-
mentations can be done with minimal effort.

4 A FRAMEWORK FOR COMPOSING
SPECULATIVE SEMANTICS
The presented speculative semantics allow us to verify programs

for violations of SNI but they do not capture the vulnerability in
Listing 1, as the traces of Example 3 show.

Example 3 (SNI for Listing 1, ). The traces generated are:

7l =72 .= store p-storep-starty 0-loadp

- load A + public - rlbp 0-pc 9

=1 _ =2,
Tg =1Tg ¢

...-storep-starts1-bypass1-pc L-
rlbs1-pc L

The program in Listing 1 seems secure since there is no secret value
leaked in the speculative transaction; thus the program satisfies
SNI for /9 and /)5 in isolation. However, this program specu-
latively leaks when considering speculation over beqz and store
instructions, but we need our combined semantics to detect this
vulnerability; see Section 5.3.

The vulnerability only appears when the branch predictor (Sec-
tion 2.4.1) and the memory disambiguator (Section 3.1.2) are used
together. Intuitively, we know that CPUs use all the speculation
mechanisms described here (and many others as well) at the same
time. Thus, we should not only focus on these different speculation
mechanisms in isolation but we need to look at their combinations
as well. That is, we need a way to compose the different semantics
into new semantics that can reason about these “combined” leaks.

This section presents a novel, general framework for composing
two speculative semantics x and y, each one capturing the effects of
a single speculation mechanism, to allow for speculation from both
mechanisms x and y. The semantics x and y are also called the source
semantics of the composition. Next, we first introduce the new com-
posed semantics, which consists of an always-mispredict semantics,
an oracle semantics, and a symbolic semantics (Section 4.1). Then,
we present the notion of well-formed composition which we use to
study the properties of composed semantics (Section 4.2).

New Notation. The states Xy, instances @y, and the trace model
Obsyy are defined as the union of the source parts. Furthermore,
we define a projection function [y and two projections [§y and
[ y that return the first and second projection of the pair from [y.
These functions are lifted to states by applying them pointwise:

Obsxy = Obsxy U Obsy Dxy = O Udy  Zyy = XUy

Mey: Py > (P, @y) Moyt Oy o O 1Yy By > Dy

For example, the ®s, state resulting from the union of ®s and
®p, states (from Section 3.1.2 and Section 3.2.1 respectively) is (p,
ctr,o,R, n), as it contains all common elements (the program p,
the counter ctr, the state o, and the speculation count n) plus the
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return stack buffer R from ®p only. Taking the - |2 2 of a ®syp state
returns the ®s subpart, i.e., all but the return stack buffer.

We overload [, and r,zy to also work on traces 7. The projection
T[%y deletes all speculative transactions (marked by starty id and
rlby id) not generated by the source semantics x. The definition
of rﬁy is similar by replacing x with y:

ety = e (r- DI, = (DN,
(startyid----rlby id-7) %, =TIy

We indicate source semantics for x and y as /9 and /7, respectively
and use /) to indicate the composed semantics.

4.1 Combined Speculative Semantics

The combined semantics delegates back to the source semantics
of x and y to model the effects of both speculation mechanisms
(modeled by x and y). This is captured in the two core rules below:

(AM x-step)

ny rxy <I>

By 1y Ty

Zy
Dyy ﬂ '3,

(AM-y-step)

T ZaylYy =
Y —nexylxy Y
cny rxy ”ﬂy (ny rxy

Ory L1 T Ty

The combined semantics does a step by either delegating back to
the x source semantics (Rule AM-x-step) or to the y one (Rule AM-
y-step).? The rules rely on metaparameter Zxy, which is a pair of
two metaparameters Zy := (Zx, Zy) — one for x and one for y. We
overload the projections [§y and f}c’y to extract the corresponding
metaparameter from Zxy, €8, Zxy r§y =Zy.

The role of Z is central to making the composed semantics work
as expected. It restricts how the combined semantics delegates exe-
cution to the components to ensure that the correct rule is applied.

With Z = (0,0), consider the execution of the beqz instruc-
tion in Line 4 in Listing 1. The combined semantics /7545 can use
Rule AM-x-step to delegate back to /9 for beqz instructions, cre-
ating a new speculative transaction (Rule B:AM-branch). However,
/545 can also use Rule AM-y-step, because beqz instructions are
also handled by /7s. Unfortunately, this does not start speculation,
which happens only on store instructions (Rule S:AM-NoSpec).

Intuitively, /7545 should delegate back to /75, so Rule AM-y-
step should not be applicable. This can be obtained by instantiating
Zp4s = (store, beqz), so that its projections are Z = store and
Zs = beqz. Now, /)15 can only apply Rule AM-x-step on the
beqz of Line 4, because Zs ensures that /)5 cannot execute beqz
instructions, as depicted in the full rule for ﬂbeqz below (where we
indicate the instructions derived from Zs = beqz in blue):

(S:AM-NoSpec)

p(a(pc)) ¢ store Ubeqz  (p,0) — (p,o”)

(p,ctr,o,n+1) *ﬂbeqz {p, ctr,c’, n)

2To simplify notation, we omit that the @, \ &, parts of state @y, in x-step (similar
@, \ @, in y-step) do not change between @, and E;y
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Having clarified the intuition behind the semantics, we can define
the behaviour Behﬂ/ as the set of all traces generated from initial

states until termination using iZ?xy.

4.1.1 Oracle Combination. Instead of using one oracle, the com-
bination uses a pair of oracles, one from each source semantics.
When delegating back to either source, the correct oracle of the
source is handed over to the source semantics.

4.1.2  Symbolic Combination. Instead of using the AM semantics
for delegation, the combined symbolic semantics ﬂ;csy uses the
symbolic source semantics for delegation. Furthermore, the new
notation (union, projections) is lifted to the symbolic combination to
create the symbolic states Z - The behaviour Behxy (p) of program
p is the set of all traces generated using the symbolic semantics.

4.2 Properties of Composition

We now illustrate the benefits of our composition framework. For
this, we first introduce a notion of well-formed composition (Sec-
tion 4.2.1), which intuitively tells when a combined semantics
“makes sense”. Then, we show that for well-formed compositions,
if the source semantics are SSS, so is the combined semantics (Sec-
tion 4.2.2). Since we proved this property for any well-formed
composition in our framework, all (well-formed) compositions we
present in Section 5 are SSS for free. This proof reuse and extensibil-
ity is our framework’s key advantage over having ad-hoc semantics
combining multiple speculation mechanisms, which requires one
to manually prove the SSS results we instead obtain for free.

4.2.1  Well-formed Compositions. The well-formedness conditions
for the composition ensures that the delegation is done properly
(Definition 3), they are the minimal set of assumptions that let us
derive SSS of the combined semantics for free:

Definition 3 (Well-formed composition). A composition /9y of
two speculative semantics /9, and ﬂy is well-formed, written +
ﬁxy : WEC, if:
T T

(1) /(COnﬂli/ence) Whenever Zxy </?xy Z;y and Zxy <Lxy Z;c’y,
then 2y =2y

(2) (Projection preservation) For all p, Beh;g”I (p) =
and Behljz( (p) = Behﬂ (p) [xy

Behsly, (p) 1%y

(3) (Relati(c))n preservation) If Zxy ~xy Xxy and Zxy Ly Xiy
then Xy ix;y* Xyy and Zy mxy Xy

(4) (Symbolic preservation) If 2

p(zs)
Sxy, then there is ZXy s.t. Bxy =/ xy 2 xy and,u(Z ) =3

*ﬁs %8, and p(32,) =

Next, we explain the well-formedness conditions:

o Confluence (point 1) ensures that the non-determinism of the
combined semantics (that non-deterministically delegates back to
its sources) is not harmful. Consider the assignment in Line 1 in
Listing 1. /9p+s can delegate to either /) or /)5 to reduce the
assignment. If the combined semantics is confluent, then it does
not matter which source rule executes the assignment in Line 1 in
Listing 1, the semantics reaches the same state either way.
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e Projection preservation (point 2) ensures that the combined
semantics is not hiding or forgetting traces of its sources. Any
observable emitted by a source semantics must be propagated to
the combined one, this is also the reason why Obsxy is defined as
the union of the source Obs.

e To explain relation preservation (point 3), we need to mention
a technical detail: the state relation (denoted =y, and defined in
our technical report) between the AM states (2 ) and the Oracle
ones (Xxy). Intuitively, two states are related if they are the same or
if one is waiting on a speculation of the other to end. Then, point
(3) ensures that whenever we start from related states (Xxy =xy
Xxy) and we do one or more steps of the AM composed semantics

T
Cxy fﬁ;y Z;y), then we can always find a related state (Z;y Rxy
X,’(y) that is reachable by performing one or more steps of the

- O
composed oracle semantics (Xxy Jﬁx;y* Xyy)- This fact is used

when proving that SNI of a program under the composed AM
semantics implies SNI under the composed oracle semantics (point
1 of Definition 2). Thus, it is not important for the AM and the
Oracle semantics to produce the same traces, just that the two AM
traces and the two Oracle traces are pairwise equivalent — which
follows from the state relation.

e Finally, symbolic preservation (point 4) ensures that any step
of the always-mispredict composed semantics corresponds to the
concretization of a step of the symbolic composed semantics (and
vice versa®). Note that proving symbolic preservation is almost
trivial whenever both source semantics enjoy the same property
(like our semantics /7, /75, and /9p).

4.2.2  SSS preservation. The key result of our framework is that
well-formed compositions whose sources are secure speculative
semantics (SSS) are also SSS (Theorem 4). Note that our proof of
Theorem 4, available in the companion technical report [18], holds
for any well-formed composition in our framework and, therefore,
it applies for free to all the compositions in Section 5.

THEOREM 4 (/7 18 SSS). Ift /5 SSS andv /7 SSS andv [Qxy :
WEC then v /7y SSS.

As a corollary of Theorem 4, we obtain that the security of well-
formed compositions is related to the security of their components
(Theorem 5). In particular, whenever a program is insecure w.r.t. one
of the components, then it is insecure w.r.t. the composed semantics.
Dually, if a program is secure w.r.t. the composed semantics, then it
is secure w.r.t. the single components. Note, however, that there are
programs that are secure for the single components but insecure
w.r.t. the composed semantics like Listing 1.

THEOREM 5 (COMBINED SNI PRESERVATION). If+ /),y + WFC
and p ¥x SNI or p ¥y SNI then p ¥xy SNL
Ift L%y : WFC and p txy SNI then p +x SNI and p +y SNL

These results have an immediate practical impact on SPECTEC-
TOR: (1) SPECTECTOR’s security analysis relies on the (symbolic)
speculative semantics, (2) the source semantics /95, /95, and /9r
are SSS, (3) well-formed compositions are also SSS, and (4) the com-
position of /95, /75, and /) are well-formed. So, the SPECTECTOR
security analysis equipped with any combination of the /95, /75,

3For space reasons, Definition 3 only reports one direction (with a simplified notation).
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and /) produces sound results, i.e., whenever the tool proves that a
program is leak-free then the program satisfies SNI. So, the next sec-
tion describes all the compositions and proves they are well-formed
(this implies that they are SSS thanks to Theorem 4), whereas the
section thereafter describes their implementation in SPECTECTOR.

5 INSTANTIATING OUR FRAMEWORK

This section describes all combinations of the speculative semantics
L6, s, and [Qr: [ser (Section 5.1), /Ip4r (Section 5.2), /145
(Section 5.3), and /7;3454r (Section 5.4). For each one, we overview
the combined AM semantics using examples (whose traces we
computed using our Coq executable composed semantics) and we
prove that the combined semantics is well-formed, i.e., it satisfies
Definition 3. In the following, we describe in detail how the /9s,r
semantics can be instantiated as part of our framework; the other
combinations can be instantiated similarly and we only provide a
higher-level description. Full details and well-formedness proofs
are available in the companion technical report [18].

5.1 /7s,z Composition

To combine semantics using our framework, we need to define the
states, observations, and metaparameter Zs,r for the composed
semantics /75, . The combined state X, is the union of the states
Y5 and Xp; thus it contains the RSB R as well.

Spec. States TR = Doyp Spec. Instance ®sip = (p, ctr, 0, R, n)

The union Obss, of the trace models Obss and Obsy, is defined as:
Obssyp w=startsn|startgn|rlbsn|rlbg n|bypassn]| ..

To define the metaparameter Zs,p, we need to identify, for each
component semantics, the instructions that are related with specula-
tive execution. For /75, the only instruction associated with specu-
lative execution is store, since the semantics can only speculatively
bypass stores. For /)i, even though the semantics speculates only
over ret instructions, call instructions also affect speculative execu-
tion since /) pushes return addresses onto the R when executing
calls. Therefore, we set the metaparameter Zs, to (callUret, store).
This ensures that in /).y, store instructions are only executed by
delegating back to ﬂganuret
only executed by delegating back to ﬁ?{t"re.

Theorem 6 states the combination of /75 and /7 described above
is well-formed. Given that /)5 and /9y are SSS (Theorem 2 and
Theorem 3), we can derive “for free” that /75, is SSS (Theorem 4).

whereas call and ret instructions are

THEOREM 6 (/)s4r IS WELL-FORMED). +/Js,p : WFC

Listing 4 presents a program that contains a leak that can be
detected only by /95, but not by its components /95 and /7z.

Listing 4: /)5, example

1 Manip_Stack:
sp « sp + 8

3 ret

,  Speculate:

5 call Manip_Stack

6 store secret, p
store pub, p

8 load eax, p
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9 load edi, eax
10 ret

1 Main:

12 call Speculate
13 skip

In Listing 4, execution starts on Line 12 by calling the function
Speculate and it continues at Line 5. Next, the function Manip_Stack
is called and the stack pointer sp is incremented (Line 2). This modi-
fies the return address of the function Manip_Stack to now point to
Line 13 (the return address of the call to Speculate). Under /7, mis-
predicting the return address of Manip_Stack using the RSB leads to
continuing the execution at Line 6. However, the store instructions
in Line 7 overwrites the secret value stored in Line 6. Then, the
load instructions in Line 8 and Line 9 emit only public values. As
a result, no secret is leaked and speculation ends. Similarly, under
/s, speculation over store bypasses has no effect in Listing 4 be-
cause the store instruction in Line 6 is never reached and function
Manip_Stack returns to Line 13. Therefore, the leak is missed under
/s and /9, i.e., Listing 4 s SNI and Listing 4 +r SNIL

However, under the combined semantics /7, , the store instruc-
tion on Line 7 is now speculatively bypassed and when returning
from function Manip_Stack the execution speculatively continues
from Line 8. Now, the load instructions are executed and the secret
is leaked, as shown in the traces below. Since secret is a high value,
there are low-equivalent configurations o, o2 that differ in the
value of secret. Thus, there are two traces (&) that differs in the
observation load secret (highlighted in gray). Hence, the program
is not secure under the combined semantics, i.e., Listing 4 ¥s4r SNL

T§+R * Té+R Ycall Speculate - - - startp 0---starts 1---rlbs 1

---starts 2-bypass 7 - load p - load secret - --

The relation between the source semantics and their composi-
tion is visualised in Figure 1, which shows the insecure programs
(with respect to SNI) detected under the different semantics. The
combined semantics encompasses all vulnerable programs of /)5
and /9 and additional programs like Listing 4. These additional
programs are the reason why the semantics /9.y is “stronger than
the sum of its parts” /s and /)g.

Figure 1: Relating /)5, /7 and /)5, wrt SNL

5.2 /Jz:r Composition

In this combination, the instructions that influence speculative
execution are call and ret (/7) and beqz (/7). Thus, we set Zp 4 =
(call U ret, beqz) to account for this and to allow speculation from
both sources.
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Theorem 7 states that /7, is well-formed. This allows us to
derive “for free” that /914 is SSS by applying Theorem 4.

THEOREM 7 (/954R IS WELL-FORMED). +/)p,r : WFC

Listing 5: /7p.r example

1 Manip_Stack:
2 sp <- sp + 8
ret
. Speculate:
call Manip_Stack
; X <- 0
7 beqz x, L2
load eax, secret
L2:
10 ret
11 Main:
12 call Speculate
13 skip

Listing 5 presents a leak that can be detected only under /954r. The
execution proceeds similarly to Listing 4 until the ret instruction in
Line 3 is reached. Under /7, mispredicting the return address leads
to function Manip_Stack returning to Line 6. However, the beqz
instructions in Line 7 jumps to Line 10 (since x is 0) and speculation
ends without leaking. Under /71, the beqz instruction in Line 7 is
never executed and the function Manip_Stack returns to Line 13
without leaking. Hence, Listing 5 is secure (i.e., it satisfies SNI)
when considering /9 and /3 in isolation.

Under the combined semantics /34, function Manip_Stack
returns to Line 6 and the beqz instruction is then mispredicted.
This leads to executing the load instructions in Line 8, which leaks
secret information. The resulting traces () are given below, where
we highlight the secret-dependent observations. Given the length
of the trace, we present only the most relevant parts, i.e., that both
kinds of speculations need to have started for the leak to appear.

r2+R * r1+R Eeall Speculate - --startp 0---startp 1

-pc 8- load secret -rlbp 1-rlbr 0

Again, the two traces differ in the observation in the grey box and
we have Listing 5 ¥p4r SNIL

5.3 /Iz+s Composition

In this combination,speculation happens on beqz instructions (/95)
and on store instructions (/7s). Thus, we set Zi4s = (store, beqz).
Therefore, in the combined semantics /745, beqz instructions are

only executed by delegating back to /75!°'¢ and store instructions

are only executed by delegating back to ﬁls’eqz, This semantics is

also a well-formed composition (Theorem 8) and SSS.
THEOREM 8 (/9145 IS WELL-FORMED). + /9145 : WFC

Listing 1 from Section 1 contains a leak that can only be detected
by /?r+s but not by its components. The traces associated with the
code (#¢) are given below, where secret-dependent observations
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are highlighted in gray:

f

?2+S¢?1+Sd=e ---starts 1-bypass1----startg 2-pc5

-load p - load A +secret -rlbg 2-rlbs1---

The program is not secure under /91,5, i.e., Listing 1 #3545 SNL

54 /Jnssir Composition

We conclude this section by combining all three semantics /7,
/s, and /). Our framework (Section 4) allows only combining
a pair of source semantics into a combined one. For simplicity,
we present /)p4s+r as a direct combination of the three source
semantics (technically, we obtain /95,54 by combining /9145
with /). The metaparameter Zis4r (which we represent as a
triple of values) is (call Uret U store, call Uret Ubeqz, beqz U store).
As a result, the combined semantics /Jp4s+r can only delegate
to the corresponding speculative semantics for the appropriate
speculation sources.

As before, /)p1s+r is a well-formed composition (Theorem 9)
and we get that /95s4r is SSS by applying Theorem 4.

THEOREM 9 (/913454+R IS WELL-FORMED). + /Jpis4r @ WFC

Listing 6: /7p.s+r example

1 Manip_Stack:

2 sp <- sp + 8
ret

. Speculate:

5 call Manip_Stack

6 X <- 0

7 beqz x, L2

5 load eax, p

9 load edi, eax

10 L2:

11 ret

2 Main:

13 store secret, p

14 store pub, p

15 call Speculate

Listing 6 depicts a leaky program that can be detected only under
/I+5+R, since the program satisfies SNI under /)5, /95 and /)i.
Under /9145+R, the store instruction in Line 14 is bypassed There-
fore, when returning from Manip_Stack, the program mispredicts
the return address and speculatively returns to Line 6. Here, the
beqz instruction in Line 7 is mispredicted and the load instructions
are executed, which now leaks the secret value.

)

The resulting traces (e ) are given below:

T2+S+R * T1+S+R & starts 1-bypass 14 - call Speculate - - -
-startp 2-ret6-starty 3-pc8-1loadp

load secret - rlbp 3-rlbg2--rlbg1---

Thus, the program is not secure, i.e., Listing 6 ¥34s4r SNL

6 IMPLEMENTATION AND EVALUATION

This section describes how our combined semantics can be used to
detect leaks introduced by the interaction of multiple speculation

10

Xaver Fabian, Marco Guarnieri, and Marco Patrignani

mechanisms. For this, we extended SPECTECTOR, a symbolic analysis
tool for speculative leaks against /7, with the semantics for /75
and /)y and for all the combinations from Section 5 (Section 6.1).
Using SPECTECTOR, we analyze a corpus of 49 microbenchmarks
containing speculative leaks generated by different speculation
mechanisms (Section 6.2). With these experiments, we aim to show
that (1) our /95 and /7 speculative semantics can correctly identify
speculative leaks associated with speculation over store-bypasses
and return instructions, and (2) our combined semantics can detect
novel leaks that are otherwise undetectable when considering single
speculation mechanisms in isolation.

6.1 Implementation

We implemented all our semantics (the symbolic versions of /75
and /9 plus all compositions from Section 5) as an extension of
SPECTECTOR [21]. The implementation of compositions closely fol-
lows the structure of our framework. As in Section 5, selecting
one of the composed semantics in SPECTECTOR sets the metapa-
rameter Z, which is used to delegate back to the correct individual
semantics. SPECTECTOR then uses symbolic execution together with
self-composition [6] and an SMT solver to check for SNI against
/1. Due to this setup, we inherit all limitations of SPECTECTOR’s
speculative analysis, e.g., path explosion due to symbolic execution
and limitations in the translation from x86 to pAsm. We refer to [21]
for an in-depth discussion of such limitations.

6.2 Experiments

Benchmarks: We analyze 49 snippets of code containing leaks
resulting from speculation over branch, store/load, and ret instruc-
tions (and their combinations):

o Spectre-STL: 13 programs are variants of the Spectre-STL vul-
nerability. They exploit speculation over memory disambiguation,
and they have been used as benchmarks in prior work [14, 32]. For
each program, we also analyze a patched version where a manually
inserted LFENCE instruction stops speculation over store-bypasses
and prevents the leak.

e Spectre-RSB: 5 programs are variants of the Spectre-RSB
vulnerability. They exploit speculation over return instructions, and
they are obtained from the safeside [1] and transientfail [8]
projects*. For each program, we also analyze manually patched
versions obtained by (1) inserting LFENCEs after call instructions (i.e.,
at the instruction address where ret speculatively returns), and (2)
using the modified retpoline defense proposed in [27, Section 6.1].

e Spectre-Comb: 4 programs contain leaks that arise from com-
bining speculation mechanisms. These are the programs depicted in
listing 1, listing 5, listing 4, and listing 6 and discussed in Section 5.
For each program, we also analyze a manually patched version
where 1fence instructions prevent the speculative leaks.

Experimental setup: The benchmarks for Spectre-STL and Spectre-
RSB are implemented in C and compiled with Gece 11.1.0 and
we manually inserted 1fence/retpoline countermeasures in the

40ut of the three Spectre-RSB examples from safeside [1], we analyze the only
one that works against an acyclic RSB like the one supported by /7. Programs
ca_ip, ca_oop, and sa_ip from transientfail [8] rely on concurrent execution. Since
SPECTECTOR does not support concurrency, we hardcode the worst-case interleaving
in terms of speculative leakage in our benchmark.
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Ls
Test case None TFence
case01 ) o °
case02 ) o .
case03 (S) . °
case04 ) o °
case05 ) o °
case06 ) o °
case07 0] o °
case08 I o .
case09 (S) ° °
casel0 0] o °
casell ) o .
casel2 (S) ° °
casel3 0] ) °

(a) Results for the Spectre-STL programs under the /)5 semantics
against unpatched programs (column “None”) and programs
patched with 1fence (column “Fence”)
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AR
Test case None Fence Retpoline
ret2spec_c_d () ° ¢ *
ca_ip @ ° ° *
ca_oop @ ° * *
sa_ip @ °© ° ®
sa_oop @ ° ° *

(b) Results for the Spectre-RSB programs under the /7 semantics
against unpatched programs (column “None”), programs patched
with 1fence (column “Fence”), and programs patched with the mod-
ified retpoline defense proposed in [27, $6.1] (column “Retpoline”)

Figure 2: Result of the analysis of our benchmarks for /)5 and /). For each program, o denotes that SPECTECTOR finds a
violation of SNI under the corresponding semantics, whereas o denotes that SPECTECTOR proves the program secure under the
semantics. Next to each program, we report if the program is Secure or Insecure in its unpatched version.

patched versions. The benchmarks for Spectre-Comb are directly
formalised in pAsm. We run all our experiments on a laptop with a
Dual Core Intel Core 15-7200U CPU and 8GB of RAM.

Spectre-STL: Figure 2a reports the results of analysing the pro-
grams in the Spectre-STL benchmark®. Using the /75 semantics,
SPECTECTOR successfully detected leaks (i.e., violations of SNI) in
all unpatched programs, except programs 03, 09, and 12 which
do not contain speculative leaks (consistently with other analysis
results [14, 32]). Observe that Binsec/Haunted [14] flags program
13 as secure since the program can only speculatively leak initial
values from the stack, which Binsec/Haunted treats as public by
default [2]. Since we assume initial memory values to be secret
(like Ponce de Ledn and Kinder [32]), SPECTECTOR correctly de-
tected the leak in program 13. SPECTECTOR also successfully proved
that all patched programs (where an 1fence is added between store
instructions) satisfy SNI and are free of speculative leaks.

Spectre-RSB: Figure 2b reports the analysis results on the Spectre-
RSB programs. Using /7, SPECTECTOR successfully detected leaks
in all unpatched programs. Moreover, SPECTECTOR successfully
proved that the patched programs where a 1fence instruction is
added after every call satisfy SNI, i.e., they are free of specula-
tive leaks. SPECTECTOR also successfully proved secure the pro-
grams patched using the modified retpoline defense proposed by
Maisuradze and Rossow [27], which replaces return instructions
with a construct that traps the speculation in an infinite loop.

Spectre-Comb: Figure 3a reports the results of our analysis on
the Spectre-Comb programs, which involve leaks arising from
a combination of multiple speculation mechanisms. SPECTECTOR
equipped with the single semantics /95, /75, and /R is not able to

SWe had to slightly modify programs 02, 05, and 06 due to limitations of SPECTECTOR’s
%86 front-end when dealing with global values (programs 05 and 06) and 32-bit address-
ing (program 02). We had to limit the speculation window, due to vanilla SPECTECTOR’s
limitations in symbolic execution, when analyzing program 09, which contains a loop.
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detect the speculative leaks in any of the 4 programs and, therefore,
proves them secure. This is expected since the programs contain
leaks that arise from a combination of semantics. SPECTECTOR can
successfully identify leaks in listing 1, listing 5, listing 4 when
using, respectively, the semantics /p+s, /?s+r, and /Ip4r. Each
semantics, however, fail in detecting leaks in the other programs,
and all of them fail in detecting a leak in listing 6 as expected. Finally,
SPECTECTOR is able to successfully detect leaks in all programs
when using the /9p,54+r semantics that combines all speculation
mechanisms studied in this paper.

We also analyzed programs manually patched with 1fence state-
ments (“listing 1 Fence”, “listing 5 Fence”, “listing 4 Fence”, and
“listing 6 Fence” in Figure 3a). As before, SPECTECTOR successfully
prove the security of patched programs. Even for leaks that arise
from multiple speculation mechanisms, it is often sufficient to insert
a single 1fence to secure the entire program, e.g., an 1fence after
the beqz instruction in Listing 5 is enough to make the program
SNI with respect to /9 p45+R-

Figure 3b reports the average execution time (for 1000 execu-
tions) of SPECTECTOR’s analysis for the Spectre-Comb programs
under the different semantics. We highlight the following findings:

e For the programs patched with 1fence, SPECTECTOR’s execu-
tion time under a combined semantics is larger than SPECTECTOR’s
execution times under the corresponding source semantics. This
follows from the combined semantics exploring (a) everything ex-
plored by the source semantics as well as (b) additional statements
resulting from extra interactions between the source semantics.
Note that the placement of 1fences influence execution time. For
instance, the execution time for “listing 5 Fence” under /9y and
/I5+r is similar because the 1fence is placed just after the branch
instruction of Line 7, thereby stopping /71 -speculation.

o For most of the unpatched programs, execution time under a
combined semantics is again larger than the execution times under
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Test case e, Ls LAr Lsss Lswr Lpsr Lseser
listing 1 ) . . ° o . ° )
listing 5 0] . . . . o . o
listing 4 ) . . . . . o o
listing 6 ) . . ° . . ° o
listing 1 Fence (S) e . . . . . .
listing 5 Fence (S) o . . ° . . .
listing 4 Fence (S) o . ° . . ° .
listing 6 Fence (S) e . . . . . .

(a) Results of the analysis. For each program, o denotes that SPECTECTOR finds a violation of SNI whereas e denotes that SPECTECTOR proves the
program secure under the corresponding semantics. Next to each program, we report if it is Secure or Insecure w.r.t. /9 ,s4r.

40
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Execution Time (milliseconds)

0
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ﬁl{

ﬁ +S
Lnar
ﬁSHQ
ﬁ +5+R

non-spec

IEEEEIT

listing 1 listing 5 listing 4 listing 6

listing 1 listing 5 listing 4
Fence

listing 6

Fence Fence Fence

(b) Average execution time for SPECTECTOR’s analysis for the code snippets in the Spectre-Comb benchmark (over 1000 samples) for the relevant
individual and composed speculative semantics. The white bar (“non-spec”) represents the analysis time w.r.t. zAsm non-speculative semantics.

Figure 3: Results of the Spectre-Comb benchmark, where “listing x Fence” is the patched version (using 1fence) of “listing x”.

the source semantics. This is, however, not always the case. For
instance, SPECTECTOR’s execution time for listing 6 and /sy is
larger than its execution time for /93454r. This is due to SpEc-
TECTOR’s terminating early after finding a violation of SNI, which
happens under /951s+r but not under /s, (see also Figure 3a).

7 DISCUSSION

Scope of the models: Lifting the results of the security analysis
for our speculative semantics to real-world CPUs is only possible to
the extent that these semantics capture the information flows in the
target system. Thus, SPECTECTOR’s result may incorrectly classify
programs as secure (if our semantics do not capture information
flows happening in real-world CPUs) or insecure (if our semantics
admit speculations that are impossible on real systems).

Other speculation mechanisms: There are many speculation
mechanisms beyond those modeled in /3, /75, and /Jr:

e Speculation over indirect jumps [24] can be modeled as an
always-mispredict semantics (similarly to /71;) where mispredicted
paths can start from any other statement. This, however, makes
automated reasoning challenging due to the large number of spec-
ulative paths. Mechanisms like Intel Control-Flow-Integrity [34]
can improve the situation by restricting potential jump targets.
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e CPUs speculate over ret instructions in different ways. For
instance, there are many different ways of implementing return
stack buffers (e.g., cyclic versus acyclic RSBs [27] or RSBs that
fall back to indirect branch prediction [41]). Some ARM proces-
sors, moreover, use straight-line speculation that allows CPUs to
speculatively bypass a ret instruction and execute the instructions
following it. Both kinds of speculation can be modeled by modifying
the Rule R:AM-Ret-Spec rule in /7.

e Many proposals for value prediction over different kinds of
instructions exist [26, 29, 35]. While naive speculative semantics
might have to explore all possible values as prediction, semantics
that model specific prediction mechanisms might restrict the set of
predicted values (thereby leading to a more tractable analysis).

We expect that most of these mechanisms can be modeled as
speculative semantics satisfying our well-formedness conditions.
Hence, they could work with our composition framework.

Limitations of composition: Our composition framework has
two main limitations:

(1) The metaparameter Z is expressed in terms of gAsMm instruc-
tions, i.e., the smallest unit of computation in our framework. Since
Z restricts how the composed semantics delegates execution to its
sources, this limit the expressiveness of composed semantics. For



Automatic Detection of Speculative Execution Combinations

instance, /54 cannot speculate over the implict store writing the
return address to the stack that happens as part of call instructions.
(2) Our framework does not support combinations where a sin-
gle instruction perform speculation-relevant changes in both source
semantics. For instance, consider a combination of /7 with a se-
mantics modeling straight-line speculation. Here, both semantics
start different speculative transactions on executing ret instructions.
However, instantiating Z as (0, @), which enables both speculations,
violates the confluence well-formedness condition for the composed
semantics, whereas setting Z = (x, y) so that only one of x and y is
ret would only capture one of the two speculation mechanisms.
We leave addressing both limitations as future work.

8 RELATED WORK

Speculative execution attacks: After Spectre [24] has been dis-
closed to the public in 2018, researchers have identified many other
speculative execution attacks [4, 7, 25, 27, 42]. These attacks differ
in the exploited speculation sources [23, 25, 27], the covert chan-
nels [33, 36, 37] used, or the target platforms [12]. We refer the
reader to Canella et al. [8] for a survey of existing attacks.

Security conditions for speculative leaks: Researchers have
proposed many program-level properties for security against spec-
ulative leaks, which can be classified in three main groups [10]:

(1) Non-interference definitions ensure the security of specu-
lative and non-speculative instructions. For instance, speculative
constant-time [9] (used also in [3, 14, 38]) extends the constant-time
security condition to account also for transient instructions.

(2) Relative non-interference definitions [11, 19, 21, 22] ensure
that transient instructions do not leak more information than what
is leaked by non-transient instructions. For instance, speculative
non-interference [21], which we build on, (used also in [20, 31])
restricts the information leaked by speculatively executed instruc-
tions (without constraining what can be leaked non-speculatively).

(3) Definitions that formalise security as a safety property [31,
32], which may over-approximate definitions from the groups above.

Operational semantics for speculative leaks: In the last few
years, there has been a growing interest in developing formal mod-
els and principled program analyses for detecting leaks caused by
speculatively executed instructions. We refer the reader to [10] for
a comprehensive survey on the topic. In the following, we discuss
the approaches that are more relevant to our paper.

Our speculative semantics /s and /7 capture the effects of
transient instructions at a rather high-level, and they are inspired by
the always-mispredict /95 semantics from [21]. Our /95 semantics
is also similar to the CT-BPAS speculation contract used by the
Revizor testing tool [30]. In contrast, other approaches, which we
overview next, explicitly model microarchitectural components like
multiple pipeline stages, caches, and branch predictors.

For instance, KLEESpectre [39] and SpecuSym [22] consider a
semantics that explicitly model the cache, which enable reasoning
about the cache content. Mcllroy et al. [28] go a step further and
model a multi-stage pipeline with explicit cache and branch pre-
dictor. Their semantics can only model speculation over branch
instructions since it lacks store-forwarding or RSB.

Cauligi et al. [9]’s semantics model speculation over branch in-
structions, store-bypasses, and return instructions. Differently from
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our semantics, their 3-stage pipeline semantics explicitly models
several microarchitectural components like a reorder buffer and an
RSB. Their tool detects violations of speculative constant-time in-
duced by speculation over branch instructions and store-bypasses.
Binsec/Haunted [14] detect violations of speculative constant-
time due to speculation over store-bypasses and branch instructions.
For this, they explicitly model the store buffer, which /75 abstracts
away. Barthe et al. [5] extend the Jasmin [3] cryptographic verifi-
cation framework to reason about speculative constant-time and
supports speculation over store-bypasses and branch instructions.
While several of these models support multiple speculation mech-
anisms, these mechanisms are hard-coded and no existing approach
provides a composition framework or extensible ways of extending
the main theoretical results to new mechanisms “for free”. Moreover,
while we could have used other semantics as a basis for our frame-
work, this would have resulted in more difficult proofs (since seman-
tics like the one in [9] are significantly more complex than ours).

Axiomatic semantics for speculative leaks: A few approaches
formalise the effects of speculatively executed instructions using
axiomatic semantics inspired by work on weak memory models. For
instance, Colvin and Winter [13] and Disselkoen et al. [15] capture
the effects of branch speculation but both lack program analyses.

Ponce de Ledn and Kinder [32] illustrate how one can model
leaks resulting from speculation over branch instructions and store-
bypasses using the CAT modeling language for memory consis-
tency, and they present a bounded model checking analysis for
detecting speculative leaks. Interestingly, they talk about compos-
ing several of theirs semantics [32, SIV.F], which should allow them
to detect vulnerabilities like Listing 1 (which we detect under /9 45).
However, they do not formally characterize compositions and, there-
fore, they cannot derive interesting results “for free” about the com-
posed semantics (like we do in Theorem 4). Moreover, even though
they state that composability is an advantage of axiomatic models,
our framework (and tool implementation) shows that composability
can be done with operational semantics as well.

9 CONCLUSION AND FUTURE WORK

This paper presented new speculative semantics for speculation on
store and return instructions. It also defined a general framework to
reason about the composition of different speculative semantics and
instantiated the framework with our new speculative semantics /75
and /) and the semantics by Guarnieri et al. [21]. Our framework
yields security of the composed semantics (almost) for free, given
the security of its parts. All the new semantics have been imple-
mented in the SPECTECTOR program analysis tool, which correctly
detects all vulnerabilities in existing and novel benchmarks.
Acknowledgments: This work was partially supported by the
Madrid regional government under the project S2018/TCS-4339
BLOQUES-CM, by the Spanish Ministry of Science, Innovation, and
University under the project RT12018-102043-B-100 SCUM, by the
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A PREFACE

There are some notational differences between the paper and technical report.
(1) In the technical report, The maximum speculation window  is a parameter of the semantics instead of a constant.
(2) In the technical report, we use llf to indicate the reflexive-transitive closure of the corresponding semantics
(3) In the technical report, we use w instead of A to indicate AM notation.
(4) In the technical report we use bypass n instead of bypass n
(5) In the technical report Z is a list of instructions [Z] instead of a set.
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B REDEFINITONS

We start by reviewing pAsm and the non-speculative semantics as it was defined in SPECTECTOR.

Basic Types
(Registers) x € Regs
(Values) n,l € Vals=NuU{L}
Syntax
(Expressions) e = n|x|Gel|le1®e
(Instructions) i = skip | x « e|load x, e |
store x,e | jmp e | beqz x, [ |
x <—e: e | spbarr | call f | ret
(Programs) p = n:i|pi;p2
(Functions) F = @|F;frn

Figure 4: Syntax of yAsm.

A pAsm program p is defined as a sequence of pairs n : i where i is an instruction and n € N is a label. We will use p as a partial function
from natural numbers to instructions, where p(n) either returns the instruction if the label exists in p or L. In addition, we add a map ¥
mapping function names f to line numbers n in p.

Definition 4. A Configuration o is a triple (m, a), where m € Mem models the memory and a € Assgn models the register assignments.
Memories m and register assignments a are functions mapping memory addresses m € N respectively register identifiers a € Regs to values in
Vals. The set Mem X Assgn of all configurations is called Conf.

We use the register sp to point to the top of the software stack for call and returns. It works as a stack pointer. The adversary is modeled
by exposing observations during program execution.

Definition 5. A observation is defined as
ru=loadn|storen|pcn|call f|retn|

We call this set Obs.

Fudgements
T
og—a Configuration ¢ small-steps to ¢’ and emits observation .
alzo Configuration o big-steps to ¢’ and emits a list of observations T.
(p, o) ﬂfjs T Program p and initial configuration o produce the observations T during execution.

Expression evaluation

[n](a) =n [x](a) = a(x) [ee](a) = o[e](a) [e1 ® e2](a) = [e1] (a) ® [e2] (a)

(skip)
p(a(pc)) = skip
(m,a) — (m,al[pc a(pc) +1])
(Barrier)
plalpe)) = spbarr
(m,a) — (m,a[pc— a(pc) +1])
(Assign)
pla(pc)) =x —e x#pc
(m,a) — (m,a[pc > a(pc) + 1,x — [e](a)])
16
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(ConditionalUpdate-Sat)

plape) =x <L e  [e](a) =0
X # pc

(m,a) = (m,a[pc— a(pc) + Lx — [e](a)])
(ConditionalUpdate-Unsat)

plape)) =x <L e [e](a) #0
X # pc

(m,a) — (m,a[pc— a(pc) +1])

(Terminate)

pla(pe)) = L
(m,a)y — (m,a[pc— L])
(Load)
pla(pc)) =load x,e x # pc
n=[e](a)

(m,a) load n, (m,a[pc i a(pe) +1,x — m(n)])

(Store)
pla(pc)) =storex,e n=[e](a)
(m,a) Store n, (m[n — a(x)],a[pc— a(pc) +1])
(Beqz-Sat)

pla(pe)) =beqzx,f a(x) =0

(ma) 25 (m, a[pc - £])
(Beqz-Unsat)
pla(pe)) =beqzx,t a(x)#0

pc a(pe)+1
(m,a) ——— (m, a[pc — a(pc) +1])

(Jmp)
pla(pe)) =jmpe £ =[e](a)

(m,a) LN (m, a[pc — ¢])

(call)
P(a(PC)) = Callf T(f) -n
@ =alpc nspra(sp) —8]  m’ =m[a’(sp) — a(pc) +1]
call f
(m,a) — (m’,a’)
(Ret)

pla(pc)) =ret  I=m(a(sp))
a’ =alpc L, sp — a(sp) +8]

1
(m,a) == (m,a’)
The evaluation relation — captures individual steps in the execution of a yAsm program.
Further, we define some shorthand notation for common interactions:

Definition 6. We will write the shorthand a[x > y] with x € Regs and y € Vals for the assignment a’ € Assgn that satisfies a’(x) = y and
otherwise behaves similar to a. This updates a single register.
We will do the same for memories and lift this to configurations in the obvious way with o = (m, a):

(m,a)[x — y] = (m,a[x — y])withx € Regsy € Vals
(myay(I > y) = (m(l - y),a)withl € Vals y € Vals

Definition 7. Sequences of elementsey, - - - , ey are indicated as € and € - e denotes a stack with top element e and rest of the stack é.

We now define the behaviour of the non-speculative semantics We add rules to define a run of the program

NS-Single
(NS-Reflection) ( gle)

T
- U? o’ 5o

oleo oz, o’

p X InitConf QSO T

17
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(NS-Trace) (NS-Beh)
Jo’ o’ € FinalConf o |70’
(o) AQ T Behns(p) = {7 | Yo € InitConf. (p,0) A% T}

We define the behaviour of a program p, written Behys(p), as the set of traces that are generated starting from an initial configuration o.

B.1 Symbolic Non-Speculative Semantics
We use the symbolic non-speculative semantics of SPECTECTOR and extend it with additional rules for call and ret:

We assume sp to be concrete. The symbolic state o g consists of a symbolic memory sm, symbolic assignments sa and a stack for the
symbolic path condition 5S. We extend it with additional rules for call and ret.

(Call-Symb)
p(sa(pe)) = call f F(f)=n
sa’ = sa[pc — n,sp — sa(sp) —8]  sm’ = write(sm, sa(pc) + 1, sa’ (sp))
11
(sm, sa, 55) ﬂ) (sm’,sa’,8S - symPc(T))
(Ret-Concr) (Ret-Symb)
p(a(pc)) =ret [ =read(sm,sa(sp)) [e Vals pla(pc)) =ret [ =read(sm,sa(sp)) [¢ Vals
s’ = sa[pc — L, sp — sa(sp) + 8] sa’ = sa[pc — I',sp > sa(sp) + 8] I € Vals
(sm, sa,85) L5 (om,sa?, 85 - symPe(T)) (sm, sa,85) 2255, (sm,sa?, 85 - symPe(l = 1))

Note that we pushed the symbolic path condition symPc() into its own structure 55 . This is done for all other rules not shown here as
well. This stack 85 is just deleted by the concretization function ().

18
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Here is a short review of the rules of

T
DI
(B3:AM-Context)
z —
Dy =y B
— T - =
Dy, - Dy = Dy - D
(5:AM-Rollback)
n’ =0 or p is stuck
_ rlbp ctr _
@y - (p,ctr,o,n) - (p, ctr', o', n'y —===/Jp Oy - (p, ctr’, o, n)
T —
Dy =)
(B:AM-barr) (B:AM-barr-spec)
p(o(pc)) =spbarr o 5o p(o(pc)) =spbarr o 5o
T T
(p,ctr,o, L) =z (p, ctr,o’, L) (p,ctr,o,n+1) =) (p, ctr,o’,0)

(B:AM-General)
r=pcn|startgn

T

(AM-NoBranch)
p(o(pc)) #beqz x, I, spbarr,Z o Lo

(p,ctr,o,n+1) f—%? (p, ctr,o’, n)
(13:AM-Spec)
p(o(pc)) =beqzx,t (p,o) 5 (p,o’) j=min(w,n)
_Jo(pe)+1 ifo’(pc) =1

//: '_>l/ l/
o' =olpe 1] I if o’ (pe) #1

T
(pctryo,n+ 1)5 L p,ctr, o, n)ﬁ Apsctr+1,0”, j>ﬁ-pc o'’ (pe)-starty ctr

> U7 3
(B:AM-Single)
(B5:AM-Reflection) 5 U? Z’/ 2,/ 7zﬁ 2,
p UE 2 3 U?T 5
p X InitConf A® T
( :AM-Trace)‘ ) B (B:AM-Beh)
Iz b3 fin Sty o |IT 3
(p,o) A© 7 Beh\(p) = {T | Yo € IitConf. (p, o) A\ T}
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C SEMANTICS FOR V4

We use a stack p to declutter our semantics such that only one action is emitted per rule.

pu=¢| p- 7 wheret € Obs

It is a stack of observations that is either empty or has an observation 7 at the top that will be emitted next. If we do not write a stack p
besides a speculative instance then it is empty.

Furthermore, we have the metaparameter Z which is a list of instructions i. We will later instantiate this Z to define the combined
semantics.

C.1 Always Mispredict V4

Speculative program states X5 are defined as stacks of Speculative instances ®s. A speculation instance ®s = (p, ctr, o, n) contains the
program p, a ctr € N to count the transactions, the current configuration ¢ and the speculation window n. The speculation window n is a
natural number n or L when there is no specualtive transaction ongoing.

Note that we define n + 1 to match L as well.

Speculative States X ::= @
Speculative Instance s == (p, ctr, o, n)ﬁ

T u=bypass n | starts ctr | rlbs ctr

Notice that start ctr and rlb ctr are now indexed by the speculative semantics they came from Judgements

T
3s <)s 34 State 35 small-steps to 37 and emits observation 7.

T — —
Ds =/)s <I>/S Speculative instance ®s small-steps to ®s” and emits observation 7.

s Uz 3% State s big-steps to 3% and emits a list of observations T.

p X InitConf AL T Program p and initial configuration o produce the observations 7 during execution.

T
Zs s 2§

(S:AM-Context)

z —

Os /s O
_ T
Qs - Os /)5 Ds - D

(S:AM-Rollback)
n’ =0 or p is stuck

rlbs ctr

D - (p,ctryo,n) - (p,ctr',o’,n")y —=—=/)s D - (p,ctr',o,n)

T =
s =/)s O

(S:AM-barr) (S:AM-barr-spec)
’

p(o(pc)) =spbarr o Lo p(o(pc)) =spbarr o Lo

’

T T
(p,ctryo, LY =/9s (p, ctr,o’, L) (p, ctr,o,n+ 1) =/)s {p, ctr,c’,0)
(S:AM-NoBranch) (S:AM-General)
p(c(pc)) # store x, e, spbarr, Z o - o’ T=bypassn|starts n

T
(p.ctr,o,n+1) jﬁs (p. ctr, o’ n) ‘I’Sﬁr 2ne ‘Dsp
(S:AM-Store-Spec)
p(o(pc)) = store x, e oS o
o’ =co[pc a(pe) +1]  j=min(w,n)

T
(p,ctr,o,n+ 1>ﬁ =Ls {pctr, o', n)ﬁ (psctr+1,0", j)ﬁbypass o(pe)-starts ctr
For now it is easiest to think of Z as the empty list of instructions. Later on we will use a different value for Z to combine the semantics.

25 UT 3L
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(S:AM-Single)
(S:AM-Reflection) T , z ,
”—52 ZS 'U'S ZS 25 jﬂs ZS
S S =
: 55 U3
Let us define what it means for a state to be initial or final.
(S:AM-Init) (S:AM-Fin)
3s=(p,0,0,L) o € nitConf 3s =(p,ctr,o, L) o(pc) =L
FXs: init FXs: fin

(S:AM-Initial-State)

ity o= (p,0,0,1)

p X InitConf AL T

(S:AM-Trace)
3= k3lifin 22(po) I 3L ~ - -
poA°T Beh?'(p) = {7 | Vo € InitConf. p,c AL 7}

(5:AM-Beh)

We define the behaviour of a program p, written Behéﬂ (p), as the set of traces that are generated starting from an initial configuration o.

C.2 Oracle Semantics for V4

We use an oracle O to decide if a store instruction should be skipped or not as well as a new speculation window « for that transaction. So
O(p, n, h) returns ({true, false}, w). We keep track of the history h of decisions. Our speculation instances are now defined as:

Speculative States Xs ::= ¥
Speculative Instance ¥s == (p, ctr, o, h, n)% where b € {true, false, ¢}
T u=..| commits ctr

Here ¢ is used as annotations for all speculative instances with n = L. If a rule does not change the value of b we will omit this annotation.
The oracle semantics uses the same trace model as the AM semantics extended with commits ctr observation. The ctr is used to annotate
traces so one can find starts ctr, rlbs ctr and commits ctr pairs.

We use two helper functions decr(¥s) and zeroes(¥s) to decrease the window of all speculative instances during execution.
Definition 8 (Decrease function V4).
decr() : Xs — Xs
decr(e) =¢
decr(¥s - (p,ctr,o,h,n+1) =decr(¥s) - (p, ctr, 0, h, n)
decr(¥s - (p, ctr, o, h,n)) =decr(¥s) - (p, ctr,o,h,n) ifn=0o0orn= 1
Definition 9 (Zeroes function V4).
zeroes() : Xs — Xs
zeroes(¢) =¢
zeroes(¥s - (p,ctr,o,h,n+1) =zeroes(¥s) - {p, ctr, o, h,0)

zeroes(¥s - {p, ctr, 0, h, ny) =zeroes(¥s) - (p, ctr,o, h,n) ifn =0orn= 1

Xs i;? X State Xs small-steps to X! and emits observation 7.

023 @? 5,5 Speculative instance ¥s small-steps to ¥'s” and emits observation 7.

Xs Oi ;Xg State Xs big-steps to X! and emits a list of observations 7.

p X InitConf Qg T Program p and initial configuration ¢ produce the observations 7 during execution.
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Xs @g X

(S:SE-Context)
¥s «5? vy Y¥s = (p, ctr, o, h, n)
if p(o(pc)) = spbarr then ¥s; = zeroes(¥s) else ¥s; = decr(¥s)

— 0 — —
¥s - ¥s Gg ¥sp - ¥s'
(S:Rollback)

n’ =0 or p is stuck

_ _ o _
¥s - (p,ctr,o,h,n) - {p,ctr’, o', b/ ,n’ yITue . ‘I’; Ms Ys - (p, ctr’, o, h,n)

(S:Commit)

_ _ o0 _ _
¥s - (p,ctr, 0, h,n)?b - (p,ctr’,o’, K, 0)false . g/ MS Ys - (p, ctr’, o/, B,n)b ¥’
(S:General)

T =bypassn | startn

— 0 —
Vs - Us5., Bg Fs - Yo

o
¥s LS W

(S:barr-spec)
p(o(pc)) =spbarr o Seo
(p,ctr,o,h,n+1) «5? (p, ctr,o, h,0)
(S:NoBranch)

p(o(pc)) # store x, e, spbarr o 5o

(S:barr)

p(o(pe)) =spbarr o 5 o’

(p,ctr,o, h, L) f»? {p,ctr,o’,h, L)

’

’

(p,ctr,o,h,n+1) @SO (p,ctr,0’, h,n)

(S:Store-Skip)
O(p,n, h) = (true, w)
KW' =h-{o(pc), true))

o
T AR NG . AN true
(p.ctr,o,h,n+1) &3 (p,ctr,o’,h',n) - (p,ctr+1,0", I, 0 bypass o (pe)-st (ctr)

p(o(pc)) =storex,e o NP
I=0(pc)+1 o’ =o[pcr 1]

(S:Store-Exe)

p(o(pc)) =storex,e o NP O(p,n, h) = (false, w)
h =h-{(o(pc), false))

o 1
(p.ctr,o,h,n+ 1) &g (p,ctr,o’, h,n) - (p,ctr +1,0”, h’,w)ﬁs(ectr)

In commit we forget the previous state because the committed state is the new one. We carry b because the previous state could have

been created by speculation.
We add rules to define a run of the program

)
Sy’
Xs 42Xt
(S:Single)
(S:Reflection) 0.
xs %exy xy w9 x:
Ois
0,
Xs veXs Xs $2 X!
T-T

05/ Syr . . . . . . , . .
where Xs ¢ 2X{ denotes a program run for program p starting in the speculative state Xs, terminating in the state X{ creating the observations

T.
Let us define what it means for a state to be initial or final.

(S:SE-Fin)

(S:SE-Init)
Xs =(p,0,0,¢, L) o € InitConf Xs=(p,ctr,o,h, L) o(pc)=1
F X : init kXs: fin

(S:SE-Initial-State)

X;"”(p, o) = {p,0,0,¢ L)
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p X InitConf [ﬂg T

(S:SE-Trace)
L o
A, kXL fin XM(po) 3 X!
pon97

We define the behaviour of a program p, written Behg) (p), as the set of traces that are generated starting from an initial configuration o.

(5:SE-Beh)

Behg)(P) = {7 | Yo € litConf. p,c Q? 7}

C.3 Symbolic Semantics

The symbolic semantics is similar to the AM semantics. Instead of concrete configurations ¢ and the non-speculative semantics, it uses
symbolic configurations og and the symbolic non-speculative semantics —S_ The symbolic states Zg,

S IhS 58’
2S WﬁS 2S

(S:Sym-Context)
T —
S NS F

(I)S "ﬁg (DSS

— T _ —
Dsg - BF 3 Bsg - e
(S:Sym-Rollback)

n’ =0 or p is stuck

_ rlbs ctr —
Osg - (p,ctros,n) - {p,ctr’, o6, 1" )5 —== ‘59 DQsg - {p, ctr’, 05, M5 .pc o (pe)
S 1o T
S /25 T
(S:Sym-barr) (S:Sym-barr-spec)
S
p(o(pc)) =spbarr  og 5 o p(o(pc)) =spbarr  og 5 o
Ths ThS
(p,ctr,o8, L) fﬁs (p,ctr,o%, L) (p,ctr,og,n+1) fﬁs (p, ctr,0%,0)
(S:Sym-NoBranch) s (S:Sym-General)
p(o(pc)) +# store x, e, spbarr, Z o 5 a"s T =bypassn | startsn
T
T S S &S
Lctr,os,n+1) =S (p, ctr, o, n q)Sﬁ'T =3 (PSF
p S s {p S
(S:Sym-Store-Spec)
TS S
p(o(pc)) = store x, e o5 — 0':9

crg =o[pc o(pc) +1] crg = aé.&s Jj =min(w,n)

T
(pctr,os,n+ 1)5 {ﬂf (p;ctr, 0:,3, n)ﬁ A(psctr+1,0", j>ﬁ<bypass o(pc)-starts ctr

S TvS’
%S alls 35

(S:Sym-Single)
T 5 nw Z S
Zs U520 2T =09 2

S TS v S/
25 alls 7 25

(S:Sym-Reflection)

S e vS
25 a 'U'S ZS
Let us define what it means for a state to be initial or final.

(S:Sym-Init) (S:Sym-Fin)
Z‘SS =(p,0,05,L) og € nitConf Z‘SS =(p,ctr,o5,1L) og(pc) =L
S. S.
F XS init FES: fin

(S:Sym-Initial-State)

S0, o5 = (70,05, 1)

(p X InitConf) ,AL 7T
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(S:Sym-Trace) _
3zl k3L fin 32(p,0) T 3L S
(p.0s) LT BehZ (p) = {7 | Yos € itConf. (p,0) 08 T}

(S:Sym-Beh)

We define the behaviour of a program p, written Beh‘SS (p), as the set of traces that are generated starting from an initial configuration og.
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D SPECTRE V5

We change Speculation instances to contain the RSB R. The RSB is a stack containing return addresses.

Speculative State X ::= dp
Speculative Instance O == (p, ctr,o, R, n)ﬁ
T u=startg ctr | rlbg ctr

T
Sk =0k =4 State = small-steps to 3, and emits observation .

T — —
®p =r CD;{ Speculative instance @y small-steps to <I>:< and emits observation .
2R UE =5 State = big-steps to =/, and emits a list of observations 7.
p X InitConf AF T Program p and initial configuration ¢ produce the observations 7 during execution.

T
R =0k 2},

(R:AM-Context)

z —

Qp =R By
— T —
Dp - Dr =Pr Or - Dy

(R:AM-Rollback)
n’ =0 or p is stuck

_ rlbp ctr _
O - (p,ctr,o,Ron) - (p,ctr’, o’ ,R,n") —==/p Pr - (p, ctr’, o, R, n)
z ’
g =R 2,
(R:AM-barr) (R:AM-barr-spec)
p(o(pc)) =spbarr o 5o p(o(pc)) =spbarr o 5o
T T
(p, ctr,o, R, LY =/p {p, ctr,o’,R, L) (p,ctr,o,R,n+1) =/ {p, ctr,0’, R, n)

(R:AM-NoBranch)
p(o(pe)) #ret,spharr,call f,Z 0 > o

’

(p,ctr,o,R,n+1) fTﬁR (p,ctr,o’,R, n)
(R:AM-Ret-Spec)
p(o(pc)) =ret c5 o R=R'-1
I+ m(a(sp)) o =olpcr Lspr a(sp)+8] j=min(w,n)

T
(p.ctr,o,R,n+1) < (p,ctr,o’,R,n) - {p,ctr +1,6",R’, j)ret I-startp ctr
(R:AM-Ret-Same)
p(o(pc)) =ret o 5¢ R=R;!
[=m(a(sp))

T
(p,ctr,o,R,n+1) = {p, ctr,0”’, R, n)
(R:AM-Call-Full)

(R:AM-Ret-Empty) T
p(o(pc)) =callf o —> o0’

p(o(pc)) =ret o NP
- ”RI 2 RSBsize
(p.ctr,0,0.n+1) =/ (p. ctr.0’, 0, n) (p,ctr,o,R,n+1) :TTQR (p, ctr,co’,R, n)
(R:AM-Call)
p(o(pe)) = call f o5 o

R’ =R- (a(pc) +1) |IR| < RSBsize

T
(psctr,o,R,n+1) =r (p, ctr,0’,R’, n)
(R:AM-General)
T=retn|startpn

T
Prp.r LR Prp
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T v/
ZR UR ZR
(R:AM-Single)
(R:AM-Reflection) T o , T ,
W ZR 'U'R ZR ZR TﬂR ZR
R yp <R I
r IR 2,
Let us define what it means for a state to be initial or final.
(R:AM-Init) (R:AM-Fin)
Sk =(p,0,0,6,1) o € itConf Xp=(pctr,o,R, L) o(pc)=1
F 2R init l—ZR:ﬁn

(R:AM-Initial-State)

ity o = (p,0,0,¢, 1)

p X InitConf AF T

) ) (I\’:AMfTracei)nit _ (R:AM-Beh)
HZR F ZR : ﬁn ZR (P, O—) UR 2R A _ —
po R Beh?'(p) = {7 | Vo € InitConf. p,c A2 T}

We define the behaviour of a program p, written Behr“? (p), as the set of traces that are generated starting from an initial configuration o.

D.1 Oracle Semantics for V5

The oracle is defined as O (p, n) and returns a speculation window size n. The reason being, that speculation of return addresses is deterministic
in nature. We annotate speculation instances with a boolean b to annotate if the prediction was correct or not.

Speculative State Xp ::= ¥p
Speculative Instance Yy ::= (p, ctr, o0, R, h, n)% b € {true, false, ¢}
ru=.. | commitg ctr

Here ¢ is used as annotations for all speculative instances with n = L and we will omit this annotation.
We use two helper functions decr(XR) and zeroes(Xp)

Definition 10 (Decrease function V5).
decr() : Xg — X
decr(e) =¢
decr(¥p, - (p,ctr,o,R,h,n+ 1) =decr(¥p) - (p, ctr,o, R, h,n)
decr(?R -(p, ctr,o, R, h,n)) =decr(¢R) “(p,ctr,o, R hyn) ifn=00rn= 1
Definition 11 (Zeroes function V5).
zeroes() : Xp — Xp
zeroes(€) =¢
zeroes(?u -(p,ctr,o,R,hyn+ 1) =zeroes(§|g) -{p, ctr,o,R, h, 0)
zeroes(%g -{p, ctr,o, R, h,n)) :zeroes(@g) -(p,ctr,o,R,h,n) ifn=00rn= 1

Xp i;g X, State Xp small-steps to X}, and emits observation 7.

YR 5,? ?f{ Speculative instance ¥ small-steps to @fg and emits observation 7.

Xr Oi ;X(z State Xy big-steps to X}, and emits a list of observations 7.

p X InitConf Qf\? T Program p and initial configuration ¢ produce the observations 7 during execution.
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o
XR 3—)[{ X,

R

(R:SE-Context)
Yr 5»;(3 vy ¥ = (p, ctr,o,R, h,n)
if p(o(pc)) = spbarr then ¥y = zeroes(¥) else ¥ry = decr(()¥r)

— 0— —
Vi - Y Sg i PR’
(R:SE-Rollback)

n’ =0 or p is stuck

_ _ o _

¥p - (p,ctr,o, R, hyn) - {p,ctr', o’ , R, K, n’ )false .y MR Yy - {p,ctr’,o,R, h,n)
(R:SE-Commit)
o(pe) =1

_ _ . o _ _
¥y - (p, ctr,o,R, h, n)b . <p, ctr’, o', R’ K, 0>true . lI/R' m]{ Yy - <p, ctr’, o’ ,R', K, n)b . \PR,
(R:SE-General)

T=retn|startpn

— 0 p—
Yr - Yrp.r Hp TR Yrp

o
YR S ¥

(R:SE-barr) (R:SE-barr-spec)
p(o(pc)) =spbarr o 5o p(o(pc)) =spbarr o Lo
(p,ctr,o,R, h, L) @f (p,ctr,o’,R, h, L) (p,ctr,o,R,h,n+1) @f (p, ctr,o’,R, h,0)

(R:SE-NoBranch)
p(o(pc)) # ret,spbarr,call f o 5o

(p,ctr,o,R,h,n+1) @ff (p, ctr,o’, R, h,n)

(R:SE-Ret)
p(o(pc)) = ret o5 o R=R .1
O(p.o(pe)) =w o =d'[pc>1] K =h-(o(pc).®))

m(a(sp))==I
ret I-startp ctr

(R:SE-Call-Full)

p(o(pe)) =call f o S
|R| > RSBsize

(p,ctr,o,h,n+1) @F\) (p,ctr,a’ , R/, W, n) - (p,ctr+ 1,0 ,R', I, w)

(R:SE-Ret-Empty)

p(o(pc)) =ret o 5o

z 0 ’
(p.ctr.o.0,h.n+1) S (p.ctr,o’, 0, h.n) (p,ctr,o,R,h,n+1) Jﬂ? (p,ctr,d’,R, h,n)

(R:SE-Call)
p(o(pe)) = call f c5 o
R’ =R- (a(pc) +1) |IR| < RSBsize

(p,ctr,o,R,n+1) ;ﬁu (p,ctr,o’,R’,n)

O
IR éngz

(R:SE-Single)

7 ‘[O

(R:SE-Reflection) T < ,
2plp 27 P SR 2y

238
0,
ZR ing ZR i;,rzf{

Let us define what it means for a state to be initial or final.

(R:SE-Init) (R:SE-Fin)
Xp =¥pr - ¥R Yp=¢ Xp =Yg - ¥ Pp=¢
Yr = (p,0,0,6,¢ L) o € nitConf Y = (p,ctr,o,R, b, L) o(pc) =L
F Xg: init FXp: fin

(R:SE-Initial-State)

X[t (p, o) = (p,0,0,¢,6, L)
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p X InitConf [ﬂg T

(R:SE-Trace)
L 0;
X, e X fin XM(po) SR,
pof7

We define the behaviour of a program p, written Beh 7 (p), as the set of traces that are generated starting from an initial configuration o.

(R:SE-Beh-V4)

Beh,? (p) = {7 | Yo € itConf. (p, o) Qg 7}

D.2 Symbolic semantics

Again the only difference to the AM semantics are the symbolic configurations and the symbolic non-speculative semantics.

ﬁa Za/

(R:Sym-Context)

T
a - HX
R P

P 75 -
DSy - dF =N i - 05y,
(R:Sym-Rollback)

n’ =0 or p is stuck

P rlbp ctr
Sk - {p, ctr, 05, R, n) - {p, ctr’, cr ,R,n )l /7 <I>S -(p,ctr',os,R,n)

T
a _— (o4 o’
PR =R 2R

(R:Sym:AM-barr) (R:Sym-barr-spec)
73 S , s S ,
p(o(pc)) =spbarr o5 — o p(o(pc)) =spbarr o5 — o
T T
(p,ctr, o8, R, L) =97 (p, ctr, o6, R, L) (p.ctros, Ron+1) =97 (p, ctr, 0, R, n)
(R:Sym-NoBranch)
g S
p(o(pe)) # retspbarr,call f,Z o5 — o
T
(p;ctr, o8, R,n+1) =7 (p,ctr, O' R,n)
(R:Sym-Ret-Spec)
75 S
p(o(pc)) =ret os — O'S R=R'-1

77

| # read(sm,sa(sp)) o” =o[pcr L sp+ a(sp)+8] .55 = 0:5.55 j =min(w,n)

T
(p, ctr, o8, R,n+ 1) =% (p, ctr o0, R, n) - (p,ctr+ 1,04, R, j)ret 1-starty cir
(R:Sym-Ret-Same)

p(o(pe)) =ret o5 > o R=R;l
I =read(sm, sa(sp)))

T
(p,ctr,o,R,n+1) :Z?g‘ (p, ctr,o’,R,n)

] (R:Sym-Call-Full)
(R:Sym-Ret-Empty) S

S s ,

_ s , p(o(pe))=cal f os5— o
p(o(pc)) =ret o5 — o S
S |R| 2 RSBsize

T
=) T
(p.ctr,o5,0,n+ 1) =7 (p, ctr, o, 0, n) (p, ctr,o8,R,n+1) =% (p, ctr, 0%, R, n)

(R:Sym-Call)
g S
p(o(pc)) =call f os — 0:9
R'=R- (GS(PC) +1) IR| < RSBsize

T
(p, ctr, o5, R,n+ 1) =9F (p, ctr, 0' R’,n)

(R:Sym-General)
T=retn|startpn

=N %
Rpsf ﬁ Rps

5 G UT 2
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(R:Sym-Single)

(R:Sym-Reflection) —_— T
o Ta ar’ al’l _—Nna o’
ZRalg” 2R R 07 2R

a ||E ya
2R DCUR z:R

o Ta'TS ya’
2 R aVvR ZR
Let us define what it means for a state to be initial or final.

(R:Sym-Init) (R:Sym-Fin)
28 =(p.0,08,R, L) og € itConf 28 =(p.ctr,o,R, 1) os(pc) =1L
F X7 init FXZ: fin
(R:Sym-Initial-State)
24 (p,0) = (p,0,05, £ 1)
p X InitConf A 7
’ ’ (R:SymiTr?;ei)t T ’ (RiSym-Beh)
L k3L fin BFT(0pP0) (U 20
(p.0s) 9T Beh‘RS(p) = {7 | Yos € InitConf. (p,0s) AF T}
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E FRAMEWORK DEFINITION

We define a general framework on how to combine different semantics.

E.1 Union of States

The states X are defined as the union of the state of its parts
Zxy 1= 2x Uy
Dy =Dy U Dy

E.2 Unified Trace Model

Similar to the states Xy, the observations are defined as the union of the trace models

Obsyy = Obsy U Obsy

E.3 Join and Projection on instances / states
We define the a join operator Ly, on instances:

Uyxy: (q)x,q)y) = q)xy

Xaver Fabian, Marco Guarnieri, and Marco Patrignani

Note, that the join operations is only defined iff all the components ¢ in @, N @ are equal, i.e. Vc € &x N Dy Oy.c = Oy

Furthermore, we define projection functions [y as the inverse of the join function:

Pxy: Pxy > (P, Py)
We require that
Uy (Pxy Mxy) =Pxy
(Uxy (P Py)) Txy =(Px, Dy)
Next, we will define two more specific projection [%, and r}{y:
Xyt Oxy > Ox
1Yy Oxy — Dy

They are defined as the first and second projection of the generated pair from I.

E.4 AM Semantics

T
ny {ﬁxy Z;y

(AM-Context-xy)
z —
Dx y Lx y q)xy

—

T —
Dy * Py Lxy Pxy - Puy
(AM-x-Rollback-xy)

_ rlby ctr —
n’ =0orpisstuck  Dyy - Pyy - @;y [§y =——/Ix Oxy CID;(’y [iy
Oy = Pxy Y y.ctr = O ctr
— , rlby ctr — »
Dy - Dy - q)xy —= ;ﬁxy Dy - <I:'xy
(AM-y-Rollback-xy)
_ rlby ctr _
Pyyn=0orpisstuck Dyy - By - Py 13y —=/y Oy - Py 1Yy
7/ — 7 — /
DYy =Py QY y-ctr = D .ctr
_ rlby ctr _
Dy - Dy - fD;Cy = —*ﬂxy Dy - (D;y
r /
Dy :Z?xy Cny
(AM-x-step) (AM-y-step)
T Zxylky = y T Zxylly = oy
Dy riy L« (ny r;y <I:‘xy ny jﬂy <I:‘xy ny
[ N
(I)xy :’ﬂxy (I)Xy cbxy Eﬁxy CI)xy
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To simplify notation, we omit that the ®, \ @, parts of state @y in x-step (similar ®; \ @y in y-step) do not change between @, and 5;y

Sy Uy T

(AM-Single-xy)
— T
ny U;y Z;c’ Z;C,y Tz?xy P

ny ll‘l' T 2/

(AM-Reflection-xy)

ny Uiy ny

E.5 Symbolic Semantics

ﬁs zs/
(Sym Context-xy)
q>3 7&5 (DS S
S S S
Pry - @ ﬁ @7
(Sym X- Rollback xy)
— 1bx ctr —
- ; S .S .S px X S, T
n’ =0orpisstuck @7, - BT, - PY, 1%, ——Lxg <I> S
Cbﬁy) = @ﬁy @“3; .ctr = @;ngl.c r

— lby ctr

S S .pS i lns s s T
of, 03, 08, —==n5, oF, -0,
(Sym-y-Rollback-: xy)

R rlby ctr P
- ; S y t
@,y n=0orpisstuck @%, - @ﬁy ;Ey Xy = ﬁys CI>S [xy
S T oS S T Sy ’
(ny = (I)xy @x ctr = @Y
—~ o S rlby ctr s S St
q)xy . (I)xy . (ny - *ﬂ o3 q)xy
S
S ZnS S’
(I)xy ”ﬁxy q)xy
(Sym x-step) (Sym y- step)
Zxy Txy Zxy ny S <
ﬁx cI>)<'y F yrxy 71? CI) Xy rxy
ﬂs as, 5 ﬁs a3, S

ny Uiy Z;C

(Sym-Single-xy)

(Sym-Reflection-xy) —
S S’ S’ r
2xy SU;;!J ny 23 ﬁxy xy

xy S'ny UT 75 ZS/
xy S
E.6 Oracle semantics
X XY X!
Xy “")xy xy
(SE-Context)
Yy D! Ty Wy = (p,ctr,o R b+ 1)

if p(o(pc)) = spbarr then @xy” = zeroes(@xy) else ?xy" = decr(?xy)

—

— 0 J—
L ESTR 257 @x;y Yoy - \yxy

(SE-x-General) (SE-y-General)

Ty Wy 15, B0 Ty - Wy X Ty Wy 12, 50T v, 1Y
Xy XYp.rlxy ~7x Xy XYp'xy Xy XYp.rlxy ~y Xy XYp'xy
Yy - W 5O Ty W Yoy - W 5O Ty W

xy " Exyp.r Vxy xy ' fxyp xy ' txyp.r “xy xy " txyp
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(SE-X-Rollback)

(- H ’ 44
n’ =0 Of,p isstuck Wy - ¥ip - ¥ ny My 5 W,x vy y My
Yy = Yxy W, -ctr = ¥

w ’ T Oxy w "
Yy Yxy - \yxy . ‘ny @xy Wy ‘ny
(SE-y-RoI[back)

Oy \PH

n’ =0orpisstuck Wy, - ¥y y[xy

xy’ xy ny ~y
Py =Yxy Py .ctr = ‘F’

w ’ v Oxy § "
\ley . ‘ny . \yxy . ‘ny ~xy ‘ny ‘ny
(SE-x-Commlt)

’ ’ x
ly \I’x xy “’"x \Px
‘P” —‘I” ‘I’” n—‘I’xy n

— Oxy = —
Ty Way Wy Tuy’ Sy Ty - WYy Ty
(SE-y-Commit)

Yy Y
\ny xy rxy ~—>y \P rxy
¥y =Yy ¥,n= ‘I’xy.n

Ty Wy - oy Ty Hon? Uy - WY Ty

XY \y/
Py ny ‘PXy

(SE-x-step) (SE-y-step)
0. 7’ Oy =/
Oxy = (Ox, Oy) xy ny N'*xx xy rxy Oxy = (Ox, Oy) \Ijxy rxy'y “'T?yy \ny rxy
Oxy =/ Oxy =/
Py Sy’ Yoy Fay Soxy’ Yy
T ’
Xy T, =

(SE-Single-xy)
Oxy XYsrrr 7" ’
Xy i? X7, v X

Xy ny Xy

(SE-Reflection-xy)

Ox X
Xy U85 Xy o Oxugxy
Xy Trg’ XY

Let us define what it means for a state to be initial or final.

(Comb-SE:Init)

(Comb-SE:Fin)
Xy =Yry Frylxy= ¥x,¥y) +¥:init  +V¥y:init Xey =%y Vrylxy= ¥, ¥y) +¥%:fin +¥y:fin
b Xy init F Xxy: fin

(Comb-SE-Initial-State)

let(p O') = uxy(szt(p O') let(p 0'))

E.7 Main definitions from the paper

Here we restate the main definitions of the paper in their full form.

Definition 12 (Secure Speculative Semantics). A semantics /7, is secure (denoted v+ /), SSS) if:
e Oracle Overapproximation:YO. p l—? SNI iff p +x SNI
e Symbolic Consistency: Beh;cﬂ (p) = ,u(Beh;CS (p)
o NS Consistency: Beh' (p) I'ns = Behns(p) = Behfc) (P) Tns

Definition 13 (Well-formed composition). A composition /7,y of two speculative semantics /), and /] is well-formed, denoted with
F Lxy : WFC if:

(1) (Confluence) Whenever Zxy :Zﬂxy Z;y and Zxy ;ﬁxy ;c,y’ then Z;Cy = Z;('y.
(2) (Projection preservation) For all programs p, Behf‘ (p) = Behﬂ y(P) [ and Beh‘;zI (p) = Beh y(p) rxy
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= Oy
(3) (Relation preservation) If Xxy =xy Xxy and Zxy ﬁxy y then Xooy Loy Y X)'C and ny Rxy X'
()
(4) (Symbolic Preservation) IfZ;CSy fg?;?y ZS and ,u(ZS ) =Zxy and u & pthCnd(tg) Then there exists 2; such that Zxy == Qxy 25

and p(ny) = Furthermore ifZxy ﬁxy and p(Z ) = 3xy thenZ ﬁs Z;(Sy, (2 ) =
p(@') =t

Sy, 0 E pthCnd(z") and

E.8 Main result

Here is the main result of the paper again.

THEOREM 10 ([9xy 18 SSS). if+ /25 SSS and+ /9y SSS and v [)xy : WFC thent [y SSS

Proor. Immediate from Theorem 12 (NS Consistency) and Theorem 11 (Symbolic Consistency).

Note that the last of SSS is missing (overapproximation of oracle). Since this is technical, we delay the presentation and refer the reader to
each of the combinations and to the end O

We want to note that if one is not interested in for example the oracle semantics, one could drop the (3) from the well-formedness

condition and Oracle Overapproximation from SSS and one could still prove the main result for this weaker definition of SSS. It depends on
what the user needs.

Now here is one of the main results for the general case that follows from just well-formedness:

Corollary 1 (SNI of combined preserves SNI of parts). Lett+ /)y, : WFC and let p be a program and o be a speculation window. If p txy SNI
then p +x SNI and p +y SNL

PROOF. Assume p +y SNI and that there are 0,0” € InitConf with o ~p ¢’ for some policy P and (p, o) Q}?[S 7, (p,d’) Q]?]S T
We need to show that

1) (p.o) A Tx, (p. o) AF Tx

We show the proof for 1) via the projection to x. The proof for 2) is analogous using the projection to y. Both of these projections we get
from+ /9y : WFC

Unfolding the definition of p Fx, SNI we get:

(1) if o ~p o’ and (p,0) AQs T, (p. o) A T. then (p, 0) ALy Tuy. (p.0") ALy Tay

After initialization we have (p, 0) A, Txy. (p,0") ARy Txy-

By the projection to x assumption we have (p, o) 1% Txy 1%y € Behf( (p) and (p, ") A Txy My € Behf‘ (p), which is what we needed
to show.

o
We leave the proof for Oracle overapproximation to the end of the TR because we need to introduce a few more concepts.

E.9 Proofs: Combination of Proper Composition to Symbolic
THEOREM 11 (SyMBOLIC CONSISTENCY). Ift /5y : WFC, then Vp. Behl yb = y(Beh 4 (D))

Proor. We prove the two directions separately:

& Assume that (p,og) Qxy TE BehS (p) We thus know there exists + Z ﬁn such that 2"‘”((1) 0s)) Sllxy and u E pthCnd(7g).
We now apply Lemma 1 (Soundness Symbolic Combination) on 2’"”((1) 0s)) Sllxy and get Zxy ny *yr p(ny) = ny and
W) =7
Since + ZS : finand y(ny) = X%y wehave F X% : fin as well.

Thus, (p, I'I(US)) Qxy w(7a) € Behxyp
= Assume that (p, o) Qxy TE Behﬂ yp- We thus know there exists + 37, ﬁn such that Z’"’t((p 0)) ny

SWe note that there is a very technical addition to Relatin Preservation that is needed in the proofs. We defer to that addition in Appendix N.7. It essentially characterizes the
lockstep behaviour between AM and Oracle steps. For example, when no specualtin is happening and we have the same state, we expect the oracle and the AM semantics to do the
same step and end up in the same state emitting the same trace.
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We now apply Lemma 2 (Completeness Symbolic Combination) on Z%t((p, 0)) ﬂiy Z;y and get

S ((p, 0)) =p(Sgy)

N 7T S
chy :ﬂ(zfy)
7 =u(7')
u E pthCnd(7')

Since + X1 : finand ,u(Z;?;) =¥}, we have - Z;?;
Thus, (p,os) Q;(Sy Ty € Behgy(p) and we are done, since (p, u(cs)) [ﬂ;?y u(7y) = (p, o) Q;;’y 7.

: fin as well.

Lemma 1 (Soundness Symbolic Combination). If

(1) 35, U3 =3, and
(2) p(Z2y) = Sxy
(3) p E pthCnd(7s)
(4) F L)xy - WFC
Then
I Sxy U3y By and
I p(33y) = ey and p(7g) =7

Proor. We proceed by induction on ny SU,TCO‘y 2;?;
Rule Sym-Reflection-xy Then we have ny slxy Z;?; with Z;?; = 2fy and by Rule AM-Reflection-xy we have:
[ Zxy Ue 25y with 25 =Sy

It is trivially to see that we fulfill all conditions.
(X

= / F Y i TS ,
Rule Sym-Single-xy We have ny Sll;”‘y s Z;ng and by Rule Sym-Single-xy we get Z;?y SU;"‘y ny’ and Z;?y’ zfﬁ;?y Z;?y.
We need to prove

I Zxy ,,T(yT 3,y and
I p(2¢,) = 3%, and p(7g - 75) =7 - r and
We apply the IH on Z;Csy SU,TT“; Zf;/ and have a Z;’y such that:
(1) Zxy U%y 2Y, and
@) p(z5,) =34, and p(7g) = T and
We use Symbolic Preservation (In lemma form here: Lemma 5 (Comb: Soundness single step symbolic)) from + /3, : WFC on
1 TS ’ 3 ’
Z;?y fé}fy Z;?y and get 21, </Jxy 2, and ,u(Z;?y) =Xy and p(rg) =1

— T
We now use Rule AM-Single-xy on Zyy U5, 2V, and =, </Jxy Zf, and get the desired result.

Lemma 2 (Completeness Symbolic Combination). If
(1) Zxy U5y Ty and
(2) v Lxy : WFC
Then there is a valuation yi(), a symbolic trace T and a final state Z;CS; such that
I3xy= p(ny) and
13 % 55 and
Xy SVxy 3‘9
o1 Z;y = p(Z;?y) and7 = j(74) and
IV u k pthCnd(74)
Proor. We proceed by induction on 2y Uiy 2y
Rule AM-Reflection-xy Then we have Sy 5, 2%, with 2} =37 .
I - IV By Rule Sym-Reflection-xy we have Z;ng sl%y Exy- By construction we are finished.
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— P4 T
Rule AM-Single-xy We have 2y [}, ¥}, and by Rule AM-Single-xy we get Zxy U;"’y 2y and =, fﬁ;?y 2y
We need to prove
[ 3y = p(zfy) and
msS, % 5S and
Xy SvXy , Xy
m 3, = ,u(Z;CSy) and7’ -7 = p(7, - tg) and
IV p E pthCnd(7y’ - t3)
We apply the IH on Xy Uff@ Z;C'y and have a Z;CS;, such that:
(1) Zxy = p(3%,) and
T’ ’’
(2) 25, sUxy 2%, and
() =Y, = (=) and 7' = p(75’) and
(4) p E pthCnd(zy")
T
We use Symbolic Preservation (In lemma form here: Lemma 6 (Comb: Completeness single step)) from + /9, : WFC on Z;C'y “Lxy E;y

rr TS ’ ’
and get Z;?y/ :fﬁ;?y Z;Csy and ,u(Z;?y) =3}, and p(rs) = rand p  pthCnd(zs).
By definition, we have y F pthCnd(7y") since pi k pthCnd(7’s) and pi ¥ pthCnd(7g").
o ’ ’ s ’
We now use Rule Sym-Single-xy on 2;§y SU)TC‘Z Z;?y, and ny, T?ﬁ;?y Z;?y and get the desired result.

E.10 Proving Symbolic Preservation for a combination

Furthermore, it is trivial to derive the 4th condition of WFC if you know it holds for both source semantics. We can then do a
general proof using these assumptions (Lemma 3 and Lemma 4 below) to prove the Symbolic Preservation of the combination.
We note that the assumptions used here were also used to derive Symbolic Consistency for SSS for the source semantics V4,
V5 and even V1 (see Lemma 9 in Spectector). These assumptions relate single steps of the AM-semantics with single steps in
the symbolic semantics. Thus, if you have proven SSS for a new semantics then you most likely have proven these single step
assumptions as well and can use the general lemma below to derive Symbolic Consistency of a new combination automatically.

Assume these two Assumptions are available in all the following proofs of the subsection (and for y as well).

Lemma 3 (Assumption 1). If

(1) = :%?x > and

(2) p(3x,) =2y and

(3) 1 E pthCnd(zg)
Then

(1) Sy ~Lixs Bt and

(2) u(3%,) = %, and

(3) urs) =t

Lemma 4 (Assumption 2). If

T,
(1) Sy, ~Sxs ¥, and
() p(Zx,) =3x
Then
(1) 2y :Zﬁx >’ and
(2) u(3,,) = 5 and
(3) u(zs) = 7 and
(4) p & pthCnd(rg)
Lemma 5 (Comb: Soundness single step symbolic). If
s ,
(1) 22, =032, =2, and
(2) u(Z2y) = Zxy
(3) p E pthCnd(rg)
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Then there exists X, such that

T
I Xy :ﬁxy ;Cy and
1 p(3$,) = =4, and
Jiij /J(Ts) =7

Proor. We proceed by inversion on Zx ﬂ‘s ZS’

Rule Sym-x-Rollback-xy Since yi() does not change the speculation window and ctr and ,u(Z;(Sy) = Zxy, we have Xy y.n = ny.n =0and

Dxy-Clr = ZS .ctr.

/

Sxy = ﬁxy %y We can use the same rule Rule AM-x-Rollback-xy in the semantics to derive ny ﬁxS xy
,u(Z ) =3%y and u(zs) = r The rule only deletes the topmost instance and changes the ctr of the instance below. Since X .ctr =
Z;?y.ctr, we have y(Z,‘?};) = Z;Cy and p(rg) = 7.
Rule Sym-y-Rollback-xy Analogous to case Rule Sym-x-Rollback-xy.

s —s 78 —s/
Rule Sym-Context-xy We then have @fy fé?fy S . We proceed by inversion on <1>;§y iz?fy <I>;Csy
ZX X
Rule Sym-x-step Then we have @fy My ﬂ uTzy ‘ny I%y- Note that ,u(CD;CSy Xy) = Pxy ¥y because of,u(ny) =Zxy.

Furthermore, we have @fy as(pc) = Oxy. 0'(pc) since the pc is concrete. That means the same instruction is executed.

Now we use Lemma 3 (Assumption 1) and get @y [‘xy ﬁx Xy r with ,u(<I>xy [‘xy) Dy [‘xy and p(rg) = 7.

From p(d)xy I y) = xyr and p(ny) = Yxy We get /J(ny) =

T — T —
Next, we use Rule AM-x-step (up to Conﬂuence) using CI)xy f§y =/x CD;y r§y and get Oy =/ Ixy <I>’ and are finsihed.

ZX X
Rule Sym-y-step Then we have Cny rxy Wﬂ ulvy <I>S [xy Note that y(CID [xy) =Dyy rxy because of,u(ny) =Sxy-
The proof is analogous to the case above usmg Lemma 3 (Assumption 1).

Lemma 6 (Comb: Completeness single step). If

T
(1) ny T’Z?xy chy and
(2) p(Z2y) = Sxy
Then

4 ,
133, fﬁfy 52, and
IT p(22,) = %, and
II p E pthCnd(t’) and u(t’) = ¢
T
Proor. We proceed by inversion on Xxy =/9xy Z;Cy:
Rule AM-x-Rollback-xy Since y() does not change the speculation window and ctr and y(Z,‘?y) = Yxy, we have Xy y.n = ny.n =0and

Sxy-Clr = Z;Csy.ctr.
TS 58 s T s
*Z?xy %y We can use the same rule in the symbolic semantics to derive 27, =/Jxs 23y
y(Z ) = 2%y The rule only deletes the topmost instance and changes the ctr of the instance below. Since 2y.ctr = ny.ctr, we
have p(ny) =

u E pthCnd(7’) and ,u(r’) =1 Since the 3y y.ctr = Z;§y.ctr we already have p(7’) = 7, since 7 = rlby cir.
Furthermore since 7g = rlby ctr, we have y k pthCnd(z’) = T by definition.
Rule AM-y-Rollback-xy Analogous to case Rule AM-x-Rollback-xy.

T
Rule AM-Context-xy We then have @y Eﬂxy (IJ We proceed by inversion on ®y ﬁxy -

Yy
Zx x
Rule AM-x-step Then we have ®xy [%, </ sy CI>xy[ . Note that ;1(<1>xy Xy) = Pxy %y because of,u(Z;CSy) =Yxy-

Furthermore, we have CIDXy.O'S(pc) = Oy y.0(pc) since the pc is concrete. That means the same instruction is executed.
Now we use Lemma 4 (Assumption 2) and get <I>;Csy My ﬂxé xy rxy with ;1(<I>xy My) = xy Iy and p(rg) = rand p
pthCnd(fS)

From /J(q)xy rxy) xy rxy and /J(ny) = Xxy we get ﬂ(zxy) =
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T —_— s —_—
Next, we use Rule Sym-x-step (up to Confluence) using <I>;§y ey Lxs <I>;§y Iy and get (ny iZ?xSy @;?y and are finished.
Rule AM-y-step Analogous to the case above using Lemma 4 (Assumption 2) for the y-step.

[m]
E.11 NS Consistency for the general combination
We now prove one of the preconditions of +- /7, SSS for the general combination.
THEOREM 12 (NS CONSISTENCY). If
(1) v Lxy : WFC and
(2) Behns(p) = Behy)' (p) Ins, and
(3) Behns(p) = Beh;) (p) Ins
Then
I Behns(p) = Behyplns.
ProOF. By definition we get 7lps =7 r}iy I%y (also commutative).
From + /), : WFC, we have that Beh;cﬂyp r}(’y = Beh‘Z{ (p).
Again by definition, we get Behgl Py = Beh‘yﬂ (P) Mns (Beh“;I (p) only has transactions of type y).
By assumption, we know that Beh‘;I (p) Tns = Behns(p).
Combining these facts we get:
Behflyp Mns
= Behlyp 1y 1%y
= Behy' (p) 1%y
= Behy (p) Ins
= Behns(p)
and are finished. O

E.12 Why the behaviour of the source semantics is not strong enough

Here we give some intuition why we need 3) and 4) of the WFC of the combination. For example, one could think that we could rely on
Symbolic Consistency of the source: Behf[ (p) = ,u(Beh;(S (p)) and Oracle over approximation : VO. p I—,? SNIiff p +y SNI in the proofs for
the combination.

However, this does not work. Consider this small example and the combination of V1 and V4 into V14 from the main paper restated here.

Listing 7: Speculative leak arising from speculation over branch and store instructions combined.

1X=0;

p = &secret;
s p = &public;
. if (x 1= 0)

temp &= A[*pl;

We showed that this snippet is vulnerable in V14. Now consider you want to proof that every time you do a step in the combined AM
semantics a step in the combined symbolic semantics should be made as well. As assumptions, we only assume Symbolic Consistency of the
source semantics. However, when we try to execute the store instruction in line 5, we need to use the V4 semantics to do the step in the
combination. But line 5 is never executed under the V4 semantics so it is also not in the behaviour of V4! This means we cannot rely on
Symbolic Consistency of V4 to find a symbolic step here.

While the assumptions look similar, they are a little bit stronger. Lemma 3 (Assumption 1) is stated for a general single step and most
importantly, this step does not have to be in the behaviour of V4. This makes it stronger than the behaviour.

That is also similar for the Oracle overapproximation because the behaviour does not account for speculative interactions in the
combination and that is why we have 3) and 4) in the well-formedness condition of the combination.
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F COMBINED SEMANTICS

With the new approach to the semantics we want to change the combined versions as well.

F.1 Combined Semantics V4 V5

Let us first define a speculative state and a speculative instance. Speculative instances are the union of their parts.
So here @, € &5 U Op.

Speculative States Ysyp = De,p

Speculative Instance Osyp == (p, ctr, o, R, n)ﬁ

Definition 14 (Projection to V5). We define a projection function MR @ p — Dy as:
{p, ctr,o,R, n) rR =(p, ctr,o,R, n)
We lift the function to speculative states Es.p in the following way:
£ [‘R =¢
Do,p - (p, ctr,o, R, n) rR =0q, rR -(p, ctr,o,R, n)
Definition 15 (Projection to V4). We define a projection function 1 : ds,p — ®s X R as:
(p, ctr,0, R, n) rS = ({p, ctr,0,n),R) (1)
We lift the function to speculative states X5, in the following way:
£ fs =¢

By - {p, ctr, o, Ry 15 =B, 1 - ({p, ctr, o, n), R)

T
Ssir LIs4r oo State Y5, small-steps to 3¢, , and emits observation 7.
T — J—
Dsip = Vs+r C[>’5+R Speculative instance s, small-steps to ®s,r’ and emits observation .
Ys4R U;R 2,5+R State Es4r big-steps to Z/S+R and emits a list of observations 7.
p X InitConf AL, T Program p and initial configuration o produce the observations 7 during execution.

T
— ’
Tser Ls4r 2oy

(AM-Context-V45)

T —
Dsp =LPs+R Doyp

— T — —
Qs - Psyr LDs+r Psar - Doy
(AM-v4-Rollback-V45)
n’ =0orpisstuck @5 = (s, R) - ({p, ctr, 0,n),R) - ({p,ctr’, o', n'),R")
— rlbs ctr _
Os - (p, ctr,o,n) - (p,ctr', o', n'y —==/9s Ds - (p, ctr’, o, n)
Dsip - (pctr’, o, R, n) ¥ = (Bs,R) - ({p, ctr’, 0, n),R)
_ rlbs ctr _
Dsyr - (ps ctr, o, R, n) - (p, ctr’, o', R/, 0"y —==/Ds4r Psir - (p. ctr’, o, R, n)
(AM-v5-Rollback-V45)
n’ =0orpisstuck  ®Psyp R=09, - (p,ctr,o,R,n) - {p,ctr', o’ ,R',n")
_ rlbg ctr _
D - (p, ctr,o,Ryn)y - (p,ctr’, o', R, n" ) —==/Jp Op - (p, ctr’,0,R, n)
Do, - (poctr’, o, R,n) R =@ - (p, ctr’, 0, R, )
_ rlbp ctr —
Dsyr - (p, ctr, o, R, n) - (p, ctr’, o', R/, n") —===/Js4r Psyr - {p, ctr’, 0, R, n)

T
Qsir Lsr Pl
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(AM-v4-step-V45)

z —

Osip ¥ = (P, R) @5 =5 D5 R Tn = = R =
- — @ LR Oy D MR =Dy

B 15 = (B4 R) ol A e Bl =0

(AM-v5-step-V45)

T —
T — @sip L5k Poip
Dsyr LIs4r Poyp

T ’
Zs4R U5+R Zoin

(AM-Single-V45)

(AM-Reflection-V45) T 7 ’” r /
Tsar UEip Zhn  Zohp Lsr Xiyp

Zser V€, Bser =
S+R T ’
Zser U5 Zhpn

Let us define what it means for a state to be initial or final.

’
Zoar U5, 2

S+R
(AM-Init-V45) (AM-Fin-V45)
SR ={p,0,0,6, L) o € nitConf Sser = {(p,ctr,o,R, L) o(pc) =1L
F Yg4p: init FZs4r: fin

(R:Initial-State)

Zgﬁ:f{ (p,o) = (p,0,0,¢ L)

p X InitConf A T
(AM-Trace-V45) (AM-Beh-va5)

. it _
IAop  FEGpifin EAR(P o) UG, o — — -
(p.o) AL, T Beh ;" (p) = {7 | Yo € IitConf. (p,0) A2, T}

We define the behaviour of a program p, written Bel’ths,;(rR (p), as the set of traces that are generated starting from an initial configuration o.

F.2 Combined oracle semantics V4 V5

Note that we now need our labels / and b again since the semantics can predict correctly again. We use identifiers i to mark from where the
state was created from
Spec. States Xsyp = Yeon
Spec. Instance ¥syp == (p, ctr,o, R, h, n)g’b”)with b = {true, false,e} and | e NU {¢} and i € {S,R}
Our oracle Os,, is a pair of oracles (Os, OR)
Definition 16 (Projection to V5). We define a projection function MR9e, - P, as:
(p, ctr,o, R, h, n) rR = (p, ctr,o,R, h,n)
We lift the function to speculative states Xsip in the following way:
£ TR =¢
§5+R -(p, ctr,o,R, h,n) [‘R =§5+R I‘R -(p, ctr,o,R, h,n)
Definition 17 (Projection to V4). We define a projection function ¥ : ¥s,p — ¥s x R as:
(p, ctr,o, R, h,n) 15 = ({p, ctr, o, h,n), R) @)
We lift the function to speculative states Xsir in the following way:
£ [‘S =¢
@SJ,R -{p, ctr,o,R, h, n) FS :@5+R [5 - ({p, ctr, 0, h,n),R)

We use two helper functions decr(¥s, ) and zeroes(¥s,p) to decrease the stack of speculative instances during execution.
39



CCS *22, November 7-11, 2022, Los Angeles, CA, USA Xaver Fabian, Marco Guarnieri, and Marco Patrignani

Definition 18 (V45:Decrease function).
decr() : Xs4r > Xs4r
decr(e) =¢
deCr(?g.‘.R <(p,ctr,o,R,h,n+1) =decr(¢5+R) -(p, ctr,o,R, h,n)
decr(Ys.p - {p, ctr, 0, R, h,n)) =decr(Ws4r) - {p, ctr,o, R, h,n) ifn=0o0rn= 1
Definition 19 (V45:Zeroes function).
zeroes() : Xs+r > Xs+r
zeroes(€) =¢
zeroes(ﬁgﬂq -(p,ctr,o,R,hyn+ 1) =zeroes(@5+R) -{p, ctr,o, R, h, 0)
zeroes(¥sp, - {p, ctr,o, R, h,nY) =zeroes(Psyp) - (p,ctr,o,R,h,n) ifn=00rn= 1

Osir . .
Xsar Soh Xeon State X5, small-steps to X¢, , and emits observation 7.

Osr =/ . . bl . .
Fsip Sogn Psyr Speculative instance ¥s, small-steps to ¥s,” and emits observation .

O -_—
Xsir SH{i?RXé State Xs,p big-steps to X/, , and emits a list of observations 7.

+R

p X InitConf QSOJrR T Program p and initial configuration ¢ produce the observations 7 during execution.

OstR o1
Xs+r oy Xigg

(V45-SE-Context)
O —
Poir Do Porr Ysir = (p, ctr,o,R, b, n + 1)
if p(o(pc)) = spbarr then ¥s,” = zeroes(¥s4r) else ¥syp” = decr(¥s4r)

k73 Oy 1. 9
Wsir - Wsar Bon Fsar” - Pour

(V45-SE:v4-General) (V45-SE:v5-General)
7 s z0s g S 7 R zO0r R
Wsir - ¥sirpr 7 Bo o Ysir - sirpl Ysir - Ysarpr I S Pser - Ysirp |
P P P R P
Fern Wernmr SO Topp - Werns Torn - Worngp S0 Wopr - Wopnsy
seR - ¥sarpr o Ysar - Ysirp seR - Ysirpor Soyn Yser - Ysirp

(V45-SE:v4-Rollback)
. O
n’ =0orpisstuck {(p,ctr,o,R,h,n) - (p,ctr', o', R, W, n')yrue s L S(p,ctr',o,R, h,n)°

— — 0 —
Ysup - (poctr, o, R hon) - (p,ctr’, o R B ) (SErue) LWL L7 Yo (p, etr’, o, R, by n)

(V45-SE:v5-Rollback)

n’ =0orpisstuck (p,ctr,o,R, b,n) - {p,ctr', o', R/, 0,0’y R Jﬂ?“ (p,ctr’, o, R, h,n) IR

Yoir - (p,ctr,o,R, b, n) - (p, ctr’, o’ , R/, W, 0’ y(Rm) -@;H\) «Ssof;” Yoir - (p,ctr’,o,R, h,n)
(V45-SE:v4-Commit)
(p.ctr, o, R hyn) - (p, o', o' R, W, 0)alse1S %5 (p e’ o/ R/ W, n) 1S

Yoy - (poctr,o,Ron) - (p, ctr’, o, R/, b, 0)(Sfalse) . gg, J»SOEER Woup - (p,ctr’, o’ R, b n) - Fspp!

(V45-SE:v5-Commit)
(p,ctr,o,R, h,n) - (p, ctr’, o’ ,R’, ', 0)™ |R «SSR (p,ctr', o’ ,R", ', n) IR

— — O — —
Wi - (p, ctr, 0, R, b, - (p, ctr’, o', R, B, 0) (Rm) g St Bopp - (p,etr’ o, R, B n) - Foyp!

[
7 YUS+R ’
Fser Son Yorp

(V45-SE:v4-step) (V45-SE:v5-step)

Os 5/ Op =/
Osip=(0,0r)  Wsurl® &7 W1 Osip = (0s,0) ¥ IR &7 ¥, 015
Osip < Osir g/
\PS+R “"[*S+I+\’- \Ils+R \IIS+R \55+|¥ ‘Il5+R
Osir
1S S+R Yy
Xs4R i? Xs4r
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(SE-Single-V45)

OS+P S O,
1S S+Ryrrr 17 7 Us+R 71
Xs+R i? Xsir s+R Ps+R Xsyp

(SE-Reflection-V45)

Os4k g 54R
Xs+r $5 Xs 4 Xer 058 S+Ryr
SR 7. ©S+R

Let us define what it means for a state to be initial or final.

(SE-Init-V4s) (SE-Fin-V45)
Xsir ={p,0,0,¢6,¢6, L) o € nitConf Xsir =(p,ctr,o,R,h, L)  o(pc) =L
F Xs4p: init F Xsir: fin

(S + R:SE-Initial-State)

X0 (p.o) = (p.0.0.e.6,1)

p X InitConf Qg_R T

(SE-Trace-V45)

ini OS+R
. t S+R
ax! F Xé R* ﬁn Xém]{ (p, O') i? X!

S+R S+R
(p.o) P9, 7

We define the behaviour of a program p, written Behi;er (p), as the set of traces that are generated starting from an initial configuration o.

(SE-Beh-V45)

Beh’; " (p) = {7 | Yo € InitConf. (p.o) AZ,, 7}
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F.3 Combined Semantics V1 V4

Speculative States Sy = Bpys

Speculative Instance ®p.s == (p, ctr, o, )5

Definition 20 (Projection to V1). We define a projection function 1B : ®n,s — ®p as:
(p, ctr, o, n) rB = (p, ctr,o,n)
We lift the function to speculative states X5 in the following way:
s[‘B =¢
Dpys - (p, ctr, o, n) rB =0y, s rB -{p, ctr,o,n)
Definition 21 (Projection to V4). We define a projection function 1S Dpys — O as:
(p, ctr, o, n) FS = (p, ctr, o, n)
We lift the function to speculative states Ep4s in the following way:
£ FS =¢

By - {p, ctr, o, n) 1S =Bpys 15 - (p, ctr, o, n)

T
Spes Ln4s Sy State %45 small-steps to 3/, , - and emits observation 7.
T — —
Dprs < ngs o +S Speculative instance @y, small-steps to ®;3,5” and emits observation .
YB+s U?+s s State 345 big-steps to 3/, , . and emits a list of observations 7.
p X InitConf A7, T Program p and initial configuration ¢ produce the observations 7 during execution.

T

Si4s =Ln+s Z/+S

(AM-Context-V14)
z —
Dpys =Lias @ +5

— T _ —
Dpis - Ppys = Pn+s Pias - Ppys
(AM-v4-Rollback-V14)

n’ =0orpisstuck ®Ppys M =D - (p,ctryo,n) - {p,ctr',a’,n’))
_ rlbs ctr _
Ds - (p,ctr,o,n) - (p,ctr', o', n'y —===/)s Os - (p, ctr’, 0, n)

Dpys - (p,ctr’,o,n) M =D - (p, ctr’,o,n)

— rlbs ctr _
Dpys - (p, ctr,o,n) - (p,ctr’, o', 0"y —===/Diss Prys - (p, ctr’, o, n)
(AM-v1-Rollback-V14)
n’ =0orpisstuck @ B =0 (p,ctr,o,n) - (p,ctr',o’,n’)

_ rlby ctr _
Dy - (p,ctryo,n) - (p,ctr’, o', n'y —===/P Oy - (p, ctr’, o, n)
DBpys - (p,ctr’, o, n) 1B =@y - (p, ctr’, o, n)
_ rlby ctr _
Dpys - (p,ctryoon) - {p,ctr’, o', n’y —===/Dp+s Puss - (p, ctr’, o, n)
r /
Qpys =Lnas D¢
(AM-v4-step-V14) (AM-v1-step-V14)
s o = — s _ = B L — — B_ =
‘:D+Sr :’ﬁsq)s <I>+5F :(DS ‘D+Sr Tﬁ [} <I>+3F =
T — T —
Dpys Les Piys Dpys Les Prgs

T ’
Zias U4 Zhys
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(AM-Single-V14)
(AM-Reflection-V14) 7 7 77 T /
£ Z'*'SJ‘L+SZ+S Z+S:Z?‘*‘SE+5
Zpes U5 Znes

T ’
Zpas U5s T

Let us define what it means for a state to be initial or final.

(AM-Init-v14) (AM-Fin-V14)
Sp4s = (p,0,0,6, L) o € InitConf Zp4s = (p,ctr,o,R, L)  o(pe) =1
F Xpys: init FZp4s: fin

(B + S:AM-Initial-State)

. init (p,o) = (p,0,0,¢6 L)

+S

p X InitConf A T

(AM-Trace-V14)
’ r . init T ’
Iz +S H2 +S'ﬁn z +S(p’g)U +S z +S
po P, T

(AM-Beh-V14)

Beh'°(p) = {7 | Yo € InitConf. p,c A2, 7}
We define the behaviour of a program p, written Beh ﬂ+5 (p), as the set of traces that are generated starting from an initial configuration o.

F.4 Combined oracle semantics B + S

v Oins

Xpys Sppe X ! S State Xj,,5 small-steps to X/, +s and emits observation 7.
s =7 . = . .
Yhis faoéb Yi4s Speculative instance ¥}, small-steps to ¥345” and emits observation 7.
o . . . R
Xias +S§?+SX’+S State Xp4s big-steps to X'+S and emits a list of observations 7.
p X InitConf QO+S T Program p and initial configuration ¢ produce the observations 7 during execution.
O -
Xisys 5 +§5 X/+S
(V14-SE-Context)
Yits 5»0+;'S v S Wiis = (p, cir,o,h,n+1)
if p(o(pc)) = spbarr then ¥p4s” = zeroes(Wpys) else ¥rys”’ = decr (Ppqes)
— O — —
Wits - Poas 5 +;s Yiys” - lI/+S
(V14-SE:v4-General) (V14-SE:v1-General)
s - Ynaspr 1 Soo Prgs - PrysyS Fiss - Prspr 1B S7 Pys - Topsp B
@ Ones 5 - Ones 5
it - orspr Snpe Prrs - Yoysp Yiis - Yorspr Sppe Prrs - Yoysp

(V14-SE:v4-Rollback)
. o
n’ =0orpisstuck (p,ctr,o,h,n) - {p,ctr',o’, b, n’)iTue s Lo > (p,ctr’, o, h,n) S

— — Orne —
Yis - (poctryo,hon) - (p,ctr’, o’ 1,0’ Y(STTUE) LWL TS W o (p, etr’, 0, b, n)
(V14-SE:v1-Rollback)

n’ =0orpisstuck (p,ctr,o,h,n)-(p,ctr',c’, b ,n' )" 1B 5? (p,ctr’,o,h,n) 1B

Wiys - {p, ctr, o, h,n) - (p, ctr’, o, h’,n’)(B’m) v S «SoJr;’S Wiys - {p, ctr’, o, b, n)
(V14-SE:v4-Commit)
(p.ctr,o,hn) - (p,ctr’, o 1,0y alse1S 595 (p et o W', ) S

Wiys - {p, ctr,o,hyn) - (p,ctr’, o’ W, 0)(S:false) .y, o/ «50+;’S Wigs - (p,ctr’, o’ b n) - Wiys'
(V14-SE:v1-Commit)
(p,ctr,o,h,n) - (p,ctr’, o', h',0)™ B J»lo (p,ctr', o’ , W, n) B

Wiys - (p, ctr,o,hyn) - (p,ctr’, o’ B, 0) (B g, o J»Ogs Wiys - (p,ctr’, o’ b, n) - Prys'
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Oys
Wirs Sipe Vs

+5
(V14-SE:v1-step) (V14-SE:v4-step)
Oy = O =
O+S:(0,OS) \Y+SFB~T*1 ‘P+SrB O+S:(0,OS) ‘I’+Sr5~535\y+srs
O, = o) —
Wits Sppe” Pias Pirs Sppe” Prys
Onss +Syrr
Xives i? X,
(V14-SE:Single)
(V14-SE:Reflection) Oiss S s , : Oiss oy
%) Xi+s i? Xivs +5 “p+s Xigs
+S
Xp+s §’g+SX +S X o +5$ +5X,
+S TT +S
Let us define what it means for a state to be initial or final.
(V14-SE:Init) (V14-SE:Fin)
Xp4s =(p,0,0,¢6, L) o € InitConf Xpys ={p,ctr,oh, L)  o(pc) =1L
F Xp4s: init r—X+5:ﬁn

(B + S:SE-Initial-State)

XMt (p,0) = (p,0,0,¢,1)

p X InitConf QO+S T

(V14-SE:Trace)

ini Ovus
X, FX[,cfin X[ (po) T TELH X!

(V14-SE:Beh)

o0 7 Beh';*(p) = {7 | Yo € hitConf. p,o A9, 7}
’ +S
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F.5 Combined Semantics V1V5

Speculative States Xpyp = Dpyn
Speculative Instance ®p4p == (p, ctr, o, R, n)ﬁ

Definition 22 (Projection to V5). We define a projection function MR @pyp — Op as:
{p, ctr,o, R, n) rR = (p, ctr,o,R,n)
We lift the function to speculative states 54 in the following way:
I3 rR =€
D - (p, ctr, o, R, n) M=y 1R {p, ctr,o, R, n)
Definition 23 (Projection to V1). We define a projection function B : @5, — ®p X R as:
{p, ctr, 0, R, n) [B = ({p, ctr, o, n),R) (3)
We lift the function to speculative states Zp4r in the following way:
erB =¢

Dpyr - (poctr, o, Ron) 1B =@ yn 1B - ((p, ctr, 0,n),R)

T
Sper 4R Bl State Y, small-steps to 37, , , and emits observation .
T — —
Dpir = In4r @, +R Speculative instance ®};,r small-steps to ®,z" and emits observation 7.
SR4R U?+R YA State Y big-steps to 7, , and emits a list of observations 7.
p X InitConf A, T Program p and initial configuration ¢ produce the observations 7 during execution.

T

Zpar LR Ty

(AM-Context-V15)

z —
Dpyr 4R Pryr

— T _ —
Dy - Poer Lp+r Poar - Py
(AM-v1-Rollback-V15)
n’ =0orpisstuck  Ppyp 1B = (@ ,@) - ((p,ctr,o,n),R) - ({(p,ctr’,o’,n"),R")

rlby ctr

D, - (p,ctryo,n) - (p,ctr', o’ ,n")y —=—=/) D, - (p,ctr',o,n)
Opip - {p, ctr’, o, Rn) 1B = (01, R) - ({p, ctr’, o, n),R)
rlbp ctr _
4R (psctr,oRon)y - (p,ctr’, o/, R, 0"y —===/p4r Ppr - (p, ctr’, o0, R, n)
(AM-v5-Rollback-V15)
n =0orpisstuck ®pp R =g - (p,ctr,o, R, n) - (p,ctr', o', R/, n’)

&l

_ rlbp ctr _
O - (p,ctr,o,Ron)y - (p,ctr’, o’ , R, n") —=—=/Jp Op - (p, ctr’,0,R, n)
Doy - (poctr’, o, R,n) R =@ - (p, ctr’, 0, R, n)
_ rlbp ctr _
Qi - (p,ctr, o, R, n) - (p, ctr’, 0’ , R/, n') —===Qpr Ppar - {p, ctr’, o, R, n)

Dpyr ;ﬂ +R P
(AM-v1-step-V15)
Buin 1B = (D, R) By /10 @
@, 18 = (P.R)

T Dpr Lnar D
z — +R 7% +R +R
Dp4r T’ﬁ R P +R :

(AM-v5-step-V15)
T
R L — — R_=
[ +Rr :ﬁ\\' ‘bR @ +Rr = ‘PR
T

’

T ’
Zoer U p Zhir
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(AM-Single-V15)
(AM-Reflection-V15) T

T ’” /72— ’
Zaar Ul Zlhp Zip Zner g

T ’
Zoar LT, Zhp

> +R UE_‘_R 2 +R

Let us define what it means for a state to be initial or final.

(AM-Init-V15) (AM-Fin-V15)
Sp4r ={p,0,0,¢6, L) o € InitConf Sp4r = (p,ctr,o,R, L) o(pc) =L
F Xp4R: init FZp4r: fin

(V15:AM-Initial-State)

zinit (p,0) = (p,0,0,¢,1)

p X InitConf A7 T

(AM-Trace-V15)
o init z p
P fin ZEL(P0) UF e B
po AL LT

We define the behaviour of a program p, written Beh ; R(p), as the set of traces that are generated starting from an initial configuration o.

, (AM-Beh-V15)
=)

+R

Beh " (p) = {7 | Yo € InitConf. p,c A2, , T}

+R

F.6 Combined oracle semantics B + R
Definition 24 (V15:Decrease function).

decr() : Xpr = Xigr
decr(e) =¢
decr(? iR (poctr,o, R hyn+1) =decr(¢ +Rr) - {p, ctr,0,R, h,n)
decr(@ +r - (p,ctr,o, R, h,n)) :decr(ﬁ +R) - {p.ctr,o,R,hyn) ifn=00rn= 1
Definition 25 (V15:Zeroes function).
zeroes() : Xp+r > Xp+r
zeroes(¢) =¢
zeroes(? iR (poctr,o,R,hyn+1) =zeroes(@ +Rr) - {p, ctr,0,R, h,0)
zeroes(@ +r - (p,ctr,o, R, h,n)) :zeroes(g ) - {p.ctr,o,R,hyn) ifn=00rn= 1

Xp4r 5
Osr g’

Poir Srr Yier
OR ¢ B4R s

Xiar T S2RX o

p X InitConf QO+R T

State Xp4+r small-steps to X/, + and emits observation .
Speculative instance Y54 small-steps to W, and emits observation 7.

State Xp,p big-steps to X/, , and emits a list of observations 7.

Program p and initial configuration o produce the observations 7 during execution.

Xp4r 5

O

U
+R X +R

(V15-SE-Context)
YR J»O+§” ?:R Yp4p = (p, ctr,o,R,h,n+1)
if p(o(pc)) = spbarr then ¥i.p” = zeroes(¥pir) else Vpip” = decr (¥pir)

— 0 —
iir - orrpor 1B 51 oir - Yoarp B

Opir 74
Wrir - Poar Sip Yeer” - Pigp
(V15-SE:v5-General)

Yisr - Yoarpr IR S Yok - Yoarp R

(V15-SE:v1-General)

— O =
Yiar - Unarpr Siyp Toer - ¥

Oi4r

+RE Yorr - Yourpor pyn Yoar - Yoarp
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(V15-SE:v1-Rollback)
n’ =0orpisstuck (p,ctr,o,R, h,n) - (p,ctr',o’,R', W' ,n’ )™ 1B @? (p,ctr’,o,R, h,n) 1B

Tran - {pyctr, o, R b n) - (p, cir', o' R/, W, 'y (Bfabse) g 2.0

+
+R

S Wpip - (p, ety o, R, by n)
(V15-SE:v5-Rollback)

. Og

n’ =0orpisstuck (p,cir,o,R hn) - (p,ctr',o’,R', ' ,n")™ MRz, 7R

R

(p,ctr’, o, R, h,n) IR

Wik - (p, ctr, o, R, hyny - {p, ctr’, o’ R, b, ) (Rfabse) -V 4R 50&“ Yip - (p,ctr’, o, R, h,n)
(V15-SE:v1-Commit)
(p,ctr,o, R, h,n) - (p,ctr', o', R, W/, 0)™ B «5? (p,ctr', o’ , R, 1, n) B

i (pretr, o, Robon) - (p, ety o R I, 0)(Bare) G s O (p et o R W ) - Wi

(V15-SE:v5-Commit)
(p,ctr,o,R, h,n) - (p,ctr', o’ ,R',h’,0)™ IR «5,?“ (p,ctr’, o’ ,R’, b, n) IR

]

&l

- {p.ctr, o R, ) - (p,ctr’, o’ R, b, 0) (Riru) g 7 50&[{ Wigr - (p, ctr’, o', R, W, n) - Wip!

o +R ’
Posr Sy ¥ +R

(V15-SE:v1-step) (V15-SE:v5-step)
On —1 R zO0r 3§/ R
Opir = (03, 0r)  ¥uir!B 57" ¥ 0 1B Op+r = (05, 0r)  ¥oar [ 51" Yigrl
Op+r g’ Oisn =
Fasr Spant Poir Yoir Sipn Toer

o R
Xper + $?+Rxl+R

(V15-SE:Single)

+Ry 77 ” T Og+r
T X +R

(V15-SE:Reflection) O +|\’i
+R “B+R

XB+R Xlin

Oisr
Xi+R $PR X ar Xy O Ry
+R T T +R

Let us define what it means for a state to be initial or final.

(V15-SE:Init) (V15-SE:Fin)
Xpir = (p,0,0,6,6,1L) o € InitConf Xp+r = (p,ctr,o,R, b, L)  o(pc) =L
b Xpyr: init F Xp4r: fin

(V15:SE-Initial-State)

XMt (p,0) = (p,0,0,6,¢ 1)

p X InitConf [ﬂOJrR T

(V15-SE:Trace)
. Onir (V15-SE:Beh)
3x/ FX) o fin o XM (po)

+R T +R

R _ (= ; o =
bo @OH{ = Behy;r (p) = {7 | Yo € mitConf. p,o A7 , T}
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F.7 Combined Semantics V1 V4 V5

Speculative States XpysqRr = Do

Speculative Instance Opysyp == (p, ctr, o, R, n)ﬁ

Definition 26 (Projection to V5). We define a projection function MR Dpyicp — O as:
{p, ctr,0, R, n) rR = (p, ctr,o,R, n)
We lift the function to speculative states 5151 in the following way:
£ TR =¢
Dpyser - (p, ctr, o, R, n) MR =@y cn k- {p, ctr,o0, R, n)
Definition 27 (Projection to V4). We define a projection function M ®nisr — Os X R as:
{p, ctr,0, R, n) rS = ({p, ctr,0,n),R)
We lift the function to speculative states Zp1sip in the following way:
I3 FS =¢
Dysir - (p. ctr, o, Ron) 1S =@pyein 1 - ((p, ctr, o, n), R)
Definition 28 (Projection to V1). We define a projection function MB . ®pysin — Pp X R as:
{p, ctr,o,R, n) rB = ({p, ctr,o,n),R)
We lift the function to speculative states ¥p1sir in the following way:
erB =¢

DBpysin - (py ctr, o, Ron) 1B =B, 1B - ((p, ctr, o, n), R)

4

©)

T
Tirser LIB+s4R Zhpoyr State sy small-steps to 7, ¢, , and emits observation 7.
T — —
Dpis+r LI+5+R Pryser Speculative instance @354 small-steps to ®;,54r" and emits observation 7.
SB+S+R U?+S+R 3 R State Xp1s4r big-steps to ], ¢, and emits a list of observations 7.
p X InitConf A .0 T Program p and initial configuration ¢ produce the observations 7 during execution.

T
— ’
Zpts+r ZLn45+R hpoip

(AM-Context-V145)

z —
Diysir Fpeser Prysen

_ T _ —
Qpisir - Porsir LPp+s+R Praser - Prysen
(AM-v1-Rollback-V145)
n’ =0orpisstuck ®pioup B = (B5,R) - {p. ctr,o,n),R) - ({p,ctr’,o’,n’),R’)
@y, - (p, ctr,o,n) - (p,ctr’, o', n') rgicj‘b Oy, - (p,ctr’,o,n)
Dpppoyp - (p,ctr’,o,R,n) B = (&s,R) - (p, ctr’,o,n),R)

_ rlby ctr _
Dpiser - (psctr, o, R, n) - (p, ctr’, 6’ ,R',n") —==/Diss4r Piaser - (p,ctr’, o, R, n)
(AM-v4-Rollback-V145)
n’ =0orpisstuck ®Opysip [ = (0, R) - ((p, ctr, o, n),R) - ({p, ctr’, o', n'),R")
_ rlbg ctr _
Ds - (p,ctr,o,n) - (p,ctr', o', n'y —===/)s ®s - (p, ctr’, 0, n)
Duysir - (psctr’, o, R, n) 15 = (0, R) - ((p, ctr’, ,n),R)

_ rlbg ctr _
Dpiser - {p,ctr, o, R, n) - (p, ctr’, o' ,R',n’) —==Dpss4r Pryser - (p,ctr’,o,R, n)
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(AM-v5-Rollback-V145)

n’ =0orpisstuck  Ppysep MR =gy - (p,ctr,o, R, n) - (p,ctr', o’ ,R’,n")
— rlbg ctr
O - (p,ctr,o,R,n) - (p, ctr’, o', R, n") —===/9r @ - (p, ctr’, 0, R, n)
Diiser - (p,ctr’, o, Ron) IR =@y - (p, ctr’, 0, R, n)

_ rlbg ctr —
Dpisir - {psctr, o, R, n) - (p, ctr’, 6’ ,R',n’) —==Diss4r Puaser - (p>ctr’, o, R, n)
r /
Dryser ZLn+s+r Do
(AM-v1-step-V145) (AM-v4-step-V145)
5 - -, s s _, (AM-v5-step-V145)

Dpyser [P = (P, R) P = @ Ppiser[” = (Ps,R)  ®s =/Js D RIn & & PR
, P L, P Qs [ =R P Ppygyp = Ol
Ppysirl” = (P, R) Diysirl” = (05, R) -

4
f —, T — Qpiser =Lnas+R Lrysir
Piysir LInaser @ +S+R Ppiser Lp+s+r P +S+R o

T ’
Ziastr Ulhsin Zhyser

(AM-Single-V145)
(AM-Reflection-V145) T

T 7" 7 = ’
Ziastr U yoin Zlisen Zlasn L5 Zhisin

£
Zpestr U6 o Zras4r 5 Ty
ws4r Ui r Zhaser

Let us define what it means for a state to be initial or final.

(AM-Init-V145) (AM-Fin-V145)
Sp4s4r =€ (p,0,0,6,1L) o € nitConf Spts+r = €-(p,ctr,o, R, L)y o(pe) =L
F Zpeser: init F254s4r: fin

(V15:SE-Initial-State)

st (p.o) = (p,0,0,¢6, 1)

p X InitConf A% T

+s+R T

(AM-Trace-V145)
’ ’ . init T ’
s P i fin B (0 U on Thisig

—
PoA%sin T

(AM-Beh-V145)

Beh' " (p) = {7 | Yo € MitConf. p,c A2, ., T}

We define the behaviour of a program p, written Beh j;r S*R(p), as the set of traces that are generated starting from an initial configuration o.

F.8 Combined oracle semantics B +S + R

Note that we 'unfolded’ the semantics. So instead of a pair of a pair ad a singleton, it really is 3 singletons.

Xb4s+R @0@?}]{{ X! State Xp4s4r small-steps to X/, <., and emits observation 7.

+5+R +5+F
p =/ . . - . .
WhiseR J»Oé:_",[{ Phisir Speculative instance ¥ 45, small-steps to ¥ 45z’ and emits observation 7.
o —
XB+s+R +R§?+S+RX’+S+R State Xp,s4r big-steps to X/, and emits a list of observations 7.
p X InitConf @O+S T Program p and initial configuration o produce the observations 7 during execution.

Opss+r
X +S+R‘f—> +S+F X’

+S+R +S+R
(V145-SE-Context)
Orysir '
Wirsir Hpparn Poeser Yiiser = (p, ctr,o, R, h,n+1)
if p(o(pc)) = spbarr then ¥pys4p” = zeroes(Wiss+r) else ¥pysir”” = decr (Prisir)
v Opisir g T4
Yiiser - Foaser Spparp Forser” - Prysin
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(V145-SE:v1-General) (V145-SE:v4-General)
¥ B 0§ B 572 Os
Yiisar - Yorserpoo [V 1 Yraser - Poasirp ! Vivsr - Uorserpr I Do Porser - Yarssrp 1

w OiisiR w Oiysir
Witstr * Yntstrpr Spyorn To+s+R * PBserp Witstr * Yestrpr Spyorn To+s+R * Potserp
(V145-SE:v5-General)

k7 R tO0r § R
Fiaser * Torsarp o I Sp Torser - Yoaserp !

T (N
Witser - Ynrserpr Spporn To+s4r * Fotserp

(V145-SE:v1-Rollback)

n’ =0orpisstuck (p,ctr,o,R, h,n) - (p,ctr',o’,R',h',n")™ 1B 5? (p,ctr’,o,R, h,n) 1B

—

Wiyser - {psctr,o, R, bn) - {p,ctr’, o , R, W, 0/ Y B g, oo 504_;?? Wiisir - (s ctr’, o, R, h,n)
(V145-SE:v4-Rollback)

n’ =0orpisstuck {(p,ctr,o,R h,n) - (p,ctr', o', R, W, n')yrue s J»SOS (p,ctr',o,R, h,n) S

— — 1o) , —
Tipser - {pctr, o, R bn) - (p,etr’, o R W, 0/ Y(SETue) W) (0 DI Gy o (p, et 0, R, By n)
(V145-SE:v5-Rollback)

n’ =0orpisstuck (p,ctr,o,R, b,n) - {p,ctr'’, o, R/, 0,0’y R «5,?“ (p,ctr’, o, R, h,n) IR

— =/ O, R T
Yipsen - (poctr,a, R A n) - (p,etr’, o R W, 0/ YR W B - (p, etr’, o R, By n)
(V145-SE:v1-Commit)

(p,ctr,o, R, h,n) - (p,ctr’, o’ ,R’, h',0)™ 1B @? (p,ctr',o’,R', W', n) 1B

¥ +s+r - {p.ctr,o, R, hon) - (p, Ctr,,O'/,R/,h/,())(B’m) a7 +s+R” «50 Ry

+S+R wsir  (poetr’ o RK  n) - Prpser
(V145-SE:v4-Commit)
O.
(p,ctr,o, R, n)y - (p,ctr’, o', R, B, 0)f4ls€ S 55 (p etr’ o' R, W, n) |°
Cipsen - (psctr,o, R byn) - (p,ctr’, o’ R, B, 0)(Sfalse) g o or B oo (p,etr’, o R B ) - Wgsir
(V145-SE:v5-Commit)
o
(p, ctr,o, R, h,n) - (p, ctr’, o’ ,R’, b’,0)™ R SrAp et o', R, K, n) IR
— — Orrern = —
Yipsin - (poctr,a, R A n) - (p,ctr’, o R R, 0) B W g SR, oo (pyetr’, of R B n) - Waser
o 2
- T, +S+R ’
Frrser Hpisir +S+R
(V145-SE:v1-step) (V145-SE:v4-step)
O =/ Os —/
Opisir = (O, 05,0r)  Wrysur 1B 77 W o 1B Ois = (05, 05,0r)  ¥ius ¥ &g Tryo1®
Oias+R v/ Oiss @’
Whiser 5 +;_J‘r< Yiisir Piis 5 +; Yiis
(V145-SE:v5-step)
oy <
Oiisir = (05,05, 0r)  Frpsn 1R 1% Wiyo i IR
o —
¥ +S+R J—) +;§F\»R N4 +S4+R
O +R
LS B+S+HR yr
XB+s+R i? XByser
(V145-SE:Single)
(V145-SE:Reflection) Ozyr O
LS B4+S+HR yrrr " 7 UB+S+R o7
o XB4s+R i? XByser +SHR “PB4SIR XB4s+R
+REB4SHR
Xp+5+R ig Xp+5+R

% RS BHSHR yv

Xp4s+R T +5+R

Let us define what it means for a state to be initial or final.

Definition 29 (V145-SE: initial speculative state). A speculative state Xp sy is initial, written v Xpiser : init, iff

(V145-SE:Init)
Xi+s+R = Uas+r - Yoas+r Wiisir =€
Yiisir = (P, 0,0,6,6 1) o € InitConf

F XpqseR: init

Definition 30 (V145-SE: Final speculative state). A speculative state Xpisir is final, written + Xpisip: fin, iff
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(V145-SE:Fin)
Xpts+R = Ppastr - ¥pastr Priser =€
Pis4r = (p, ctr,o, R, b, L) o(pe) = L
F Xpiser: fin

Definition 31 (V145-SE: Creating initial states). We define a function Xi’fg+R(): p X 0 — Zpysyr that creates an initial speculative state
from a program p and initial configuration o € InitConf

XM 2 (po) = (p,0,0,6,6 1)

By definition we have Vp, o € InitConf .+ Xi’fg+R(p, 0): init

p X InitConf Q0+S+R T

(V145-SE:Trace)

o Oran . (V145-SE:Beh)
FXD o fin o X2 (p.o) §?+s+ X!

3X

’
+S+R +S+R

+S+R _ (= ; o =
o mO+S+R = Beh 4 (p) ={7 | Yo € mitConf. p,o AF, .., T}
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We define more fine grained projection functions %, I and I'B on traces:

Definition 32 (Trace projection of V1).

erB =¢
7-starts ifP =78
T-starty irB :?rB
7-rlbs itB = helperg(7, i)
T-rlbg iB = helperg(7, i)
T TrB = ?rB - T otherwise

helperg(e, id) = €
helperg(T - starts id, id) = 715
helperg(T - starty id, id) = 7P
helperg(T - o, id) = helperg(7, id) otherwise
Definition 33 (Trace projection of V4).

ersze

bl

- start irS =?FS
-startg ifS =715

rlby i = helpers(z, i)

Ll

=

crlbg S = helpers(z, i)

bl

T T rS = ?[‘S - T otherwise

helpers (e, id) = ¢
helpers (7 - starty, id, id) = 7|5
helpers (7 - starty id, id) = 7°
helpers (7 - o, id) = helpers(7, id) otherwise
Definition 34 (Trace projection of V5).
£ rR =¢

- start irR =T

<1

rR
- startg irR =?fR
-rlbp iR = helperg(, i)

rlbs iR = helperg (7, i)

<1
bl

<1

T-T rR = ?fR - T otherwise

helperg(e, id) = ¢
helperg(7 - starty id, id) = ?rR
helperg (7 - starts id, id) = 7%
helperg(T - o, id) = helperg(7, id) otherwise

We define a projection function on traces that deletes all speculative transactions:
52
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Definition 35 (Non-speculative projection). We define the non-speculative projection mutually recursive as
elns =€
T-commity nlps =T ns
T-starty nlnps =Tlns
T - rlby id[ps =helper(T, id)

T-0[ns =T ns - 0 otherwise

The helper() is defined as
helper (e, id) = ¢
helper(7 - start id, id) = T[ns
helper (7 - o, id) = helper(7, id) otherwise
Now some facts about these trace projections that follow from their definitions.

Lemma 7 (V45: Commutativity of speculative projections). LetT be a trace generated by a program run. Then 7|5 1R = 7}R}S
Lemma 8 (V14: Commutativity of speculative projections). LetT be a trace generated by a program run. Then 7|5 B = 78BS

Lemma 9 (V15: Commutativity of speculative projections). LetT be a trace generated by a program run. Then 7B R = 7R B

We can relate for each combined semantics a combination of these projections to the non-speculative projection. All of these properties
follow from the definitions of the projections functions.

Then TSR = T1ps.

all

Lemma 10 (V45: Relating speculative projections to non-speculative projection). Let (p,o) A2,

Then 71518 = T1ps.

all

Lemma 11 (V14: Relating speculative projections to non-speculative projection). Let (p,o) A .
Lemma 12 (V15: Relating speculative projections to non-speculative projection). Let (p,o) A, , T. Then TBIR = 7.
Lemma 13 (V145 Relating speculative projections to non-speculative projection). Let (p, o) Q"’+5+R 7. Then T[S 1R 1B = T1ps.
Note that applying to different speculative projections will always result in the non-speculative projection
Lemma 14. Let T be trace generated by a program run from one of our semantics. Then TS [R1B = 7}R}B,
Some more Lemmas relating the behaviour of the speculative projection functions to the non-speculative one.

Lemma 15 (V4: speculative-projections equal to non-speculative Projections). Let (p, o) A 7. Then TR = 7hys and T} = Thys.

Lemma 16 (V5: speculative-projections equal to non-speculative Projections). Let (p, o) A} 7. ThenT MB = Tos and 715 = Tps.
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H RELATION SYMBOLIC AND CONCRETE NON-SPECULATIVE SEMANTICS

We need to extend the Soundness (Lemma 8) and Completeness (Lemma 10) proofs of SPECTECTOR to include the new rules for call and
return.

H.0.1 Soundness. We define the short hand notation p(og) = (u(sm), u(sa)) where g = (sm.sa, 5S>.

Lemma 17 (Non-spec: Soundness to symbolic). If

s N ,
(1) o5 — o and
(2) p E pthCnd(zg)
Then
1 u(0) 2 u(alg) and

S
Proor. We proceed by inversion on og SEN 0:5,:
Rule Call-Symb Then p(sa(pc)) = call f and since pc and function names f are always concrete p(u(cg)) = call f as well. Furthermore,

sa’ = sa[pc — n,sp — sa(sp) — 8] and sm’ = write(sm, sa(pc) + 1, sa’ (sp)) with F(f) = n with g = call f

Now, we apply Rule Call on p(cg) and get u(og) ﬂ (p,(m’,a’)) with @’ = u(sa)[pc > n,sp > u(sa)(sp) — 8].
From this and the fact that sp is always concrete we have p(sa’) = a’.
Now, m’ = u(sm’)[u(sa’)(sp) — p(sa)(pc) + 1] which again follows from sp and pc to be concrete.
Rule Ret-Concr Then p(sa(pc)) = ret and since pc is always concrete p(p(og) = ret as well.
We have | = read(sm, sa(sp)) and [ € Vals and sa’ = sa[pc > L, sp — sa(sp) + 8] and symPc(T). Let p() be an arbitrary valuation
(since p E pthCnd(zg) = T).
We can apply Rule Ret and get u(cg) El/—» o’
First note that [ = I, since sp is concrete and thus p(sa’) = p(sa)[pc — L sp — p(sa)(sp)]
We now have ¢’ = (p, {(u(sm), u(sa’))) and are finished.
Rule Ret-Symb Then p(sa(pc)) = ret and since pc is always concrete p(u(og) = ret as well.
We have [ = read(sm, sa(sp)) and [ ¢ Vals and sa’ = sa[pc +— I’,sp > sa(sp) + 8] and symPc(l =1"), where I’ € Vals.

p(ret )
We can apply Rule Ret and get p(cg) ——— o”.

Since u(l) = I’ we can proceed analogously to the case above and are finished.

H.0.2 Completeness.

Lemma 18 (Non-spec : Completeness to symbolic). If
(1) o € InitConf and
2) o 5 o and
(3) u(sm) =m and pu(sa) = a

Then

S
Iog =, o' and
I U:S = (sm/,sa’) and
Il pu(sm’) = o’.m and p(sa’) = o’.a and p(rg) = 7 and
IV p E pthCnd(zg)

Proor. We proceed by inversion on o 5.
Rule Call Then p(a(pc)) = call f, F(f) = n, a’ = a[pc +— n,sp — a(sp) — 8] and m’ = m[a’(sp) — a(pc) +1].
Since pc is always concrete, p(sa(pc)) = call f as well.

S
11
We use Rule Call-Symb to derive a step (p, (sm, sa)) M) o’ with sa’ = sa[pc — n,sp — sa(sp) — 8] and sm’ = write(sm,

sa(pe) + 1,sa’(sp)) and i E pthCnd(o{S) =T. S
Now applying Lemma 7 from SPECTECTOR we get u(sa’) = p(sa)[pe — p(sa(pc+1))] = a[pc +— a(pc) +1]. Now, again using Lemma
7, p(sm’) = p(write(sm, sa(pc) + 1,sa’(sp))) = p(sm)[p(sa’sp) > p(sa(pe) +1)] = m[a’(sp) > a(pe) + 1]
Rule Ret Then p(a(pc)) = ret, I = m(a(sp)) and @’ = a[pc +— [, sp — a(sp) +8].
Since pc is always concrete, p(sa(pc)) = ret as well.
There are two cases now:
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S
1
I” = sm(sa(sp)) € Vals We proceed by applying Rule Ret-Concr and get (p, (sm, sa)) ia—f—> o', with sa’ = sa[pc — I',sp

S
sa(sp) + 8] and symPc(T); thus p E pthCnd(O':S) =T.
Observe that read(sm, sa(sp) = I’ = [ since p(sm) = m and p(sa) = a. Then p(sa’) = p(sa)[pe +— L sp — sa(sp) + 8] = a[pc 1,
sp — sa(sp) + 8] = a’ (using Lemma 7 of SPECTECTOR) From m’ = m, u(m) = sm and sm = sm’ we get u(sm’) = m’.

S
11
I” = sm(sa(sp)) ¢ Vals We proceed by applying Rule Ret-Symb where we pick 1 as the target label and get (p, (sm, sa)) ia——f—> 0':9

with sa’ = sa[pe +— I, sp > sa(sp) + 8] and symPc(l’ =1)

Then p(sa’) = p(sa)[pe — 1, sp — sa(sp) + 8] = a[pc — [, sp > sa(sp) + 8] = a’ (using Lemma 7 of SPECTECTOR) From m’ = m,
p(m) = smand sm = sm’ we get u(sm’) =m’.

Since p E pthCnd(a:S) = symPc(sm(sa(sp) = I) (unfolding symread), we need to show p(sm(sa(sp))) = I. Applying Lemma 7 and
using the assumptions, we end at m(a(sp)) = [ and are finished.

[m]

I GENERAL FACTS

These definitions are just written with S in mind. But talk about general facts of speculation. Since there is no insight gained by copying
these, we omit them here.

Definition 36 (Dot notation). In the following, we use a dot notation to refer to components of a speculative instance ¥s/ ®s. For example, we
write ¥s.ctr to refer to ctr inside the instance ¥s.

We lift this notation to speculative states Xs and Xs in the following way: we write Xs - o to denote the configuration o of the topmost
speculative instance ®s of the speculative state Ss. For example if %5 = ®s - Os then 5.0 refers to ®s.o.

Definition 37 (No ongoing transactions that will be rolled back). A speculative state Xs has no ongoing transactions that will be rolled back, iff
(SE-V4-no-ongoing-transaction-rolled)
(@)
’ ’. _ 7SSy
X R XLifin Xy $2X!
Vrlbie7. dstartieT
Bstartidep.rlbidet

Fo Xsp: noongoing

0,
The last premise tells us that all started speculative transactions that will be rolled back were created in the execution Xs §§X§. Since X{ isa
final state, there are no more ongoing transactions. In conclusion, we know that there are no more unfinished transactions that will be rolled in Xs
because we did not find a r1b i for that transaction in the trace T. Note that the final state is unique by Lemma 19 (Uniqueness final state).

0,
Definition 38 (Ongoing transactions that will be rolled back). A speculative execution Xs i%Xé’ has ongoing transactions that will be rolled
back, iff
(SE-V4-ongoing-transaction-rolled-closed)
o,
’ ’., 4 S vy
ax; e Xfin XUEEX!
A.rlbid €7.Vstart id € Tid # id’

0,
Fo Xs i;Xé': ongoingtransactionrolledback
By Lemma 19 (Uniqueness final state) the state X! is unique for the given oracle O.
Definition 39 (Oldest ongoing transaction that will be rolled back). A speculative state Xs has an oldest ongoing transaction that will be
rolled back, iff
(SE-V4-ongoing-transaction-rolled-closed-oldest)
0,
’ ’ . 2 S v/
3x! FX: fin XU 85 X!
J.rlbid ez.Vstartid € T'id # id’
VrlbjAstart jArlbiAstartiAni<j

'_i() Xs : biggestongoingtransactionirolledback

has to exist because traces are finite.

Definition 40 (Case when [ is linear).

Ll

Ll

Tlns T Tns = ! Mns
ifiV.rlbid e 7'.start id e 7.
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Definition 41 (Cases when Helper is linear). Let7 =7 - 7 be a trace. Then
helper (7', i) - helper(z,i) = helper(7' - t,1)
iff, T # rlb id forall id € N.

— _ o) [0) 0, _ —
Definition 42. If7’ is a prefix of T and Xs igXé, then there exists XS1 such that Xs 5;,X51 3;,,X§, wheret =7 -7".

Definition 43. A speculative state Xs either has no ongoing transactions that need to be rolled back or it has ongoing transactions that need to
be rolled back.

Definition 44 (Well orderedness of rollback and start). If there are starti,rlbi €T, ThenT=7 -rlbit’, thestartie7 .
The start i appears before the corresponding rlb i in the trace.

Definition 45 (low-equivalent configurations w.r.t policy P). Two configurations o, ¢’ are indistinguishable with respect to a policy P, written
o ~p o, iff they agree on all registers and memory locations in P.
Lemma 19 (Uniqueness final state). If
(1) Xs is a speculative state and
(2) O is an oracle and
(3) There exists X{, X" and
4+ XCS’): fin and v Xé('): fin and
Sy’ Sy
(5) Xs $2XLand Xs 2 X!
Then
o
IX, =X/
ProOOF. Since Xé : finand + Xg’ : fin we know by definition that Xg ={(p,ctr’,o’,h, L) and Xg’ =(p,ctr’’,a’”,h’"’, L). We need to show
I ctr’ = ctr’ and
II b’ =h"” and
I ¢ =o”
I Since the program p is the same, we know that the same amount of store x, e instructions are executed. For each store , instruction we
use either Rule S:Store-Skip or Rule S:Store-Exe and both increase the ctr by 1. Since execution started in the same state Xs and we

o o
encounter the same amount of store instructions in Xs i;Xé and Xs i;,Xé’ we have that ctr’ = ctr”’.
@) @)
II Because the oracle used is the same for both executions X5 igXé and Xs ﬁ;,Xg’ , we make the same decisions at each store , instruction.
Since we encounter the same amount of store , instructions and we started execution from the same initial state Xs, we have h’ = b’/
@) @)
IIT Because the oracle used is the same for both executions Xs igXé and Xs i;Xé’ and the executions start from the same state Xs, we
have that the exact same steps are taken in both executions. From this we have ¢’ = ¢”’.
O

Lemma 20 (Commits do not change the topmost configuration). If

0,
(1) Xs i;Xé and

(2) T=commitidy ----- commit idy, for somen > 1
Then
I Xs.0=X!.0 and
H7Tlps=¢

Proor. We have
(1) Xs Oig)(é and
(2) T=commitidy ----- commit id, for some n
We now need to proof that Xs.o = Xé.cr and 7,5 = €.
I Xs.0 = X{.0 For Xs.0 = X{.0 notice that X{.o is the configuration for the topmost instance in the state X{. We now do a case analysis if
that state was committed or not
topmost instance was not committed If the instance is not committed, then it will still be at the top, because Rule S:Commit only
changes the instance before the previous instance.
topmost instance was committed If the topmost instance in X{ is committed, then the configuration X/.o is still at the top, because
the Rule S:Commit only updates the previous instance with the configuration o, h and the ctr of the committed instance. We thus
preserve X/.o.
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II 7},s = ¢ Follows from the definition of [s.
This completes the proof. O

Lemma 21 (V4: Reaching Final state from final configuration). If
(1) Xs.o € FinalConf and
(2) v Xs: nounfinishedtransactionsrolledback and
(3) IXs| > 1
Then
o Sy’
IXs X! and
II Vr € 7.7 = commit id for some id € N and
I + X, fin
IV Xs.0 = X.0

Proor. Induction on the size of |Xs|.

|Xs| =1 I Then we derive Xs 0§ ;Xg by Rule S:Reflection and have X! = Xs.
II Trivial, since 7 = e.
IIT Since |Xs| = 1, we have Xs.n = L. We can now derive + Xs: fin, since Xs.o € FinalConf.
Because X5 = X/, we have X! : fin and are finished.
IV Trivial, since X5 = X{.
[Xs| =n+1withn >0 By |Xs| > 1and + Xs: nounfinishedtransactionsrolledback we know that there are transactions that still need to be
committed. o
Since Xs.o € FinalConf, we know that the only rule that applies is Rule S:Commit. Thus, X5 SQWLtd, X7
Applying Rule S:Commit does not change topmost configuration (Lemma 20 (Commits do not change the topmost configuration)). So,
we have X!".o0 = Xs.0.
We now apply IH on X', since |X'| = n. We get
(1) x¢ Oig,Xé and
(2) Vr € 7.t = commit id for some id € N and
(3) v XL: fin
I We construct an execution Xs % ;, by Rule S:Single with Xs &M? X and X' % ;,Xé.
II Here 7 = commit id - 7. By IH wesknow that 7’ fulfills the condition. Thus, 7 trivially fulfills condition as well.
III By IH.
IV By Lemma 20 (Commits do not change the topmost configuration).

O

Definition 46 (Counting transaction that will be committed). We define a function count(). that counts all transaction that will be committed
with a speculation window of 0.
count() : Xs —> N
count (&) =0

false

count(¥s - (p, ctr, o, h, 0) =count(¥s) + 1

count(¥s - (p, ctr, o, h, n) =count(¥s)

Lemma 22 (V4: Executing a chain of commits). If
(1) no transaction that will be rolled back with speculation window 0 in Xs
Then there exists Xé such that

0 s
(1) Xs i?xé
(2) minWndw(X!) > 0
(3) Vr € 7.7 = commit id for some id € N
(4) Xs.o=X..0

Proor. The proof proceeds in a similar fashion to Lemma 21 (V4: Reaching Final state from final configuration). By induction on the size
of count(Xs).
0,
count(Xs) = 0 I Then we derive Xs igXé by Rule S:Reflection and have X! = Xs.
II Because g X! : noongoing and count(XZ) = 0, there cannot be a transaction with speculation window 0.
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III Trivial, since 7 = &.
IV Trivial, since X5 = X!.
count(Xs) = n+1 By count(Xs) > 0 we know that there are transactions that still need to be committed.
Then minWndw(Xs) = 0 and we know that the only rule that applies is Rule S:Commit. Thus, Xs M? XY
Applying Rule S:Commit does not change topmost configuration (Lemma 20 (Commits do not change the topmost configuration)). So,
we have X!.0 = Xs.0.
We now apply IH on X!, since count(X¢") = n. We get

O s
) xv i?,x; and
(2) minWndw(X%) >0
(3) Vr € 7.7 = commit id for some id € N and
(4) Xs.o=Xl.o 5
0, cp s 0,
I We construct an execution Xs is, by Rule S:Single with X Somitid = X/’ and X!’ 3§,X’.
X y g S S S 7S
S

II By IH 2).
III Here 7 = commit id - 7. By IH we know that 7’ fulfills the condition. Thus, 7 trivially fulfills condition as well.
IV By Lemma 20 (Commits do not change the topmost configuration).

O
Lemma 23 (V45: Executing a chain of commits). If
no transaction that will be rolled back with speculation window 0 in Xs4p
1 ion th ill be rolled back with speculati indow 0 in X
Then there exists Xé such that
1) Xeup O3 SHR X7
s+R T SR
minWndw >
2) minWndw(X, ) > 0
T € 1.7 =commits id V T =commity id for some id €
3)Vret its id itp id id e N
(4) Xsyp.0 = X§+R'O.
PRrooF. Analogous to Lemma 22 (V4: Executing a chain of commits). O
Lemma 24 (V15: Executing a chain of commits). If
no transaction that will be rolled back with speculation window 0 in Xp4p
1 ion th ill be rolled back with speculati indow 0 in X
Then there exists X! such that
1) X O BaRy
+R T +R
(2) minWndw(X/ ) >0
T eT.t=commitp id V r = commity id for some id €
3)V ty id tg id deN
(4) Xpyp0 =X/ .0
PRrROOF. Analogous to Lemma 22 (V4: Executing a chain of commits). m]
Lemma 25 (V14: Executing a chain of commits). If
(1) no transaction that will be rolled back with speculation window 0 in Xp s
Then there exists Xé such that
Orse
(1) Xiss “i;sx’+S
(2) minWndw(X], ) > 0
(3) Vr € T.7 = commity id V 7 = commits id for some id € N
- ’
(4) Xpys.o=X] .0
ProoF. Analogous to Lemma 22 (V4: Executing a chain of commits). O

Lemma 26 (V14: Executing a chain of commits). If
(1) no transaction that will be rolled back with speculation window 0 in Xps4r
Then there exists Xg such that

O
(1) X +S+R +R5’?+S+RX/+S+R
(2) minWndw(X], ., ;) >0
(3) Vr e 7.t =commity id V r = commits id V 7 = commity id for some id € N
(4) X 4+S+R.0 = XI+S+R.O'
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PRroOF. Analogous to Lemma 22 (V4: Executing a chain of commits). O
Definition 47 (pc-similar). Two configurations 0,0’ € Conf are pc-similar, written o ~pc o, iff a(pc) = o’ (pc).
Definition 48 (Next-step agreeing configurations). Two configurations o, 0’ € Conf are next-step agreeing, written o ~next o, iff there are
01,07 € Conf such that o 5 o1, 0 5 oy and o1 ~pc 0]
Definition 49 (AM V4 similar speculative instances). Two speculative instances {p, ctr, o, ny? and ' ctr’, o, n'y0 are similar, written
(p, ctr, o, n)b = (p’,ctr',o’, n’)b iffp=p,ctr=ctr',n=n",b="b",0 ~pc 6’ and o ~pext .
Definition 50 (SE V4 similar speculative instances). Two speculative instances {p, ctr, o, h, n)b and (p’, ctr', o’ I, n’)bl are similar, written

(p, ctr, o, h, n)b =(p',ctr’,o’, h,’n’)bl iffp=p.ctr=ctr',h=H0,n=n",b=>b",0 ~pc 0’ and o ~pex o’.

Definition 51 (SE V4 similar speculative states). Two speculative states ¥ - {(p, ctr,o, h, n); @; Ap,etr’, o' W, n’)ﬁ' are similar, written
Ys - {p, ctr, 0, h, nyy = @/S Ap’, ctr,o’ W, n’)ﬁr iff all the speculative instances in ¥s and @IS are similar speculative instances which is written
¥ :?; andctr=ctr', 0 ~pc 0’ ,n=n',h= W.,p=p" andb="¥".
Definition 52 (commit-free projection). The commit-free projection of our speculative state X is defined as follows:
elcom =€
¥ - (p,ctr,o, h, n)b Feom =< Meom (p,ctr,o, h, n)b with b # false
Vs - (p, ctr, 0, b, n) [com =¥s - (p, ctr, o, h,n) where |¥] =0
s - (p, ctr, o, h,m)? - (p, ctr’, o W " W o =W - (p, ctr’, o B )P Neom

This executes the committed speculative instance and changes the speculative state.

Definition 53 (Invariants). We write INV(Zs,Xs) iff INVL(Zs, Xs Tcom) holds. INVy(Zs, Xs) holds if | Xs| = |Zs| and forall1 < i < |3s],
minWndw(X{) < wndw(Zl), where 2 denotes the prefix of 25 of length i.

Definition 54 (Invariants2). We write INV2(Zs, Xs) iff INV2y,(Zs, Xs [com) holds. INV2y (2, Xs) holds if |Xs| = |Zs| and minWndw(Xs) =
wndw(2)
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SPECTRE V4

Our main result for /75 is the following:

THEOREM 13 (/)5 18 SSS). + /)5 SSS

Proor. Immediately follows from Theorem 17 (S SNI), Theorem 16 (S : Behaviour of AM and symbolic semantics), Theorem 15 (S AM:
Behaviour of non-speculative semantics and AM semantics) and Theorem 14 (S SE: Behaviour of non-speculative and oracle semantics). O

I.1 Relating Non-speculative and Oracle Semantics

THEOREM 14 (S SE: BEHAVIOUR OF NON-SPECULATIVE AND ORACLE SEMANTICS). Let p be a program and O be a prediction oracle. Then
Behyis (p) = Beh (p) s

Proor. We prove the two directions separately:
< Assume that 7 € Behg) (p).
By the definition of Behg (p) we have an initial configuration ¢ such that (p, o) Qg) T
_ ) o - - 10)
By definition of p, o Qg 7, we know there exists a state X! such that + XZ: fin and an initial state 2"p, o such that !"p, o i;Xé

We apply Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics) with Zé””p, o Oi ;Xé because
Zé”itp, o has no speculative transactions by definition.
We get
(1) exists ¢’ and ¢’ is the configuration for some instance in X! and
(2) if ro X!: noongoing then o ||z}, , and
(3) if I—’b X{: biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction id that will be
rolled back and is still active then o Uperper(z,i) 0
Since + X{: fin, we have kg X! : noongoing and as such o |7}, o’ by 2).
Since Xé has only one instance, we have Xg.a =0’
Furthermore, because of X! : fin, we know X{.c € FinalConf.
We can now conclude that (p, o) Qgs Tlns € Behns(p) by Rule NS-Trace.

= Assume that (p, o) Q? T € Behns(p). We thus know there exists o’ € FinalConf such that o |7 o’.
Let Xs = Xsi””(p, o). We now apply Lemma 31 (S SE: Completeness of the speculative semantics) and get
(1) X! with ¢ Xs: noongoing
(2 o =Xlo
3 x: % 2 X, and
4) 7= T’ Tps.
Since ¢’ € FinalConf, we know that X!.c € FinalConf.
We now show how we can reach a final state X!’. We apply Lemma 21 (V4: Reaching Final state from final configuration) on X! and
get
a xt % 5, XY
(2) Vr € 7.7 = commirt id for some id € N
(3) X! fin
(4) Xlo=X0o
We now have an execution X5 Oﬁ ; V?,,Xé’ , since the oracle semantics are deterministic.
Note that by 2) we have 7/ ;s = e and thus 7’ - T/ [ ps = T’ Tns.
By 3) we have that - X!': fin.
We thus have (p, o) Qg) 7. e Behg (p).

Note that doing the induction without the condition I : noongoing does not work. In the induction case for the step, our IH
only tells us about the execution until that point. But if that execution is currently speculating, the non-speculative semantics
should not do a step, but wait until the speculation is finished. Without the additional information from g : noongoing and
ko i biggestongoingtransactionirolledback we would be stuck, because the IH is unusable.
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1.1.1  Soundness.

Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics). If
(1) Xs.0c =0 and
(2) +o Xs: noongoing and
0 Sy’
(3) Xs 42X
Then there exists o’ such that
I ifro X! : noongoing then o |z}, o and (if start id € X{.p then X = Vs - (p, ctr,o’, h,n) and ®s.c = o’ else Xl.o=0")and
I lfl—lO X : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction id that will be rolled
back and is still active then & Upelper(z,i) 0 and o’ is the configuration with the instance with ctr = i.

o,
Proor. We proceed by induction on Xs $§Xé

o,
Rule S:Reflection Then we have X5 i?XS with X/ = X and by Rule NS-Reflection we have
Iolg,, o witho =o'
II o Uhelper(e,i) o’ witho =¢o’.

o, 0,
Rule S:Single We have Xs i;,.TXé and by Rule S:Single we get Xs i;Xé’ and X7’ «ZSO X:.
We need to prove
Iif Fo X! : noongoing then o |z, o and X{.o0 = ¢’
I if ) X! : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction id that will be

rolled back and is still active then o Uperper (7.7, ¢’ and ¢ is the configuration for the instance with ctr = i.

We apply the IH on X5 % ;,Xé’ and have a 0" where ¢’/ is the configuration for some instance in X!’ such that.
U if g X!": noongoing then o |z, o~ and X!'.0 = o”
I’ if l-jO X' : biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest transaction id that will be
rolled back and is still active then o [peiper(z,j) 0" and o’ is the configuration with the instance with ctr = j.
We proceed by case analysis on X'
no ongoing transactions in X" Then X!’ has no ongoing transactions, meaning ¢ X{": noongoing and we have o |z} o’ and
X!.0=0" by IH.
I Then ¢ X{: noongoing and we need to proof o 7.7}, o and X!.o = o’. We now proceed by inversion on X¢’ @? X¢:
Rule S:Rollback Then 7 = rlb id.
Contradiction. Since Fo X!’ : noongoing there does not exists a r1b id observation that does not have a corresponding start id

0,
observation in the execution X5 igXé’ So 7 # rlbid.
Rule S:Store-Skip Then we know that p = bypass X!".a(pc) - start id for X!. Contradiction. Since ¢ X : noongoing, there

o, — —
exists a start id for every rlb id in the execution Xéﬁ i;ﬁ Xs fin and Bstartidep.rlbidet

But we have a start id € p by definition and since that was created by Rule S:Store-Skip, we know it belongs to a transaction
that will be rolled back.
Since all transactions are terminated, we know there exists rlb id.
Now we have a contradiction.
otherwise We know that 6"’ = X!'.0.
Since kg X!': noongoing, there no ongoing transactions that need to be rolled back.

Furthermore, no transaction that will be rolled back is created in the step XZ’ 550 X, because +g X! : noongoing.
We can now apply Lemma 28 (S SE: Soundness single step No Speculation) with X!’ @? X{ and get
OJI 'U'T Ins o—l
X.o=d
Since Tlps - Tlns =T - Tlns (because 7 # rlb id), we are finished.
II Then X{ has ongoing transactions, meaning l—’O X(: biggestongoingtransactionirolledback and we need to prove & Upelper (7.7,i) 0
and ¢’ is the configuration for the instance with ctr = i.
We now proceed by inversion on X!’ @SO X
Rule S:Store-Skip Then we know that p = bypass X’.a(pc) - start id for X.
Since we know a new transaction was created that will be rolled back, we also know that id = i.
We know that, because o X!’ : noongoing, so there was not another ongoing transaction.
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We can now apply Lemma 30 (S SE: Store step) and get

,, store mps ,
o —— o
o’is the configuration for the instance with ctr = i in X¢

By IH we have ¢ |7}, 0" where X!".c = o”.

store mys
_—

’ ’

’
o’ we get 0 [z}, -store mlns O -
Since kg Xé’: noongoing we have store m[,s = store m and thus 7, - store m =7 - store mps.
We are now finished.

otherwise By definition of I—b X! : biggestongoingtransactionirolledback we know that there exists a rlb i in the execution

Using o’

o . . . Lo .
X! i;ﬁ Xs fin With no matching start i observation in that execution.
n

0,
This means the start i has to happen before in the execution Xs 5;_TX§.

o,
By definition of g X!': noongoing, we have that all r1b id" have a matching start id’ in the execution X!’ ﬁi _

'TﬁnXSﬁ”'

Now we have a contradiction, since rlb i does not have a matching start i.
ongoing transactions in X!’ Then X!’ has ongoing transactions, meaning I—JO XZ': biggestongoingtransactionirolledback and we
have & Upeiper(z,j) 0’ and o’ is the configuration for the instance with ctr = j.

I Then +¢o X{: noongoing and we need to prove o 7.7}, and X{.o = o’. We now proceed by inversion on XZ’ 5? XZ:

Rule S:Rollback and 7 = rlb j Choose ¢’ = ¢”’. Since 7 - 75 = helper(7, j) we can use IH o Upeiper(z,j) o' and Rule NS-
Reflection.
The roll back deletes all states higher up the stack then the instance with ctr = j.
By definition, ¢’/ is the configuration for the instance with cir = j and by rule S:Rollback we know that we keep the
configuration of this instance. which is now at the top after the roll back.
So X!.c = ¢ and we are finished.

otherwise Then 7 # rlb j.

0,
Since kg X! : noongoing, there does not exists r1b id without matching start id in the execution X¢ i%ﬁnXgﬁn.
Because '_10 XZ': biggestongoingtransactionirolledback, there exists a a smallest rlb j that does not have a start j in the

O,
execution X/ $ i-?ﬁnXS fin-
Since 7 # rlb j, rlb j would need to exist in 7.

0,
Contradiction, because it would not have a matching start j in the execution X! i%ﬁ Xs fin-
n

II Then I—iO X : biggestongoingtransactionirolledback and we need to prove o Uketperz-2,i) o’ and ¢ is the configuration for the
instance below the instance with ctr = i.
We now proceed by inversion on X!’ 5,5’ X!:
Rule S:Rollback Then 7 = rlb id. We do a case analysis if id = j or not.
id = j Contradiction. Then there is no ongoing transactions in X/, because j is the oldest ongoing transaction in XZ’.
id # j Then i = j. Since no transaction was started and j is still ongoing.
We choose ¢’ = ¢’ and derive a step by Rule NS-Reflection.
We have helper(7 - t,i) = helper(7, i) = helper(7, j).
By IH 0 Upelper(z,j) 0
Because the transaction j is still ongoing, we know that the configuration ¢” is still below the instance with ctr = j in XZ.
otherwise Then 7 # rlb id.
Then helper (7 - t,i) = helper(T, i)
We choose ¢’ = ¢’ and derive a step by Rule NS-Reflection.
Note that i = j, since 7 # rlb id.
This means the transaction j is still not finished and active in X! as well.
Thus it is the smallest transaction in X! as well.
Then helper(7 - 7,i) = helper(7,i) = helper(7, j) and by IH we have o Upeiper (7, j) a.
Since the observation was not a rollback, we know that the instance with ctr = j still exists in Xé.
Because o’ is the configuration for the instance with ctr = j, it is the configuration for the instance with ctr = j in X{ as well.

o
Lemma 28 (S SE: Soundness single step No Speculation). If
(1) +o Xs: noongoing and
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@) Xs 52 X! and
(3) +o X! : noongoing and
(4) 0 =Xs.0
Then there exists ¢’ such that
Iol,y,, o and
IXo=odo

and o’ is the configuration for some instance in XZ. (Case where we do a store step then its not the topmost one).

Proor. We proceed by inversion on Xs 5? X¢:
Rule S:General Thus we have Xs = ¥s - ¥s5., and X = ¥ - ¥s5 with ¥s.0 = 0.

By the definition of ¥s @? Xs only Rule S:Store-Skip and Rule S:Store-Exe add observations to p.
These observations are either starts id or bypass n.
By the definition of ['ns we have s = £ and we have o |}, o by Rule NS-Reflection.
Rule S:Commit Then the generated observation is 7 = commit id. Furthermore, commit idl,s = €
By the definition of the rule, we have Xs.0 = Xé.a and with this we get Xg.a =o0.
Thus, we can derive o {commit id},, O-
Rule S:Rollback Contradiction, since o Xs: noongoing and Definition 44 (Well orderedness of rollback and start).

Rule S:SE-Context Thus we have Xs = ¥s - ¥s and Xg =¥ ?; with ¥s 5? @; By Lemma 29 (S SE: Single Step Instance Non Speculative)

7 s . =
we have ¢ —= ¢ with 0 = ¥s.0 and ¥s.0 = 0.

Lemma 29 (S SE: Single Step Instance Non Speculative). If
(1) Xs =W5 -¥s and
(2) X! = Vs -@/S and+g X{: noongoing and
3) ¥s 22 V. and
(4) 0 =Y¥s.0
Then there is a ¢’ such that

Iz/ﬁfe o’ and
IIY¥s.0=0

ProOF. We proceed by case analysis on the rule used to derive ¥’ 550 L.
Rule S:barr-spec, Rule S:barr We show the proof for Rule S:barr, the proof for Rule S:barr-spec is analogous.
By Rule S:barr we know o L o and @,S ={(p,ctr,o’,h,n —1).
Thus o’ = @/5.0' and 7 = ¢ = €ps.
Rule S:NoBranch We have ¢ — o’ as premise of the applied rule and @IS =(p,ctr,o’,h,n — 1).
Thus, ¢’ = ?/5,0'.
Because the rule used the observation received from the step o N , we have 7,5 = r and are finished.
Rule S:Store-Skip Contradiction, because there are no ongoing transactions in X/ by the fact ko X! : noongoing.

Rule S:Store-Exe By definition W’S = (p,ctr,o’,h,n) - (p, ctr’, o’ W', 0’ )ﬁ. By premise of the rule we do the step o 2, 6. The generated

[ —
trace is T = 7’ and 7[5 = 7’. Thus the step 0 — ¢’ is what we look for and by construction ¥s.0 = o’.

Lemma 30 (S SE: Store step). If
(1) Xs = ¥ - ¥ and to Xs: noongoing
(2) X = s @g and I—b X{: biggestongoingtransactionirolledback and
3) ¥ 52 ¥, and
(4) 0 =Y¥s.0
Then

Tlns
Io—> ¢ and

IT o’ is the configuration for the instance with ctr = i in X!
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Proor. We proceed by inversion on ¥s 58 W/S:
Rule S:Store-Skip By definition ¥t = (p, ctr, o1, h,n) - (p, ctr + 1,02, b, 0’ Yerart cir-bypass o1 (pc)-
t
By premise of the rule we do the step o Storem, o1 for some m € N. Since ¢y Xs: noongoing we know that store m[,s = store m.

Choose ¢’ = 07 and thus the step o SLOTe M, & is what we look for.
Furthermore, notice that the transaction created has id ctr.
Since kg Xs: noongoing, we know that this is the oldest transaction that is still ongoing in X?.
We thus have i = ctr.
By construction, ¢’ is the configuration of the instance with ctr = i and we are finished.
otherwise Contradiction, because +¢ Xs: noongoing and I—io X{: biggestongoingtransactionirolledback, we know that a transaction has to
be started that will be rolled back.
[m}

1.1.2 Completeness.

Lemma 31 (S SE: Completeness of the speculative semantics). If
(1) o € InitConf and
(2) o 7z 0’ and
(3) Xs = X" (p, o)
Then
2 Sy
IXs $5X. and
7Sp
I +¢ X!: noongoing and
Il ¢’ = X{.0 and
IVT =7 Ips and
Vp=e¢

Proor. We proceed by induction on o |7 ¢’
Rule NS-Reflection Then we have ¢ ||, ¢’ with o = ¢’.
o
I- IV By Rule S:Reflection we have X5 i?Xg. By construction ¢ Xs: noongoing and Xs.o = o. Since ¢[,s = ¢ we are finished.

Rule NS-Single Then we have o ||z ¢’ and ¢’ 5.
We need to show
1x. % S, Xand
I +o XZ: noongoing and
Il ¢’ = X{.0c and
IVT-t=7 -7 pns
We apply the IH on ¢ ||z 0" we get
rxs % ;xg'p and
I o Xé’p: noongoing and
Ir' ¢” = X{'.0 and
IV T=7 s
Vi p=e¢
To account for possible outstanding commits, we use Lemma 22 (V4: Executing a chain of commits) on X" and get
a) X!/ Oi;,/,xg"
b) minWndw(X{"") >0
c) Vr € 7.7 = commit id for some id € N
d) X!'.o=X".0
By c) and the definition of [,s we have 7"/ [, = e.
Because only Rule S:Commit was used we have X! - p = X" - p.
We now do a case analysis on the instruction p(¢”’ (pc)):
p(c”’ (pc)) # store x, e I Then either Rule S:barr, Rule S:barr-spec or Rule S:NoBranch in conjunction with Rule S:SE-Context was

, 0
used to derive the step X!"" Zs5 XZ.

. T
Here, 7’ is generated from X!"".0 — ¢” and X.0 = ¢’
Since — is deterministic, we know that 7/ = 7.
II Since no speculative transaction is started and we have g XZ': noongoing by IH, we have o X’ : noongoing.
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IIT By definition and determinism of —.
0,
IV Now we have Xé’ i;,_?,,,.r,xg. Looking at the trace that is generated we have

=/ =/ ’ ’
T T T pstT =7

=7 -7 -t/ [4s T generated by —
— ?/ . ?/// rns . T?/// rns —¢

=7 Ips - by IH

=TT

and thus, are finished.
p(o” (pc)) = store x, e There are two cases depending on the decision of the oracle O.
O(p,n, h) = (false, w) Then we do not skip the store instruction.

I We derive X!/ Oi f_ start i ng by using Rule S:Store-Exe in conjunction with Rule S:SE-Context and produce the observation
7/ = 7, where 7 = store m € Obs.
Afterwards, we need to discharge the observation in p that was generated by Rule S:Store-Exe (which is always a start id).
The only rule that can be used when p is non-empty is Rule S:General, which produces start id.
By Rule S:Store-Exe, we know that the step Xé”.O' L o’ is made.

II No speculative transaction was started that needs to be rolled back. By +o X{’: noongoing and +¢g X" : noongoing we get
Fo XZ': noongoing.

IIT By definition and determinism of —.

IV We now have:

77" ¢ start idps Def. and 77" [ s = €

st =71

1]
Bl
<

- Tlns T generated by —
"Ius - T by TH

T

Il |
U
<

Il
Ll

and are finished.
O(p,n, h) = (true, w) Then we skip the store instruction.
I We derive a step by using Rule S:Store-Skip in conjunction with Rule S:SE-Context This produces the observation 7/, where

T// .
"/ = store m and the step X{"".c — ¢””’ is made.

"

Since — is deterministic and the fact that 6" — ¢’, ¢’ - ¢’ and X!".0=0",wehave ¢"”’ =0’ and 7"’ = .
Since Rule S:Store-Skip pushes two observations into p, Rule S:General applies twice and produces bypass id and start id.

@)
1" S
We thus have X! ir'-start id-bypass nX53.

@)
Since all transactions are eventually closed, we know there exists Xg such that Xg 3;,1“[) ; ng,
0§/ s

. _ : . . : " n
We now apply Lemma 32 (S SE: Non-speculative execution for rolled back transactions) on the execution X! v.start id-bypass n-Frlb i 255

and get o’ 25 6" and Xto=d".

II Since the speculative transaction that was started was also rolled back and the fact that o X!": noongoing by IH and
Fo X!': noongoing, we have Fo X : noongoing.

III Follows by definition and I).

IV By definition 7”7 - start id---rlb idls = "' Tps = 7.

77" start id - T" - rlb id s Def. and 777 [ps = €

= .7 rns =1

7' - 7lps T generated by —
T Mps - Tby IH

T

Il
Bl

Note that p is empty for all the cases, because we discharge all the observations immediately using Rule S:General.
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Lemma 32 (S SE: Non-speculative execution for rolled back transactions.). If
0,
(1) Xs $2X. and
(2) T=r1-startid-T -rlb id and
3) 0 =Xs.0
Then

I there is a configurations o’ with X{.0 = o’ and

Tlns
IIo— ¢ and

I Thas =1

Proor. Let X5 OigXé be an execution with trace 7 = 7 - start id -7 - rlb id. Let 0 = Xs.0

We know Rule S:Store-Skip was used to start the speculative transaction.

By this rule we know, there is a configuration ¢’ with 5.

By definition of [,s we have 7[,s = r[,s = 7, where the last steps is because of the fact that r was generated by —.

Thus, we have o |z}, o’ by Rule NS-Reflection and o 5.

Now we need to show that ¢’ = X!.o. We know that Rule S:Store-Skip created a new speculative instance ¥Z used for speculation that is
at the top.

Thus the state after Rule S:Store-Skip has this form X< ¥s - s - ‘I’é and since Rule S:Rollback deletes the instance ‘I’é and every other
instance higher in the stack, we have the old ¥s at the top of the stack.

Now X!.oc = ¥s.0 = ¢’ and we are finished. O
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I.2 S:Relating Non-speculative and AM Semantics

These proofs are very similar to the corresponding proofs for the oracle semantics. They are a bit easier because we do not
need to handle commits. This means we can reuse a lot of the reasoning.

THEOREM 15 (S AM: BEHAVIOUR OF NON-SPECULATIVE SEMANTICS AND AM SEMANTICS). Let p be a program. Then Behns(p) = Behsﬂ (P) Tns

ProorF. The proposition can be proven in similar fashion to Theorem 14 (S SE: Behaviour of non-speculative and oracle semantics). We
prove the two directions separately:

< Assume that 7 € Behsﬂ (p).

By the definition of Behg‘ (p) we have an initial configuration o such that (p,0) A% 7.
The proof proceeds in similar fashion to the analogous case in Theorem 14 (S SE: Behaviour of non-speculative and oracle semantics)
by using Lemma 33 (S AM : Soundness of the AM semantics w.r.t. non-speculative semantics).
We can now conclude that (p, o) QIC\)}S TIns € Behns(p) by Rule NS-Trace.
= Assume that (p, o) Q](\])S T € Behns(p).
We thus know there exists ¢’ € FinalConf such that o |7 ¢’.
We apply Lemma 37 (S AM: Completeness of the speculative semantics) with X5 = Zé"”p, o and get Zé””p, o lf 3% with ko
3. : noongoing, o’ =3l.cand T =T ps.
Because of g X : noongoing and ¢’ = .0 we know that + ¢ : fin.
We thus have (p,0) A? 7' € BehgZI (p)-

1.2.1 Soundness.

Lemma 33 (S AM : Soundness of the AM semantics w.r.t. non-speculative semantics). If
(1) Xs.0 =0 and
(2) +o Zs: noongoing and
(3) Zs U 2
Then there exists o’ such that
I lfl—O %% : noongoing then o |z}, o and>{.c = o’ and
I zfl—lo 3% biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction id that will be rolled
back and is still active then o peiper(z,i) 0 and o’ is the configuration for the instance with ctr = i.

Proor. We proceed by induction on g Ug DA
Rule S:AM-Reflection Then we have X5 )¢ X5 with Z’S = 35 and by Rule NS-Reflection we have
Lo, o withe=0".
I o Upetper(e,iy 0 witho =o',

— - T
Rule S:AM-Single We have %5 | '* 3¢ and by Rule S:AM-Single we get 3s || 27 and X =/)s 2¢.
We need to prove
Iif Fo %% : noongoing then o 7.7}, o and £L.0 = o’
I if b, 2% biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction id that will be
rolled back and is still active then o Upeper(z.,i) 0’ and o’ is the configuration for the instance with ctr = i.
We apply the IH on 3 Ug’ % and have a ¢’’ where ¢’ is the configuration for some instance in X7’ such that.
rif Fo 3 : noongoing then o |7, »~ and .0 = o
I if I—]O % biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest transaction id that will be
rolled back and is still active then & [perper(z,j) 0" and o’ is the configuration with the instance with ctr = j.
We proceed by case analysis on X’
no ongoing transactions in X Then = has no ongoing transactions, meaning ¢ %" : noongoing and we have o |z}, o¢’" and
%!.0=0c"” by IH.

I Then r¢ 3 : noongoing and we need to proof o 7.7}, o and =¢.0 = o’. We now proceed by inversion on X/ «Sg P

<
Rule S:AM-Rollback Then 7 = rlb id.

Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).
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Rule S:AM-Store-Spec Then we know that p = start id - bypass X¢ .o (pc) for 2¢.
Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).
otherwise We know that ¢’ = = .0.
Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics) together with Lemma 34 (S AM: Soundness single step No Speculation) with 3¢/ 5? %L
II Then % has ongoing transactions, meaning I—’b 3% : biggestongoingtransactionirolledback and we need to proof o Uketper(z-zi) o

and o’ is the configuration for the instance with ctr = i.

We now proceed by inversion on X7/ :%?5 %L

Rule S:AM-Store-Spec Then we know that p = start id - bypass 2 .o(pc) for XZ.
Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics) together with Lemma 36 (S AM: Store step).

otherwise By definition of '_i() %7 : biggestongoingtransactionirolledback we know that there exists a r1b i in the execution

DA Ugﬁ S fin With no matching start i observation in that execution.
Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics). )
ongoing transactions in X Then > has ongoing transactions, meaning I—jO % biggestongoingtransactionirolledback and we
have o Upeiper(z,j) 0" and o’’ is the configuration for the instance with ctr = j.

I Then +¢ 3 : noongoing and we need to proof o 7.7}, o and =¢.0 = o’. We now proceed by inversion on ¢/ 550 DA

Rule S:AM-Rollback and 7 = rlb j Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics).
otherwise Then 7 # rlb j.
Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).
II Then +: %7 : biggestongoingtransactionirolledback and we need to proof o Uretper 7.2,y o’ and ¢’ is the configuration for the

o
instance below the instance with ctr = i.
T

We now proceed by inversion on X =/9s 3¢:
Rule S:AM-Rollback Then 7 = rlb id. We do a case analysis if id = j or not.
id = j Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).
id # j Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).
otherwise Then 7 # rlb id.
Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics)

O

Lemma 34 (S AM: Soundness single step No Speculation). If
(1) o Zs: noongoing and
T
(2) 3s =5 ZIS and
(3) Fo =% : noongoing and
(4) 0 =3s.0
Then there exists o’ such that
Io RALIN o’ and
Isio=o

and o’ is the configuration for some instance in 3.

T
Proor. We proceed by inversion on 2s =/)s X¢:

Rule S:AM-General Thus, we have 3¢ = & -CIJSF_T. Contradiction. By the definition of Jﬁs only Rule S:AM-Store-Spec adds observations
to p.
Since p = p’ - 7 is non-empty, there is a speculative transaction currently ongoing.
However, this contradicts the assumption +-p Zs: noongoing.
Rule S:AM-Rollback Contradiction, since ¢ Xs: noongoing and Definition 44 (Well orderedness of rollback and start).
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— — — T —
Rule S:AM-Context We have %5 = ®s - ®s and X = <I>/5, . <I>’5 with &5 =/)s <I>’5. By Lemma 35 (S AM: Single Step Instance Non Speculative)

i) . —
we have ¢ —= ¢ with o = ®s.0 and ®s.0 = 0.

Lemma 35 (S AM: Single Step Instance Non Speculative). If
(1) s 265 - ®s and
(2 == @ 5/3 and v Xt : noongoing and
(3) ds =< B and
(4) 0 =0s.0

Then there is a ¢’ such that

Tlns
Io—> ¢ and

Has.a:or

T
ProoF. We proceed by case analysis on the rule used to derive @ =/9s ®..

Rule S:AM-NoBranch, Rule S:AM-barr-spec, Rule S:AM-barr We have p(o(pc)) # store x, e and n # 0. The case is analogous to the
corresponding case in Lemma 29 (S SE: Single Step Instance Non Speculative).
Rule S:AM-Store-Spec Contradiction, because there are no ongoing transactions in = by the fact ¢ % : noongoing.

Lemma 36 (S AM: Store step). If
(1) s = s - Os and - s : noongoing
(2) % = s '5/3 and I—’b 3% : biggestongoingtransactionirolledback and
(3) ®s =75 B and
(4) o0 =0s.0
Then

Tlns
Io—% ¢ and
I o’ is the configuration for the instance with ctr = i in %

T p—
Proor. We proceed by inversion on ®s =/7s <I>/5:

Rule S:AM-Store-Spec By definition 5/5 = (p, ctr,a1,n) - {p, ctr + 1,02, )start cir-bypass oy (pe)-
Analogous to the corresponding case in Lemma 30 (S SE: Store step).

otherwise Contradiction, because Fp Xs: noongoing and l—io %7 : biggestongoingtransactionirolledback, we know that a speculative trans-
action has to be started that will be rolled back.

m]
1.2.2 Completeness.

Lemma 37 (S AM: Completeness of the speculative semantics). If
(1) o € InitConf and
(2) o 7z 0’ and
(3) s =3Mp, o
Then
7 5
I3 ﬂsl ZSP and'
II Fg 25 : noongoing and
Il ¢ =3%%.0 and
IVT=7 |, and
Vp=e¢
ProoOF. We proceed by induction on o |7 ¢’
Rule NS-Reflection Then we have ¢ ||, o’ with ¢ = ¢’.
I- IV By Rule S:Reflection we have 3¢ Ug 3s. By construction F¢ Xs: noongoing and Xs.c = o. Since ¢ [,s = ¢ we are finished.
Rule NS-Single Then we have o ||z ¢/’ and ¢’ 5.
We need to show
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I35 77 5 and
Il +g 3 : noongoing and
Il ¢’ = 3.0 and
IVT-t=7 7 pns
Vp=e¢
We apply the IH on o |7 ¢”’ we get
r s |7 5!, and
I o Z’S’p: noongoing and
r ¢” =37.0 and
IV T =7y
Vop=c¢
We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) # store x, e Analogous to the corresponding case in Lemma 31 (S SE: Completeness of the speculative semantics).
p(o(pc)) = store x, e Analogous to the corresponding case Lemma 31 (S SE: Completeness of the speculative semantics), which is
when the oracle mispredicted in the proof, together with Lemma 38 (S AM : Non-speculative execution for rolled back transactions).
Notice that p is empty for all the cases, because we discharge all the observations immediately using Rule S:AM-General.

[m]
Lemma 38 (S AM : Non-speculative execution for rolled back transactions.). If
(1) 25 | 3% and
(2) T=r-startid-7 -rlb id and
(3) 0=3s.0
Then
I thefe is a configurations o’ with>{.c = ¢’ and
o™, o and
I Thps = 7
Proor. Let Xg Ug Z’S be an execution with trace 7 = 7 - start id -7’ - rlb id. Let 0 = 2s.0
The proof proceeds analogously to Lemma 32 (S SE: Non-speculative execution for rolled back transactions). O
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I.3 S:Relating Symbolic and AM semantics

THEOREM 16 (S : BEHAVIOUR OF AM AND SYMBOLIC SEMANTICS). Beh‘sﬂ (p) = ,u(Beh*SS (p)

ProorF. The proposition can be proven in similar fashion to Theorem 14 (S SE: Behaviour of non-speculative and oracle semantics). We
prove the two directions separately:
& Assume that (p,0) AL T € Behg9 (p).
We thus know there exists + Z*SS" : fin such that Zé”‘it (p, os) aUgﬁZ‘SS" and p E pthCrid (Tq). We now apply Lemma 39 (S: Soundness of
the AM serlnantics w.r.t. sylmbolic semantics) on 2" (p, 0g) 5| Z‘SS and get %5 £ %7, /,t(Z*SS ) =2 and u(7y) =7
Since + Z‘SS : finand /,t(Z*SS ) =2 we have + 3 : fin as well.
Thus, (p. p(05)) 12 4(7a) € Beh' (p). )
= Assume that (p,0) A9 7 € Behéﬂ (p). We thus know there exists - 2¢ : fin such that ZiS””(p, o) Jf 2L,

We now apply Lemma 41 (S: Completeness of the symbolic semantics) on Zé”it(p, o) Ug %7 and get
20" (p,0) =p(33)
S ||Ta 38
ZS @ g ZS
=T
7 =p(7a)
u E pthCnd(7')

Since + 3¢ : fin and ,u(Z*SS') =%, we have - Z‘SS/ : fin as well.
Thus, (p,05) ¢ 7a € Beh‘sg(p) and we are done, since (p, (05)) o2 p(7a) = (p.0) AL 7.

Now onto theorems for the new speculative semantics. We want to show Soundness and Completeness.
We lift 1() to speculative states Zf in the following way by applying u() pointwise for each instance in the state Zg.

1.4 Soundness

Lemma 39 (S: Soundness of the AM semantics w.r.t. symbolic semantics). If
S |Ta vS’
(1) 22 41 28 an,d
(2) p & pthCnd(s5")
Then
Ta ’
1u(s9) V) w(z5') and

Proor. We proceed by induction on 22 ;| * 2%

Rule S:Sym-Reflection Then we have =5 _[|¢ 55 with 55" = 55, Using Rule S:AM-Reflection we get u(55) L") u(=S") and are
Y s als 5 S S ) get plag ) als — Hlag
finished.
— — T
Rule S:Sym-Single We have Z*SS allg“ s Z*SS’ and by Rule S:Sym-Single we get Z“SS allg"‘ E“SSH and Z*SS” :ﬁg E“SS/.
We need to prove
T ’
W S T ps
T 144 ’
We apply the IH on Zg o g" 259 and have a 37 = ,u(Z*SS ) such that:
(W) p(z$) 127 32 and
: . s” 8.5 s’ p(zs) s’
The result follows by applying Lemma 40 (S: Soundness single step) on XY =92 X2 and get a step 3¢ —==/9s u(35 ). We now
use Rule S:AM-Single and get an execution ,u(Z*SS) Ug(T“)'”(TS) ,u(Z‘SS/) as required.

Lemma 40 (S: Soundness single step). If
S Ih8 58
(1) 22 =173 2 an/d
(2) p & pthCnd(3")

Then
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u(z) ,
Ip(zS) =05 u(=5")

T
Proor. We proceed by inversion on Zf :ﬁg Zg’:
Rule S:Sym-Rollback Since p() does not change the speculation window and ctr and ,u(Z‘SS) = Xs, we have Zs.n = Z‘SS.n = 0 and
Ys.ctr = Z‘Ss.ctr.
7 7
Ys =/s Z:SS/ We can use Rule S:AM-Rollback to derive X5 =/95 2’5.
,u(Z‘SS,) =2 The rule only deletes the topmost instance and changes the ctr of the instance below. Since 3s.ctr = Z‘Ss.ctr, we have
S’y =
u(=g ) =38 , ,
uE pthCnd(Z,SS ) and p(7’) = 7 Since the Ss.cir = Z‘Ss.ctr we already have p(7’) = 7. For p ¢ pthCnal(Z‘SS ), notice that y k
pthCnd (Z‘SS ) =p E pthCnd (Z‘SS) because the rule only deletes a speculative instance. Thus, we are finished.
T —
Rule S:Sym-Context We then have <I>‘SS *Z?‘SS (1),3 - Thus, we know CD“SS > 0 and ,u(tb‘ss) > 0 as well. We proceed by inversion on
S o —
S ZhSF .
o ——ﬂs CIDSS.
]
Rule S:Sym-General Then Cbgg T?A?g Qs55\rs- BY ,u(de) = &5 we know that (pg) = p. Furthermore, pg is non-empty because
the rule was used. This means p is non-empty as well. This means Rule S:AM-General applies. Since that rule does not change the

T
state @s except for p we have &5 =/)s Os5\7
S
S ps\zs

T§ ’ ’ . s N
Rule S:Sym-NoBranch Then we have <I>§S iﬂf CD? where <I>§9 =(p, <I>§g.ctr, CDgg.crzs, @g.n — 1) with d)g.crs —

Now we have p(rg) = 7 and u(® ) = ®s5\, by construction.

’
O'S.
s S

Since we have 1 £ pthCnd(®s 5-05) (by assumption) we can use Lemma 17 (Non-spec: Soundness to symbolic) on @‘Ss.a s — O

9s
S u(zs) , .
and get p(®o0g) —— I,I(O'S), where p(®s.0g) = ®s.o as per assumption.
. s ) S/ o u(Ts)
We can now use Rule S:AM-NoBranch to derive the step u(®) ==/7s p(® ) using the derived —— step.
78 S
Rule S:Sym-barr Then we have CID‘SS ff[?g CIDES/ where CI>§S, = {(p, @g.ctr, <I>‘SS.0:S,,<I>§S.n — 1) with CIDES.G s, (7:9. Analogous to
Rule S:Sym-NoBranch using Rule S:AM-barr.
s S
Rule S:Sym-barr-spec Then we have CI>§9 f?ﬁ‘ss <D‘SSI where CD‘SSI =(p, @f.ctr, CI>‘SS.U:9, Q‘SS.n — 1) with CID‘SS.U =, cr:s. Analogous to
case Rule S:Sym-NoBranch using Rule S:AM-barr-spec.

TS o —
Rule S:Sym-Store-Spec We have CD‘SS :i?‘ss (DSS;TSbypass @S

B — S ’ S S
S pe-start &S .cir where ®s¢ = (p, 2 ctr, o o2 .n— 1) - {p, Q2 .ctr + 1,

T,
o{é, min @‘Ss.n, ). Furthermore, we have CD‘SS.J =, o{s and o{s’ =og[pc— (I)‘Ss.as(pc) + 1] (note that pc is always concrete).

. s S s o ne S
We use Lemma 17 (Non-spec: Soundness to symbolic) on ®5.05 — o’ and get p(®5.0g) ——  p(0’y).

Choose &5 = ,u((bg) and note that a storeinstruction is executed. We now derive a step using Rule S:AM-Store-Spec together

S plrs)
with the non-speculative step ,u(@gg.as) M ,u(crfs,) above and define ¢ = o[pc — a(pc) + 1]: s —=/)s ®s with

O = (p, @s.ctr,o’,&s.n — 1) - {p, Ps.ctr + 1, ¢’”’, min ®s.n, w).
We now show that yi(®sg) = s. Since pc is concrete and ,u(fbg.a) = o, it follow that ,u(ag) =o".
By y(CD‘SS) = ®s we have <D‘Ss.ctr = ®s.ctr and CD‘SSAn = ®s.n.

_ _ p(rs) _
Now, we have y(®sg) = ®s and thus /J(CD‘SS) —==/)s p(Psg) as needed.

1.4.1 Completeness.

Lemma 41 (S: Completeness of the symbolic semantics). If
(1) 25 UL 3% and
(2) 25 = p(=5)
Then there is a valuation yi(), a symbolic trace T and a final state Z“SS’ such that
I Z‘SS aﬂg/ Z‘SS, and
3= p(Z‘SS/) andt = pu(7’') and
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I i & pthCnd(sS")

Proor. We proceed by induction on Xs llz A
Rule S:AM-Reflection Then we have 35 [|£ 2¢ with X5 = X¢.
I - IIT By Rule S:Sym-Reflection we have Z‘SS 33 Z‘SS,. By construction Z‘SS "= Z‘SS,. We now trivially satisfy all conditions.
— — T
Rule S:AM-Single We have 35 |7 7 =/ and by Rule S:AM-Single we get 35 ¢ = and 37/ *Z?‘SS %L
We need to prove
1) 25 05 ™ 5 and
@ 2 =p(S) and 7 - = p(7’ - 7g) and
(3) p F pthCnd(sS)
We appl}g%le TH on X5 Uga %7 and have a 259// such that:
1) 55 0% 55" and
124
@) =V = p(E$") and 7 = p(7;’) and
() p F pthCnd(sS")

’

T
The result follows from applying Lemma 42 (S: Completeness single step) on X =/9s 2¢:

Lemma 42 (S: Completeness single step). If
T
(1) 2s =5 ZIS and
2) ,u(Zf) = s and
N
(3) i F pthCnd(ZY)
Then
S ,Tf, S S8’
I3 ”QS 32 and
I p(zS") =3 and
Il u E pthCnd(Zgl) and u(v’) =1

T
Proor. We proceed by inversion on 3s =/)s X¢:
Rule S:AM-Rollback Since u() does not change the speculation window and ctr and ;1(2‘59) = s, we have ¥s.n = Z‘Ss.n = 0 and
Ys.ctr = 2§.ctr.
4 7
Z‘SS :Z?‘SS Z‘SS’ We can use the rule Rule S:Sym-Rollback in the symbolic semantics to derive Z‘SS :Z?‘SS Z‘SS '
p(Zg,) =3¢ The rule Rule S:Sym-Rollback only deletes the topmost instance and changes the ctr of the instance below. Since
Ss.ctr = Z‘Ss.ctr, we have ,u(Z‘SS/) =3
u E pthCnd(7’) and p(7’) = t Since the Xs.ctr = Z*Ss.ctr we already have pu(t’) = 7. For y E pthCnd(Z‘SS,), notice that g ¢
pthCnd(Z‘Ss,) =uE pthCnd(Z‘Ss) because the rule only deletes a speculative instance. Thus, we are finished.
T p—
Rule S:AM-Context We then have ®s =/)¢ <I>/S. Note that ®s.n > 0 and as such for all symbolic states where /J(d)‘ss) = ®s as well. We
T p—
proceed by inversion on &5 =/7s tI)’S:

T
Rule S:AM-General Then ®s /75 ®sz\,. By /J(CD‘SS ) = @5 we know that p(pg) = p. Furthermore, p is non-empty because the rule
was used. This means pg is non-empty as well. This means Rule S:Sym-General applies. Since that rule does not change the state

s
S = S 1S S
2 except for p we have 2 =/9° @F F5\es”
S

S p\ts
T
Rule S:AM-barr Then we have ®s =/)s @ where & = (p, @s.ctr, &s.0’, &s.n — 1) with &s.0 5 6. We use Lemma 18 (Non-spec :

Now we have p(rg) = 7 and u(® ) = @55\, by construction.

S
Completeness to symbolic) on 5.0 — ¢ and get <I>‘SS.US 2,7 o/, where p(®s) = @s as per assumption, p(zs) = 7 and p(o’s) = o’
s
Now choose <I>‘SSI.0' = O':S and let it otherwise be equal to ®,. We can now use Rule S:Sym-barr to derive the step <I>‘Ss -
using the derived — step and trivially satisfy /,t(Cbggl) = L.
Rule S:AM-barr-spec Analogous to the barrier case above.
74



Automatic Detection of Speculative Execution Combinations CCS ’22, November 7-11, 2022, Los Angeles, CA, USA

Rule S:AM-NoBranch The case is analogous to Rule S:AM-barr above using Rule S:Sym-NoBranch.
T p— —
Rule S:AM-Store-Spec We have ®s =/9s ®s5.hypass ds.pe-start ds.ctr Where @s = (p, @s.ctr,0’,@s.n — 1) - {p, bs.ctr + 1,0,
min ®s.n, @). Furthermore, we have ®s.c — ¢’ and ¢’’ = o[pc — ®s.o(pc) + 1]
S
We use Lemma 18 (Non-spec : Completeness to symbolic) on ®s.o L o and get Cbg.as =, U:S, where p(@f) = &5 as per
assumption, p(rg) = 7 and 'U(U:S) =0
Next, we define 0:9’ = <I>‘SS.O'S [pc — @s.o(pc) + 1] (per assumption pc is concrete).
It follows that ;1((7:5() =¢" by ,u(II)‘SS.a) =o.

Since a store is executed, we can use Rule S:Sym-Store-Spec to derive a step and get CI>§S gﬁ‘g {p, CD“SS.ctr +1, fD‘SS.US, CID‘SS,n -1)-{p,
q)és'Ctr +1 ”:s/’ min CI)S,n, w>ﬁ»bypass @f.pc»start CI>;.S<ctr'
By y(<I>‘SS) = &5 we have CD‘SS.ctr = ®s.ctr and <I>‘Ss.n = ®s.n.
Now, we have ;1(553) = @5 and u(rg) =r.
It remains toihow that i1 £ pthCnd(®sg). Since Osg.05 = O':S’, 0:9’.53 = 0:9.53 and we have y E pthCnd(ofS) from above we have
U E pthCnd(®sy).

m]

L5 S:Relating Oracle Semantics and AM Semantics

We define a few Lemmas

Lemma 43 (S AM: Single step preserves =). If
(1) 251 = 3sy and
(2) 31 /25 ¥ and S5y s BV
Then
(1) = =37
Proor. We have
(1) 3sq = Xsy and

T 7
(2) Bs1 </s = and X5y =5 2

Because of (1), we know that the same rule was used to derive the steps 2 :%?5 ¥% and Zs; ;ﬂs DA

We know that Z’S.ctr = Z’S’.ctr, Z’S.n = Zg’.n, Z’S.b = Z'S’Ab, because of (1) and the fact that the same rule was used to derive the step.

For %{.0 ~pc X% .0, notice that the same instruction was executed and every change to the pc is reflected in the trace 7, which is equal
between the two executions i.e., for branches we know the same branch was taken because their traces are equal.

We now can conclude that Z’S = Z’S’. ]

Lemma 44 (S SE: Single step preserves =). If
(1) Xs1 = Xsy and
o o
(2) Xs1 5s X! and Xsy &g XU
Then
(1) X! = X! and

Proor. We have
(1) Xsq = Xso and
(@) Xs; 50 X! and Xsp 59 X7/

Because of (1), we know that the same rule was used to derive the steps Xs; ;ﬁs Xé and Xs, ;ﬁs Xé’.
We know that Xé.ctr = Xé'.ctr, Xé.n = Xé’.n, Xé.b = Xé’.b, because of (1) and the fact that the same rule was used to derive the step.
For X{.0 ~pc X! .0, notice that the same instruction was executed and every change to the pc is reflected in the trace 7, which is equal
between the two executions i.e., for branches we know the same branch was taken because their traces are equal.
We now can conclude that X¢ = X' o

THEOREM 17 (S SNI). A program p satisfies SNI for a security policy P and all prediction oracles O with speculative window at most « iff for
all initial configurations o, ¢’ € InitConf, ifo ~p o’ and (p, o) Qgs 7, (p,o’) ﬂgs 7, then (p,0) Q¢ ', (p,o’) A radd

PROOF. Let p be a program, P be a policy and w € N be a speculative window. We prove the two directions separately.
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(=) We have

(1) o ~p ¢’ and

@ (p.o) AL 7. (p.o’) AT and

(3) p satisfies SNI for policy P and all prediction oracles O with speculative window at most
and we need to show that (p, o) A 7”7, (p,’) AL 7" holds.
We unfold the definition of SNI we have for all O with speculation window at most w, for all initial configurations o, ¢’, if ¢ ~p ¢’
and (p,0) A% 7. (p. o) AQs 7. then (p,0) A T and (p,o’) A 7.
We fulfill all premises of SNI by a) and b) for p and get (p, o) [ﬂso 7 and (p, o) [ﬂso 7.
We use Proposition 1 (S: Sound and Completeness between Spec and AM semantics) with (p, o) [ﬂso 7’ and (p,o”) [ﬂso 7’ to get
(p.0) A2 7", (p,o’) Q¥ 7. This completes the proof.

(&) We have

(1) 0 ~p ¢’ and

@ (p.o) A7, (p.o’) A T and

(3) if o ~p o’ and (p, o) AL 7. (p. o) A 7. then (p,0) AL T/, (p.o’) AL 7"
Note that we got assumptions a) and b) by the unfolding of the definition of SNI. We need to show that (p, o) ﬁg) 7 and (p,0’) A T
holds.
By using assumption a) and b) for assumption c), we get (p, o) A2 77, (p,o’) AL 7",
Let O be an arbitrary prediction oracle with speculative window at most w.
From Proposition 1 (S: Sound and Completeness between Spec and AM semantics) with (p, o) AL 7”7, (p,0’) A9 7”7 we get back
(p,0) ﬂg) T, (p,o’) QSO 7. Consequently, p satisfies SNI w.r.t. P and O.
Since O was an arbitrary prediction oracle with speculation window at most w, then p satisfies SNI for P and all prediction oracles
with speculation window at most w.

O

Proposition 1 (S: Sound and Completeness between Spec and AM semantics). Let p be a program, w € N be a speculative window,
0,0’ € InitConf be two initial configurations. We have (p,o) A\? T and (p,o’) AL 7 iff (p, 0) [ﬂg 7, (p,0) ﬂg 7 for all prediction oracles O
with speculative window at most «.

Proor. The proposition immediately follows from Lemma 46 (S: Soundness Am semantics w.r.t. speculative semantics) and Lemma 49 (Com-
pleteness Am semantics w.r.t. speculative semantics) O

Definition 55 (S: Relation between AM and spec for all oracles). We define two relations between AM and oracle semantics. = ~

(Single-Base)
%s ~ Xs Tcom INV(ZS,XS)
ox0 Zs =~ Xs
(Single-OracleTrue)
Zs ~ Xsleom  Z¢ Ug 3 where transaction with id ctr is rolled back
Xs = Xé -(p, ctr,o,h,n"") s = Z'S -{p, ctr, o, n) INV(Zs, Xs)

(Base)

Z'S -Ap, ctr,o,ny - {p,ctr',o’,n’) - Ty = Xé Ap,ctr,o,h,n’"y - {p, ctr’, o, h,n"""y1rHe
(Single-Transaction-Rollback)
5~ X eom n' 20 XU Uz X7 where transaction with id ctr is rolled back
Xs =X -(p,ctr,o,h,n"") X5 =X - {p, ctr,o,n) INV(Zs, Xs)

I {p, ctr,o,n) - {p, ctr’, o', n/)false 3~ LAp,ctra,hn’’) - (petr’, B, o)alse . x

(Single)

e =~ X
o0 ~0

Z’S -{p, ctr, o, n)b ~ Xé -{p, ctr’, o, h, n’)b
Lemma 45 (S: Initial states fulfill properties). Let p be a program, w be a speculation window and O be an oracle with speculation window at
most w. If
(1) 0,0’ € InitConf and
(2) ZMitp o and 3Mp, o’ and
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(3) X! (p, ) and X" (p, o”)
Then
(1) X" (p.0) = X" (p.o’) and
2) Z’S’”tp, o= Z’S"’tp, o’ and
(3) Zé””p, o= Xé"it(p, o) and Zg””p, o = Xsi””(p, o’) by Rule Single-Base and

Proor. We have
(1) 0,0’ € InitConf and
(2) ZQ”itp, o and Zé"”p, ¢’ and
(3) XI"(p, o) and XM (p, o”)
Notice that by definition of X;"it () and 22"” we have:
XM (p,0) =(p,0,0,0, L)
XM (p,6’) =(p,0,0,2, L)
22"”17, o =(p,0,0,L)
ity o' =(p,0,0,L)

I Immediate
II Immediate
IIT Immediate using Rule Single-Base

Lemma 46 (S: Soundness Am semantics w.r.t. speculative semantics). Let p be a program, w € N be a speculative window.
If
(1) 0,0’ € InitConf and
@) (p,o) A2 7, (p.o') A2 T

Then for all prediction oracles O with speculation window at most w.
I(p.o) A2 T, (p.o) A9 7
Proor. Let w € N be a speculation window and o, ¢’ € InitConf be two initial configurations. We have:

1) (o) A2 7T, (p.0") AC T

Furthermore, let O be an arbitrary prediction oracle with speculative window at most . Then we know there are executions Zé””(p, o Ug P4
o o

and 3"'p, o’ ﬁ;Z’S' where + X7 finand + Z’S’ ﬁn N

We unfold the definition of [ﬂg and get Xé””(p, o) and Xé””(p, ¢’) as initial states.

o - o 0

We need to find + X: fin,+ X!': fin such that X" (p, o) |Z X! and X" (p, ") i;Xé’.

Since we know by Lemma 45 (S: Initial states fulfill properties) that our initial states fulfill all the premises for Lemma 47 (S: Soundness
Am semantics w.r.t. speculative semantics with new relation between states) we get:

L 0.
Xinit(p, ") 82, XL,

. o
¢ s
(1) Xt (p, o) 32 XL, :
!~ ’”
2) Z§ = ZSI B
3) X,sl = ),(Sz and/;) = ®’
(4) 2 = X! and 2¢ = X7,
(5) ?/ — ?N
We now argue, how we obtain final states from the oracle states Xél and X! 9
Notice that because of + X : finand + X¥': fin that X! ~ X!, and 3! =~ X, can only be related by Rule Single-Base, because there are no
ongoing transactions in 3 and X7’
We now do a case analysis on the length of X! | and X!,. Since X!, = X!,, we know that [X{, | = [X{,|.
|X§1| =1 We know that { =~ X{, and + 2% fin.
Because of Z'S : fin, we know that Z’S.cr € FinalConf.
Thus, by 2 ~ X!, we have X{,.0 € FinalConf since X! .0 = X{.0.
Because |X§1| =1, we also have Xél.n =1.
We can now conclude that + Xél : fin.
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IX¢,1 > 1 We know that X! ~ X!, and + 2{: fin.
Because of + 3¢ : fin, we know that 3{.o € FinalConf and +¢ % : noongoing
Thus, by 2¢ ~ X!, we have X/ .0 € FinalConf since X! .0 = £{.0 and +g X, : noongoing,
Since Xél.(f € FinalConf and |X§l| > 1, we know there are speculative instances that need to be committed.
We can now apply Lemma 21 (V4: Reaching Final state from final configuration):
0,
’ S ’
(1) X2, 85Xt
(2) Vr € 7'.7 = commit id for some id € N
(3) f(é : ﬁn/
4) Xl.o=X! 1’.0' /
Because ofXSl = st,
The case for Xéz are analogous and not shown here.

Thus, (p.0) A 7 - 7', (p.o") A9 T - 7. O

we know that ng generates the same trace with the same ids for the commits. Thus, + X{: fin.

Lemma 47 (S: Soundness Am semantics w.r.t. speculative semantics with new relation between states). Let p be a program, w € N be a
speculative window.

If

(1) 251 = Zs

(2) Xs1 = Xspandp =@

(3) Zs1 = Xs1 and Zsp = Xs;

(4) sq Ug Z/Sl and 5o U,g 2’52

Then for all prediction oracles O with speculation window at most w.

0 s 0; s
1 X, i?,,xgl, Xsp $3,XL,
I 25/1 = 25,2 B
I X,Sl = X§2 andp/: %) ’
I“; 331 f/f<51 andZg, = Xs,
T =T
Proor. By Induction on s, Ug 3¢, and Zs Uz 2,
Rule S:AM-Reflection We have Xs; | 2’51 and sy )€ 2’502, where Z’SIO: Y51 and 2’52 =s9.
Furthermore, we use Rule S:Reflection to derive Xs; i?Xé Xsy ingz with X!, = Xs; and X, = Xs,.
We now trivially satisfy all conclusions.
- T — T
Rule S:AM-Single We have 251}%; %% with %7 :;4?3 E’Sl and s, T 37 and B <s 2’52.
We nmz apply IH og %51 UE Zfand 3sp I8 37 and get
(@) Xy $3X, Xsp $5,XV
!~ 7
(b) =L = 3 B
(© X! =X!andp' =2
(d) 3¢ = X! and 3 = X'
(e) ?l — ?II
We proceed by inversion on = in 3¢ ~ X! and %7’ = X{":
v4-com-single-base We thus have X, ~ X! com and INV (2L, X!) (Similar for 27’ and XZ').
We only show the proof for X{ here. The proof for X!’ is analogous, because of X! = X7'.
Notice that if miandw(Xé) = 0 then the transaction with n = 0 has to be one that will be committed. Otherwise they would be

related by Rule Single-Transaction-Rollback.
To account for possible outstanding commits, we can use Lemma 22 (V4: Executing a chain of commits) on X" and get

1

(0]

£) X285, XL

g) minWndw(X{"") > 0
h) Vr € 77”.7 = commi t id for some id € N

) X.o=X"0

By h) and the definition of s we have 7"/ [ ;5 = .

Furthermore, X{ [ com = X{" I'com by definition of com (We only executed commits) and | X! [com| = |XZ" Tcoml-
Thus, 2 ~ X! Tcom, INV(2{, X{"") and we have 2, ~ X" by Rule Single-Base.

T T
We now proceed by inversion on the derivations 3¢ =/7s Z’Sl and 2% =/7s Z’Sz.
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Note that by X7 = X!’ and the fact the same traces are generated, we know that the same rule was used to derive the step.

T — j— J— p—
Rule S:AM-Context We have ¥ =/7s ‘I’IS and ¥/' .5 ‘I"SN where 3 = ¥s - ¥/ and XY/ = \I/S' .
Furthermore, note that all states point to the same instruction by b)-d).
T i —
Using Lemma 48 (S: Soundness Single Step AM) on ¥¢ =/7s ‘I’/S and ¥ .5 ‘I’/S” we get the desired result.
Rule S:AM-Rollback Contradiction, because minWndw(XZ"") > 0 and INV(ZZ, XI"").
v4-com-single-oracle We thus have

X =Xs3 - (prctr.o,hn”) - (p.etr’ o, hn"" )T
3L =Ss3 - p,cir,o,n) - {p,ctr’, o’ n’) - Ssy
Xs =Xs3 - (p, ctr,o, h,n"")
Y5 =Xs3 - (p, ctr, o, n)
25 ~XsTcom
INV(Zs, Xs)

The form of X!’ and >’ is analogous. We now apply inversion on % T%?s YN
Rule S:AM-Context We choose X!, = X! and X!, = X!'.
I By IH a)
II By Lemma 43 (S AM: Single step preserves =).
III Since Xél = Xé and ng = Xé’, we are finished using IH c).
IV We show that X!, ~ X, by Rule Single-OracleTrue. The proof for X, ~ X{, is analogous.
Since we did not roll back the transaction with id ctr’, we have that =5 does not change.
Since Xs remains the same as well, we have 25 ~ Xs 'com and INV(Zs, Xs)Xs [ com by assumption.
Thus, we fulfill all premises for Rule Single-OracleTrue.
V ByIHe).
Rule S:AM-Rollback There are two cases depending on the transaction id of the rolled back transaction:
id > ctr Then an inner transaction w.r.t our ctr transaction was finished.
We choose X!, = X! and X, = X!'.
The rest of the proof is analogous to the context case above.
id = ctr Most cases are similar to the context case above. Only the relation changes. We choose X{, = X! and X¢, = X!’
I By IH a)
IV Here, we only show = ~ X! by Rule Single-Base. The proof for X/, ~ X!, is analogous. Notice that =/ | = 3s3 - (p,
ctr’”’, o, n) (updated ctr) after the rollback.
Combined with the constructed Xél, we have Z’Sl ~ X§1 Meom and INV(Z’SI, X§1) by our assumptions.
So we can use Rule Single-Base and have X7 ~ X/ .
V By IHe)
v4-com-single-rollback We have

X =Xs3 - {p, ctr,o,h,n”") - {p, ctr’, 6", K, oyase . x,
3L =s3 - {p, ctr,o,n) - (p, ctr’, o, n')f“lse Ty
Xs =Xs3 - {p, ctr,o,h,n’")
35 =2s3 - {p, ctr, o, n)
25 ~Xslcom
INV(Zs, Xs)
n >0
The form of X!’ and ¢’ is analogous.

Additionally we know that the transaction terminates in some state X Ug 3", There are two cases depending on n’.

n’ >0 Then we know that %, :%?5 Z'Sl is not a rollback for ctr and Rule S:AM-Context or Rule S:AM-Rollback for a different
transaction with a different ctr was used. T
Because of IH b), we know that the same rule was used for X%’ =/7s 2’52 as well.
We choose X!, = X! and Xéz =X/
The resulting proof obligations are exactly the same to the context case of the v4-com-single-oracle case above.
n’ =0 Then we know that 3{ Jﬁs 3!, was created by Rule S:AM-Rollback and is a rollback for ctr.
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I Here we prove that X! 2 o X’ and X" O 0 X’
p S ~~=S S1 S S S92

Since in X! and X!’ we have a state with n = 0 and b = true, we know that Rule S:Rollback applies
o o
So X! Jog X! and X!" ZLg X!, are derived by Rule S:Rollback.
II By Lemma 43 (S AM: Single step preserves =)
IIT By Lemma 44 (S SE: Single step preserves =) with fact V).

IV Here, we only show X7, ~ X! by Rule Single-Base. The proof for 7, = X{, is analogous.
We know that the states after rollback are

X, =Xsg - (p,ctr’, 0,0, n"
3%, = 3s3 - (p,ctr’,o,n)

Notice, that the only difference to Xs and Xs is the updated ctr. We also know by assumption that s ~ Xs ['com and INV(Zs, Xs)

By construction of Xél and 2’51, we can conclude that %7 ~ Xél lcom and INV(ZIS1’Xé1)'

This allows us to use Rule Single-Base to derive %{ L& XE

V Here 79 = rlb ctr’ and 7; = rlb ctr’’. Because of IH b) we know that ctr’ = ctr’’ and thus 79 = 7.

O

Lemma 48 (S: Soundness Single Step AM). Let p be a program, € N be a speculative window, O be a prediction oracle with speculative
window at most @, Xs1 =

=3, - @, X = 27 - O be two speculative states for the always mispredict semantics and Xs1, Xs3, be two speculative
states for the speculative semantics.
If the following conditions hold:
(1) Zs1 = Xs
(2) Xs1 = Xspandp =@
(3) Zs1 = Xs1 and Zsp = Xs,

T’ T
(4) @, =/s 2'51 and ®¢ =/)s Z/sz

then there are instances Xél,ng for the speculative semantics such that:

151 %5x2, and xs, %5, X2,
7 ~ 7
IZ )Z(S’l ;is’z andp =@
e
v 251 zXSl andZSZ zXSZ
V=1

" ’”"

T
Proor. We proceed by inversion on @ =/9s ¢, and & =/9s XL,
Rule S:AM-General We choose X!, = X! and X{, = X!'.
I By Rule S:Reflection.

IT Notice that by Rule S:AM-General we have Z’Sl = sy and X , = 252, because the rule only emits the observations in p. We are
finished by using assumption 1).

I Since X!, = X! and X!, = X!, we are finished using assumption 3).

IV Here, we only show X ~ X!, by Rule Single-Base. The proof for X!, ~ X!, is analogous.
The use of Rule S:AM-General does not change the state. That is why Z’Sl =Zs1p\r
By our assumptions we have 251 ~ Xsq I'com and INV(Zs, Xs1).
After substitution we have Z’Sl ~ Xél Mcom and INV(Zgl, Xél). Thus, we fulfill all premises for Rule Single-Base and Z’Sl =~ Xél

V Since Rule S:Reflection only emits the empty trace, they are trivially equal.

Rule S:AM-Store-Spec There are two cases depending on the output of the oracle O.

(false, ) correct prediction w.r.t X The store instruction is not skipped and executed normally.
o o
I We use Rule S:Store-Exe to derive the steps X5 %5 X! and Xs5 Zhs X',

Furthermore, we execute Rule S:General once, because Rule S:Store-Exe created one observation in p. We now have Xél = Xé
with an empty p.

o, 0,
The rule only emits the observation but does not change the state apart from p. As a result we have Xs ﬁ%Xél and Xs, i;, Xéz
II By Lemma 43 (S AM: Single step preserves =)

o o
III By Lemma 44 (S SE: Single step preserves =) for Xs; <2 X! and Xs; NANN X!" and the fact that the use of Rule S:General does
not change the states and the p of both oracle states are equal. Notice that p is empty after applying Rule S:General once.
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IV We have

XL, =Xs - (p,ctr,a’,hn) - {p,ctr’, o’ I, o fale
lel =Ns3 - {p, ctr,a’,ny) - (p, ctr’, 6", na)

Xl =Xs5 - {p,ctr,o’, h,n)

3, =2s3 - {p,ctr,a”’, n1)

We now show that 2’54 ~ X§4.
|Z;4| = |X§4 I'com| First, notice that | Xs1 [com| = |X§4 I'com|, because the rule does not change b.
Similarly, |Zsq| = |Z’54| and by our assumption |Zs1| = |Xsq [com| we get after substitution: |2/S4| = |X§4 Peoml-

o’ = ¢’ We know that Xs;.0 BN X!, .cand X0 5 3,0
Because of 2s; ~ Xs; and the fact that — is deterministic, we know that 2.0 = X{,.0. Thus, 0’ = 0"/

We can now conclude that 2’54 ~ X§4 Teom-

We now show that INV(Z? ,, X{,) holds.

|Zg4| = |X§4 I'com| Already shown above. .

1<i< |Zg4|, miandw(X§4 Feom') < 2'54’11 There are two cases:
Either Z;Ai.n =3s.n—1(fi= |Z’S4|) or Z’S4i.n =3sq.n.
We will prove it for Z’S4l.n = Xs1.n — 1, because that automatically yields us the the result for Z’S4l.n =Xs1.0.
From Rule S:Store-Exe (which does not change older labels b) and the fact that we have a correct prediction we have
minWndw(X{, Feom?) = minWndw(decr(Xs1) Meom’).
From the definition of decr() we get minWndw(decr(Xs1) Peom?) < minWndw(Xs1 Teom?).

Also, minWndw(decr(Xs1) lcom') < Ssi.n — 1, because n > 0 and INV(Ssy, Xsq). If n was 0, we would have executed
Rule S:AM-Rollback instead of the store. Now we get:

minWndw(Xs; Meom') < Zsli-"
minWndw(decr(Xs1) leom') < Zs1'n -1
minWndw(decr(Xs1) Teom') < Z,341"’

miandW(Xéz; rcomi) < 2,S4l‘n

which proves our claim.

We now show by which rule 37 | = X{, are related.

For that, we do a case distinction if there are transactions that need to be rolled back or not in Xél.

We have to do this, because we only know that minWndw(Xs) > 0 before we did the step. So it could happen that min Wndw(Xél) =

0 for some transaction that needs to be rolled back (we can ignore transactions that will be committed).

No Transaction that needs to be rolled back in Xgl with window 0 Then we can relate by Rule Single-OracleTrue because
we showed that we fulfill the premises.

Transaction that needs to be rolled back in Xél with window 0 Then we relate by Rule Single-Transaction-Rollback, be-
cause there is an instance in Xél with speculation window 0 that needs to be rolled back.
Notice that the topmost state in Xé cannot be the transaction that will be rolled back, because we know that it will be committed.
We showed that we fulfill all premises above.

V The observations are T = store m - start ctr;y and 7’ = store m’ - start ctry for some m, m’ € Vals.

From Xs; = X5, we know that Xs;.0(pc) = Xs,.0(pc) and Xsq.ctr = Xso.ctr.

As aresult, by Xs.ctr = ctr; and Xso.ctr = ctry we have ctr; = ctry.

Since Xs; = Xs1, we have 3s;.0 = Xs1.0 (similar for Zs, and Xs5).

We know that the observation 7’/ = store m is generated by 3s;.0 —> 3{,.0and Zsy.0 SN 3,0 in the step Rule S:AM-Store-

L. store m store m’
Spec and similarly Xs;.0 ——— X!, .0 and Xs3.0 ——— X!,.0

Since — is deterministic, we have 7’/ = store m and "/ = store m’.
Now everything combined results in T = 7’ and we are finished.
(true, ) wrong prediction w.r.t X/ The store instruction is skipped.

o (0]
I We use Rule S:Store-Skip to derive the steps X! 2%¢ X! and X!" 24¢ X7,
Furthermore, we execute Rule S:General twice, because Rule S:Store-Exe created two observations in p. We now have Xél = Xé
with an empty p.
_ 0, 0,
The rule only emits the observations but does not change the state apart from p. As a result we have Xs; i%Xél and Xs, i;, Xéz.
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Notice that the observations in p are equal between Xs; and Xs,, because of (2). We have Xs;.ctr = Xsy.ctr and Xs1.0 ~pc Xs2.0
from our relation.

II By Lemma 43 (S AM: Single step preserves =)

IIT By Lemma 44 (S SE: Single step preserves =) for Rule S:Store-Skip and Rule S:General twice. Notice that p is empty now.

IV We have:

Xé1 :Xsé Ap,ctr, o’ h,ny - {p,ctr’ 0" I, n)trie
2,51 =53 - (p, ctr, o n) - (p, ctr’, 6", ng)

X!, =Xs% - (p.ctr,0’ h,n)

Z,54 =3 - (p, ctr,o’, n1)

We now show that 3¢, ~ X!, and INV(Z{ |, X¢,) hold.
Notice that we assume 2’54 ~ X§4 Mcom and INV(Z’S4, X§4), because the proofs are exactly the same as above.
We start by showing 2¢, ~ X7,
|2g1| = |X§1 lcom| We have |X§1 Peom| = |X§4 Feom| + 1 and |Z’Sl| = |E’S4| + 1, because we mispredict.
By assumption 2’54 ~ X§4 we have |2’S4| = |X§4 l'com| and are thus finished.
o’” = ¢’" Since the rules applied, changed Xs1.0 and 3s;.0 in the same way and the fact that Xs;.0 = 351.0 we get ¢’’’ = ¢”’.
We can now conclude that X%, ~ X7, Icom-
Now for INV(2{ , X!, ):
25,1 = 1X¢, Tcom| Already shown above.
1<i< |Z/S1|’ miandw(Xé1 teom?) < Z’SIi.n There are two cases:
Either Z’Sli.n = min(Z’S‘%,n +1 ) (ifi=2,])or Z’Sli.n =3sq.0.
We will prove it for Z’Sll.n =min(2¢,.n + 1, w), because we have the result for i < |2¢, | by assumption INV(2(,, X{ ).
By INV(2g4,X§4) we know this holds for 2'54 and X§4.
Notice that minWrwlw(Xé1 Peom) < miandw(Xé4 Meom)-
Furthermore, X PR Z'Sl .n (the 1 comes from the fact that the window is reduced when executing the store normally), because
2%, =min(Z,,.n + 1, ®) and the fact that all possible values for n are bound by .

Now we have:
minWndw(Xs; Meom') < Zsli‘n
minWndw(decr(Xs1) lcom') < Zs1'n -1
minWndw(decr(Xs1) Teom’) < 2/s4i'n
miandw(Xé4 Fcomi) < Z'S4i.n mianalw(Xél Peom) < miandw(Xé4 Teom)
miandw(Xé1 fcomi) < 2l54i-” Z,s4~” < Z’Sl.n
miandW(Xél Peom') < Zgli.n

and we are finished.
Similar to above, we need to check if there are transactions that need to be rolled back after taking a step in X§1'
No Transaction that needs to be rolled back in Xgl with window 0 Then we can relate by Rule Single-Base because we
showed above, that we fulfill the premises.
Transaction that needs to be rolled back in X{, with window 0 Then we can relate by Rule Single-Transaction-Rollback
for the same reasons above in the case of a correct prediction, since we fulfil all the premises.
V The observations are

T =store m - start Xsy.ctr - bypass Xs1.0(pc)

7 =store m’ - start Xsy.ctr - bypass Xs,.0(pc)

for some m, m’ € Vals.
From (2) we have Xsj.ctr = Xs,.ctr and Xs1.0 ~pe Xs2.0.

We know that the observation 7’/ = store m is generated by 3s;.0 SN 2% ,.0and Zsy.0 SN X ,.0 in the step Rule S:AM-Store-

L. store m’ store m’
Spec and similarly Xs;.0 ——— X!, .0 and Xs3.0 ——— X/,.0.

Since — is deterministic, we have 7’/ = store m and "/ = store m’.
Thus, by the determinism of 5 we have 7 =7".
Rule S:AM-barr and Rule S:AM-barr-spec We prove this for Rule S:AM-barr-spec. The proof for Rule S:AM-barr is analogous.
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I Because of 3) and 1), we can apply Rule S:barr-spec once for Xs; and Xs,.

We get X! fi’»? X!, and X2 200 X7,
IT By Lemma 43 (S AM: Single step preserves =).
IIT By Lemma 44 (S SE: Single step preserves =).
IV After the spbarr instruction, we know that there could be speculative transactions in Xél that has a speculation window of 0.
We prove that Z'Sl ~ Xél I'com- The proof for 2’52 ~ Xéz I'com 1s analogous.
2'51.0 = Xél.a We know by 3) that 5.0 = Xs1.0.
Since the rules applied change the configuration o in the same way by using —, and — is deterministic, we know that they
remain equal.

|X§1 Teom| = |Z’Sl| Since the executed rule does not add or remove speculative instances, we know that this holds by assumption.
We prove INV(ZL |, X¢, ) still holds. The proof for INV(Z¢,, XZ,) is analogous.

We need to show that |27 | = |X{, [com| and for all 1 <i < |E%, |, minWndw(X{, Peom?) < Zgli,n.

[2§,1=1X¢, Teom| Follows from above.

1< i< |Zg], minWndw(X{ teom’) < Zgli.n Since the executed instruction was a barrier instruction, we know that min Wndw(X¢ teom?’) =
0.
There are two cases dependent on the chosen i:
i=|2,| Then Zgli.n = 0, because of the spbarr instruction and therefore minWndw(X(, Meom?) < Z’Sli.n.
i< |2’Sl| Then Z’SI.n = X7.n and we have miandw(Xé1 Meom?) < Z’Sli.n, since miandW(Xé1 teom®) = 0.

Now, we do a case distinction if there is a speculative transaction with speculation window 0 and that needs to be rolled back in

X!, Note that by assumption 1) that a similar transaction exists then in X/, as well.

no transaction with speculation window 0 Then we have 2{, ~ X{, by Rule Single-Base using the facts ¢, ~ X{, Icom and
INV(3% , XL).

transaction with speculation window 0 We know by construction, that there exists a speculative transaction in 2’51 with the
same transaction id. We showed that Z’Sl ~ Xél Meom and INV(Z/S1’X§1) hold. Thus we fulfill all conditions for Rule Single-
Transaction-Rollback.

V From our relation, we have that Z'S.O' = Xé.o:

From the applied rules, we have 3s;.0 SN 3{, and Xs1.0 SN X¢,- Similarly, Xs5.0 SN 3%, and Xsp.0 SN X¢,.0.
Since the non-speculative execution is deterministic we have ¢’/ = 1y and 7’/ = 7; and thus 7y = 71.
Rule S:AM-NoBranch Most cases are analogous to the barrier case.
d) The proof proceeds in the same way as in the barrier case above. The argument for INV(Z’SI, Xél) is the same as for the store
instructions above.
m]

Definition 56 (Constructing the Oracle). Constructing the prediction oracle Ogms. We build our oracle based on the executions Zé"”p,

— Tam . — Tc’;m
o I Zs; ==0s sy, Z’Smtp, o’ It 2,51 ==/7s Z’SZ where Tam # T)p,-

Let us denote by the set RB the ids of all ongoing transaction ids in ¥s1. Since 51 = Z'SI we know that the same transaction ids are still
ongoing in 3. as well. The set RB describes the store instructions that we need to mispredict to reach the difference in the trace.

s1
Our oracle is now defined as follows:

(true, ) if |h| € RB A p(o(pc)) = store x, e

o) ,n,h) =
ams (P m h) {(true, 0) otherwise (where p(o(pc)) = store x, e)

Note that we use the length of h to reconstruct the ctr. Both start at 0 and are increased when a speculation starts. Since this oracle only
mispredicts, we know that the ctr of the always mispredict run and the ctr of the oracle runs are equal.

Why we need the (true, 0) case in our AM Oracle (This is fairly technical and not important at first read) Consider a program that
has a store at location 1 and a store at location 1000 and the stroe at line 1000 is vulnerable to a V4 Spectre attack. The misprediction
of the store at line 1 has no influence on the vulnerability (assuming a spec. window of 200) in the AM semantics. Only the topmost
speculative instance speculation window is reduced and is then deleted. However, in the oracle semantics all speculative instances
are reduced. If the first store is mispredicted and execution continues then we would not cover the same amount of instructions
during the speculation as the AM semantics and the executions would get out of sync. That is why we instantly roll back this
misprediction.

It works in all other cases because the speculation window in AM is also reduced with each newly created speculative instance
because of min(w, i) where i is the current speculation window.
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0,

Definition 57 (S: Relation between AM and Spec for oracles that only mispredict). We define two relations, =“em and ~, between AM and

oracle semantics. Note that ~%am is indexed by an oracle. This oracle has to always mispredict.

(Base-Oracle)

(Single-Base-Oracle)
s ~ Xs com INV2(2s, Xs) minWndw(Xs) > 0

@ ~Oam g %o xO0am X

(Single-Transaction-Rollback-Oracle)
U~ XU Teom 1’ 20 ZU T U where transaction with id ctr is rolled back
Xs = Xé -{p, ctr, o, h,n"") s = Z’S -{p, ctr, o, n) INV2(Zs, Xs)

Z/S . <P, cir, o, l’l> . <P, ctr', 0_/’ nl>false . ZS] anm Xé . <P, ctr,o, h, n//) . <P; ctr', o_n, h/)0>false

Lemma 49 (Completeness Am semantics w.r.t. speculative semantics). Let p be a program, @ € N be a speculative window, o, ¢’ € InitConf
be two initial configurations. If
(1) p.o Q¢ T and p,o’ Q¢ T’ and
@ T+7
Then there exists an oracle O such that
Ipo ﬂg 71 and p, o’ Qg) 7 and
07 #7
ProoF. Let w € N be a speculative window, o, ¢” € InitConf be two initial configurations. We have If
(1) p,o A? Tand p,o’ AL 7" and
I
By definition of ¢ we have two final states X5 and X ; such that Zé”” p.o Ug SsF Zg””p, o Ug, 3 - Combined with the fact that

’

T # 7, it follows that there are speculative states 251, Xs, 251’

Y5 2 X, and:

’ : == =/ ’ ’
252 and sequences of observations 7, 7,4, T ond Tams Tam such that 74m # 7/,,,

. _ Tam —
2,0 U Ss1 —=/s Bsp U6 Ssp
[ =
ini T ﬂ” Ten
Sip,of 1T 3, 0 51, 1T 3,
We claim that there is a prediction oracle O with speculative window at most © such that
o 16}
a Xé"”(p, o) izS,Xgl and Xs;.0 = Xsy.0 and INV2(Xsq, 2s1) and
- 0,
b XMt (p,6") $5X! and X! .0 = 3. .o and INV2(X 3% )
~ ’
C XS] = XSl
We get this by applying Lemma 50 (Stronger Soundness for a specific oracle and for specific executions) on the Am execution up to the point
of the difference i.e., Zé"itp, o Ug s
We now show that 3s; ~%em X5 is derived by Rule Single-Base-Oracle.
We do a case distinction if there are ongoing transactions in Xs; or not

no ongoing transactions in Xs; Then s, ~Oam Xs1 can only be derived Rule Single-Base-Oracle and Xs; has no ongoing transactions
as well. Then we have by INV2(Zs1,Xs) and ¥sq.n = L that Xs;.n = L.

ongoing transactions in Xs By the definition of the oracle O, we know that the for the transaction id where the difference 74 # Tam’
happens, the oracle mispredicted with a speculation window of w. This is also the topmost transaction in Xs.
Furthermore, we know that Xs;.n > minWndw(Xs;) by definition of the oracle Oy, s and minWndw().
Since the next rule cannot be Rule S:AM-Rollback, we know that 3s;.n > 0 and by INV2(Zs{, Xs1) we get minWndw(Xsq) > 0
(Similar for X! because of X5y = 3¢.).
If3s, ~Oam X 1 by rollback rule, we would have a contradiction because we would need the topmost speculation window of Xs;.n = 0.
But we know that minWndw(Xs;) > 0, because the speculation window of the topmost instance was created with a speculation
window of w.
we know that X5 ~Oam Y51 by Rule Single-Base-Oracle.

Tam
We now proceed by case analysis on the rule in =/)s used to derive Xs; ==/)s Zs,. Because g = Z'Sl and 71 = ?’1, we know that the

T;m
same rule was used in Z’Sl —=/s zlsz as well.
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Rule S:AM-Rollback Contradiction. Because Xg; = Z’Sl we have for all instances ®1.ctr = <I>1.ctr.
Since the same instance would be rolled back, we have 74, = 77,
Rule S:AM-Context By inversion on Rule S:AM-Context for the step Xs; jfzbs Y59 we have ¥gq = @5 - ds and gy = D - 5/5 with
D 229 D..
Tam Tam —
We now do inversion on Xs; ==/7s X5, and s =—=/)s Ds:
Rule S:AM-General Contradiction. By 3s; = 3¢, we know that 3s;.p = 27, .p.
This immediately implies that 74, = T4m/, which is not true by assumption.
Rule S:AM-barr-spec, Rule S:AM-barr Contradiction. Since these rules do not generate any observation by definition.
This leads to 74m = Tam’-

7

am Tam
Rule S:AM-NoBranch From the rule we have that 5.0 Lam, ¥sp.0and X, .0 — XL .0
.oand Xs; = X together with INVZ(()XSI, Ys1) (so Xs1.n = Zsq.n) and INVZ(Xé;, 3%,) we have
5 O 4
that Rule S:NoBranch was used to derive Xs; <5 Xs, and o1 3&5 X{,. From Rule S:NoBranch we have that 7, 7g,, come

— ’ — 3V
From Xsq.0 = Xs1.0, X .0 = X,

/

Tsp Tsp . . . .
from Xs; — Xs5 and Xél — X{,. Combined with Xs;.0 = 2s;.0, X{ .0 = Z'SI.O' and the determinism of the non-speculative
semantics we have 7qm = 75, and 7, = 75, and by our assumption zam # 74, We get Top # 73,

Rule S:AM-Store-Spec Then, 74m, Tqm are generated by the step Xs;.0 Jam, Ysq.0 and 2’51.0 Jam’, 2’52.0 generated by Rule S:AM-

Store-Spec.

From the fact that X5; = Xél, Xsq.0 = 3s1.0, Xél.a = 2’51.0', INV2(Xs1,251)s INVZ(XéI, Z’Sl) and from the way we construct
the oracle (see above), we have that O(p, Xs1.0(pc), Xs1.h) = O(p, Xél.a(pc),Xél.h) = (true, w) it follows that Rule S:Store-Skip
applies to both Xs; and X{ .

, 0 "
From Rule S:Store-Skip, we have Xs; 53&? Xsp and X7 ji’i)S X!, and we know that Xs;.0 e, Xsp.oand X!, .0 =, X,.0.
Because the non-speculative semantics — is deterministic, we have 74m = 75p and 7qm’ = 75p’ and by our assumption zam # Tam-
This results in 755 # 7§, which proves our claim.

This completes the proof of our claim.
u]

Lemma 50 (Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there is a difference in the
trace but before there is none. We use the oracle Oams as it is defined by Definition 56 (Constructing the Oracle) for the given execution. If

(1) Zs1 = Zs

(2) Xs1 = Xsyandp =0

(3) 251 x9%m X5y and 35y ~%am X,

(4) 251 U =%, and Zsp T 2L,

and our oracle is constructed in the way described above Then

0, 0,
Sy Sy
IXs1 $5XL, Xy $2,XL,
’ ~ ’
I 25/1 = ZS/ 5 B
1 xg, EOXSZandpz(a o
’ ~Uam ’ ’ ~Uam ’
v 3L ~%m X! and 3, ~Oum X!,
v =17
Proor. Notice that the proof is very similar to Lemma 47 (S: Soundness Am semantics w.r.t. speculative semantics with new relation
between states). The only thing that is different is that (1) the specific oracle only mispredicts so there is one less case in the relation and (2)

we have a different invariant for that specific oracle i.e., INV2(Zs, Xs)

For these reasons we will only argue why INV2(Z, |, X! ) holds in the different cases and leave the rest to the old soundness proof.
By Induction on Xs; Ug 2%, and Zsy Ug Z%,.

Rule S:AM-Reflection We have 3s; £ 27 and Zs, )¢ 27, where 2 = 351 and 2 = 3s,. We choose 2¢, = 3{ and X7, = =¢.

(@)
We further use Rule S:Reflection to derive Xs; i?Xél,
conclusions.

= T — T
Rule S:AM-Single We have 25171%; %% with %7 :;4?5 Zgl and s, T 37 and 2 <5 2/52‘
We now apply IH on 251 ¢ 2 and s, | 2 and get
%5 0 s
(@) X1 $3XL, Xsp $5,XV

0,
Xss i?Xéz with X! = Xs1 and X!, = Xs3. We now trivially satisfy all
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(b) 2L =37
(© X! =X!andp' =2
(d) %% ~Oam X! and £ ~Oam XY
() =7
We do a case distinction on x%m in A ~Oam X! and ~Oam X by inversion:
Rule Single-Base-Oracle We thus have X, ~ X! [com, minWndw(X{) > 0 and INV2(2{, X{) (Similar for 27’ and X’).
We now proceed by inversion on the derivation % jﬂs %7, and 3¢ :%?g %L 5
Rule S:AM-Rollback Contradiction, because of minWndw(X{) > 0 and INV2(3, X{).
Rule S:AM-General INV2() trivially holds, because it does not change the speculation window of the states.

T — T —
Rule S:AM-Context: We have ®s =/)5 ®s and CID’S =/s fD’S . We fulfill all conditions for Lemma 51 (V4AM: Strong Soundness
Single Step) which gives us the desired result.

Rule Single-Transaction-Rollback-Oracle We have
Xé =Xs3 - {p,ctr,a,h,n’"y - (p, ctr’, "' I, O)f“lse - Xsy
L =Ssy - (poctr,oon) - (p, ctr’ o’ YAl 5
Xs =Xs3 - {p, ctr,a, h,n”")
s =Xs3 - (p, ctr, o, n)
%5 ~XsTcom
INV2(Zs, Xs)

n’ >0

The form of X!’ and ¢’ is analogous.

Additionally we know that the transaction terminates in some state Xs Ug %7, There are two cases depending on n’.

T
n’ > 0 Then we know that Z’S =5 Z’Sl is not a roll back. Because Xs and Xs do not change, INV2(Zs, Xs) does not change as well.
The states are still related by Rule Single-Transaction-Rollback after the step.

T
n’ =0 Then we know that 3¢ =/3s X7 was created by Rule S:AM-Rollback and is a rollback for ctr.

Notice, that the only difference to Xs and Xs is the updated ctr, because of the roll back. Updating the counter does not change
the invariant INV2(). This means INV2(Zs, Xs) (with updated ctr) still holds.

]

Lemma 51 (V4AM: Strong Soundness Single Step). Let p be a program, o € N be a speculative window, O be a prediction oracle with

speculative window at most 0, Ts1 = Xt - ®f, Tsy = I - O be two speculative states for the always mispredict semantics and Xs1, Xs, be two
speculative states for the speculative semantics.

If the following conditions hold:

(1) Zs1 = Zs

(2) Xs1 = Xsyandp =0

(3) 251 ~%m X5y and 35y ~Oam X,

T T
(4) ®, =/1s 2L, and @7 =/)s 3¢,
then there are instances X! |, X, for the speculative semantics such that:

é )Z(/Sl iii}/{él and Xs» Oi i,Xéz
i XS’1 ;XS’2 andp =@
51 = Asp Andp =
v 3L, ~9m X! and 3!, ~Om X!,
Ve=r

Proor. The proof is very similar to Lemma 48 (S: Soundness Single Step AM). The only thing that is different is that (1) the specific oracle
only mispredicts so there is one less case in the relation and (2) we have a different invariant for that specific oracle i.e., INV2(Zs, Xs)

For these reasons we will only argue why INV2(2¢ , X! ) holds in the different cases and leave the rest to the old soundness proof.
Now we do case distinction on the instruction executed:
not store instruction We prove that INVZ(Zgl,Xél) still holds. The proof for INVZ(Z’SZ, X ,) is analogous.
Note that |Xslcom| = |Xs| for all states Xs, because our oracle only mispredicts. We need to show that |Z’51| = |X§1| and
miandW(Xél) =3, n
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|Z’Sl| = |X§1| Sine the rules that apply here do not create or remove a speculative instance we have
=%, =IX, 1
=5 ] =Ix¢]

which we know by the assumption INV2(ZZ, X?).
miandw(Xé) = le1'" Since the executed instruction was not a store instruction instruction, we have two cases
barrier instruction Then miandw(Xél) = minWndw(zeroes(X{)) = 0 and Zgl.n = 0 and we satisfy INVZ(Z’SI,Xél).
not barrier Then minWndw(X(,) = minWndw(decr(X{)) and £ .n =3{.n - 1.
By definition of INV2(2, X{) we have minWndw(X{) = %{.n and by ~0am in the base case, we know that n > 0. Note that
this means that there is no instance in X! with a speculation window of 0. We can now conclude that minWndw(decr(X?)) =
minWndw(X?) - 1.
minWndw(X¢) ==¢.n
minWndw(X{) —1=%¢.n -1
minWndw(decr(XZ)) :Z'Sl.n
minWndw(X{,) =37, .n
Rule S:AM-Store-Spec We know that our oracle only mispredicts. That is why only rule S:Store-Skip will be used for oracle states.
Xél =X§” S
minWndw(XZ") =minWndw(decr(X!{)) = minWndw(X¢) - 1
X0 HX o
=3
' n=3n-1
Z/S.O' 5 Z'S".O'
Note that the step minWndw(decr(X!)) = minWndw(X!) — 1 comes from the fact that minWndw(X{) = ¥{.n and ¥s.n > 0 by
assumption.
Depending on the output of the oracle we switch the relation
O(p, 0, h) = (true,0) We need to show that INV2(ZZ”, X!"") holds. The argument is the same as above for not store instruction. We
now fulfill all premises to relate by Rule Single-Transaction-Rollback-Oracle.
O(p, 0, h) = (true,w) We need to show that INV2(Z” - &5, X" - ®s) holds. The argument for INV2(Z”, X{"’) is the same as above.
Furthermore, we know that ¥s.n = w by the output of the oracle and ®s.n = min(w, Z’S.n -1).
There are two cases depending on min(w, Xs.n — 1).
®s.n = w Then by definition X{.n = 1 and from 2 ~ X! we get |Z¢| = |X!| = 1 and X/.n = L. Otherwise they would not be
related.
Since 1L > wand L — 1 = 1, we have miandw(Xél) = and Egl.n = w and are finished.
®s.n=3g.n—1 Thenn # L and we now that =¢".n = Z{.n — 1.
Furthermore we know that INV2(2Z”, X{"") holds.
So minWndw(X{"") = £’ .n. Since 2" .n < © we know that minWndw(X") < w.
From this we can follow that miandw(Xél) < w (because ¥s.n = w).
Now we have minWndw(X{,) = minWndw(X{" - ¥s) = minWndw(X!’) and ¥, ,.n =3{.n-1=3"n.
Thus, by INV2(2Z’, X{"") we have INVZ(Z'SI,Xél)
We can relate by Rule Single-Base-Oracle.
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J REDEFINITIONS

Here, we write down all the lemmas that were proven for SPECTRE v1 by SPECTECTOR.
Definition 58 (Constructing the AM Oracle). Constructing the prediction oracle Ogp ;. Analogous to [21].

Lemma 52 (B: Soundness Single Step AM). Let p be a program, w € N be a speculative window, O be a prediction oracle with speculative

window at most w, X = 2/, - @L, Xpg = 2] - O be two speculative states for the always mispredict semantics and Xi31, X 2, be two speculative
states for the speculative semantics.

If the following conditions hold:
(1) Zpq = Ty
(2) Xp1 = Xppandp =@
(3) 1 = Xpq and Zpy = Xig
T/I T//
(4) @, =/p 2, and ¥/ =/ ¥,
then there are instances X/, l,X’ , for the speculative semantics such that:
o O
I Xy $0X[ andXip $0X,
3 L= > 9
mx), =X, andp=0
W3, =X and¥, ~ X/
V=1

2

Lemma 53 (B: Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there is a difference in the
trace but before there is none. We use the oracle Oams as it is defined by Definition 56 (Constructing the Oracle) for the given execution. If
(1) Zpq = Ty
(2) Xp1 = Xpgandp =@
(3) Zpq ~Oam X 1 and Xp, ~Oam X 2
O —
(4) Spy 23 and 3, T3,
and our oracle is constructed in the way described above Then
O ’ 0 ’
IXny $EX0 Xy 45X,
3 L = > 2
’ ~ ’ - -
IHXlzonandp—Q o
r ~Oam 4 /7 ~Uam 4
IV21~ Xland22~ X2
V ?I — ?//

Definition 59 (B: Relation between AM and spec for all oracles). We define two relations between AM and oracle semantics. = ~

2p = X
(Base) (V1:Single-Base)
- > ~ Xp lcom INV(Zp, Xp)
D =p @ S omn X
(V1:Single-OracleTrue)
>~ Xi Tecom X % =7 where transaction with id ctr is rolled back

Xy =X -(p,ctr,o,h,n”’)y 3y =3/ -(p,ctr,o,n) INV(Zp,Xp) o(pc)=m
3 Ap,ctryony - (p, ctr’, o’ 'y - Sy =p XL - (p, ctr, o, b0’y - (p, ctr’, o, b0 )™

(V1:Single-Transaction-Rollback)
o~ X" Vcom n' =0 X% X! where transaction with id ctr is rolled back
Xp =X/ - {p, ctr,o,h,n"") g =30 - (p,ctr,o,n) INV(Z5, Xp)

3 Ap,ctryo,ny - (p, ctr’, o', 0 Y™ - Sy =p X - {p, ctr,o, b, 0" - (p, ctr’ B, 0)™ - Xy
(V1:Single)

(Base) |Z/ | — |X,| 2/ ~ X/
D ~Q

3 - {p,ctr, 0, n)b ~ X! - (p,ctr’,o,h, n’)b
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Definition 60 (5: Relation between AM and Spec for oracles that only mispredict). We define two relations, ~0

oracle semantics. Note that ~%am is indexed by an oracle. This oracle has to always mispredict.

am and ~, between AM and

(Base-Oracle) (Single-Base-Oracle)

Zp ~Xpleom INV2(ZEp,Xp) minWndw(Xg) >0
am > anm X

@zo

(Single-Transaction-Rollback-Oracle)

O
W ~X!"om n'=0 XV 3?2”’where transaction with id ctr is rolled back
Xy =X/ - {p,ctr,a,h,n"") 3p =3 - {p,ctr,o,n) INV2(Zp, Xp)

3 - Ap,ctrya,n) - (p,ctr’ o’ 0" Y™ - Sy ~Oam X7 . (p,ctr,o,h,n”y - (p, ctr’, 0"’ W, 0)"

Lemma 54 (B: Completeness Am semantics w.r.t. speculative semantics). Let p be a program, @ € N be a speculative window, o, ¢’ € InitConf

be two initial configurations. If
(1) p,o A T and p,o’ A% 7' and
2 T+T
Then there exists an oracle O such that
Ipo A% 7, and p, o’ A9 7] and
07 #7
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SPECTRE V5

Our main result for /9y, is the following
THEOREM 18 (/9 15 SSS). + /9 SSS

Proor. Immediately follows from Theorem 22 (R: SNI), Theorem 21 (/): Behaviour of AM and symbolic semantics), Theorem 20 (V5AM:
Behaviour of non-speculative semantics and AM semantics) and Theorem 19 (R SE: Behaviour of non-speculative and oracle semantics). O

J.1 R:Relating Non-speculative and Oracle Semantics

Conceptually, these proofs are very similar to the ones from V4.

THEOREM 19 (R SE: BEHAVIOUR OF NON-SPECULATIVE AND ORACLE SEMANTICS). Let p be a program and O be a prediction oracle. Then
Behyis (p) = Beh? (p) s

Proor. We prove the two directions separately:

< By the definition of Behl? (p) we have an initial configuration o such that (p, o) QRO T.

By definition of (p, o) Qg 7, we know there exists a state X[, such that - X[, : fin and an initial state Zf{"itp, o such that Z[i{”it p.o Oi ;X 0
Analogous to the corresponding case in Theorem 14 (S SE: Behaviour of non-speculative and oracle semantics) by using Lemma 55 (R
SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).
We thus have (p, o) ﬂ}% Tlns € Behys(p) by Rule NS-Trace.

= Assume that (p, o) Q]?]S T € Behns(p). We thus know there exists ¢’ € FinalConf such that o |7 ¢’.
Analogous to the corresponding case in Theorem 14 (S SE: Behaviour of non-speculative and oracle semantics) by using Lemma 60 (R
SE: Completeness of the speculative semantics).

We thus have (p, o) ﬂg 7.7 e Behl? (p).

Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative semantics). If
(1) Xp.0c =0 and
(2) Fo XRr: noongoing and
o Ryrr
(3) Xp $Ex7
Then there exists o’ such that
I zfl—o X}, noongoing then o |z, o and X},.oc = o’ and
I lfl—’o X[, biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction id that will be rolled
back and is still active then o Uperper (z,i) o’ and ¢’ is the configuration with the instance with ctr = i.

(@)
Proor. We proceed by induction on Xy i;Xl’{

O
Rule R:SE-Reflection Then we have X ﬁ'gXR with X/, = X and by Rule NS-Reflection we have
Lo, o witho=0".
IIo Jlhelper(g,i) o’ witho =¢o’.

o, 0,
Rule R:SE-Single We have Xy ﬁ;,_TXf\, and by Rule R:SE-Single we get Xp ﬁ;,XF’{’ and X/ 58 X,

We need to proof
Iif ko X}, noongoing then o |z..}, o and X},.o = o’
I if I—’O X[, : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction id that will be

rolled back and is still active then o Uperper (7.7, o’ and ¢’ is the configuration for the instance with ctr = i.

[ . . . .
We apply the IH on Xy il,T‘,X[’z’ and have a 6" where o’/ is the configuration for some instance in X}’ such that.
rif Fo X[/ : noongoing then o |z}, 5 and X//.c = o’
Ir if l—jo X[ : biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest transaction id that will be
rolled back and is still active then o Upeiper (7 j) 0’ and o’ is the configuration with the instance with ctr = j.
We proceed by case analysis on X}".
no ongoing transactions in X/ Then X/’ has no ongoing transactions, meaning ¢ X : noongoing and we have o |z, ¢’ and
"o
X[/.oc =0" by IH.
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I Then ¢ X[,: noongoing and we need to prove o |z.r}, o and X},.0 = ¢’. We now proceed by inversion on X/ @ﬁ? X\
Rule R:SE-Rollback Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t.
non-speculative semantics).
Rule R:SE-Ret and the top value of R is different to the saved return address in m(a(sp)) Then we know thatp = ret [-
start id for X, where [ is the value at the top of the R. The contradiction is analogous to the case of Rule S:Store-Skip
in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics) and the fact that the created
transaction will be rolled back.
otherwise We know that 0’ = X[.c. Since o X[ : noongoing, there no ongoing transactions that need to be rolled back.

Furthermore, no transaction that will be rolled back is created in the step X/ ARO X[, because ¢ X[, : noongoing.

The case is analogous to Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics) by using
Lemma 56 (R SE: Soundness single step No Speculation).
II Then X[, has ongoing transactions, meaning l—i0 X}, + biggestongoingtransactionirolledback and we need to prove o pelper(7-7.i)

o’ and ¢’ is the configuration for the instance with ctr = i.

We now proceed by inversion on X}/ @[? X

Rule R:SE-Ret and the top value of R is different to the saved return address in m(a(sp)) Then we know thatp = ret [-
start id for X
Since we know a new transaction was created that will be rolled back, we also know that id = i.
We know that, because o X[ : noongoing, so there was not another ongoing transaction.
The case is analogous to Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics) together
with Lemma 59 (R SE: Return step Speculation).

otherwise By definition of 'JO X[, biggestongoingtransactionirolledback we know that there exists a r1b i in the execution

0,
X, i;ﬁ XR fin with no matching start i observation in that execution.

The contradiction can be derived in the same way as in the analogous case in Lemma 27 (S SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics). A
ongoing transactions in X/ Then X[ has ongoing transactions, meaning I-JO X}/ : biggestongoingtransactionirolledback and we
have o Upeiper(z,j) 0" and o”’ is the configuration for the instance with ctr = j.

I Then +¢ X[, : noongoing and we need to prove o |z.r}, o and X},.0 = ¢’. We now proceed by inversion on X[/ @f{) X\

Rule R:SE-Rollback and 7 = rlb j Choose ¢’ = 0”’. Since 7 - 7[ns = helper (7, j) we can use IH 0 Upeiper(z,j) 0
Analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).

otherwise Then 7 # rlb j.

Deriving the contradiction is analogous to the corresponding case in Lemma 27 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).
II Then l—iO X}, biggestongoingtransactionirolledback and we need to prove o Upeiper(7.7,i) 0 and o’ is the configuration for the

instance below the instance with ctr = i.

We now proceed by inversion on X}/ 58 X

Rule R:SE-Rollback Then 7 = rlb id. We do a case analysis if id = j or not.

id = j Analogous to Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).
id # j Analogous to Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).
otherwise Analogous to Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).

Lemma 56 (R SE: Soundness single step No Speculation). If
(1) +o Xr: noongoing and
() X 58 X/, and
(3) Fo X}, noongoing and
(4) 0 =Xp.o

Then there exists ¢’ such that

Iol,y,, o and
IXho=d

. . o
ProOF. We proceed by inversion on X S X[y

Rule R:SE-General Thus we have X = ¥y - ¥r5.. and X|I< =Py ¥r5 with ¥p.o = 0.
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By the definition of ¥y ;S Xr only Rule R:SE-Ret adds observations to p.
These observations are only start n and ret [.
By the definition of [,s we have 7[5 = ¢ and we have o |, o by Rule NS-Reflection.
Rule R:SE-Commit Then the generated observation is 7 = commit id. Furthermore, commit id[,s = e.
By the definition of the rule, we have Xi.o = X[,.0 and with this we get X},.0 = 0.
Thus, we can derive o | commit idt,, O-
Rule R:SE-Rollback Contradiction, since o Xp: noongoing and Definition 44 (Well orderedness of rollback and start).

Rule R:SE-Context We have Xi = ¥y, - ¥ and Xl = ?1’{ . ?,’i with ¥r ;S @/{. By Lemma 57 (R SE: Single Step Instance Non Speculative)

1) . —r
we have 0 —= ¢’ with 0 = ¥3.0 and ¥.0 = o’.

Lemma 57 (R SE: Single Step Instance Non Speculative). If
(1) Xg =¢R - ¥, and
2) X}, = ¥y @& andt+q X[, : noongoing and
3) ¥ 29 ¥, and
(4) o0 =¥r.0
Then there is a ¢’ such that

Tl ns
I o — ¢ and

I W’R.a =0

Proor. We proceed by case analysis on the rule used to derive ¥y J,H({) ¥
Rule R:SE-Ret Then we have:

T
o —0o
R=R"-I
" =c[pc > L, sp — a(sp) + 8]

Yy =(p, ctr,o’, R/, K, n) - (p, ctr + 1, a",R',h',w)l

ret l-start ctr

1

Then we have o — o’,R=R’-lando”" = o[pc > I, sp — a(sp)+8] and ¥, = (p,ctr,o’,R', W, n)-{p, ctr+1,0”" R/, I, w}ret Lst (ctr)’

There are two cases depending if the return address on top of the R and on the stack match:
m(a(sp)) = [ This is a commit. We know show that ¢’ = ¢”’.
Since p(a(pc)) = ret we know that Rule Retwas used in—. Thus ¢’ = o[pc — m(a(sp)), sp — a(sp) + 8].
Because m(a(sp)) = [ we have ¢’’ = ¢’ = o[pc — m(a(sp)),sp — a(sp) +8].
Thus, ¢/ = @I,Q.o:
Because the rule used the observation received from the the step o N , we have 7,5 = r and are finished.
m(a(sp)) # | Contradiction, because this starts a speculative transaction that needs to be rolled back.
This cannot happen because of - X}, : noongoing.

Rule R:SE-Ret-Empty We have o 5o’ as premise of the applied rule and ?;g =(p,ctr,d’,R,h,n — 1).
Thus, ¢/ = @:{.0.
Because the rule used the observation received from the the step o Lo , we have 7,5 = 7 and are finished.

otherwise Thus, we have p(o(pc)) # ret and n # 0 and can apply Lemma 58 (R SE: no Ret speculation). We get get an execution o ﬂ o’

and o’ = XF{.J.

Lemma 58 (R SE: no Ret speculation). Let p be a program, O be a prediction oracle. If
(1) YR = (p, ctr,0,R, h,n) and
(2) ¥ & ¥, and
(3) p(o(pc)) # ret and
(4) n+0
Then there is a ¢’ such that

Tlns
Io—> o and

o' =3 0.
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PROOF. Let p be a program, O be a prediction oracle.
We have

(1) Yg = (p, ctr,o,R, h,n) and
() ¥ 5 T and
(3) p(a(pc)) # ret and
@4 n+0
By inversion on ¥y 5,? X[, and the fact that p(o(pc)) # ret and and n # 0 we have three cases.
Rule R:SE-barr or Rule R:SE-barr-spec We show the proof for Rule R:SE-barr, the proof for Rule R:SE-barr-spec is analogous.
By Rule R:SE-barr we know o L o and ?;g =(p,ctr,o’,R,h,n — 1).
Thus o’ = @IR.G and 7 = € = €ps.
Rule R:SE-NoBranch We have o 5 ¢’ as premise of the applied rule and @; ={(p,ctr,a’,R,h,n — 1).
Thus, ¢’ = ?&.0'.
Because the rule used the observation received from the the step o RN , we have 7,5 = r and are finished.

Rule R:SE-Call-Full or Rule R:SE-Call We have o — ¢’ as premise of the applied rule and ?:{ ={(p, ctr,c’,R,h,n — 1).
The case is analogous to case Rule R:SE-NoBranch.

Lemma 59 (R SE: Return step Speculation). If

(1) Xp = ¥ - Yr and ko Xg: noongoing
(2) X}, = Vi WIR and i—i0 X[, biggestongoingtransactionirolledback and
3) ¥ &0 ¥, and
(4) 0 =Yro
Then

Tlns
Io s, o’ and
I ¢’ is the configuration for the instance with ctr = i in X[,

Proor. We proceed by inversion on ¥y @3 W&:
Rule R:SE-Ret Then we have

T
o —0o
R=R"-I
" =c[pc > L, sp — a(sp) + 8]

¥y =(p, ctr,o’,R', b’ ,n) - {p, ctr + 1, 0",R’,h',(u)l

ret [-start ctr
There are two cases depending if the return address on top of the R and on the stack match:
m(a(sp)) =1 Contradiction, because then no speculative transactions will be started that will be rolled back.
This cannot happen, because of '-i() X[, : biggestongoingtransactionirolledback.
m(a(sp)) # [ We have o 5.
Since +¢ Xp: noongoing we know that 7 s =7 =ret L.
Since a transaction with id = ctr was started and we have +p X : noongoing, we know that i = ctr.
Notice that ¢’ is the configuration for the instance ctr = i by definition.
This completes the case.

otherwise Contradiction, because +¢ Xp: noongoing and l-iO X[, : biggestongoingtransactionirolledback, we know that a transaction has to
be started that will be rolled back.
m}

J.1.1  Completeness. We proceed with the Completeness direction

Lemma 60 (R SE: Completeness of the speculative semantics). If
(1) o € InitConf and
(2) o Jz 0’ and
(3) Xr = X" (0)
Then
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0,
IXp $5X/ and
7 Rp
I +¢o X}, noongoing and
I o' = X},.o0 and
IVT=7 s and
Vp=e

Proor. We proceed by induction on o |7 ¢’
Rule NS-Reflection Then we have ¢ ||, o’ with o = ¢’.
(0]
I- IV By Rule R:SE-Reflection we have Xy iEXR. By construction g Xp: noongoing and Xp.o = o. Since ¢',s = € we are finished.

Rule NS-Single Then we have ¢ ||z ¢/’ and ¢/ 5o
We neSd to show
I Xy $5 X} and
T T
I +o X, : noongoing and
I ¢’ = X/,.c and
IVT-t=7 7 pns
We apply the IH on o 56" we get
> % R yor7
I X i?,XR , and
I’ +o Xé’p: noongoing and
Ir' ¢” = X{/.0 and
IV =7 s
Vp=c¢
To account for possible outstanding commits, we use Lemma 22 (V4: Executing a chain of commits) on X/ and get
0,
" R 1"
a) X/ S8, x1
b) miandw(X}'{”) >0
c) Vr € 7.7 = commit id for some id € N
d) X.o=X"c
By c) and the definition of [,s we have 7"/ [ ;5 = «.
Because only Rule R:SE-Commit was used we have X/’ o= Xy s We now do a case analysis on the instruction p(o(pc)):

p(o(pc)) # ret I Then either Rule R:SE-barr, Rule R:SE-barr-spec, Rule R:SE-Call-Full, Rule R:SE-Call or Rule R:SE-NoBranch in

conjunction with Rule R:SE-Context was used to derive the step X}’ iy X7

’
. T
Here, 7’ is generated from Xl’{’/.O' — 0.

Since — is deterministic, we know that 7’ = 7.
II Since no speculative transaction is started and we have g X[ : noongoing by TH, we have o X[ : noongoing.

IIT By definition and determinism of —.

0,
IV Now we have Xr,z, i';,.?,,,_r,xg. Looking at the trace that is generated we have

=/ =/ ’ =17 _
T T T [psT s =€
-/ ’ ’
=T T lpsT =7
=7 - 7|ps 7 generated by —
=7 Ins - 7 by IH
=77

and thus, are finished.
p(o(pc)) = ret Then either Rule R:SE-Ret or Rule R:SE-Ret-Empty is used in conjunction with Rule R:SE-Context:

Rule R:SE-Ret-Empty The case is analogous to the case above.
Rule R:SE-Ret There are two cases depending if m(a(sp)) = I.
m(a(sp)) =1 Commit step

0,
I We derive X}/ i';s tart 1gXn Dy using Rule R:SE-Ret in conjunction with Rule R:SE-Context and produce the observation

7/ =1, where r = ret L.
Afterwards, we need to discharge the observation in p that was generated by Rule R:SE-Ret (which is always a start id).

The only rule that can be used when p is non-empty is Rule R:SE-General, which produces start id.

By Rule R:SE-Ret, we know that the step Xl'{' "o 5 o’ is made.
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I No speculative transaction was started that needs to be rolled back. By +¢ X[ : noongoing and ko X" : noongoing we get
ko X[ : noongoing.

IIT By definition and determinism of —.

IV We now have:

77" ¢ - start id|ps Def. and 77/ [ps = €

T st =1
7' - Tlus T generated by —
T Mps - Tby IH

- T

Il
Bl

and are finished.
m(a(sp)) # | A speculative transaction is started that will be rolled back
I We derive a step by using Rule R:SE-Ret in conjunction with Rule R:SE-Context This produces the observation r’/, where

7 .
" = store m and the step X/".c — ¢””’ is made.

Since — is deterministic and the fact that o’ — o, o L o and Xé”.o’ =o', wehave ¢’ =¢’ and 7"/ = 1.
Since Rule R:SE-Ret pushes two observations into p, Rule R:SE-General applies twice and produces ret [ and start id.

(0]
We thus have X7/ $R Xr3.

7/-start id-ret [

. . . O; .
Since all transactions are eventually closed, we know there exists Xl’g such that Xg ﬁ?"-rlb d I'{‘

. _ : : : ; " R 7
We now apply Lemma 61 (R SE: Non-speculative execution for rolled back transactions) on the execution X}/ vstart id-bypass nFrlb i ol

and get ¢’ RN and X}.o = o”.

II Since the speculative transaction that was started was also rolled back and the fact that o X[!: noongoing by TH and
Fo X'+ noongoing, we have o X[: noongoing.

IIT Follows by definition and I).

IV By definition 7”7 - start id---rlb idlps =77 Tps = 7.

7.7 ¢ startid-T" - rlb id|ps Def. and 7" [ = €

= ’ " o_
=T T lps T =7

7’ - s T generated by —
' s - Tbhy IH

T

Il
Bl

Notice that p is empty for all the cases, because we discharge all the observations immediately using Rule R:SE-General.

Lemma 61 (R SE: Non-speculative execution for rolled back transactions.). If
(1) Xg OigXé and
(2)T=rt-startid-7 -rlb id and
(3) 0 =Xp.o
Then
I there is a configurations ¢’ with X/,.c = ¢’ and

Io ﬂi) o’ and

I Tlps =1
@) _ -
Proor. Let X ing’{ be an execution with trace 7= 7 - start id -7’ - rlb id. Let 0 = Xp.0

We know Rule R:SE-Ret was used to start the speculative transaction.

By this rule we know, there is a configuration ¢’ with o 5.
By definition of [',s we have 7[5 = 75 = 7, where the last steps is because of the fact r € Obs.

Thus, we have o |z}, o’ by Rule NS-Reflection and o 5.
Now we need to show that ¢/ = X F{.a, which is analogous to Lemma 32 (S SE: Non-speculative execution for rolled back transactions). O
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J.2 R:Relating Non-speculative and AM Semantics

THEOREM 20 (V5AM: BEHAVIOUR OF NON-SPECULATIVE SEMANTICS AND AM SEMANTICS). Let p be a program. Then Behns(p) = BehR&ZI (p) Tns

ProoF. The lemma can be proven in a similar fashion to Theorem 15 (S AM: Behaviour of non-speculative semantics and AM semantics).
We prove the two directions separately:

< Assume that 7 € Behg‘ (p).

By the definition of Behsﬂ (p) we have an initial configuration o such that (p, o) A2 7.
The proof proceeds in similar fashion to the analogous case in Theorem 15 (S AM: Behaviour of non-speculative semantics and AM
semantics) by using Lemma 62 (R AM : Soundness of the AM semantics w.r.t. non-speculative semantics).
We can now conclude that (p, o ﬂgs Tlns € Behys(p) by Rule NS-Trace.
= Assume that (p, o m}(\I)S T € Behns(p). We thus know there exists o’ € FinalConf such that o |7 o’.
We can now apply Lemma 68 (R AM: Completeness of the speculative AM semantics) and get Zf{‘itp, o UI?; %, with kg 2}, : noongoing,
o' =3).cand 7T =7 |ps.
Because of g X, : noongoing and o’ = X{,.0 we know that + 3/, : fin.
We thus have (p, o) A T e Beh]‘(\,ﬂ (p).

Lemma 62 (R AM : Soundness of the AM semantics w.r.t. non-speculative semantics). If
(1) .0 =0 and
(2) o Zr: noongoing and
T 3
) Zr I} 2
Then there exists o’ such that
I lfl—O %, : noongoing then o |z, o and %},.c = ¢’ and
I lfl-’o %, : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction id that will be rolled
back and is still active then o Uperper (z,i) o’ and o’ is the configuration for the instance with ctr = i.

: : T g/
Proor. We proceed by induction on 2y ||} X,

Rule R:AM-Reflection Then we have X Ui Yr with Z’R = 3 and by Rule NS-Reflection we have
I o, o witho =0,
I o Upetper(e,i) 0 witho =o',

=

—, T
Rule R:AM-Single We have Xy |, * ¥, and by Rule R:AM-Single we get 3 U 2 and = </9r Z’R.
We need to prove
Iif Fo 3, : noongoing then o |77}, - and 2},.0 = ¢’
II if I—’O %, : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction id that will be
rolled back and is still active then o Uperper (7.7, ¢’ and ¢ is the configuration for the instance with ctr = i.

We apply the IH on 3y U]T{' %7} and have a ¢’’ where ¢’ is the configuration for some instance in %[/ such that.
rif Fo %1 noongoing then o ||z}, o~ and 3.0 = o’
Ir if l—jO %Y biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest transaction id that will be
rolled back and is still active then o perper(z,j) ¢’" and ¢’/ is the configuration with the instance with ctr = j.
We proceed by case analysis on X
no ongoing transactions in %{] Then X{/ has no ongoing transactions, meaning ¢ 2, : noongoing and we have o ||z} o'’ and
3.0 =0" by H

I Then +¢ 3}, : noongoing and we need to proof o |z}, o and X,.c = ¢’. We now proceed by inversion on %[/ ;ﬂ R 2L

Rule R:AM-Rollback Then 7 = rlb id.
Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).

Rule R:AM-Ret-Spec Then we know that p = ret [ - start id for 3.
Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).

otherwise We know that ¢’’ = X{.0.
Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative

T
semantics) together with Lemma 63 (R AM: Soundness single step No Speculation) with %/ =/Jp 2[,.

96



Automatic Detection of Speculative Execution Combinations CCS ’22, November 7-11, 2022, Los Angeles, CA, USA

II Then %, has ongoing transactions, meaning |—i0 %, : biggestongoingtransactionirolledback and we need to proof & Uhetper 72,1 o’
and ¢’ is the configuration for the instance with ctr = i.

We now proceed by inversion on X7 :EQR DX

Rule R:AM-Ret-Spec Then we know that p = ret [ - start id for X[,.
Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics) together with Lemma 66 (R AM: Return step Speculation).

otherwise By definition of l—iO %, : biggestongoingtransactionirolledback we know that there exists a rlb i in the execution

A Uéﬁ " ¥k fin With no matching start i observation in that execution.
Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics). )
ongoing transactions in %] Then X[/ has ongoing transactions, meaning 'JO %7 biggestongoingtransactionirolledback and we
have & Upeiper(z,j) 0’ and o’ is the configuration for the instance with ctr = j.
I Then +¢ 3, : noongoing and we need to proof o |z..}, .o and X,.c = ¢’. We now proceed by inversion on %/ LSO %
Rule R:AM-Rollback and 7 = rlb j Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics).
otherwise Then 7 # rlb j.
Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).
II Then I—b %, : biggestongoingtransactionirolledback and we need to proof o Uhetper 72,1 o’ and ¢’ is the configuration for the
instance below the instance with ctr =Ti.
We now proceed by inversion on X} =/9r X/,
Rule R:AM-Rollback Then 7 = rlb id. We do a case analysis if id = j or not.
id = j Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).
id # j Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics).
otherwise Then 7 # rlb id.
Analogous to the corresponding case in Lemma 55 (R SE: Soundness of the speculative semantics w.r.t. non-speculative
semantics)

]

Lemma 63 (R AM: Soundness single step No Speculation). If
(1) +o ZRr: noongoing and
@) Sk L 3, and
(3) Fo X} : noongoing and
(4) 0 =3p.0
Then there exists o’ such that

Iolg,, o and
ns,o=d¢

T
Proor. We proceed by inversion on Xp =/9r Zf{:

Rule R:AM-General Thus we have 3 = &g “Pr5.. and 2% =y - Pr5 with ®p.0 = 0. This means we can apply Lemma 67 (R AM: General
Step) and get o |y, o
Rule R:AM-Rollback Contradiction, since ¢ X : noongoing and Definition 44 (Well orderedness of rollback and start).

i — — T —
Rule R:AM-Context We have Ty = O - and 3], = CI)lR' ~<I>F< with ®p =R tID’R. By Lemma 64 (R AM: Single Step Instance Non Speculative)

) . —
we have ¢ —= ¢’ with 6 = ®p.0 and ®p.0 = o”.

Lemma 64 (R AM: Single Step Instance Non Speculative). If
(1) ZR ZWR . ‘{IR and
— =
(2) 2}, = ¥r - @ and +o X, : noongoing and
r —
(3) ®r <k g and
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(4) 0 =Y¥s.0
Then there is a ¢’ such that

I Um o’ and
el
Iép0=0

T
Proor. We proceed by case analysis on the rule used to derive ®p </9r CD’R.

Rule R:AM-Ret-Spec Then we have o L ¢, R=R -land ¢” = olpe > L sp — a(sp) + 8], m(a(sp)) # [ and Oy = (p, ctr,o’,R’, I/,
ny - {p,ctr+1,0”, R/, h’,w)it (etr)”
Contradiction, because this starts a speculative transaction that needs to be rolled back.

This cannot happen because of ¢ Ef{: noongoing.
Rule R:AM-Ret-Empty We have ¢ 5o as premise of the applied rule and 5;3 ={(p,ctr,a’,R,h,n — 1).
Thus, ¢’ = E/R.o:
Because the rule used the observation received from the the step o 5 o’, we have 7,5 =  and are finished.
Rule R:AM-Ret-Same We have o — o’ as premise of the applied rule and 5& ={p,ctr,o’,R, h,n —1).
The rest is analogous to the case for Rule R:AM-Ret-Empty.
otherwise Thus, we have p(o(pc)) # ret and n # 0 and can apply Lemma 65 (R AM: no Ret speculation). We get an execution o h o’
and o’ =3{,.0.

O
Lemma 65 (R AM: no Ret speculation). If
(1) ®p = (p, ctr,0, R, h,n) and
(2) ®p fTﬁR 5&, and
(3) p(o(pc)) # ret and
(4)n+0
Then there is a o’ such that
Io LiLR o’ and
Io =90
PROOF. Let p be a program, O be a prediction oracle.
We have
(1) @ = {p, ctr,0,R, n) and
(2) @y = T, and
(3) p(a(pc)) # ret and
4 n+0
By inversion on ¥y T?Q?R %, and the fact that p(a(pc)) # ret and n # 0 we have four cases.
Rule R:AM-barr or Rule R:AM-barr-spec We show the proof for Rule R:AM-barr, the proof for Rule R:AM-barr-spec is analogous.
By Rule R:AM-barr we know o L ¢ and 5& =(p, ctr,o’,R,n — 1).
Thus o’ = @f{.a and 7 = ¢ = €ps.
Rule R:AM-NoBranch We have o — ¢’ as premise of the applied rule and ?I’\ =(p,ctr,o’,R,h,n — 1).
Thus, ¢’ = 5&.0,
Because the rule used the observation received from the the step o N , we have 7,5 = r and are finished.
Rule R:AM-Call We have ¢ — ¢’ as premise of the applied rule and 5& ={(p,ctr,o’,R,n—1).
The case is analogous to case Rule R:AM-NoBranch.
Rule R:AM-Call-Full We have ¢ — ¢ as premise of the applied rule and 5:{ = (p,ctr,o’,R,n—1).
The case is analogous to case Rule R:AM-NoBranch.
O

Lemma 66 (R AM: Return step Speculation). If

(1) Zp = ?R ?Lg and Fo 3R : noongoing
(2) %}, = @ - Oy and l—'O %, : biggestongoingtransactionirolledback and
T p—
(3) @ <L Py, and
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(4) o =dr.0
Then

dl
10— ¢ and
I o’ is the configuration for the instance with ctr = i in 3],

T —
Proor. We proceed by inversion on & =/9r <I>]’{:
Rule R:AM-Ret-Spec Then we have

m(a(sp)) # 1
o =o[pc I,sp — a(sp) + 8]

7’

Oy = (p, ctr, o’ R, W, m) - (p, ctr +1,0” R/ I, )]

We have o — o,
Since +¢ Zg: noongoing we know that r[,s = 7 = ret L.

Since a transaction with id = ctr was started and we have ¢ Zp : noongoing, we know that i = ctr.

Notice that ¢’ is the configuration for the instance ctr = i by definition.
This completes the case.

ret I-st (ctr)

CCS ’22, November 7-11, 2022, Los Angeles, CA, USA

otherwise Contradiction, because ¢ X : noongoing and I—"O %, : biggestongoingtransactionirolledback, we know that a transaction has to

be started that will be rolled back.

Lemma 67 (R AM: General Step). If
(1) Zp = Op - (p, ctr, o, R, b, n)ys.. and
—_ T —
(2) Qg - (p, ctr,0,R, n)5.0 <LIr i - (p, ctr, o, R, n)5
Then
Iolep,, o
Proor. Let p be a program, O be a prediction oracle. We have
(1) YR = ER . <p, ctr,o, R, n>p.1— and
(2) @ - (p,ctr,o, R honys.. & ¥ - (p, cir, o, R, n)5.

T
By the definition of ® =/7r Zr only Rule R:AM-Ret-Spec adds observations to p.
These observations are only start n and ret [.

By the definition of [,5 we have 71,5 = £ and we have ¢ ;. ¢ by Rule NS-Reflection.

J.2.1  Completeness.

Lemma 68 (R AM: Completeness of the speculative AM semantics). If
(1) o € InitConf and
(2) o J7 o’ and
(3) Zp =30
Then
I3p 7 5, and
I +¢ X}, : noongoing and
I o’ =%,.0 and
IVT =7 |ps and
Vp=e¢

Proor. We proceed by induction on ¢ |7 ¢’

Rule NS-Reflection Then we have ¢ ||, ¢’ with o = ¢’.

[m]

I - V By Rule R:AM-Reflection we have Xy Uf{ 2. By construction ¢ Xg: noongoing and 2.0 = o. Since €[5 = ¢ we are finished.
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Rule NS-Single Then we have o Se”ando” 5 o
We need to show
I3 77 3/, and
I +p 2, : noongoing and
Il ¢’ =3].0 and
IVT-t=7 7 pns
We apply the IH on o 56" we get
rsg 7 ={/ , and
II' o Z’R’p: noongoing and
Ir' ¢” =3 .0 and
IV’ =7 s
Vop=c¢
We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) # ret Analogous to the corresponding case in Lemma 60 (R SE: Completeness of the speculative semantics).
p(o(pc)) = ret Analogous to the corresponding case Lemma 60 (R SE: Completeness of the speculative semantics), which is when the
oracle mispredicted in the proof, together with Lemma 69 (R AM: Non-speculative execution for rolled back transactions)
Notice that p is empty for all the cases, because we discharge all the observations immediately using Rule R:AM-General.

m}
Lemma 69 (R AM: Non-speculative execution for rolled back transactions.). If
(1) = UF 3, and
(2)T=rt-startid-7 -rlb id and
3) c=3.0
Then there exists a configuration o’ such that
I13),.0=0"and
o2 o and
I Tlps =71
Proor. Let X ﬂg Zg{ be an execution with trace 7= 7 - start id -7’ - rlb id. Let c = Zp.0
The proof proceeds analogously to Lemma 61 (R SE: Non-speculative execution for rolled back transactions). O
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J.3 R:Relating Symbolic and AM semantics

These proofs are conceptually very similar to the proofs of S.

THEOREM 21 (/7r: BEHAVIOUR OF AM AND SYMBOLIC SEMANTICS). Behgl (p) = ;J(Beh“RS (»)
Proor. The proposition can be proven in similar fashion to Theorem 14 (S SE: Behaviour of non-speculative and oracle semantics). We
prove the two directions separately:
& Assume that (p,0) AP T € Beh;{S (p).
We thus know there exists + ZS : fin such that Z"”t(p os) aUR ZS and 1 E pthCnd(74). We now apply Lemma 70 (R: Soundness of
the AM semantics w.r.t. symbohc semantics) on Z’"”(p os) aUR " and get 3p UT 2’ y(Z ) = Z and p(7g) =7
Since + ZI‘{S : finand y(ZR ) =3, we have + 3], : fin as well.
Thus, (p. (o)) A2 (E) € Beh (p).
= Assume that (p,0) A 7 € Behg( (p). We thus know there exists + X7, : fin such that Zli{’”t(p, o) UT %

We now apply Lemma 72 (R: Completeness of the symbolic semantics) on Zf\?”(p, o) Uﬁ %, and get
¢ (p, o) =u(3F)
aufa 28
R :/I(ZR )
7 =(7a)
u E pthCnd(7")

Since + X}, : fin and ,u(Z“RS') =%, we have - Z‘s' : fin as well.
Thus, (p,05) OF 7a € Behg(p) and we are done, since (p, p(05)) AF p(7a) = (p.o) AF 7.

Now onto theorems for the new speculative semantics. We want to show Soundness and Completeness.
J.3.1  Soundness.

Lemma 70 (R: Soundness of the AM semantics w.r.t. symbolic semantics). If
(1) 2% aﬂ’ 3% and
@) p t: pthCnd(E“')
Then -
1) BT p(2) and

ProoF. We proceed by induction on 2% allr”‘ Z“’

Rule R:Sym-Reflection Then we have 2% ,|f, 3¢’ with 3¢ = 2. Using Rule R:AM-Reflection we get u(2% all”(g) #(Z%") and are
finished. .
Rule R:Sym-Single We have 3% aUT" ™S 3% and by Rule R:Sym-Single we get % , |7 3¢ and 22" =% 5%’
We need to prove
W #EH U pz)
We apply the IH on 3¢ QUT" 24" and have a 3] = u(2%"’) such that:
(1) y(sz) Uﬂ(fa) 2// and
2) p I:pthCnd(Za")

]
The result follows by applying Lemma 71 (R: Soundness single step) on Zf,‘" =7

() pu(zs)
ZR) Uy °

, u(zs)
% 2% and get a step 2] —==/)r p(2F). We now

use Rule R:AM-Single and get an execution p( p(Z‘r’g' ) as requlred.

Lemma 71 (R~ Soundness single step). If

(1) 2“ =17 25 and
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(2) p ¥ pthCnd(=%)
Then

I ﬂ(Za) ﬁrz HEE)

T
PrOOF. We proceed by inversion on 2§ =/7% ng' :

Rule R:Sym-Rollback Since y() does not change the speculation window and ctr and p(2%) = Zg, we have Xz.n = 3f.n = 0 and
SR.ctr = Ef.ctr.
Analogous to Lemma 40 using Rule R:AM-Rollback.

T —_—
Rule R:Sym-Context We then have @} =77 ®S,. Thus, we know @F > 0 and p(®F) > 0 as well. We proceed by inversion on

T, —S/
X _— Ha
R “Lg PR
s
Rule R:Sym-General Then ®f =7 @ . Analogous to Lemma 40 using Rule R:AM-General.

Rps\zs’
Rule R:Sym-NoBranch, Rule R.Sym AM-barr, Rule R:Sym-barr-spec, Rule R:Sym-Call-Full, Rule R:Sym-Ret-Empty, Rule R:Sym-Ret-¢

Ts
Then we have ®% =/9% %" where ®% = (p, ®%.ctr, ®%.a

“ 0% R, ®%n — 1) with &0 —>

/7
o s
Since we have y k£ pthCnd(CDS]\ os) (by assumption) we can use Lemma 17 (Non-spec: Soundness to symbolic) on @F.0g 5, O'S

and get p(®Fos) ———> p(o’s), where p(®f.05) = p.0 as per assumption

n(rs
We can now use Rule R:AM-NoBranch to derive the step p(®f) —== ﬁR ,u(CIJ"" ) using the derived —(—)—> step.
zs S
Rule R:AM-Call Then we have <I>“ —= "‘ dD"” where CD"‘ = {p, <I>g.ctr, dDg.a ,R’,@g.n — 1) with (Dg.a's ’s, G:S and R’ =

O .R.®%.05(pc) + 1. Since the symbohc R only contains entrles created with the pc register, all entries in the symbolic R are always
concrete, The rest of the case is analogous to case Rule S:AM-barr in Lemma 40 (S: Soundness single step).
s _— _—
Rule R:Sym-Ret-Spec We have ®F.R = R"-land ®% ==/97 CIJSRpfS,ret I'starty, &% ctr Where oSp = (p, @F ctr, oy, DF.R, @F.n—1)(p,
<I>g.ctr +1, 0':9’, R/, min <I>§g.n, ).

T,
Furthermore, we have &%.0 =, O':S. and 0:9’ =og[pc+ L' — sa(sp) +8].

plzs) S

S
We use Lemma 17 (Non-spec: Soundness to symbolic) on 7.5 =, o’g and get p(®f.05) ——  p(o’y).
Choose @ = p(®F) and note that a ret instruction is executed. We now derive a step using Rule R‘AM—Ret—Spec together with the

S H(
non-speculative step p(®F.0s) ﬁ(ji)—) p(cr:g) above and ¢’ = o[pc — L' — a(sp) + 8]: Dp —= ﬁR @, with dp = (p, Bp.ctr,

p(ofs),tbR.n —1) - (p, Pp.ctr + 1,¢”, min ®p.n, w).

By definition we have ,u(a /) = 0"/, because pc and sp are always concrete. We now show that y((bS R) = Op.

_ p(zs) —
By y(CD ?) = @g we have <I> .ctr = ®p.ctr and @fg.n = ®p.n and by construction /1(<I>SR) = ®p and thus ,u(CIDIa’ T?QR pu(®SR) as
needed.

o
J.3.2  Completeness.

Lemma 72 (R: Completeness of the symbolic semantics). If
(1) =x 11’ %, and
(2) Zp = Il(za)
Then there is a valuation y(), a symbolic trace T’ and a final state 2“’ such that

IZI%'(X T{ Z(I)QH and

I3 =p(E') and7 = p(7') and
Iy & pthCnd(3%")

Proor. We proceed by induction on Xp llﬁ A
Rule R:AM-Reflection Then we have X U‘f.{ Z with 2y = ZR
I - III By Rule R:Sym-Reflection we have Z % oI5 =%, By construction 3%” = %%’. We now trivially satisfy all conditions.
Rule R:AM-Single We have 3 UE'T >/, and by Rule R:AM-Single we get 3 UT“ %7 and %) ﬂfg %
We need to prove
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1 2 all?"rs 3¢ and
() 2, =p(E%) and 7’ - 7 = p(z" - 7g) and
(3) p E pthCnd(3%")

We apply the IH on 3 U?”" 3/ and have a 3%"" such that:
(1) 22,07 22" and
() 2 = p(z¢") and 7 = p(7") and
3) p lzpthCnd(ZIO{”')

T

T
The result follows from applying Lemma 73 (R: Completeness single step) on 3/ =/9r 2/, and get a step 25" =/9% %. We now use

a ||Ta'TS

Rule R:Sym-Single and get an execution 27 , |l

u(=%’) as required.

Lemma 73 (R: Completeness single step). If
T

(1) g =0r 2}, and p(=F) = > and

(2) p F pthCnd(Z%)
Then

(24 T;S 104 a’
I ZR ;—’/ R Z/R and
I p(3") =%}, and
Il p & pthCnd(28') and p(ts) = 7

T
Proor. We proceed by inversion on Xp =/9r 2:{:

Rule R:AM-Rollback Since y() does not change the speculation window and ctr and p(2f) = Zg, we have Zg.n = ZF.n = 0 and
Zg.ctr = 7 .ctr. The rest of the proof is analogous to the corresponding case in Lemma 42 (S: Completeness single step)

T —
Rule R:AM-Context We then have ®p =/ @;{. Note that ®p.n > 0 and as such for all symbolic states where y(@f{‘) = ®p as well. We

T —
proceed by inversion on ®r </Jx CI>f{:
Rule R:AM-General Analogous to the corresponding case in Lemma 42 (S: Completeness single step).
Rule R:AM-NoBranch, Rule R:AM-barr-spec, Rule R:AM-barr, Rule R:AM-Call-Full, Rule R:AM-Ret-Empty, Rule R:AM-Ret-Same
T
Then we have & =/Jr @, where &}, = (p, Dy.ctr, ®p.0’, O R, Op.n — 1) with dp.o 5o Analogous to the corresponding case in
Lemma 42 (S: Completeness single step).
T
Rule R:AM-Call Then we have @ =/ @], where @}, = (p, ®y.ctr, r.0’,R’, &p.n—1) with @p.0 5 o’ andR’ = Op.R.Dp.0(pe)+1.
Since the symbolic R only contains entries created with the pc register, all entries in the symbolic R are concrete. The rest of the
case is analogous to case Rule S:AM-barr in Lemma 42 (S: Completeness single step).
T — —
Rule R:AM-Ret-Spec We have ®p.R = R’ - and ®r =/Ir Prp.ret I-starty dp.ctr Where Op = (p, Pp.ctr, o', @p.R,Op.n — 1) - {p,
®p.ctr+1,0”, R, min @fgln, ).
Furthermore, we have ®y.c 5 o' and o’ = o[pc— L'— a(sp) +8].

S
We use Lemma 18 (Non-spec : Completeness to symbolic) on ®r.o 5 ¢ and get og s, 0:9 with p(og) = o, u(rg) = r and
/1(0':9) =¢’andp E pthCnd(a"S)A
Choose @ = pu(®F) and note that a ret instruction is executed. We now derive a step using Rule R:Sym-Ret-Spec together with

K s _
the non-speculative step y(®7.0s) M p(a:S) above and 0’ = o[pc = a(pc) + 1]: @F =7 oS with &Sy = (p, OF.ctr, o',

@ﬁAR, ®p.n—1) - (p, @f{‘.ctr +1,0", (Df;.R’, min CDI”{‘.n, ).
By definition we have /1(0'"8’) = ¢”’, because pc and sp are always concrete. We now show that y(®S) = Op.
__ _ p(zs) —
By u(®f) = @ we have ®f.ctr = ®p.ctr and ®%.n = ®p.n and by construction u(®SR) = dp and thus (7)) ==/Ir u(@Sp) as

needed.
Since ®S.06 = ¢’ and ¢”’.65 = ¢’.5° we have y E pthCnd(c¢”’) by pi £ pthCnd(c”) from above.
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J.4 Relating Speculative Oracle Semantics and Always-Mispredict Semantics

We define a few Lemmas

Lemma 74 (AM R: Single step preserves =). If
(1) Zpy = Zgy and
(2) Zry L 3, and 3y “Lix y
Then
(1) =, =37
Proor. We have
(1) Zpq = Zpyand

T [
(2) Zry LR 2}, and Zpy =R ZY

T T
Because of (1), we know that the same rule was used to derive the steps Zp; </7r Z’R and Xp, </Ir 2&’.
We know that Zf\,.ctr = Zi{’.ctr, Z&.n = Zi{’.n, Zf\,.l = Zf\,’.l, because of (1) and the fact that the same rule was used to derive the step.
The proof is analogous to Lemma 43 (S AM: Single step preserves =).

m]

Lemma 75 (R SE: Single step preserves =). If

(1) Xp1 = Xpy and

(2) Xey 5 X} and Xy 5 XY/
Then

(1) X}, = X! and

Proor. We have

(1) Xpq = X and

(2) Xiy 59 X} and Xpp 59 X!/

T T

Because of (1), we know that the same rule was used to derive the steps Xp; =/9r X}’{ and Xp, =/9r X}’{’ .

We know that Xé.ctr = XI’{'.ctr, Xl'i.n = Xé’.n, Xl’{.l = XI'{'.I, because of (1) and the fact that the same rule was used to derive the step.

The proof is analogous to Lemma 44 (S SE: Single step preserves ). O

THEOREM 22 (R: SNI). A program p satisfies SNI for a security policy P and all prediction oracles O with speculative window at most w iff for
all initial configurations o, ¢’ € InitConf, ifo ~p o’ and (p, o) Qgs 7, (p,o’) ﬂgs 7, then (p, o) AF ', (p,o’) A e

ProoOF. Let p be a program, P be a policy and @ € N be a speculative window. We prove the two directions separately.
(=) We have

(1) 0 ~p ¢’ and

@ (p.0) AQ 7. (p.0") AQ 7 and

(3) p satisfies SNI for policy P and all prediction oracles O with speculative window at most w
and we need to show that (p, o) A% 7”7, (p,’) A T holds.
We unfold the definition of SNI we have for all O with speculation window at most w, for all initial configurations o, ¢’, if ¢ ~p ¢’
and (p,0) A% 7. (p. o) AQs 7. then (p,0) AL T and (p,o’) AL 7.
We fulfill all premises of SNI by 1) and 2) for p and get (p, o) QRO 7 and (p,0”) QRO 7.
We use Proposition 2 (R: Sound and Completeness between Spec and AM semantics) with (p, o) Qg 7 and (p,0’) QI? 7 to get
(p.o) AL 77, (p.o’) A . This completes the proof.

(&) We have

(1) 0 ~p ¢’ and

@ (p.0) AQ 7. (p.0") AQ 7 and

@) if o ~p o’ and (p.0) A 7. (p. 0') A 7. then (p,0) AL 77, (p. o) AL T
Note that we got assumptions 1) and 2) by the unfolding of the definition of SNI. We need to show that (p, o) ﬂg 7" and (p, o’) QRO T
holds.
By using assumption 1) and 2) for assumption 3), we get (p,0) A7 7”7, (p,0’) AF 7.
Let O be an arbitrary prediction oracle with speculative window at most w.
From Proposition 2 (R: Sound and Completeness between Spec and AM semantics) with (p, o) A% 7”7, (p, o) A% 77 we get back
(p,o) Q[? 7, (p,o’) Q[? 7. Consequently, p satisfies SNI w.r.t. P and O.
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Since O was an arbitrary prediction oracle with speculation window at most w, then p satisfies SNI for P and all prediction oracles
with speculation window at most w.
O

Proposition 2 (R: Sound and Completeness between Spec and AM semantics). Let p be a program, o € N be a speculative window,
0,0’ € InitConf be two initial configurations. We have (p,o) QA 7 and (p,o’) A 7 iff (p, ) [ﬂ[? 7, (p,0) Qg 7’ for all prediction oracles O
with speculative window at most «.

Proor. The proposition immediately follows from Lemma 77 (R: Soundness Am semantics w.r.t. speculative semantics) and Lemma 80 (R:
Completeness AM semantics w.r.t. speculative semantics) O

Definition 61 (R: Relation between AM and spec for all oracles). We define two relations between AM and oracle semantics. = ~

(Single-Base)
IR ~ Xpleom  INV(Zg,XRr)
ox0 Ip = Xp
(Single-OracleTrue)
g~ Xpleom 2 Ug %1’ where transaction with id ctr is rolled back
Xr :Xé Ap, ctr,o, b, 0"y g :Z& -(p,ctr,o,R,n)  INV(Zp, XR)

(Base)

Z’R Ap,ctr,o,R,n) - (p, ctr’,o’/,R/,n") - Zp1 = Xrle {p,ctr,o, R, b0’y - {p, ctr’, o, R’ h,n/"" ) Tue
(Single-Transaction-Rollback)
5~ X Teom n' 20 ZY UL 1 where transaction with id ctr is rolled back
Xp =X, - {p,ctr,o, h,n"") g =2} - (p,ctr,o,R,n) INV(Zg, Xr)

2 - (p, ctr,o,R,n) - {p, ctr’, o R/ n’ \false . Sry & XL p,ctr, o, Robn'”) - (p, et 6" R, W, 0)false Xy

(Single)
B ’ — ! ’ !
(Bese) 2Ll =IXE1 2 ~ X}
D ~Q
35 Apctr,o. R, nyb ~ X[, - {p,ctr’, o, R, h, n’)b

Lemma 76 (Initial states fulfill properties). Let p be a program, w be a speculation window and O be an oracle with speculation window at
prop p prog P 4

most w. If

(1) 0,0’ € InitConf and

(2) =M'p, o and 31"'p, o’ and

(3) Xé””(p, o) andX}i”it(p, o)
Then

(1) Xé"”(p, o) = Xé"it(p, ¢’) and

(2) Zf?itp, o= Zf{’itp, o’ and

(3) ZZ’”p, o= X:{””(p, o) and ZiR””p, o = X}i{”it(p, o’) by Rule Single-Base and

Proor. We have

1) 0,0 € InitConf an
/€ InitC d

(2) Zg”tp, o and ZI’Q"”p, o’ and

(3) Xé"”(p, o) and Xé"”(p, a’)

Notice that by definition of Xé"”() and ZZ‘” we have:

XMt (p, ) =(p,0,0,2, L)
XI"{"i[(p, ) =(p,0,0,2, L)
Zg’”p, o =(p,0,0,L)
ngitp, o’ =(p,0,0,1)

I Immediate
II Immediate
IIT Immediate using Rule Single-Base
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Lemma 77 (R: Soundness Am semantics w.r.t. speculative semantics). Let p be a program, v € N be a speculative window.
If
(1) 0,0’ € nitConf and
@) (p.o) AT 7. (p.o") AT T

Then for all prediction oracles O with speculation window at most w.

I(p.o) A7, (p.o) AO T

ProoF. Let w € N be a speculation window and o, ¢’ € InitConf be two initial configurations. We have:
W) (p.o) A2 7, (p.0') A9 T

Furthermore, let O be an arbitrary prediction oracle with speculative window at most w.
The reasoning ins analogous to Lemma 46 (S: Soundness Am semantics w.r.t. speculative semantics) using Lemma 78 (R: Soundness Am
semantics w.r.t. speculative semantics with new relation between states) together with Lemma 76 (Initial states fulfill properties).
[m]

Lemma 78 (R: Soundness Am semantics w.r.t. speculative semantics with new relation between states). Let p be a program, w € N be a
speculative window.

if

(1) Zpy = Xy

(2) Xpy = Xpp andp = @

(3) Zry & Xpy and Zpy = Xpo
(4) ZRI .UE 2:\)1 andZRz U,‘IL; 2&2

Then for all prediction oracles O with speculation window at most .

o o
I Xp, i;x’ Xis i;,,x}'{z

R1’
ns, =%,

IHXI’Q1 legz andp =@

IV 3L, = X, and 35, = X7,

-/ =/
VT =T

Proor. By Induction on 2p; ﬂg 2, and Zg, ﬂﬁ Zh,

Rule R:AM-Reflection We have Zp; I 2}, and Zg, [ 2}, where 2, | = Zp; and X}, = Zpy.

Furthermore, we use Rule R:SE-Reflection to derive X Oi L}XF“, Xpo Oi EXF{z with X}, | = Xy and X}, = Xg.
We now trivially satisfy all conclusions.
Rule R:AM-Single We have Z¢; |7 3/, with =/, SR 5/, and Zp, U7 =7 and 37/ =g S,
We now apply IH on 3y, Ug’ %, and 2, Uzr %7 and get
(@) Xn; Oig,xé, Xis % Xy
(b) 2}, ==
(© X, =X/ andp’ =@
(d) 2} = X}, and =] = X/
() 7 =7
We proceed by inversion on = in 3, = X/, and =] =~ X[:
v5-com-single-base We thus have >, ~ X[, [com and INV(Z],, X},) (Similar for X}/ and X}).
We only show the proof for X, here. The proof for X] is analogous, because of X, = X[
Notice that if minWndw(X},) = 0 then the transaction with n = 0 has to be one that will be committed. Otherwise they would be
related by Rule Single-Transaction-Rollback.
The case is analogous to the corresponding case in Lemma 47 (S: Soundness Am semantics w.r.t. speculative semantics with new
relation between states) using Lemma 79 (R: Soundness Single Step AM).
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v5-com-single-oracle We thus have

Xf, =Xp3 - (p, ctr,o, R, h,n"") - (p, ctr’, o, R, b, n”’)l
3, =Sps - (p,ctr,o,Ron) - (p, ctr’, 0", R',n") - Spy
Xp =Xg3 - {p, ctr,a, R, h,n"")

3R =Zp3 - {p, ctr,o, R, n)

2R ~Xr Tecom

The form of X/’ and %[/ is analogous.
The case is analogous to the corresponding case in Lemma 47 (S: Soundness Am semantics w.r.t. speculative semantics with new
relation between states).

v5-com-single-rollback We have
X}, =Xps3 - {p, ctr,o, R, h,n"") - (p, ctr’, 06”" | R/, W, 0 - Xy
35 =Sp3 - (p, ctr,o,R,n) - {p, ctr’, o’ R/, S,
Xp =Xr3 - {p, ctr,o, , R, n"")
3k =2rs3 - (p, ctr, o, R, n)
ZR ~Xr lcom

7

n >0

The form of X/ and X[/ is analogous.

Additionally we know that the transaction terminates in some state 3 |f 2. There are two cases depending on n’.

T
n’ > 0 Then we know that 2& =/r Zfz " is not a rollback for ctr and Rule R:AM-Context or Rule R:AM-Rollback for a different
transaction with a different ctr was used.

The case is analogous to the corresponding case in Lemma 47 (S: Soundness Am semantics w.r.t. speculative semantics with new
relation between states).

T
n’ =0 Then we know that 3, =/ %, | was created by Rule R:AM-Rollback and is a rollback for ctr.
o
"7

o
I Here we prove that X/, ¢ X) and X[7 s XP .

Since in X/, and X]/ we have a state with n = 0 and we mispredicted, we know that Rule R:SE-Rollback applies.

o o
So X}, S X}, and X! 2y X[, are derived by Rule R:SE-Rollback.
The rest of the case is analogous to the corresponding case Lemma 47 (S: Soundness Am semantics w.r.t. speculative semantics

with new relation between states).

O

Lemma 79 (R: Soundness Single Step AM). Let p be a program, w € N be a speculative window, O be a prediction oracle with speculative
window at most , Xry = X[, - @), Tpy = X)) - @) be two speculative states for the always mispredict semantics and X1, Xg 2, be two speculative
states for the speculative semantics.

If the following conditions hold:
(1) Zpy = 2y

(2) Xp1 =2 Xpgandp =@

(3) Zr1 ® Xpq and Zpy = Xpy

7" T
r = ’ " _— ’
(4) (I)R ’*ﬂR ZRl and<I>R ”QR ZRZ
’
R1’

I Xp, % 8X), and X % £X,
7 ~ 7
IZ )2(}’{1 ;)2(52 andp =@
R1 — “'R2 p
v 2:%1 zXél andZ'Rz zX}’{Z
V=1

then there are instances X, XF{z for the speculative semantics such that:

T// T//
Proor. We proceed by inversion on <I>f< =/r 2?&1 and <I>I’{’ =/r Zf{2:

Rule R:AM-General We choose X/, = X/, and X[, = X//. The case is analogous to the corresponding case in Lemma 48 (S: Soundness
Single Step AM).
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Rule R:AM-Ret-Spec There are two cases depending on the output of the oracle O and the top of the R which we denote as I:
(®) and m(a(sp)) = 1, correct prediction w.r.t X/, The execution jumps to the correct return address.

o o
I We use Rule R:SE-Ret to derive the steps Xrq <% X}, and Xg, “hp X/
Furthermore, we execute Rule R:SE-General twice, because Rule R:SE-Ret created two observations in p. We now have Xr/e L= Xr/{
with an empty p.
0, O,
The rule only emits the observation but does not change the state apart from p. As a result we have X ﬁgX 4 L and Xgy ﬁ;,X 4 5
II By Lemma 74 (AM R: Single step preserves =).

III By Lemma 75 (R SE: Single step preserves =) for Xp4 f&,? X[, and Xp, f\bg X[/ and the fact that the use of Rule R:SE-General
does not change the states and the p of both oracle states are equal. Notice that p is empty after applying Rule R:SE-General
twice.

IV We have

Xy =Xry - p.ctr,a’ R, h,n) - {p,ctr’, o’ R', W, ng)

35y =Zrs - (p,ctr, o’ Rony) - (p, ctr’, 0", R/, ny)

X, =Xrj - (p, ctr, o', R, h,n)

%, =Zrs - (p, ctr, ', R, ny)

The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 48 (S: Soundness Single Step AM) replacing

Rule Single-OracleTrue and Rule Single-Transaction-Rollback with Rule Single-OracleTrue and Rule Single-Transaction-Rollback.
V The observations are 7 = ret m - start ctr; and 7’ = ret m’ - start ctry for some m, m’ € Vals.

The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 48 (S: Soundness Single Step AM).

(@) m(a(sp)) # I, wrong prediction w.r.t X, The execution jumps to the wrong return address.

o o
a) We use Rule R:SE-Ret to derive the steps X, “%; X[ and X 2Ly X[,

Furthermore, we execute Rule R:SE-General twice, because Rule R:SE-Ret created two observations in p. We now have XFlz = XF/z
with an empty p.
The rule only emits the observations but does not change the state apart from p. As a result we have Xy Oﬁ gX}'{l and Xp o Oﬁ ;, D ¢4 5
Notice that the observations in p are equal between Xr; and X5, because of (2). We have Xpy.ctr = Xpy.ctr and Xp1.0 ~pc Xpo.0
from our relation.

b) By Lemma 74 (AM R: Single step preserves =).

¢) By Lemma 75 (R SE: Single step preserves =) for Rule R:SE-Ret and Rule R:SE-General twice. Notice that p is empty now.

d) We have:

XI,H :XRé ~(p.ctr,a’ R, h,n) - (p, ctr’, """ R’ , ', ng)
30, =Zrs - (psctr, o’ ,Rony) - (p, ctr’, ", R/, ny)

R4 =XR§ ~Ap, ctr, o’ , R, h,n)

Shy =2r3 - (psctr,o’ R ng)

The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 48 (S: Soundness Single Step AM) replacing
Rule Single-OracleTrue and Rule Single-Transaction-Rollback with Rule Single-OracleTrue and Rule Single-Transaction-Rollback.
e) The observations are

T =ret m-start Xpy.ctr- ret Xp;.0(pc)

T =ret m’ - start Xpy.ctr - ret Xpy.0(pc)

for some m, m’ € Vals.
The case is analogous to the misprediction case in Lemma 48 (S: Soundness Single Step AM).
Rule R:AM-barr and Rule R:AM-barr-spec We prove this for Rule R:AM-barr-spec. The proof for Rule R:AM-barr is analogous.
The proof is analogous to the corresponding case in Lemma 48 (S: Soundness Single Step AM) using Lemma 74 (AM R: Single step
preserves =) and Lemma 75 (R SE: Single step preserves =),
not a barrier instruction The rules that are included here are: Rule R:SE-NoBranch, Rule R:SE-Ret-Empty, Rule R:SE-Call-Full and
Rule R:SE-Call. Most cases are analogous to the barrier case.
d) The proof proceeds in the same way as in the barrier case above. The argument for INV(Z
instructions above.

’

Rl’XIIu) is the same as for the store

O

108



Automatic Detection of Speculative Execution Combinations CCS ’22, November 7-11, 2022, Los Angeles, CA, USA

Definition 62 (R: Constructing the Oracle). Constructing the prediction oracle Ogmp. We build our oracle based on the executions Zf?”p,

J
— Tam . -
am t
o Uf Zry ==Lk Zra, Z0Mp, 0" UL Ef | ==k Z,, where tam # Tgp-

ﬂﬂ
R1
Let us denote by the set RB the ids of all ongoing transaction ids in 2. Since X = an we know that the same transaction ids are still
ongoing in th as well. The set RB describes the return instructions that we need to mispredict to reach the difference in the trace.

Our oracle is now defined as follows:

(@) if || € RB A p(o(pe)) = ret

Oamp (pn. ) = {(0) otherwise (where p(o(pc)) = ret)

Note that we use the length of h to reconstruct the ctr. Both start at 0 and are increased when a speculation starts. Since this oracle only
mispredicts, we know that the ctr of the always mispredict run and the ctr of the oracle runs are equal.

Definition 63 (R: Relation between AM and Spec for oracles that only mispredict). We define two relations, ~Oam gnd ~, between AM and

oracle semantics. Note that ~%am is indexed by an oracle. This oracle has to always mispredict.

(Base-Oracle) (Single-Base-Oracle)
R ~ Xrlcom INV2(ZR,Xr)  minWndw(Xg) >0
%] zo“m %] 2R zoam XR

(Single-Transaction-Rollback-Oracle)
5~ X Teom n 20 ZJ UL 1 where transaction with id ctr is rolled back
Xr =X, - {p, ctr, o, R, h,n"") g =2} - (p,ctr,o,R,n) INV2(ZR, XR)

3L - Apsctr,o,Ron) - (p, ctr’, o R0’ )felse . 5, xOam Xl Ap, ctr,o, R, b0’y - (p, ctr’, 0", R/, I, 0)false

Lemma 80 (R: Completeness AM semantics w.r.t. speculative semantics). Letp be a program, @ € N be a speculative window, o, ¢’ € InitConf
be two initial configurations. If
(1) p.o QY T and p,a’ QY 7 and
2 T+T
Then there exists an oracle O such that
Ipo QI? 7y and p, o’ Qg 7] and
I7#7

Proor. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. We have If
(1) p,o A Tand p,o’ AF 7’ and
OEEXH

RF

7 # 7, it follows that there are speculative states Zp1, g, Zf{ " Zf{ , and sequences of observations 7, T,p,4, T

~ ’ .
Spy = 3h, and:

By definition of 1) we have two final states Xy and %/, . such that ZE"itp, o Ui SRF Zi;”p, o’ U:T{, 2}, - Combined with the fact that

’ ’ ’
“nd> Tams Tam such that zam # 74,

. _ Tam _
t - T
2,0 Uf Bry =Lk Zra U Srr

7, p
init Ty am ’ Ten ’
ZRp 0" U By =0k Zip U™ Zip
We claim that there is a prediction oracle O with speculative window at most © such that
- 10)
a XI’{”[(p, o) iEXRl and Xp.0 = Xpq.0 and INV2(Xp, Zry) and
. O
b Xt(p,0") X}, and X},,.0 = ¥} .o and INV2(X/,,, 3}, )
C XR] = Xllil

We get this by applying Lemma 81 (Stronger Soundness for a specific oracle and for specific executions) on the Am execution up to the point
of the difference i.e., Zg’”p, o UE SR1-

We now show that Xy ~Oam Xr is derived by Rule Single-Base-Oracle.
We do a case distinction if there are ongoing transactions in Xy or not

no ongoing transactions in Xp; Then Xy, ~Oam Xr1 can only be derived Rule Single-Base-Oracle and X has no ongoing transactions
as well. Then we have by INV2(Zr, Xr1) and Zry.n = L that Xpq.n = L.
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ongoing transactions in X By the definition of the oracle O, we know that the for the transaction id where the difference 74m # Tam/
happens, the oracle mispredicted with a speculation window of w. This is also the topmost transaction in Xp.
Furthermore, we know that Xp;.n > minWndw(Xp ) by definition of the oracle Oy, and minWndw().
Since the next rule cannot be Rule R:AM-Rollback, we know that Xp;.n > 0 and by INV2(Zr, Xr) we get minWndw(Xr;) > 0
(Similar for XF{I because of 3y, = 2%1).
If 3p4 ~Oam Xr1 by rollback rule, we would have a contradiction because we would need the topmost speculation window of
Xgry.n = 0. But we know that minWndw(Xr;) > 0, because the speculation window of the topmost instance was created with a
speculation window of w.
we know that Xp; ~%am 3, by Rule Single-Base-Oracle.

Tam
We now proceed by case analysis on the rule in =/)y used to derive 3y ==/)r Zgry. Because Zp; = 3/

L, and 71 = 71, we know that the

same rule was used in Z?{ ﬁh , as well.
Rule R:AM-Rollback Contradlctlon. Because Xp; = 2{{ | we have for all instances ®;.ctr = ®].ctr.
Since the same instance would be rolled back, we have 74, = 7/,

Tam — — —
Rule R:AM-Context By inversion on Rule R:AM-Context for the step Zp; ==/9r Zr, we have 3p; = & - Pg and Zpy = Py - '1>:{ with

Tam
Oy =/ Dy
We now do inversion on X j?inﬁ[g 3Ry and Op iafinﬁ[g 5;,:
Rule R:AM-General Contradiction. By X, = X}, we know that Xz,.p = 2, | .p.
This immediately implies that 74, = 74m, Which is not true by assumption.
Rule R:AM-barr-spec, Rule R:AM-barr Contradiction. Since these rules do not generate any observation by definition.
This leads to Tgm = Tamy -

Tam Tam
Rule R:AM-NoBranch From the rule we have that Xz;.0 — Zgy.0and 2}, .0 — X} .0
The case is analogous to the corresponding case in Lemma 49 (Completeness Am semantics w.r.t. speculative semantics).

Rule R:AM-Ret-Spec Then, 74, Tam are generated by the step ;.0 fam, YRy.0 and 2&1.0 Lam’, 2&2.6 generated by Rule R:AM-
Ret-Spec.
From the fact that Xp; = X}, |, Xg1.0 = Zgy.0, X[,,.0 = X}, .0, INV2(Xg1, Zg1), INV2(X], |, 2], ) and from the way we construct
the oracle (see above), we have that O(p, XRl.o(pc),XRl.h) =O(p, Rl.¢7(pc),XRl.h) = w it follows that Rule R:SE-Ret applies to
both Xz and X/,
o

Tsp!
From Rule R:SE-Ret, we have Xy WHR XRz and Xl, MR XI 2 and we know that X .0 —> Xpy.0cand X/, ..o SN X{{z'a'

R1°
Because the non-speculative semantics — is determmlstlc we have 7am = 75p and 7qm = 75py and by our assumption 7am # Tany-
This results in 7 # 75, which proves our claim.

This completes the proof of our claim.

O

Lemma 81 (Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there is a difference in the
trace but before there is none. We use the oracle Oam, as it is defined by Definition 56 (Constructing the Oracle) for the given execution. If

(1) 31 = Zpg

(2) X|I\1 ~XR2 andﬁ %]

(3) Sry #%m Xiy and gy ~Oam Xpy

(4) 2Rl U}\ ;{1 andsz 'U'R
and our oracle is constructed in the way described above Then

I Xp, i,,xm,xRZ i,,,X'
I Z' = Z' R2
Jii| Xllu =X/, andp =92
v 2' Oam X' andZ Oam X’
VT —?"

ProorF. Notice that the proof is very similar to Lemma 27 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).
The only thing that is different is that (1) the specific oracle only mispredicts so there is one less case in the relation and (2) we have a
stronger invariant for that specific oracle.

For these reasons we will only argue why INV2(3/ ) holds in the different cases and leave the rest to the old soundness proof.

R1 Rl
By Induction on Xp; UR and 2Ro UR
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Rule R:AM-Reflection We have 3p; |[f; 2}, and Zp, H‘EOZ{\,’, where Z;R) =3y and I} = Zpy. We choose 2;{1 =3} and 21{2 =37
We further use Rule R:SE-Reflection to derive Xy iEX ! Xk iEXéz with X}, = Xg and X[, = Xg,. We now trivially satisfy all

R1’
conclusions.
— T — T
Rule R:AM-Single We have ZRl,l,l,'z %, with Z;{:jﬁR 2&1 and g, U, % and = =/9r 2&2.
We nov&ol apply IH or;)ZRl U} 2} and Zpy Jf; Z7 and get
(@) Xp; i';,xrg,xm i;,,xrg’
!~ ”
(b) Z}} = E}}/ .
() X, =X andp" =0
d =} ~Oam X[, and 2} ~Oam Xy
() 7 =7
We do a case distinction on x%m in % ~Oam X[, and 2 ~Oam X[/ by inversion:
v5-com-single-base We thus have 3, ~ X[, [com, minWndw(X),) > 0 and INV2(Z{,, X)) (Similar for X7/ and X}).

T
We now proceed by inversion on the derivation %}, =/9s Zf“,
Rule R:AM-Rollback Contradiction, because of minWndw(X},) > 0 and INV2(2, X},).

Rule R:AM-General INV2() trivially holds, because it does not change the speculation window of the states.

T —_ T —
Rule R:AM-Context We have ®p =/ ®p and CD& =r <I>:< . We fulfill all conditions for Lemma 82 (V5AM: Strong Soundness
Single Step) which gives us the desired result.
v5-com-single-rollback We have

X}, =Xp3 - (p, ctr,o, R, h,n"") - (p, ctr’, 6” ,R', W, 0) - Xpy
3, =Sp3 - (pctr,o,Ron) - (p, ctr’, o’ R',n) - Sy
Xp =Xps - {p, ctr, o, h,n"")
IR =2Zp3 - (p, ctr,o0,R, n)
2R ~Xr lcom
INV2(Sp, Xi)
n >0

The form of X/’ and %[/ is analogous.
The case is analogous to the corresponding case in Lemma 50 (Stronger Soundness for a specific oracle and for specific executions).

O

Lemma 82 (V5AM: Strong Soundness Single Step). Let p be a program, w € N be a speculative window, O be a prediction oracle with
speculative window at most @, Xry = X}, - @, Zry = [ - @[] be two speculative states for the always mispredict semantics and Xry, Xr,, be two
speculative states for the speculative semantics.

If the following conditions hold:

(1) Zpy = Iy

(2) Xp1 = Xpzandp =@

(3) Sry #%am Xy and Sy x0am X,

7 T
4) (I)/R =/r 2%1 and(I);{’ =/ 2&2

then there are instances XFM’Xr’zz for the speculative semantics such that:

I X % EIX}’“ and X, X,
IZ )2(}’{1 ;)2(}'{2 andp =@
R1 = SRp 4NAP
v 3, x%m X} and%,, ~%m X/,
Ve=r

Proor. The proof is very similar to Lemma 48 (S: Soundness Single Step AM). The only thing that is different is that (1) the specific oracle
only mispredicts so there is one less case in the relation and (2) we have a different invariant for that specific oracle i.e., INV2(Zp, Xr)

For these reasons we will only argue why INVZ(Z’RI, Xr,u) holds in the different cases and leave the rest to the old soundness proof.
Now we do case distinction on the instruction executed:

not ret instruction or ret instruction and R is empty This includes the rules Rule R:SE-NoBranch, Rule R:SE-Ret-Empty, Rule R:SE-
Call-Full and Rule R:SE-Call. We prove that INV2(X], |, X, ) still holds. The proof for INV2(X],,, X},,) is analogous.

111



CCS *22, November 7-11, 2022, Los Angeles, CA, USA Xaver Fabian, Marco Guarnieri, and Marco Patrignani

The proof is analogous to the corresponding case 'not store instruction’ in Lemma 50 (Stronger Soundness for a specific oracle and for
specific executions).

Rule R:AM-Ret-Spec We know that rule R:SE-Ret applies since it is a ret instruction. We have:

e
XRI_XR Pr

minWndw(X[/") =minWndw(decr(X},)) = minWndw(X},) — 1
Xh.o LXI'{'.O'
S
3 n=3n-1
Yo 53
Note that the step minWndw(decr(X))) = minWndw(X],) — 1 comes from the fact that minWndw(X},) = 3.n and Zg.n > 0 by
assumption.
Depending on the output of the oracle we switch the relation
O(p, 0, h) = 0 We need to show that INV2(2[", X[") holds. The argument is the same as above for not ret instructions.
O(p, 0, h) = w We need to show that INV2(2” - @, X[/" - ®g) holds.
The case is analogous to the corresponding case (store misprediction) in Lemma 50 (Stronger Soundness for a specific oracle and for
specific executions).

O
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K PROOFS FOR COMBINED SEMANTICS

Note that for all the following combinations, we left the Oracle overapproximations proofs in these sections for the sake of
completeness. These proofs are needed to show that the combination is SSS. Furthermore, for Symbolic Preservation of WFC
directly follows from the fact that the source semantics we have fulfill the assumptions made in Appendix E.10 and thus we can
reuse that proof generally for all combinations. A similar thing holds for Relation Preservation for all the source semantics.

First, let us state one of the main results.
THEOREM 23 (WELL-FORMED COMPOSITION /J54R). F /Is4r : WFC

Proor. Immediately follows from Lemma 83 (V45 AM: Confluence), Theorem 24 (V45: Relating V4 with projection of combined),
Theorem 25 (V45: Relating V5 with projection of combined) and Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with
new relation between states). O

Note that we need to require a form of alpha renaming for the speculative projection to the base parts. Since the combination
speculates more than one of its parts, the ctr value is increased more and is out-of-sync with the base. So we cannot require
that the traces are equivalent. But they are alpha equivalent up to renaming of the ctr values.

Consider the example trace (elliding some details):

See that the counters are now out of sync. But note that this is not problematic. It is only the renaming of the counters that is
effected. If we would define an erase function on the traces that deletes the occurrences of the counter from start and rollback
observations, then the traces would be equal again under the speculative projection (See the traces below for an example)
The important thing is, that the speculation happens in both semantics and the same steps were made.

Additionally, these ctr values are only used for us humans to make it more clear what happens. For the AM semantics we
could leave them out, because we know that always the topmost speculation is finished first.

tyas :=---startsi..startg i+ 1startgi+2---rlbgi+1-rlbsi---startsi+3
tyq :=...startsi---rlbsi---startsi+1
tods [5 :=-..startsi-rlbsi---startsi+3

If I take a step in the corresponding semantics and they were related before then You relate them on the speculative projection like you
did for the non speculative semantics
We now describe a very important fact about our semantics, Namely that it is confluent.

Lemma 83 (V45 AM: Confluence). If

T
(1) Zsir Ls+r 20, and

T
(2) Zsir =Ls+r ZL,, derived by a different rule
Then

(1) 28, =2s4r

PRroOF. Note that a difference can only come from using Rule AM-v4-step-V45 for one derivation and Rule AM-v5-step-V45 for the other.
Since these two rules delegate back to the semantics of V4 and V5, we look which two rules are applicable there.
Let us first look at the instructions and rule that could lead to two different rules to be applied:
store x, e, call f, ret Contradiction. There are no two different rules to derive the steps. This is because of the metaparameter Z introduced
into the semantics.
spbarr Then either Rule S:AM-barr and Rule R:AM-barr or Rule S:AM-barr-spec and Rule R:AM-barr-spec are used to derive the steps
(dependent on the value of n).
Here we talk about the case of Rule S:AM-barr and Rule R:AM-barr. The case for Rule S:AM-barr-spec and Rule R:AM-barr-spec is

analogous.

Note that both Rule S:AM-barr and Rule R:AM-barr delegate back to the non-speculative semantics by o 5.

Since the starting state in both derivations is s,z and the non-speculative semantics is deterministic, we have that Z’S R = Z'S'JrR.
otherwise Then Rule S:AM-NoBranch and Rule R:AM-NoBranch were used for different derivations.

But both of these rules delegate back to the non-speculative semantics with o 5o

By determinism of Z, and the fact that the starting state X<,y is the same for both derivations, we have Z’S R = Z’S’JrR.
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K.1 Relating the semantics on their projections with combined.
Lemma 84 (V45: V4 Initial states are in Relation). If

(1) s = Zé"”p, o and

(2) Zor = 2L (p,0)
Then

(1) s = Zsyr by Rule V45-V4:Single-Base.

Proor. Follows from the definition of Zé”it, Zg’}:f{ () and Rule V45-V4:Single-Base.

Xaver Fabian, Marco Guarnieri, and Marco Patrignani

]

THEOREM 24 (V45: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window. Then Behsﬂ (p) =

Beh;" (p)1°.

Proor. The proposition can be proven in similar fashion to Theorem 15 (S AM: Behaviour of non-speculative semantics and AM semantics).

We prove the two directions separately:

« Assume that (p,0) A2 T € Beh;{m(p).

By the definition of Beh‘S;{rR (p) we have an initial configuration o such that (p,0) A2, 7.
The proof proceeds in similar fashion to the analogous case in Theorem 15 (S AM: Behaviour of non-speculative semantics and AM
semantics) by using Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

We can now conclude that p,c 1€ 7 1S e Behsﬂ (p) by Rule S:AM-Trace.

= Assume that (p,0) AL 7 € Behs(ﬂ (p)- We thus know there exists - ¢ : fin such that Zg””p, o Ug %

Let 3¢ = Zé””p, oand Xgp = Z’S’i’f{ (p, 0). By Lemma 84 we have X5 = Jg.p.

We can now We apply Lemma 88 (V45 AM: Completeness w.r.t V4 and projection) and get Zsyr Ug;R 2L, with

»L ~ 3!, by Rule V45-V4:Single-Base and 7 = 7/ 5.

Because of F X7 finand 3! = 3, ., we know that - 3{ . : fin.

We thus have (p, o) A, , GARKS Beh?%lz (p).

Note that Rule V45-V4:Single-Speculation-Start is used as a bridge between speculation and non-speculation. This is necessary
because we delay the putput of a startp id observation using the genreal rule. So starting a speculation actually takes two
turns, until it is visible in the trace. This is exactly what this state in the relatin is for.

(V45-V4:Single-Base)

(V45-V4:Base) AR
ZS z:S+R
@ =0 Z’S -Ap, cir,o,n) = 2/S+R -Ap, ctr’,o,R, n)

(V45-V4:Single-Speculation-Start)

Ts ~Bser Z g U, =" _where transaction with id ctr is rolled back

S+R TS+R

s =X - (p,ctr’,o,m) Tsyr =20, - (p.ctr.o, R n)

Z’S Ap,ctr’,o,n) = Z'S+R -Ap, ctr,o,R,n) - (p, ctr’’, o’ ,R’,n’)

(V45-V4:Single-Speculation-Diff)

ret I-start ctr

Bs ~Bser X UZ. . =" where transaction with id ctr is rolled back

S+R TS+R

Zs =20 (p,ctr’,o,n) Ys4r =2, - (p ctr,o,R,n)

L Ap et o)y = 3L - (p, ctr,a,Ron) - (p, ctr”’, o' R, n')% - Ssipg

(V45-V4:Single)

(V45-V4:Base) | — ’ rS
|ZS| - IZS+R| ZS ZS+R
@~ Z'S -{p, ctr,o,n) ~ Z'S+R -Ap, ctr', o, R, n)

Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics). If

(1) Zs = Xsyp and
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(2) Zsar U, Zopp
Then exists X such that
I 2' =~ X!  and

S+R
I if 3¢ = 3¢, by Rule V45-V4:Single-Base then 3s UTr %% and
I if 3% = 3¢, by Rule V45-V4:Single-Speculation-Start then s Ufr %% and

IV if 3¢ = 3, by Rule V45-V4:Single-Speculation-Diff %5 UhelperS(Tl) %7, wherei = ctr’ by unpacking X
V4:Single—Speculatlon -Diff

<, according to Rule V45-

: T Y
Proor. By Induction on Zsip ﬂs+R SiR"

Rule AM-Reflection-V45 Then we have Y, Us Yoyr With 37
13 5 5 with 55 = 3/
I 3 §PPerseD 51 with 36 = 31
1T Z' = Z,SH‘

— ) T
Rule AM-Single-V45 We have Zs,p U§+R ’S’+R with Z’S’m =/7s4R 2’S+R

<+p = Zs+r and by Rule AM-Reflection-V45 we have

We 1/rllow agply [HonXY , U5+R , and get
(@) =& = 2g p
(b) if 37 = =¥, by Rule V45-V4:Single-Base then X5 Ug %7 and

S
() if =¥ =~ X7, , by Rule V45-V4:Single-Speculation-Start then Xs Usr %7 and

S+R
(d) if =7 = 27, , by Rule V45-V4:Single-Speculation-Diff then s Uhelp erS(“) %Y, where j = ctr’ by unpacking X/
Rule V45-V4:Single-Speculation-Diff
We do a case distinction on = in £ =~ X7, :

Rule V45-V4:Single-Base We have

<, according to

s UT[ Z//
3¢ =30 - (p,ctr,o,n);

144 144
Sp =20 - p,ctr’ o, R, ns

1244 1224
25" ~Zoip

T
We proceed by inversion on the derivation 3¢, , =/9s4r 25, -
Rule AM-v5-Rollback-V45 Since = = %7, , by Rule V45-V4:Single-Base, there cannot be a roll back of V5.
Rule AM-v4-Rollback-V45 By (b), 1t can only be roll back of V4 and only be the topmost state.

Furthermore, this means that n = 0.

rlbs ctr
Then 27 —===/)s 2, by Rule S:AM-Rollback, since n is equal between the two states.
Since X7’ ~ Z’S’;R and the fact that the rollback only changed the counter of 2" and X7, (and deleting the topmost state), we

have 3! = %7, , by Rule V45-V4:Single-Base.
This means we need to show that7- /5 =75 - ¢

Because the rollback observations is from V4, we have -8 =75 1 by definition of IS and thus have 3 UT o1 ZL.

Rule AM-Context-V45 We have &5, :Z?Sm cI>5 +rand n > 0.
T —
We now use inversion on ®s,p =/9s4p Psyr:

T —
Rule AM-v4-step-V45 Then we have @<, IS = (ds,R) and ®s </)s <1>’S.
By relation ~ we have that Z’S' = ®s - (p, ctr’, o,n) and s = (p, ctr’, o, n).

Thus, 2%’ can take the same step (in conjunction with Rule S:AM-Context) using =/9s: 3¢ =/)s 2L,
Since the same rule was used to derive the step and 2 ~ X7 by Rule V45-V4:Single-Base, we have ¢ ~
V4:Single-Base.

This means we need to show that7- 7/ ° =71 - ¢

Since the same rule was used and the fact that Z’ ! & Z’S’+R,

Since the rules of V4 cannot generate a startp ld or rlby id observation, we have 7- 5 =75 - 7 by definition of M.

%7, by Rule V45-

we know that 7’ = 7.

-3
This means we have 3¢ llg @ Z'S as needed to show.
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T p—
Rule AM-v5-step-V45 Then we have @<,y R =, @fz.
T —
By inversion on ®s.p MR =5 CDE we get:

T S
Rule R:AM-Ret-Spec We use Lemma 86 (V45: V4 step) and get % T;ﬁs % and I7 ~ 3, by Rule V45-V4:Single-
Speculation-Start, since Rule R:AM-Ret-Spec was used.
This means we need to show that7- 75 =715 - .
We know that 715 = 7 and since 7 is not a start id or rlb id observation, we have - 7|° =7 - ¢

= NS
This means we have 3¢ llg d 2'5 as needed to show.

S
otherwise We use Lemma 86 (V45: V4 step) and get =’ igﬂg 3., 1% = rand %% ~ X¢, . by Rule V45-V4:Single-Base, since
Rule R:AM-Ret-Spec was not used.
This means we need to show that7-71° =7° - ¢
We know that 7|° = rand have7- [ =75 - ¢ by definition of 1S,
This means we have X5 Ugrrs % as needed to show.
Rule V45-V4:Single-Speculation-Start We have:

s UT[‘ 2//
¢ =2" - {p, cir,o,n)
2,5/_,.}{ /5,.,,.}{ (P, ctr’,o,R,n) - (P, ctr’”, o, R',n")er 1. starty ctr’

U (p,ctr,o,n) ~] - (p, ctr’, o, R, n)

T
We now proceed by inversion on the derivation 3¢, , </9s4r 2¢ -
Rule AM-v4-Rollback-V45 Contradiction, because p is non-empty.
Rule AM-v5-Rollback-V45 Contradlctlon because p is non-empty.

Rule AM-Context-V45 We have CI)5+R QSJ,R <I>5+|\

We now use inversion on ®s,p QSJ,R <I>5+R
Rule AM-v4-step-V45 Contradiction, because p is non-empty and Rule S:AM-General does not work on starty id observations.

T j—
Rule AM-v5-step-V45 Then we have @<, R =5 CI>|,<.

T
By inversion on ®s.p MR =5 <I>R we get:
Rule R:AM-General By definition we have 7 = starty ctr. Since Rule R:AM-General does not modify the state, we have
’ "
z:S+R ZS+R retl’
Then we choose % = 37’ and derive the step =7’ IS 2¢ by Rule S:AM-Reflection.
We now fulfill all premises for Rule V45-V4:Single-Speculation-Diff and have 3! ~ %7 .
We need to show that 3¢ UZelperS(r'r’l) 2% holds.
We have:

H Definition helpers()
= helpers(T - starty ctr’, ctr’) T =startp ctr’

= helpers(T - 7,i)

and we have 7| by IH.
_.s -
Since % = %Y and TH X5 Ugr %Y, we have 3s llgelperS(T 2 %7 as needed to show.
otherwise Contradiction, because p is non-empty.
Rule V45-V4:Single-Speculation-Diff We have
s Ugelﬁfrs(ij) err
3¢ =3¢ -(p, ctr,o,n)

7"
ZS+|\ _ZS+|\

3¢ (p, ctr,o,n) ~Z’S/J:R (p, ctr’’, o, R, n)

17 117 // n” "
Ap,ctr’” o, Ryn) - {p, ctr’’, o, R", n") - 2s+R

j =ctr’”’
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Rule AM-v4-Rollback-V45 This means a transaction is rolled back that was created later than the transaction with id = j.
Then we choose Xf = %7’ and derive the step 2’ || 3¢ by Rule S:AM-Reflection.
Since the transaction with id = j was not rolled back, it is still ongoing. Furthermore, only the topmost instance of =, , did
change.
Thus, Z’S’ " Ap,ctr,o,n)y ~ 2 - (p, ctr’, 0, R, n) still holds and we fulfill all preconditions.

S+R

That is why %7 ~ X¢ . by Rule V45-V4:Single-Speculation-Diff still holds.

S+R

Since the transactions of v5 is still ongoing, we have helpers(7T - rlby id, j) = helpers(7, j).
By IH we have 3 UZelperS(w) =
Combined with X7’ = Z{ we get s UZelperS(T’j) 37 and are finished.

Rule AM-v5-Rollback-V45 There are two cases depending on the id of the rolled back transaction:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.

The case is analogous to the case of Rule AM-v4-Rollback-V45 in Rule V45-V4:Single-Speculation-Diff.

id = j Then we choose %{ = %’ and derive the step 2" |£ %% by Rule S:AM-Reflection.

Since the transaction with id = j was rolled back, we know that Z’S R Z’S’J:R Ap,ctr'’”’, o, R, n).

Because only the ctr did change in the now topmost state of Z'S+R, we have Z’S" -{p, ctr, o, n)y ~ Z’S’J:R ~A{p, ctr’”’, o, R, n).
We thus have = ~ ¥{ . and can derive 3¢ ~ ¢, by Rule V45-V4:Single-Base.
For the trace, we get T - rlbg j|¥ = helpers(7, j) by definition of 1 and id = j.

Since by IH we know 3 Ugelp ers (%) 3! and by the fact that =’ = %/ we are finished.

otherwise Then we choose 2, = 3¢ and derive the step X7’ ||£ ={ by Rule S:AM-Reflection since the transaction with id = j is
still ongoing.
The case is analogous to the case of Rule AM-v4-Rollback-V45 in Rule V45-V4:Single-Speculation-Diff.

which

Notice here, that there is a difference in the semantics of its parts of the combined, because of the meta parameter Z that
influences the no Branching rule.

This is where the difference comes from.

Furthermore, these proofs are repeatable for each version, because the uderlzing semantics just uses the no Branching rule,

is always there.

Lemma 86 (V45: V4 step). If
(1) s = Es4r by Rule V45-V4:Single-Base and
— — —
(2) Bsyr = sy - Dsyp and T¢, o = Osyp - Poypp and

T —
(3) sy 1R =9 @), and

Then
S

a4
(1) s =5 2’5 and
(2) if the step was not derived by Rule R:AM-Ret-Spec then 7, = >, by Rule V45-V4:Single-Base and

S+R

(3) if the step was derived by Rule R:AM-Ret-Spec then 3, = Xt . by Rule V45-V4:Single-Speculation-Start

S+R

ProoF. We have by =:

s :2'5' -{p, ctr,o,n)
Ssir =20, p - {p, ctr’, 0, R, n)

144 144
2 ~25+R

. . o=
We proceed by inversion on ®sp R = dp:

T
Rule R:AM-Ret-Spec Then we use Rule S:AM-NoBranch to derive a step Xs </9s <.
Since Rule R:AM-Ret-Spec creates a new instance that is used for speculation but updates the state below correctly using the

. . T —
non-speculative semantics Ys.z.0 — o', we have 3, = Osyp - (p, ctr,a’,R',n) - (p, ctr + 1, 6", R', 0’ )ret Lstarty cir
’

Since Rule S:AM-NoBranch was used, we have Z'S.O' 6.
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By Rule V45-V4:Single-Base we know that 3s.0 = Js.p.0 and thus 7 = 7/ and ¢’ = ¢’’ by determinism of the non-speculative
semantics.
We thus have that 55+R -{p, ctr,0’,R’,n) ~ Z’S (the speculation window n was changed in the same way) and can relate Z’S =
by Rule V45-V4:Single-Speculation-Start.
Furthermore, 715 = 1 by definition of M.

Rule R:AM-barr or Rule R:AM-barr-spec or Rule R:AM-NoBranch We do the case for Rule R:AM-barr. The case for Rule R:AM-barr-
spec and Rule R:AM-NoBranch is analogous.
By Lemma 83 (V45 AM: Confluence) we know that Rule S:AM-barr could have been used as well.
Since X5 = Xsip by Rule V45-V4:Single-Base, we know that Rule S:AM-barr applies.

We thus derive X :%?g Z’S by Rule S:AM-barr.

Because of confluence, we know that Rule S:AM-barr and Rule R:AM-barr change the state in the same way.

Thus, 2¢ ~ 27, holds by Rule V45-V4:Single-Base and the same observation was generated.

Furthermore 7]° = 7 by definition of M.
Rule R:AM-General Contradiction. This means that Xs,r.p either contains a starty id or a ret [ observation.

But then by 25 = Xs4r we have that Xs.p contains one of these observations as well.

This is impossible, because they cannot be generated according to =/7s, contradicting the assumption that ¥s =~ Zgg.
otherwise This includes the rules: Rule R:AM-Call-Full, Rule R:AM-Ret-Empty, Rule R:AM-Ret-Same and Rule R:AM-Call.

We do the proof for Rule R:AM-Call-Full. The proof for the other rules is analogous.

Then we use Rule S:AM-NoBranch to derive a step g :%?5 Z’S.

Because both Rule S:AM-NoBranch and Rule R:AM-Call-Full delegate back to the non-speculative semantics and we know that
¥s5.0 = Xs4p.0, we know that the same rule in the non-speculative semantics was used.

Since the non-speculative semantics is deterministic, we know that the same configuration ¢’ is reached for both derivations. and the
same observation 7 is generated in both as well.

We thus have X ~ X7, by Rule V45-V4:Single-Base.

Furthermore 7]° = 7 by definition of M.

’
S+R

Lemma 87 (V45: V5 step). If
(1) 2 = Zs4r by Rule V45-V5:Single-Base and
il — —
(2) Bs4r = sy Dsyp and ¢, = Osyp - Poypp and

S+R
S Ih. T
(3) Os4r 1 =s ®s and
Then
7R
(1) 2 ==r 2;{ and
(2) if the step was not derived by Rule S:AM-Store-Spec then 3/, ~ 3. . by Rule V45-V5:Single-Base and
p y D h y g

S+R

(3) if the step was derived by Rule S:AM-Store-Spec then 3.}, = %, by Rule V45-V5:Single-Transaction-Start

Proor. We have by =:
g ==} - (p, ctr, o, R, n)
Sser =24, - {p. ctr’, o, R, m)
X ~3 R
T —
We proceed by inversion on &g M = @:{:
T
Rule S:AM-Store-Spec Then we use Rule R:AM-NoBranch to derive a step Xr </9r Z’R.
The case is analogous to the corresponding case of Rule R:AM-Ret-Spec in Lemma 86 (V45: V4 step).
otherwise This includes Rule S:AM-barr or Rule S:AM-barr-spec or Rule S:AM-NoBranch.

We do the case for Rule S:AM-barr. The case for Rule S:AM-barr-spec and Rule S:AM-NoBranch is analogous.
The case is analogous to the corresponding case in Lemma 86 (V45: V4 step).

Completeness

Lemma 88 (V45 AM: Completeness w.r.t V4 and projection). If
(1) s = Es4r by Rule V45-V4:Single-Base and
(2) %5 IT 52
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Then exists Z’S+R such that

I 3% = 3¢, o by Rule V45-V4:Single-Base and

T 3s4p U5, 24,5 and
mz=715

Proor. We proceed by induction on Xg Ug A
Rule S:AM-Reflection By Rule S:AM-Reflection we have Zs ||£ 3s. with X5 = Z’S.

I - III We derive Xs,p Ug;R %%, by Rule AM-Reflection-V45 and thus 3syr = 27, .

By construction and 1) we have =¢ ~ 2, by Rule V45-V4:Single-Base.

Since ¢° = ¢ we are finished.

— T
Rule S:AM-Single Then we have X5 || 2 and 2 =/)s %7,
We need to show
I 3 57 2L, and
I = =~ X7, , by Rule V45-V4:Single-Base and
mz-r=7 75 -
We applyithe IHon X5 | X we get
U Zgyr U2 ZIS’+Rp and
I’ 3¢ ~ X7, , by Rule V45-V4:Single-Base and
v z=7|%
By Rule V45-V4:Single-Base we have:

Y =31 -(p, ctr,o,n)

Y =2 - p.etr’, o, R, n)

1444 1244
%S ~25+R

T
We continue by inversion on X¢ =/7s %:
Rule S:AM-Rollback Then n = 0 and ={ = 27" except that the ctr was updated: X, .ctr = ctr.

T/
Since n = 0 and 3 ~ X, , we can apply Rule AM-v4-Rollback-V45 and get >, , =/9sr Z¢,, with 3 . = 3, where

S+R
XL pectr=ctr'.
Since the ctr value does not influence ~, we have 2{ ~ 37 and can conclude X7 ~ Xt by Rule V45-V4:Single-Base.

Next, we need to show that 7- 7 =7 - ¢/ 5.
We have 715 = ¢ by definition of 1S and the fact that ¢/ = rlbs cir.
This means we have:

7 T[S Definition rS

75 by IH

’ ’
T T=T

I
<1

1l
<1

T

and we are finished.
T —
Rule S:AM-Context We then have (p, ctr, o, n) =/)s <I>,S and n > 0.

T/
By =¥ = %7, , we know that Rule AM-Context-V45 applies for the step 2, , =/9s+r 2¢, , as well.

4 —
We now need to find a derivation for the step (p, cir’, o, R, n) </9s4r <I>/S +r according to Rule AM-Context-V45.
T p—
We proceed by inversion on {p, ctr, o, n) =/7s CD’S:

Rule S:AM-NoBranch We get (p, ctr, o, n) :zﬂg 5’5 by o 5o
Furthermore, Z’S.n =n-1
We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) = ret and R is non-empty and R value is different to return address Then, a speculative transaction of V5 with
id is started using Rule R:AM-Ret-Spec through Rule AM-v5-step-V45 and a new instance ¢, , was pushed on top of the stack

144
of X7\
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Furthermore, the instance below the newly created state was updated correctly using o L ¢ and reduced their speculation
window by 1.

The state now consists of =7/, - (p, ctr’, o', R’ ,n — 1) - @/

S+R S+R*
: P : : ’ Z r-start id-7”/-rlb id 7
Since every transaction is rolled back at some point, we know that there exists 27, such that ¥ . |3 DI

and the last rule that was used was Rule AM-v5-Rollback-V45.

Because during the execution of the speculative transaction with id id, only the topmost state is changed, we know that the
correctly updated state was not changed.

Since the roll back deleted the topmost state, the correctly updated one is now at the top again.

This means that X! ~ ¥{ . by Rule V45-V4:Single-Base by determinism of the non-speculative semantics.

Next, we need to show that 7- 7 =7 - ¢/ - startg id - 77 - rlbg id|S.
Notice that 7/ - startp id -7 - rlbg id|S = 7 15 = 7’ by definition of * and the fact that ,S/+R = 3.
This means we have:

7 .r - startpid -7 - rlbg idS
=7 - 15 Definition [°
715 r=7 and IH

T

1l
Bl

and we are finished.

p(o(pc)) =ret and R is empty or R is not different to return address Since n > 0, the state can do a step using either
Rule R:AM-Ret-Empty or Rule R:AM-Ret-Same through Rule AM-v5-step-V45 (Note that the meta parameter Z restricts the V4
semantics in the combined part).

The rules delegate back to the non-speculative semantics to do the step: o L ¢’ and reduces n by 1.

o
P [ 4
This gives us 2, , =/2s4r 2%, -

From the determinism of the non-speculative semantics and 2%’ = X/

<, we can conclude that =7 = 3 . by Rule V45-V4:Single-

S+R

Base.

Next, we need to show that 7- =7 - ¢/ 5.

Since the observation 7’ was generated by the non-speculative semantics and there is no ongoing transaction of V5 (because
3 ~ X, ;) we have 7/ M=t

Furthermore, by determinism of — we have 7’ = 7. This means we have:

7 - 7% Definition °

and we are finished.
p(o(pe)) = call f Since n > 0, the state can do a step using either Rule R:AM-Call or Rule R:AM-Call-Full through Rule AM-v5-
step-V45. (Note that the meta parameter Z restricts the V4 semantics in the combined part).

Both of these rules delegate back to the non-speculative semantics to do the step: o L ¢’ and reduces n by 1.
The rest is analogous to the case above.
otherwise Then we can either use Rule R:AM-NoBranch through Rule AM-v5-step-V45 or Rule S:AM-NoBranch through
Rule AM-v4-step-V45.
Because of Lemma 83 (V45 AM: Confluence), we know that it does not matter which rule we use, which means we can use the
same rule as for v4 do derive the step.
This gives us X7, , ;ﬂsm DA
Since the same rule was used, we have 7 = 7" and 7 ~ X{ by Rule V45-V4:Single-Base.
Furthermore, since the observation 7 was generated by the non-speculative semantics and there is no ongoing transaction of
V5 (because ¢ ~ X7, ) we have 7/ M=t
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This means we have

7 Definition [
= ?' rS . I', by IH
=7-7 =1
=77

and we are finished.
otherwise These rules include Rule S:AM-barr, Rule S:AM-barr-spec, Rule S:AM-General and Rule S:AM-Store-Spec. Since the
rules of V4 are included in the combined semantics and 35 = Ys,p, we can use the corresponding rule in the combined semantics
by Confluence or delegate back to V4 by Rule AM-v4-step-V45.
This means we can always do the same step in the combined as in the V4 semantics.

K.2 Combination V45 and projection to V5

THEOREM 25 (V45: RELATING V5 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window. Then Behg‘ (p) =
Behiy" (p) 1R,

ProorF. The proposition can be proven in similar fashion to Theorem 24 (V45: Relating V4 with projection of combined). We prove the
two directions separately:

& Assume that (p,0) A%,

By the definition of Behiz"*R (p) we have an initial state Zs.p = Zg-lzlti (p, o) such that (p, o) @g)+1{ 7.

The proof proceeds in similar fashion to the analogous case in Theorem 24 (V45: Relating V4 with projection of combined) by using
Lemma 89 (V45: Soundness of the AM speculative semantics w.r.t. AM v5 semantics).

We can now conclude that (p, o) Qf‘{’ R e Behf? (p) by Rule R:AM-Trace.

= Assume that (p,0) AR 7 € Beh“Rﬂ (p). We thus know there exists + 2/, : fin such that Zf\,””p, o Uﬁ %

7€ Beh i (p).

The proof proceeds in the same way as the corresponding case in Theorem 24 (V45: Relating V4 with projection of combined) by
using Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).

We thus have (p, o) A9, 7’ € Behs;l'R (p) with 7/ IR =7,

2R = o4
(V45-V5:Single-Base)

(V45-V5:Base) |Z’S| = |X§| oA

’
R S+R

o=0 35 Apoctr o, R, ny? ~ Sep bt o R, nyb
(V45-V5:Single-Transaction-Start)
IR ~3s4r 20 ZU Ug 3" where transaction with id ctr is rolled back
Sg =3 - (p,ctr,o, R, n) o4 = -(p, ctr’, o, R, n)
false
bypass n-starts ctr

’
2S+R

’ ’ ’ VAR Y
L Ap.ctro,Ron) = 50 - (p,ctr’, o, Ron) - (p, ctr’’, o’ ,R',n")
(V45-V5:Single-Transaction-Rollback)

IpR~3sr 20 ZU Ug %" where transaction with id ctr is rolled back

Zp =X} - (p, ctr, o, R, n) Bsip =2, (psetr’ o Ron)

S (poctr o, Ron) & 3L, - (poctr’, o, Ron) - (p, et o R, n MO 5 g

2R ~ Zs4r

’
S+R

(V45-V5:Single)

(V45-V5:Base) 7| — ’ rS
|ZR| - IZS+R| ZR 2S+R
@~ 2;{ -{p, ctr,o, R, n) ~ Z'S+R -Ap, ctr’,o,R, n)

Lemma 89 (V45: Soundness of the AM speculative semantics w.r.t. AM v5 semantics). If
(1) Zp = 2§+R and

(@) Zsar U, 2IS+R
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Then exists Z;z such that
I Z& =X _ and

S+R
—=MR
I if 3}, =~ 37, by Rule V45-V5:Single-Base then UITJ ¥, and .
o1 if %}, = %t , by Rule V45-V5:Single-Transaction-Start then 3 Uf{r %, and

IV if 3}, = 3, by Rule V45-V5:Single-Transaction-Rollback Uﬁel‘oem (@) X, wherei = ctr’ by unpacking =7, according to Rule V45-
V5:Single-Transaction-Rollback.

ProoF. By Induction on Zs,p U;R DA

Rule AM-Reflection-V45 Then we have 254 |£, ; Zs4r with Z’S +r = Zs+r and by Rule AM-Reflection-V45 we have
13, =3,

I %, uij 5/, with $p = 57,.

I s, JPPrRED 51 with s = 57,

Note, that the initial relation £ = X5, does not change.
— T
Rule AM-Single-V45 We have ZS:/R Ve, 2 with 2 0 /0s4r B0,
We now apply IH on 27, 2, 27, and get

YY)
(@) 2 =27,

—IR
(b) if =] = 27, , by Rule V45-V5:Single-Base then Ugr %Y and
(c) if =

=MR
%7, by Rule V45-V5:Single-Transaction-Start then X Uf{r %7 and
(d) if 27 = =¥, by Rule V45-V5:Single-Transaction-Rollback 3 llgelp err (7.J) %Y, where j = ctr’ by unpacking 37, . according to
Rule V45-V5:Single-Transaction-Rollback

We do a case distinction on = in X/ =~ %7, :
Rule V45-V5:Single-Base We have

Q

Q

—=MR
R UQ =y

3 =31 (p,ctr,o, R,y
" nr /
Tp =2 (pctr’, o R, n)ﬁ

1244 1244
Zp"~ Egip

T
We now proceed by inversion on the derivation X7, , =/9s4r 2%, ¢
Rule AM-v5-Rollback-V45 By (b), it can only be roll back of V5 and only be the topmost state.

Furthermore, this means that n = 0.
rlbg ctr
Then 2?{ —=/i 2& by Rule R:AM-Rollback, since n is equal between the two states. The rest of the case is analogous to

Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

Rule AM-v4-Rollback-V45 Since 2] ~ 37 . by Rule V45-V5:Single-Base, there cannot be a roll back of V4.

Rule AM-Context-V45 We have @, :%?54.[{ 5g+R.
We now use inversion on ®s,p Tgﬁg.'.[{ 55+|g:
Rule AM-v4-step-V45 Then we have @,y IS T%?s 5’5.
By inversion on ®sip rS 1%?5 5,5 we get:
Rule S:AM-Store-Spec The case is analogous to the corresponding case Rule AM-v5-step-V45 Rule R:AM-Ret-Spec in

Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics) using Lemma 87 (V45: V5 step) and the
fact that Rule S:AM-Store-Spec was used.

otherwise The case is analogous to the corresponding case Rule AM-v5-step-V45 in Lemma 85 (V45: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics) using Lemma 87 (V45: V5 step) and the fact that Rule S:AM-Store-Spec was
not used. .

Rule AM-v5-step-V45 Then we have @< [ =/ 5;.

The case is analogous to the corresponding case Rule AM-v4-step-V45 in Lemma 85 (V45: Soundness of the AM speculative

semantics w.r.t. AM v4 semantics) combined with the fact that the rules of V4 cannot generate a starty id or rlby id

observation.
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Rule V45-V5:Single-Transaction-Start We have:

n Ur[ Z”
N =3 - {p, ctr,0,R, n)
z“IS/-I-R H,}\ (. ctr’,o,R,n) - . cr”, o'\ R, n/>bypass n-starts ctr’

Y (p,ctr,o,Ron) ~3C), - (p, ctr’, o, R, n)

T
We now proceed by inversion on the derivation X7, , =/9s4r 2{, -
Rule AM-v4-Rollback-V45 Contradiction, because p is non-empty.
Rule AM-v5-Rollback-V45 Contradiction because p is non-empty.

Rule AM-Context-V45 We have <I>5+|< ﬂ5+|g <I>5 +R-

We now use inversion on &g WQSH\ <I>5+R
T —
Rule AM-v4-step-V45 Then we have @<, S =/ CIDfQ,
T —
By inversion on @< M =/ CID,S we get:
Rule S:AM-General By definition we have r = starts ctr’. Since Rule S:AM-General does not modify the state, we have
’ N
2S+P\ ZS+h Abypass n’
Then we choose %}, = 37 and derive the step X7 |f; %/, by Rule R:AM-Reflection.

We now fulfill all premises for Rule V45-V5:Single-Transaction-Rollback and have 2, ~ X7 ..

We need to show that Xy UhezP er(T-zetr’) 3, holds.
We have:
7R Definition helperg()
=helperg(7 - starts ctr’, ctr’) T =starts ctr’

=helperg(7 - 7, ctr’)

and we have 7R by IH.

Since X}, = 2/ and IH =y UTF %7, we have 2 ||,

0therw1se Contradlctlon because p is non-empty.
Rule AM-v5-step-V45 Contradiction, because p is non-empty and Rule R:AM-General does not work on starts id observations.

Rule V45-V5:Single-Transaction-Rollback We have:

helperg (z-7.ctr’) Z' as needed to show.

Z , UhelperR(?,j) Z',’

= =3 - (p,ctr,o,R,n)

14 // 244 // 124 ”
Zsip = s,+|< (p,ctr” o, R,n) - {p, ctr’”’, "', R” ,n"") - ZS*_R

Y- (p.ctr,o,R,ny ~3], - (p, ctr’, 0, R, n)
Jj =ctr’

T
We now proceed by inversion on the derivation 3¢, , </9s4r 20, !
Rule AM-v5-Rollback-V45 This means a transaction is rolled back that was created later than the transaction with id = j.

Then we choose %, = 2/ and derive the step 2|} | %, by Rule R:AM-Reflection.
The case is analogous to the corresponding case in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4
semantics).
Rule AM-v4-Rollback-V45 There are two cases depending on the id of the rolled back transaction:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.
The case is analogous to the case of Rule AM-v5-Rollback-V45 in Rule V45-V5:Single-Transaction-Rollback.
id = j Then we choose 3, = %{/ and derive the step [/ | 3, by Rule R:AM-Reflection.
Since the transaction with id = j was rolled back, we know that Z'S+ Z’S'J:R {p,ctr’”’, o, R, n).
For the trace, we get 7 - rlbs jIR = helperg (7, j) by definition of MR and id = j.
The rest of the case is analogous to the corresponding case Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics).
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otherwise Then we choose =}, = 2! and derive the step =} ||f, %}, by Rule R:AM-Reflection. Analogous to the corresponding case
in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).
m}

Lemma 90 (V45 AM: Completeness w.r.t V5 and projection). If
(1) 2R = Zs4r by Rule V45-V5:Single-Base and
) Zr I} 2]

Then exists Z’S+R such that

I3 = z:s,+R by Rule V45-V5:Single-Base and
I Sy U, 26,y and

mz=7R

ProOOF. We proceed by induction on Xy UE Zf{:
Rule R:AM-Reflection By Rule R:AM-Reflection we have > ||, Zg. with 2 = X7

I - III We derive Xs,p U?H\, %%, by Rule AM-Reflection-V45 and thus 3syr = 27, .

By construction and 2) we have %}, = 37 by Rule V45-V5:Single-Base.

Since ¢° = ¢ we are finished.

— T
Rule AM-Single-V45 Then we have %y |)Z 2] and 27 =/ Z],.
We need to show
I 35 57 22

SHR%s T 2SR and )
I 3}, ~ 3¢, by Rule V45-V5:Single-Base and

Mz r=7- 7R ~
We apply the TH on %y ||, 2/ we get
s T ’”
I’ Z,S,*—R Ug/_';R ZS+R and )
I =7 ~ 27, by Rule V45-V5:Single-Base and
v =7k
By Rule V45-V5:Single-Base we have:
N =3 - {p, ctr,o,R, n)
Z'S’JrR =E'S’J:R {p,ctr’, o, R, n)
S

T
We continue by inversion on X} =/9r X};:
Rule R:AM-Rollback The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection)

using Rule AM-v5-Rollback-V45.
T —
Rule R:AM-Context We then have (p, ctr, o, R, n) =/9r <I>;{ and n > 0.

’
’

T
By =/ = %7, , we know that Rule AM-Context-V45 applies for the step 3¢, , =/Js+r 2¢, , as well.

T —
We now need to find a derivation for the step (p, ctr’, o, R, n) =/Ds4r <I>/S +r according to Rule AM-Context-V45.
T —
We proceed by inversion on (p, ctr, o, R, n) =/9r <I>;3:

Rule R:AM-NoBranch Then n > 0 and (p, ctr,o,R, n) JQR 5;3 by o S

Furthermore, Z’R.n =n-1

We now do a case analysis on the instruction p(o(pc)):

p(o(pc)) = store x, e Then, a speculative transaction of V4 with id is started using Rule S:AM-Store-Spec through Rule AM-v4-
step-V45 and a new instance 5;+R was pushed on top of the stack.
Furthermore, the instance below the newly created state was updated correctly using o 5 ¢’ and reduced their speculation
window by 1.
The rest of the case is analogous to the corresponding case (p(o(pc)) = ret and R is non-empty and R value is different to
return address) in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection).

otherwise Then we can either use Rule R:AM-NoBranch through Rule AM-v5-step-V45 or Rule S:AM-NoBranch through

Rule AM-v4-step-V45.
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Because of Lemma 83 (V45 AM: Confluence), we know that it does not matter which rule we use, which means we can use the
same rule as for v5 do derive the step.

T/
. . n ’
T.hlS givesus 2, =/Ps4r L, -
Since the same rule was used, we have 7 = 7/ and Zg ] Z’S+R,
Furthermore, since the observation 7 was generated by the non-speculative semantics and there is no ongoing transaction of
ARV
V4‘(because L3
This means we have

) we have 7/ IR = 1.

7 - IR Definition IR

and we are finished.
otherwise These rules include Rule R:AM-barr, Rule R:AM-barr-spec, Rule R:AM-General, Rule R:AM-Ret-Spec, Rule R:AM-Ret-
Same, Rule R:AM-Ret-Empty, Rule R:AM-Call and Rule R:AM-Call-Full. Since the rules of V5 are included in the combined
semantics and s = Xs;p, we can use the corresponding rule in the combined semantics by Confluence or delegate back to V5 by
Rule AM-v5-step-V45.
This means we can always do the same step in the combined as in the V5 semantics.
O

Corollary 2 (V45: Relating Combined to non-speculative). Letp be a program and w be a speculation window. Then Behns(p) = Behi;[+R (p) Tns-

Proor. By Lemma 10 (V45: Relating speculative projections to non-speculative projection), we have Behs&;{R P)Ins = Beh;"R(p) SR,
By Theorem 24 (V45: Relating V4 with projection of combined), we have that Beh?;"R = Behsﬂ (p).
By Lemma 16 (V5: speculative-projections equal to non-speculative Projections), we get Beh‘zI (p) IR = Behg{ (p) Tns-
By Theorem 14 (S SE: Behaviour of non-speculative and oracle semantics), we know that Behs(ﬂ (p) Tns = Behns(p).
Combining these facts we get:
Beh;" (p) Ins
= Beh ;" (p) 151
= Beh' (p) 1"
= Behgﬂ (P) Mns
= Behns(p)

and are finished. o

Corollary 3 (V45: SNI of combined). Let p be a program. If p satisfies SNI under the combined semantics, then it also satisfies SNI for the
semantics of v4 and v5.

Proor. Let p be a program that satisfies SNI under the combined semantics. Assume there are o, ¢’ € InitConf with o ~p ¢’ for some
policy P and (p.o) AQ: 7. (p.o") A 7.

We need to show that

(1) (p,o) ﬂg’ 75, (p,0’) [ﬂg’ Ts

) (p.o) AL 77, (p, a’) AL 7

We show the proof for 1). The proof for 2) is analogous using Theorem 25 (V45: Relating V5 with projection of combined).

Unfolding the definition of SNI for the combination we get:

(1) if o ~p o’ and (p,0) A T, (p,0") AL 7. then (p,0) AL, , Tsr, (p,0") AL, , Tsr

After initialization we have (p, o) A%, Tsr, (p,0") AL, Tsr-

By Theorem 24 (V45: Relating V4 with projection of combined) we have (p, ) Q¢ (7sr 15) e Behsﬂ (p) and p, 0" AL (Tsr 15) e Behsﬂ (p),

which is what we needed to show.
O
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K.3 Relating Speculative and AM semantics
The oracle semantics is Confluent as well:
Lemma 91 (V45SE: Confluence). If

(1) Xs4r £ wg O X, and

(2) Xsr oy Osix XY, , derived by a different rule

Then

(1) XS+R = Xs+r

PRrooF. Analogous to Lemma 83 (V45 AM: Confluence) O
THEOREM 26 (V45: SNI). For a program p, all oracles O with speculative window at most w and for a security Policy P, p r—grR SNI iff

P Fs+r SNL

Proor. We prove the two directions separately:
(=) The proof proceeds analogous to Theorem 17 (S SNI) using (Lemma 102 (V45: Completeness Am semantics w.r.t. speculative semantics))

(<) The proof proceeds analogously to Theorem 17 (S SNI) using the Soundness (Lemma 97 (V45: Soundness Big-step))

and Completeness () results. O

The relation is very similar to the one of V4 and V5. We just have to account for both speculation sources. This is done by
adding the condition x = false V (x € N A x = m(a(sp))) to the cases to show that speculation can come from either side

Definition 64 (V45: Relation between AM and spec for all oracles). We define two relations between AM and oracle semantics. = ~

2Zs4R Fs4R Xs4R

(V45:Base)

(V45:Single-Base)
Zs+r ~ Xstrlcom  INV(Zsir, Xs4r)
D= %) ~
SHR Zs4R ®s+R Xs+R
(V45:Single-OracleTrue)

Ysir ~ Xs4r Mcom ’+R U3+R Z’S’J:R where transaction with id ctr is rolled back
Xsp =X 5 - (p, ctr,o,R, h,n"") x = (S, false) V (R,m A m = m(a(sp)))
B =2, - (p,ctr,o, R, n) INV(Zs4+r, Xs+R)

L Apsetr o Rony - (pyetr’, o' R, n') - Bsipy msyr XE - poctr, o, Robn") - (p, ctr’, o, R, b0/ )™
(V45:Single-Transaction-Rollback)

X§’+R rwm n>0 XU, U5+R %Y where transacnon with id ctr is rolled back  x = (S, true) V (R, m)

Xsr =X, - (s ctr, o, R h,n") Zser =24, - (psctr, o, R, n) INV(Zs4r, Xs+r)
X g poctr o Ron) - (p,etr’, o R, n')* - Zsipy msar X g (poctr, o, RoAn") - {p,ctr’, o’ R\, 1, 0% - Xsipy

Zs4r ~ Xs4r

7
ZS+R

(VisiBase) (V45:Single) , ,
45:, —
e |2 +R| | +R| ZS+R XS+R
0~ P ctr, o, R, n)b ~ X o psetr’ ,o,R b n')b

Lemma 92 (V45: Coincide on =g,y for projections). If
(1) Zs4r =s+r Xs+r by Rule V45:Single-Base
Then
(1) Soin 1 =5 Xegr 1° by Rule Single-Base and
(2) Sop MR ~p Xogp IR by Rule Single-Base
Proor. We show the proof for 3¢, p M g X 5. The proof for Zsip MR~ Xoyn MR is analogous.
We have:
Zs+r ~ Xs+R [com
INV(Zs4r, Xs+R)
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By ~ we know that all instances in the states are equivalent. This means the instances in Zs;p IS and Xsup S are equivalent as well,
because they only project out of the states but do not change them.
Thus, we can derive Scip [ =5 Xoup [0 using Rule Single-Base. ]

Lemma 93 (V45: Coincide on = for projections). If
(1) Zs+r = Xsip

Then
(1) Zsp 1° = Xsyp 1S and
(2) Zoan MR = Xoyp IR

Proor. The projection function does not change the values of the instances in the state. Thus, Zsir M= Xor 1S and o IR = X IR
trivially holds. O

Lemma 94 (V45: Initial states fulfill properties). Let p be a program, w be a speculation window and O be an oracle with speculation window
at most . If

(1) 0,0’ € InitConf and

(2) ZZS’:_’IZ (p, o) and Zg_’:!ti(p, o’) and

(3) X&E (p. o) and XZ (p. o”)
Then

(1) X" (p, o) = XM (p, ") and

(2) 25 (p. o) = 2 (p.0) and

(3) lerz}t{ (p, o) =s4r Xé'fr"é (p, o) and lerjr’}t{ (p,0’) =s4r Xs’ﬂg (p,d’) by Rule V45:Single-Base and

ProoF. The proof is analogous to Lemma 45 (S: Initial states fulfill properties). O

Lemma 95 (V45AM: Single step preserves =). If
(1) Ys4R = Z.S*—+R and
T 4 T 4
(2) 2S+R fﬂSH{ Z/S and Zé.‘_R Eﬁ5+|\’ ZgLR
Then

~ yit
(1) Z,S+R = Zon

Proor. The proof is analogous to Lemma 43 (S AM: Single step preserves =). O

Lemma 96 (V45SE: Single step preserves =). If

(1) Xs4r = X.,, and
2) X 7 Osir X’ dX% 7 Osir XH‘
S+R Ms4R Agpp WME A p MsyR Agyp
Then

~ T
(1) Xy = X, and

Proor. The proof is analogous to Lemma 44 (S SE: Single step preserves =). O

K.4 Soundness
Lemma 97 (V45: Soundness Big-step). Let p be a program, w € N be a speculative window.

If
(1) 0,0’ € InitConf and
@) (po) QLT (p,0") AL, T

Then for all prediction oracles O with speculation window at most «.
I(po) A2, 7, (po) A2, 7

Proor. The proof is analogous to Lemma 46 (S: Soundness Am semantics w.r.t. speculative semantics) using Lemma 94 (V45: Initial
states fulfill properties) to show that our initial states fulfill all the premises for Lemma 98 (V45: Soundness Am semantics w.r.t. speculative
semantics with new relation between states). m]

Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation between states). Let p be a program, w € N be a
speculative window.
If
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~ v
(1) 2S+R = ZS+R

(2) Xsyp = X andp=0

(3) ZL,, msir Xoyp and 3L, ~syp X5+R

T T
(4) z:S+R U§+R ZISJ,R andZ' +R llS+R 2S+R

Then for all prediction oracles O with speculation window at most «.

i O 1

I Xsyr i X§+R’X5+R $*”XS+R

~ TT
11 Z,S+I‘ ZT

’

mxi,,= XS+R andp = @ "
vz, oAk Xiir a”dz R Fs+R Xy
v =1

it
, and ZSH (>

Proor. By Induction on Ze,p [T Sor Zaipe

S+R

_ 5T
Rule AM- R::lectlon-VAIS We have Zsyp €, , 3¢, . and 25+R U, =¥, o, where 27 = Bsip and =7, = =0, . We choose =7, ) = %7
—_ "
and T, o =25, ;-
We further use Rule SE-Reflection-V45 to derive X5, g iSXé R’ S+R iSXS}L, with X = Xs+r and X, S+R X;+R We now trivially

satisfy all conclusions.

Rule AM-Single-V45 We have Zs,p U5+R Z’S’+R with 25+R QSJ,R Z , and ZT R Us+h Z’S’J:R and 37/ ﬂs+R ZQR

S+R
We now apply IH on Zs;p U5+R s+|> and 25+R USJ;R <, and get
(@) Xs+r Oiﬁ,Xéer, Xsir gi'X;R
(b) 2%, =3¢,
(c) Xé:rR =X andp' =@
(d) Zs+|> ~S+R Xl pand 33, mopp X3,
(e) 7T =7"

We do a case distinction on sy in 27, ~5+R X” and 2% o ®syp XI, o
Rule V45:Single-Base We thus have 25+|{ S+P [wm and INV (2,

<o X2 o) (Similar for 2%, and X2 ).
We only show the proof for X, here. The proof for X, is analogous, because of X7, , = X7 .

S+R T
Notice that if minWndw(X,,) = 0 then the transaction with n = 0 has to be one that will be committed. Otherwise they would be
related by Rule V45:Single-Transaction-Rollback.

To account for possible outstanding commits, we can use Lemma 23 (V45: Executing a chain of commits) on X7, , and get
17 S sk
XS+R é*’”XS+R
g) minWndw(XZ,) >0
h) Vr € 7/”. 7 = commit id for some id € N
44 ek
) XS+R XS+R _
By h) and the definition of ,s we have T/’ [ ;5 = .
Furthermore, X +R Teom = ;‘iR I'com by definition of [¢om (We only executed commits) and we have | X ’;R Teom| = |X§iR Meoml.

Thus, =7 m and INV(2Y, ., X2 ) and we have 27, ) ®sip X, by Rule V45:Single-Base.

s+rR ~ S+R o S+R> S+R S+R

T
We now proceed by inversion on the derivations ZIS/+R </Vs4r Z’S Lpand 2T o fﬁ5+R ZQ—R‘
Note that by =7, , = X% and the fact the same traces are generated, we know that the same rule was used to derive the step.

T — T —11 -
Ru_l/e’ AM-Context-V45 We now have CID'S*_R </Is+r Psyp and <I>’S’+R =</7s+r Psyp Where Z'S'_'_R = dgup - <I>'S+R and 25+R =
Doy - (DS+R
Furthermore, n > 0 and note that all states point to the same instruction by b-d.

T —_
Rule AM-v4-step-V45 Then, we have ®s S =/ 113’5 +R IS
We use Lemma 99 (V45: V4 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

T —_
Rule AM-v5-step-V45 Then we have ®s,p R =5 <I>g+R MR,
We use Lemma 100 (V45: V5 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.
Rule AM-v5-Rollback-V45 Contradiction, because minWndw(X/"/,) > 0 and INV(Z¢, o, XI/).

Rule AM-v4-Rollback-V45 Contradiction, because manndw(X;’R) > 0and INV(ZL, o, X? 7 o)

S+R’
S+R?
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Rule V45:Single-OracleTrue We thus have
XgﬁrR =Xsyrs - {p, ctr,o, R, A"y - (p, ctr’, 0, R, b, n"')f“lse
3 p =2sers - (psctr, o, Ron) - {p,ctr’, 0’ R, n") - Bsypy
Xsr =Xs4r3 - (p, ctr, o, R h,n”")
Zsir =Zsrs - (p, ctr, 0, R, n)
Zs4r ~Xs4r Tcom

T
The form of XZ, , and 37 is analogous. We now apply inversion on X, » Ls+r Tt

1’ 5
Rule AM- Context -V45 We choose Xs+|’ X and X, S+R =X q

I By IH a) and Rule SE-Reflection-V45
II By Lemma 95 (V45AM: Single step preserves =).

III Since X, , = X, and X;rL\ = X?, ,» we are finished using IH c).
IV We show that XZ,p ®s+r 26, by Rule V45:Single-OracleTrue. The proof for X, s +R ZE:R is analogous.

Since we did not roll back the transaction with id ctr’ we have that ¥, does not change.
Since X5y remains the same as well, we have X< p ~ Xsyr [com and INV(Zsir, Xs4r)Xs4R [com-
Thus, we fulfill all premises for Rule V45:Single-OracleTrue.
V By IHe).
Rule AM-v4-Rollback-V45 There are two cases depending on the transaction id of the rolled back transaction:

id > ctr Then an inner transaction w.r.t our ctr transaction was finished. Similar to before, only 2, , and 3%, do a step. We
choose X{ . = X!, and XSJr = XZ, o The rest of the proof proceeds analogous to the context case above. ,

s P : ’ 1’7 *

id = ctr Most cases are similar to the context case above. Only the relation changes. We choose X/, , = X’ , and X_/ = XZ ,

I By IH a) and Rule SE-Reflection-V45
IV Here, we only show X7, , ®s.r X{, , by Rule V45:Single-Base. The proof for Z X;TR is analogous.
Notice that X7, , = sir3 - (p, ctr’, o, n) (updated ctr) after the rollback.
Combined with the constructed XS +r We have Z’ m and INV (X!
So we can use Rule V45:Single-Base and have 3’
V By IH e)
Rule AM-v5-Rollback-V45 The case is analogous to the case Rule AM-v4-Rollback-V45 above.
Rule V45:Single-Transaction-Rollback We have

X =Xsars - (p,ctr, o, Robn”) - (p,ctr’, 0" R/, 0)™ - Xy

Xl nleo ) by our assumptions.

S+R XS+R

S+R? S+R

Z’S;R =Xsr3 - ps ctr, o, R, n) - {p, cr’, o', R, n’)"” - Xs+R4
Xs+r =Xs4r3 - {p, ctr,o, R, h,n"")
Zsr =Zs4rs - (P, ctr, o, R, n)

2s+R ~Xs+R [com

n’ >0

The form ofX R and ZS+R

Additionally we know that the transaction terminates in some state Xsp U;R Z’S’J:R

is analogous.

There are two cases depending on n’.

T
n’ > 0 Then we know that 3¢, . /954 ¢, , is not a rollback for ctr and Rule AM-Context-V45 or Rule AM-v4-Rollback-V45 or
Rule AM-v5-Rollback-V45 for a different transaction with a different ctr was used.

T
Because of TH b), we know that the same rule was used for ng =/Is4R Z;L{ as well. We choose X§+ = XéﬁrR and XS'IR X;h
The resulting proof obligations are exactly the same to the context case of the oracle above.

n’ = 0 Then we know that 2,5/+R ﬁg+R Z’S +r Was created by either Rule AM-v4-Rollback-V45 or Rule AM-v5-Rollback-V45 and is
a rollback for ctr.
We do the proof for Rule AM-v4-Rollback-V45, since the case for Rule AM-v5-Rollback-V45 is analogous.

Os4r 0]
I Here we prove that X!/, , e X!, and X2 I X;TR.
Since in XS R and X op e have a state that needs to be rolled back for the same ctr, we know that Rule V45-SE:v4-Rollback
applies.

IR o .

So X7 . "”*S-:R‘ X, pand X2 o lbsfr' X;IR are derived by Rule V45-SE:v4-Rollback.

II By Lemma 95 (V45AM: Single step preserves =)
IIT By Lemma 96 (V45SE: Single step preserves =) with fact V).
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by Rule V45:Single-Base. The proof for s~ xTT s analogous.

IV Here, we only show X7, = X! S+R T R

We know that the states after rollback are
X p =Xsers - (p,ctr’ o b n”’
ZIS+R =Ssr3 - {p, ctr’, o, n)
Notice, that the only difference to X', , and 27, . is the updated ctr. We also know by assumption that 3¢, , ~ X  Icom and
INV(ZL, . XZ,p)-
By construction of X s R and ZS R
= X!

This allows us to use Rule V45: Smgle -Base to derive 2, SR*
V Here 19 = rlb ctr’ and r; = rlb ctr’’. Because of IH b) we know that ctr’ = ctr’”’ and thus 7y = 7.

we can conclude that >’

ter ~ X, p Teom and INV (3

Xp)
s+RXs4R)-

Lemma 99 (V45: V4 Soundness Single step). If
(1) Zs4r =s4p Xsyr and Z;R SyR X;R by Rule V45:Single-Base and

(2) Ts4p = Z;_R and Xsyp = X§+R and

T = T =T
(3) Psir :ﬁsm ®s,r and @;R ZLs+r Psyr by
[ it
(4) P41 Ls Bsyp 1S and <1>;+R 15 s BLp 1S

Then

OS R — ’ S R
(1) ¥syr JHSJ;{ ‘I’5+R and ‘I’S R yon ‘I’:[R in combination with Context rule

0 Tt

(2) Wour 1S ws Yt and ¥ S+R 1555 Wopl®
~ i ~ T

(3) Ziyp = Bopp and Xi,p T_XS+R dT

(4) T4, moar Xy and oy, msip X

Proor. By Rule V45:Single-Base and Xsip = X, i

Sen we know that manndw(Xg+R) > 0 (similar for X +r)- This means Rule V45-SE-

Context applies. We now need to find a step ¥, WﬁS_FR ‘I’5+R and ‘I’S R ﬂ5+R ‘I’QL{. Note that Rule V45-SE-Context reduces the window
of all states by 1 or zeroes the speculation window if the instruction was a barrier.

By Lemma 93 and Lemma 92 we get Zsip M s Xopr IS and Sopp 1S = 2;[{ 1.

T —
Because of ®sp [ ﬁg <I>5+R 1S and (Ds+|’ S =15 (D;IR 1% and Rule V45:Single-Base, we fulfill all premises for Lemma 48 (S: Soundness
Single Step AM) and derive a step in the oracle semantics:

S ~ s S o yit 1S

a) X5, 1 Zs+Rr and)(g#{r XS+[;F
~ s S o NS
b) 24, 1%~ X2, ¥ and Zorl” s Xg gl

N X oSt s
¢) Ysir [ </9s Youp I° and L 20 Tﬂg ‘I’5+R I the step of the oracle
T r —
Since we have Ws, I =/25 ‘I’,S +R 1S’ we can derive a step Wsyr =/Ds+R ‘I’/S +r using Rule V45-SE:v4-step (or another applicable rule by
Lemma 83 (V45 AM: Confluence)).
Let us collect what we already have:

X§+R :X§;R “Foir
Zhir =2oun '6,S+R
XgIR X;+R '?SLIR
2:—[3 2;+R -EKR

We now need to show that 3¢ = 25+R and X!, = XS‘+R and 27 ®syp XZ,, and szl, RSiR XSIR hold.

DI Z;IR and X{ = Xs+1' Since only the topmost state (and the speculitlon window for the oracles which does not matter for =) was
=3

changed during the step we can conclude X, = X;_R and =7, = 3%
We need to prove that <I>5+| = CI>S+R The proof for \P5+R = ‘I’:_R is analogous.

Because the step can only change the parts of the state that is in the projection ¥ and the states were related by = before, it is
sufficient to show 5’5+R R 5211{ 1S,

We get this fact from a) above and are finished.
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ZIS+R Ng4R Xs++\ and 25+R Ng4R QIR We want to show that ZS R MR X, 5+R The case for Z; R FS+R X;IR is analogous.
We first check if there is a transaction of V5 that needs to be rolled back in XS R since the speculation window of each instance was
reduced.

This has to be done, because we only know that minWndw(XZ, ) > 0 before we did the step. So it could happen that minWndw(X(, ,) =

0 for some transaction of V5 that needs to be rolled back (We can ignore transactions that will be committed).

Transaction of V5 that needs to be rolled back in X , with window 0 The step made cannot create a new speculative instance
of V5 that would be on top. This means we can derive all premises of Rule V45:Single-Transaction-Rollback just from Xs,p =syr Xsyr.
Thus, we have 2, ~s4r XZ,, by Rule V45:Single-Transaction-Rollback.

No V5 Transaction that needs to be rolled back in X, , with window 0 Since the speculation window was reduced for all en-
tries in Xé  and only for the topmost entry in Zs,r and we had INV (Zsyr, Xs4r) from Zsyp ~sr Xsir, we have INV (2
again. This reasoning extends to newly created instances by speculation as well.

We do a case distinction on =s:
Rule Single-Base Only the topmost state did change during the step (apart from the reduction of the speculation window for
Xs+R)-

We can then conclude from ;g =sip Xsip that Z’S’JrR éﬁrR —

X)
S+R’ S+R

From =5 we get 5,54,,3 1S~ @,SH{ 1S N eom-

And combined with 2’5+R = X! ., we get 5’5% ~ @ISH{ I'com-

Because INV (ZS X R) holds from above, we can conclude that Z R FSHR X , are related by Rule V45:Single-Base.
Rule Single- OracleTrue Then, the oracle predicted correctly

Thus, we have

?ém =Ws,r - (p, ctr, o, h, R, n)felse

/>true

el
Dspp =Psir - (p, ctr, o’ R,n

S'+R ” " Tcom as well.

) from above, we fulfill all premises for Rule V45:Single-OracleTrue and have ZS R 4R X

Similarly, we had 354 ~s4+r X5+R I'com and since only the speculation window was reduced, we have X
Combined with INV(25+R, <R
Rule Single-Transaction-Rollback Then one of the instances in X/, 15 needs to be rolled back.

This means the same instance in X/, , needs to be rolled back as Well

We do a case distinction if the instance is part of ?’S 4R OI not:

instance is not part of ?;H{ Since the instance is not part of ?;H{, it is part of X7, .. This means from ¥sp ®syp Xsyp related
by Rule V45:Single-Base, we get all the necessary facts to conclude that 3¢, , ~s4r X¢, . by Rule V45:Single-Transaction-
Rollback.

instance is part of Y5,z We do a case distinction if a new state was created or not:
|¥s+r| = 1 Because we only need to relate below ¥syp to relate by Rule V45:Single-Transaction-Rollback, we can reuse our

reasoning in the case above to conclude 2, ~s+r X{, ;, by Rule V45:Single-Transaction-Rollback.

S+R

_ 4R
|¥s4r| = 2 Then we have

>true

Ve p =Wsyr - (p, ctr, o, LR, n
By =Dy - (p, ctr, o, R, n’) e

From =5 we get ®s;p IS ~ e, 1 1° and since only the projection changed during the step we have ®s,p ~ ¥sip.
For all instances below ®s., we can use the fact that 3¢.p ~s4r Xsir related by Rule V45:Single-Base to conclude that
2%, p ®s+r XZ,  Rule V45:Single-Transaction-Rollback

[m]

Lemma 100 (V45: V5 Soundness Single step). If
(1) Ts4p =s4r Xs4r and Z;R 4R X;R by Rule V45:Single-Base and

(2) Zoyr = 215+R and Xsyp = X;R and

(3) @s4r *ﬂs+R @5, and ‘D5+p ﬂs+R ‘Ds+z by

(4) Psir IR ﬁR q>5+|<r and (DSH\ IR ﬁR q)s+|<r

Then
; Osir —r 7 Osir it
(1) ¥syr JV»SH{ Yo, and \I’S R Loser 'l’s+|* in combination with Context rule
(2) Ysin MR ~»1 ‘1’5+Rr and‘l’ TR AQR \Pg+ R IR
~ r TT
(3) g = 2s+R and XZ,, = X, and
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R X2, andZ s iR X i

(4) DX S+R

S+R
Proor. The proof is very similar to Lemma 99 (V45: V4 Soundness Single step). We only discuss the key aspects.

By Rule V45:Single-Base and Xs4p = XS+R we know that minWndw(Xs,r) > 0 (similar for XS »)- This means Rule V45-SE-Context

i _
applies. We now need to find a step ¥syp —*ﬁS.H{ ‘I’S +p and ‘I‘ y LIs+R ‘I’;rIR Note that Rule V45-SE-Context reduces the window of all
states by 1 or zeroes the speculation window if the 1nstruct10n Was a barrier.
By Lemma 93 and Lemma 92 we get 3s4p MR~ Xs4r IR and Ys4R IR~ ZLR IR,

T _ T e
Because of ®syp R =/, ‘1’; R IR and <I>;r R R = CIDQ,_R IR and Rule V45:Single-Base, we fulfill all premises for Lemma 79 (R: Soundness
Single Step AM) and derive a step in the oracle semantics:

a) B MR = Z' ! +R MR and X! 1R = X'TR K
DI NR 4 M and Zsil* M~ XS'-:-LR I

) Woup IR QR \PS+R rR and ‘I’ R IR QR ‘I’;R IR the step of the oracle
T — g p—
Since we have Ws,p ¥ =/7s ‘I"S +R 1S’ we can derive a step Wsir =/s+R ‘I’/S +r using Rule V45-SE:v5-step (or another applicable rule by
Lemma 83 (V45 AM: Confluence)).
Let us collect what we already have:

’ v .y
Xop =Xoip - Ysir

E’S+R _2,5/+R CDS+R
oy it
S+R _X§+R \PSH\
it it
S+R Zﬂ§+R cI)S+R

We now need to show that 2¢, = > and X’ = X7 and %% p ®s+r Xi,, and 25+R 4R X1

SHR S+R = s4R s4g hold.
The proof for 3¢, |, = 2511’ and X!, = XS}J-P is anlaogous to the corresponding case in Lemma 99 (V45: V4 Soundness Single step).
We first check 1f there is a transaction of V4 that needs to be rolled back in XS TR’
reduced.
This has to be done, because we only know that minWndw(X(, ) > 0 before we did the step. So it could happen that minWndw(X(, ) = 0

for some transaction of V4 that needs to be rolled back.

since the speculation window of each instance was

Transaction of V4 that needs to be rolled back in Xé  with window 0 The step made cannot create a new speculative instance of
V4. This means we can derive all premises of Rule V45:Single-Transaction-Rollback just from ¥sip ~sip Xsi+r. Thus, we have
%%, p ®s+r XZ,, by Rule V45:Single-Transaction-Rollback.

No V4 Transaction that needs to be rolled back in X , with window 0 Since the speculation window was reduced for all entries in

XS+R and only for the topmost entry in Xs;r and we had INV (i, Xs4r) from sy =s4r Xsir, we have INV(25+|,, s+|’) again.
This reasoning extends to newly created instances by speculation as well.
We do a case distinction on ~p:
Rule Single-Base Analogous to the corresponding case in Lemma 99 (V45: V4 Soundness Single step).
Rule Single-OracleTrue Analogous to the corresponding case in Lemma 99 (V45: V4 Soundness Single step).
Rule Single-Transaction-Rollback Then one of the instances in X/, IR needs to be rolled back.

This means the same instance in X/, , needs to be rolled back as well.

We do a case distinction if the instance is part of ?,S+R or not.

These cases are analogous to the corresponding cases in Lemma 99 (V45: V4 Soundness Single step).

O

K.5 Completeness Proof

Definition 65 (V45: Relation between AM and Spec for oracles that only mispredict). We define two relations, ~0

oracle semantics. Note that ~%am is indexed by an oracle. This oracle has to always mispredict.
Note that the condition x = false V (x € N A x # m(a(sp))) just encapsulates the speculation of both V4 and V5. x = false is the condition for
V4, whereas x # m(a(sp)) is the condition for V5 for misprediction.

am and ~, between AM and

0,
Zser B Y Xsir
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(V45:Base-Oracle) (V45:Single-Base-Oracle)
Zs4r ~ Xs+r [com INV2(25+R,XS+R) minWndw(Xsr) > 0
) ~§)+",§" Zser Moyp Xs+r
(V45:Single-Transaction-Rollback- Oracle)
o~ X pteom 020 ZU U5+R 37 . where transaction with id ctr is rolled back  x = (S, true) V (R, m)
Xsir =X g - (ps ctr,o, R h,n"") Bsir =2l - (poctr, o, R, n) INV2(Ss4r, Xs4R)

L (poctr o Ron) - (p,etr’, o', R/, n")* - 5y = Sflgn Xen Apsctr.a, Robn") - (p,ctr’, " R, W', 0)%

Lemma 101 (V45: Coincide on zsoflg" for projections). If

(1) Zs4r zsof[g" Xs+r by Rule V45:Single-Base

Then
(1) Zs4r s zg“’" Xoyr 15 by Rule Single-Base-Oracle and
(2) ser IR zRO“’" Xoup IR by Rule Single-Base-Oracle

ProorF. The proof is analogous to Lemma 92 (V45: Coincide on =s, for projections). O

Definition 66 (V45: Constructing the AM Oracle). We rely for the construction of the oracle Ogms+ on the construction of its parts. Here
Definition 56 (Constructing the Oracle) and Definition 62 (R: Constructing the Oracle).

Thus, we have: Ogms+r = (Oams, Oampr) for the speculative oracle combined semantics.

Lemma 102 (V45: Completeness Am semantics w.r.t. speculative semantics). Let p be a program, w € N be a speculative window, o,
o’ € InitConf be two initial configurations. If
(1) (p,o) AL, Tand (p,o’) AL, 7" and
2)7t+7
Then there exists an oracle O such that
I(p.0) A%, 71 and (p.o') AF,, 7} and
I7#7

PRrOOF. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. We have If

(1) (p,o) A Tand (p,o’) AL T ’ and

@ T+7

By definition of ¢, , we have two final states Xs.rp and ZS RF such that Z’S’i’a (p,o) lls+R SS+RF 2 ””p o’ U5+R S+RE- Combined with
the fact that 7 # 7', it follows that there are speculative states 25+R, Z’;iR, Z;_P, ZSLQ and sequences of observations 7, T,pq4, ?,end’ Tams Tom

such that tam # T4y, 2%, = 25+R and:

Tam =
mlt - . sk Tend 3
Zoir(ps0) US+R S+R ’*ﬁS+R Zoir U3 Zserp

init d
oo )US+R ﬁS+R Z5+R ﬂsi'iz XNy

We claim that there is a prediction oracle O with speculative window at most @ such that

ini OS R * * o
a) X (p, i 35"'RX5+R and X7, .0 =3I .0 and INV2(X! S+R, 3¢,) and

O§+R
it S+R T
b) ”j-lR (p i XS+R and XS+R = Zg,p-0 and INV. 2(x]

-
S+R? S+R)
©) X5y = S+R
We achieve this by applying Lemma 103 (V45: Stronger Soundness for a speciﬁc oracle and for specific executions) on the AM execution up
to the point of the difference i.e., lerﬁz (p,0) U5+R <, and 2’"’& (p,o’) U5+R S4R°
We now show that X7, , ~Oam XZ, ; is derived by Rule V45:Single-Base-Oracle.

We do a case distinction if there are ongoing speculative transactions in XZ, , or not:

no ongoing transactions in X?, , Then, 3%, has no ongoing transactions as well and we have by INV2(Z

XZ, p-n =L that Z’g LR O X , can only be derived Rule V45:Single-Base-Oracle .
ongoing transactions in X;‘ R BY the deﬁnition of the oracle O, we know that the for the transaction id where the difference 74, # Tam’
happens, the oracle mispredicted with a speculation window of w. This is also the topmost transaction in Xs,p.
Furthermore, we know that XZ .n > minWndw(XZ, ) by definition of the oracle Ogms4r and minWndw().
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Since the next rule cannot be Rule AM-v4-Rollback-V45 or Rule AM-v5- Rollback -V45, we know that 2% .n > 0 and by INV2(Z?

X Ser = Zc +R)
2, . ~Qam X XZ,p by rollback rule, we would have a contradiction because we would need the topmost speculation window of
XS*JrR n = 0. But we know that minWndw( S+I,) > 0, because the speculation window of the topmost instance was created with a
speculation window of .

%
Now we know that X7 , ~ D

S+R?
;) we get mmWndW( XZ, ;) > 0 (Similar for X ; because of ¢

by Rule V45:Single-Base-Oracle.

We proceed by case analysis on the rule in =/9s. used to derive Z; ﬂs+R 25+R Because ZSH = Z;R
it

S+R

Rule AM-v4-Rollback-V45 Contradiction. Because ZS R Zg +r We have for all instances ®;.ctr = <I>1.ctr.
Since the same instance would be rolled back, we have 74, = 74,
Rule AM-v5-Rollback-V45 Analogous to the case above.

Rule AM-Context-V45 By inversion on Rule AM-Context-V45 for the step 2%

and 71 = 77, we know that

/

the same rule was used in 2é+|{ Wﬁs ) as well.

Tam =
Juidl *k *
sep T Ls+r I We have I5 ;= @syp - Bsip and

2 = Doyp - By, with @sp T?ﬂsm By
Tam

We now do inversion on ®@s,p ==/Js4r <I>3+R

T p—
Rule AM-v4-step-V45 Then we have Oy, [ =/7s CDg 1S,
The case is analogous to Lemma 49 (Completeness Am semantics w.r.t. speculative semantics) in the Rule S:AM-Context case.
T p—
Rule AM-v5-step-V45 Then we have ®o, IR =/ @;{.
The case is analogous to Lemma 80 (R: Completeness AM semantics w.r.t. speculative semantics) in the Rule R:AM-Context case.
This completes the proof of our claim.
m}

Lemma 103 (V45: Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there is a difference
in the trace but before there is none. We use the oracle Ogp, as it is defined by Definition 66 (V45: Constructing the AM Oracle) for the given
execution. If

(1) Zsyp = EQ;R

(2) Xs+r EO)(S_FR

(3) Zsir g7 Xsir and zS+R s+a|r<n Xs+|<

il I
(4) Zsir Us+R S And Zg, Us+R S+R
and our oracle is constructed in the way described above Then

andﬁ—@

I Xsir OS+‘\£S+RX§+R’ S+R ii’ S|-:-R
I3, =2,
mx.,,=x" andp=0
W 3, <0 X anazl], <O X,
V ?/ — ?N

Proor. Notice that the proof is very similar to Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation
between states). The only thing that is different is that (1) the specific oracle only mispredicts so there is one less case in the relation and (2)
we have a different invariant for that specific oracle i.e., INV2(Zsir, Xs+Rr)

For these reasons we will only argue Why INVZ(ZS +roX¢, ) holds in the different cases and leave the rest to the old soundness proof.

and 3/ i

By Induction on Xs4p U5+R SiR U5+R SR

S+R

Rule AM-Reflection-V45 We have Zs,p €, , 3¢ and ZT wr V60 20 p where 30 o =3g,pand 7, = Z;R. We choose =t , =27
’n
and Zs+R Zore o
. . R R R
We further use Rule S:Reflection to derive Xs,p O $S+' X§+R, X;r+P o §S+RXTT with XSJrR = Xs4r and X;ri = X;LR We now

trivially satisfy all conclusions.

TT
Rule AM-Single-V45 We have 3¢, lls+R S+R with Zs+R ﬁS_H{ 23+R and 25+R U5+R <, and ZS+R ﬁ5+|{ P

We now apply IH on Zs4p US(JSR 37 and Z SR USH\ <, and get
Os4R 3 S4Ryo1r i SR SRy
(@) Xs+r i Xsrr> Xsir i*" Xsir
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(b) X =2,
(© X!, =X andp =0

(@) 57, 20 X7 and 31, ~0m x:

S+R ~S+R S+R S+R TS+R S+R
(e 7 =7"
Oam - ’” Oam 17 ® Oam v* .
We do a case distinction on =~ =y in Zs+R iR XSJrR and ZS+R XSJrR
Rule V45:Single-Base-Oracle We thus have 3¢, ~ X Icom, minWndw(XZ, ) > 0 and INV2(2Z , X ) (Similar for 2%, and

X;H\) .

We now proceed by inversion on the derivation Z’S’JrR LIs+r 24 R

Rule AM-v4-Rollback-V45 Contradiction, since minWndw(XZ, ) > 0 and INV2(2Z
Rule AM-v5-Rollback-V45 Analogous to above.

T p—
Rule AM-Context-V45 We have ®s,p =/)s.r CIJ’S +randn > 0.

X )
S+R? S+R :

T —
We now use inversion on ®s,p =/9s4p Psyp:

T —
Rule AM-v4-step-V45 Then, we have ®c, [ =/5 CID,S+R 1S
We use Lemma 99 (V45: V4 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

T —
Rule AM-v5-step-V45 Then, we have ®s IR =/ <I>Is+R MR
We use Lemma 100 (V45: V5 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.
Rule V45:Single-Transaction-Rollback-Oracle We have

XU =Xsyrs - (pctr, o, Rohn”) - (p, ctr’, 6" R/, W, 0)% - Xsipy
3 p =2sars - psctr, o, Ron) - (p,ctr’, o’ R, )" - Bsypy
Xsir =Xs4rs - (p, ctr, o, B, R, n"")
Zsir =Zsr3 - (p, ctr, 0, R, n)
Zs+R ~Xs+r Tcom
INV2(Zs4r, Xs+R)

n’ >0
* *
The form of XZ , and ¢, is analogous. ~
Additionally we know that the transaction terminates in some state s, |, , 2%/ .. There are two cases depending on n’.

T
n’ > 0 Then we know that 2’S’+R =/7s4R 2ls+R is not a roll back. Because Xs;r and Xs.r do not change, INV2(Zsyr, Xs+r) does not
change as well.

n’ =0 Then we know that E’S’JrR :;2?8+R DA +r Was created by Rule AM-v4-Rollback-V45 or Rule AM-v5-Rollback-V45 and is a
rollback for ctr.
Notice, that the only difference to Xs;r and Zs,r is the updated ctr, because of the roll back. Updating the counter does not
change the invariant INV2(). This means INV2(Zsyr, Xs4+r) (with updated ctr) still holds.

Lemma 104 (V45: Stronger V4 Soundness Single step). If

(1) Ts4p = ~S+R Xs4r and 25+R Sfﬁ" XS+R by Rule V45:Single-Base-Oracle and

(2) ZS+R = 2§+R andX5+R = X;_R and
T = T =
(3) Dsyr =Ls+r Poyp and ‘I’;R Ls+r Psyr by

= L
(4) Dsurl® L5 Bepp ) and @7 15 95 Beyp 19

Then
(1) Ys4r JV;S:,H ‘I’SH{ and ‘Ifs+R ,;gj,? ?SLL{ in combination with Context rule
(2) Wsyp 5 jR‘ Ve and vl 500wl
(3) 34,y = Zs+R and X, = XSIR and
ORI sofrgn Xiir “"dzsm sf{? XS'IR
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Proor. By Rule V45:Single-Base-Oracle and Xsp = XS +r We know that miandw(XSH\) > 0 (similar for X i +r)- This means Rule V45-

SE-Context applies. We now need to find a step ¥, WﬁS.H\ ‘I’S +r and ‘I’S R ﬁ5+|\ ‘I’S +r- Note that Rule V45-SE-Context reduces the
window of all states by 1 or zeroes the speculation window if the instruction was a barrier.

By Lemma 93 and Lemma 101 we get Xs4p M x Xs4r 1S and Ys+R M= Z;R 1S,

T _ r
Because of Do, ¥ =/7s (1),3 wr ¥ and KDJSr +R S = CIDS_R 1 and Rule V45:Single-Base-Oracle, we fulfill all premises for Lemma 50 (Stronger
Soundness for a specific oracle and for specific executions) and derive a step in the oracle semantics:
a) 2 1% = 2T S and X7, 18 = T 0

s~0am S S LO0am it S
b) 3% 1 X,+Rr and 2g, I ~s Xoprl

©) Yoy 1S :Z?g ‘P5+|\ " and ‘Ys+h 1S ﬂg ‘PS_'_R IS the step of the oracle

T — g p—
Since we have We, ¥ =/ ‘I’g R s " we can derive a step Wsir =/s+R ‘I‘/S +r using Rule V45-SE:v4-step (or another applicable rule by
Lemma 91 (V45SE: Confluence)).
Let us collect what we already have:

’ 77 N7
Xoyp =Xoir - Ysar

’ 5/ =/
Zsip =X Psar
XS++\ XS+R \PSH\
T * =it
Zoir T2orr  Psir
’ ~ ’ ~ am ’ T Oam 'T
We now need to show that ZS+R = ZS+|\ and XSJrR = Xs+|’ and Z =y XSJrR and Zs+R iR Xs+|’ hold.

DI =5 andXx/, , =Xx/T Analogous to the corresponding case in Lemma 99 (V45: V4 Soundness Single step)

S+R S+R = “*s+R
3 g ®s+r X¢,, and ZéLR giR XSU-R We want to show that 27 S-flgn X, - The case for Zg_;_l\ S+“I§” XS‘J-R is analogous.
We first check if there is a transaction of V5 that needs to be rolled back in XS R since the speculation window of each instance was

reduced.

This has to be done, because we only know that minWndw(XZ, ) > 0 before we did the step. So it could happen that minWndw(X{, ,) =
0 for some transaction of V5 that needs to be rolled back (we can ignore transactions that will be committed).

Transaction of V5 that needs to be rolled back in X!, with window 0 The step made cannot create a new speculative instance

S+R
of V5 that would be on top. This means we can derive all premises of Rule V45:Single-Transaction-Rollback-Oracle just from

~Oam x7 by Rule V45:Single-Transaction-Rollback-Oracle.

SR VSR
No V5 Transactlon that needs to be rolled back in X{ , with window 0 We do a case distinction on zg“"‘:
Rule Single-Base-Oracle Since the speculation Window was reduced for all entries in X/, , and only for the topmost entry in

Ys4r and we had INV2(Zs,r, Xs4r) from Zg,p ~S+R Xs4r, we have INV2(Z!
created, we know from the oracle that the speculation window is either 0 or w.
It cannot be 0 because then the states would be related by Rule Single-Transaction-Rollback-Oracle.
If it is w we have minWndw(Xs;4r) < o and combined with INV2(Zs,r, Xs4r) we have INV2(Z.

We can then conclude from Ys,p ~s.p Xsip that Zs+R XS+R Teom.-

Zs4r By Xs4r- Thus, we have 25+R

<o X&) again. If a new speculative state was

l
S+R? S+R)

@)
From ~¢“™ we get By 1S ~ T M Teom.
. . - -/
And combined with Z’S+|, = X!, o we get Oop ~ ¥oup [com. o
’
Because INV2(25+R, S+R 2ok Xs4r

Rule Single-Transaction-Rollback-Oracle Then one of the instances in X¢_ 15 needs to be rolled back.
needs to be rolled back as well.

) holds from above, we can conclude that 3, are related by Rule V45:Single-Base-Oracle.

This means the same instance in Xé +R

We do a case distinction if the instance is part of ?’S +R Or not:
instance is not part of W’s +r Since the instance is not part of W,S +R» it is part of X’ ’ . This means from X,y zgflg" Xs4r

~Oam x7 by Rule V45:Single-

related by Rule V45:Single-Base-Oracle, we get all the necessary facts to conclude that ZS R Foan X

Transaction-Rollback-Oracle.
instance is part of Ws,.n We do a case distinction if a new state was created or not:

|¥s4r| = 1 Because we only need to relate below Ye,p to relate by Rule V45:Single-Transaction-Rollback-Oracle, we can reuse
~Oam x7 by Rule V45:Single-Transaction-Rollback-Oracle.

S+R TS4R S+R
136
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[¥si+r| = 2 Then we have

-
Wsip =Psir - (p, ctr, 0, b, R, n) "™

—
Do p =Dsyp - (p, ctr, o, R, n’)!He

From ~s we get ®syp M ~ We, 1 I and since only the projection changed during the step we have ®s;r ~ ¥sir. The reason
forINV2(®syr, ¥s4r) is the same as in case Rule Single-Base- Oracle above.

For all instances below @, we can use the fact that e, ~ ~ +R ™ Xs4r related by Rule V45:Single-Base-Oracle to conclude
that ZS R TSR XS +r Rule V45:Single-Transaction-Rollback-Oracle

]

Lemma 105 (V45' Stronger V5 Soundness Single step). If

(1) ser s+R ™ Xo,r and 25+R gfé" XSJrR by Rule V45:Single-Base-Oracle and
(2) Ssar =21 and Xsap = XS‘+R nd

P T =i
(3) ®sir =LIs+r Psyp and ‘1’5+R :ﬂs#{ o by
L L
(4) Dssp 1S <5 Beyp 1 and ®F, 15 =5 DL 1S

Then
 Osir v Osir —t7t
(1) Yorp Lropn ‘I’SJrR and \PS+R Fosser Ysyp in combination with Context rule
Osyp it
(2) \I’S_H\ “”S-f;r{‘ \PS+R and\PS_‘_R “”S-SFQ‘ \PS+R
~ yif r o~ T
(3) 2eip —025+R and X, =X, and "
am 7 am i
(4 ¢, mo T Xigr ‘”‘dzs+ FoiR Ksir

Proor. By Rule V45:Single-Base-Oracle and X< = X, i r we know that minWndw(Xs.r) > 0 (similar for X;R), This means Rule V45-

S+

R ﬁs+R WEIR. Note that Rule V45-SE-Context reduces the
window of all states by 1 or zeroes the speculatlon window if the instruction was a barrier.

SE-Context applies. We now need to find a step ¥s,p ﬁs+R ‘I’S +r and y!

By Lemma 93 and Lemma 101 we get Zsip IR “’" X5+R IR and Ys4R IR~ Z R IR,

Because of @<, IR QR <I>S+R R and <I> +R IR %}R <135+R IR and Rule V45: Single-Base-Oracle, we fulfill all premises for Lemma 81 (Stronger
Soundness for a specific oracle and for spec1ﬁc executions) and derive a step in the oracle semantics:
a) 3, 1R = =10 R and X2, 1R = XT] 1R
b) B, MR~ Oam Xty M and Z;IR M~ Oam XHR I
) ¥sip TR fﬂR \P5+R TR and ¥/

SR PR T—Z?R ‘I’5+R IR the step of the oracle

T 7’ —
Since we have Ws,p IR =9 ‘I"S +R M we can derive a step Ysir =/Ds+r ‘I’,S +r using Rule V45-SE:v4-step (or another applicable rule by
Lemma 91 (V45SE: Confluence)).
Let us collect what we already have:

Xsp =Xip '?S+R
Z,S+R —2,5/+R 'CD/S+R
XSTIR X§+R '?SrIR
Zgr{ 22+R '621%{
We now need to show that 37, = ZS+R and X/, = XS‘IR and ¥, =~ S:FE” X!, and EEIR SO:FE” XS'IR hold.

The rest of the proof is analogous to Lemma 104 (V45: Stronger V4 Soundness Single step).
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L PROOEFS V14

THEOREM 27 (WELL-FORMED COMPOSITION /71345). + /Jp4s : WFC

Proor. Immediately follows from Lemma 106 (V14 AM: Confluence), Theorem 29 (V14: Relating V1 with projection of combined),
Theorem 28 (V14: Relating V4 with projection of combined) and Lemma 120 (V14: Soundness Am semantics w.r.t. speculative semantics with
new relation between states). O

Lemma 106 (V14 AM: Confluence). If

T
(1) Zpys Lvas 2] 45 and
T
(2) Zp4s <Lv+s Z1L, g derived by a different rule
Then
(1) P +S = 2B+

Proor. Note that a difference can only come from using Rule AM-v1-step-V14 for one derivation and Rule AM-v4-step-V14 for the other.
Since these two rules delegate back to the semantics of V1 and V4, we look which two rules are applicable there.
Let us first look at the instructions and rule that could lead to two different rules to be applied:
beqz x, £, store x, e Contradiction. There are no two different rules to derive the steps. This is because of the metaparameter Z introduced
into the semantics.
spbarr Then either Rule B:AM-barr and Rule S:AM-barr or Rule 3:AM-barr-spec and Rule S:AM-barr-spec are used to derive the steps
(dependent on the value of n).
The case is analogous to the corresponding case in Lemma 83 (V45 AM: Confluence).
otherwise Then Rule AM-NoBranch and Rule S:AM-NoBranch were used for different derivations.
The case is analogous to the corresponding case in Lemma 83 (V45 AM: Confluence).

We first define two relations for states of V1 and V4: These relations are virtually the same as the ones in V45.

(V14-V1:Single-Base)

(V14-V1:Base) rs
z z +S

D=0 3 - {p,ctr,o,n) = 3/ s D ctr’, o, n)
(V14-V1:Single-Speculation-Start)
Zp ~Zpys 2l e s 211s s where transaction with id ctr is rolled back
Sy =3 - (p,ctr’,o,n) Zpes = Zf o {p, ctr, o, m)

v4
bypass n-starts ctr

L Ap,etr’,an)y = B o Ap,ctr,o,n) - (p,etr”, 0", n’)
(V14-V1:Single-Speculation-Diff)
Zp ~Zpes 20 Uf, ¢ 21 where transaction with id ctr is rolled back

+S
Sy =3 - (p,ctr’,o,n) Ypes =2 p, ctr, o, n)

’
s ¢

3 Ap ctr’,o,n)y = 3 - {p, ctr,a,n) - (p, ctr”, o\ R, 0"y Zpysq

(V14-V1:Single)
(V14-V1:Base) |2/ | — |2/ +S| DA 4 s
O~ T Ap,ctroon) ~ Z - {p, ctr’, o, m)
2s & Xpys
(V14-V4:Single-Base)
(V14-V4:Base) Z,S ~ 3 .
O=0 Z’S -Ap, ctr,o,ny = 3/ s (p, ctr’, o, n)

(V14-V4:Single-Speculation-Start)

Bs ~Zpys Xl U?+S 31" -where transaction with id ctr is rolled back

Bs =3¢ - (p,ctr’, o, m) Spys = 2], (p ctroum)

7\ol

’ ’ ~ 3 . . RS Y]
3L Ap,ctr’ o) =3 o (p.etron) - (p,etr’’ 0 R, n bC m-starty ctr
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(V14-V4:Single-Speculation-Diff)

%s ~Zpys Bl U?+s 3" cwhere transaction with id ctr is rolled back

Zs =3¢ - (p, ctr’,o,n) Sps =20, (p, ctr,o,n)

L Ap,ctr’ o) = 3 - {p,ctr,o,n) - {p, ctr’’, o, )yl Sh,qq

25 ~ Xp4s
(V14-V4sSingle)
(V14-V4:Base) AR AN A
@~ L (pctryon) ~ 2] - {p,ctr’, o, m)

Lemma 107 (V14: V1 step). If
(1) =5 = Ep4s by Rule V14-V1:Single-Base and
(2) Zpss =9 +5 - Ppas and2'+5 = +S '6’+S and
T —
(3) Pres 1 = B¢ and
Then
B
(1) Zp ==/ 2/, and
2) if the step was not derive ule S:AM-Store-Spec then ~ ule V14-V1:Single-Base an
(2) if the step d d by Rule S:AM-Store-Spec then %}, = %], . by Rule V14-V1:Single-B d
(3) if the step was derived by Rule S:AM-Store-Spec then X/, = 3/, - by Rule V14-V1:Single-Speculation-Start

Proor. We have by =:
Sy =X {p, ctr,o, R, n)
Sp4s =2 ,c - (p, ctr’, o, R, n)
2// ~2//+S

T p—
We proceed by inversion on ®p4s 5 =/7s CID,S:

Rule S:AM-Store-Spec Then we use Rule AM-NoBranch to derive a step X jﬂ 3.
The case is analogous to the corresponding case of Rule R:AM-Ret-Spec in Lemma 87 (V45: V5 step).
otherwise This includes Rule S:AM-barr or Rule S:AM-barr-spec or Rule S:AM-NoBranch.
We do the case for Rule S:AM-barr. The case for Rule S:AM-barr-spec and Rule S:AM-NoBranch is analogous.
The case is analogous to the corresponding case in Lemma 87 (V45: V5 step).

Lemma 108 (V14: V4 step). If

(1) s = Ep4s by Rule V14-V4:Single-Base and

(2) z NS 25 NS - P +S and2'+s 25 +S ’5/+S and

T p—

(3) ®uys1P 0 &, and

Then
s

(1) s ==/s 2’5 and

(2) if the step was not derived by Rule B:AM-Spec then 3.7, = X/, . by Rule V14-V4:Single-Base and

(3) if the step was derived by Rule 5:AM-Spec then 3 = 3/, . . by Rule V14-V4:Single-Speculation-Start

Proor. We have by =:
Zs =2 - (p, ctr, o, n)
Spes =2, - (p,ctr’, o, n)

144 144
Zg ~Zig

T p—
We proceed by inversion on @345 1B =) D

T
Rule 3:AM-Spec Then we use Rule S:AM-NoBranch to derive a step 3s </)s Zt.
The case is analogous to the corresponding case of Rule R:AM-Ret-Spec in Lemma 86 (V45: V4 step).
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otherwise This includes Rule 5:AM-barr or Rule B:AM-barr-spec or Rule AM-NoBranch.
We do the case for Rule B:AM-barr. The case for Rule 5:AM-barr-spec and Rule AM-NoBranch is analogous.
The case is analogous to the corresponding case in Lemma 86 (V45: V4 step).

L.1 Projection to V4: Soundness and Completeness

THEOREM 28 (V14: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window. Then Behg‘ (p) =
Beh > (p)1°.

Proor. We prove the two directions separately:
& Assume that (p,0) A9, T € Behy;rS (p).

The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 109 (V14: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics).
We can now conclude that p,c 1€ 7 1S e Behsﬂ (p) by Rule S:AM-Trace.

= Assume that (p,0) A2 7 € Behg‘I (p).

The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 110 (V14 AM: Completeness w.r.t
V4 and projection).
We thus have (p, o) A7, T e Behj;rS (p) with 7/ =7

Lemma 109 (V14: Soundness of the AM speculative semantics w.r.t. AM v4 semantics). If
(1) Zs = Zpys and
(2) 2 +S ur+s ¥ +5
Then exists %% such that
I3 =3 . and .
I if 3¢ ~ 3], o by Rule V14-V4:Single-Base then ¥s Ugr %% and .
1 if 3¢ = 3, o by Rule V14-V4:Single-Speculation-Start then Zs Ugf ;g and
IV if 50 ~ %] . by Rule V14-V4:Single-Speculation-Diff %5 U’SlelperS(T’l) 3{, where i = ctr’ by unpacking ¥/, . according to Rule V14-
V4:Single-Speculation-Diff.
ProoF. By Induction on Zp4¢ Uis e
Rule AM-Reflection-V14 Then we have Y45 Ug Ypes with 37 +s = Zp+s and by Rule AM-Reflection-V15 we have
133,
I 35 )57 5 with 25 = 3.
I 5 YPPersteD 51 with 3 = 32
Note, that the initial relation X5 = X5 does not change.
— T
Rule AM-Single-V14 We have ¥ 45 Ui ,o 20 o with 2 o </Dp4s 27, .
4 ’
We Jlnlow aBply HonX U, 20, ¢ and get
(@) 2 ~ X7 .
(b) if 37 = =7 . by Rule V14-V4:Single-Base then X5 Ugr % and
1S
C) 1 = ule V14-V4:Single-Speculation-Start then g an
if 5/ ~ 3//__ by Rule V14-V4:Single-Speculation-Start then 55 || 5%/ and
(d) if = = 37/ ¢ by Rule V14-V4:Single-Speculation-Diff 35 UZZZ‘D ers (7.J) %Y, where j = ctr’ by unpacking =7/, . according to Rule V14-
V4:Single-Speculation-Diff
We do a case distinction on = in 2’ = %7/
Rule V14-V4:Single-Base We have
=pS
s UE =Y
3 =3 (p,ctr,on);
e =3 (pctr’ o n),
le,, ~ Z//’

+S
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T
We now proceed by inversion on the derivation 27/, . </9p+s 2/, o

Rule AM-v4-Rollback-V14 By (b), it can only be roll back of V4 and only be the topmost state.

Furthermore, this means that n = 0.
rlbs ctr

Then XY —===/9s Z{ by Rule S:AM-Rollback, since n is equal between the two states. The rest of the case is analogous to
Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

Rule AM-v1-Rollback-V14 Since X' = 3/ . by Rule V14-V4:Single-Base, there cannot be a roll back of V1.

T —
Rule AM-Context-V14 We have ®p,5 =/ 945 o 45
T —
We now use inversion on ®p,s =/ Jp4s Ppas:
T -
Rule AM-v1-step-V14 Then we have &, 18 =) D,

By inversion on ®p.s B ;4? 3, we get:

Rule B:AM-Spec The case is analogous to the corresponding case Rule AM-v5-step-V45 Rule R:AM-Ret-Spec in Lemma 85 (V45:
Soundness of the AM speculative semantics w.r.t. AM v4 semantics) using Lemma 108 (V14: V4 step) and the fact that
Rule B:AM-Spec was used.

otherwise The case is analogous to the corresponding case Rule AM-v5-step-V45 in Lemma 85 (V45: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics) using Lemma 108 (V14: V4 step) and the fact that Rule B:AM-Spec was not
used. T

Rule AM-v4-step-V14 Then we have ®p s M = Eg.
The case is analogous to the corresponding case Rule AM-v4-step-V45 in Lemma 85 (V45: Soundness of the AM speculative

semantics w.r.t. AM v4 semantics) combined with the fact that the rules of V4 cannot generate a starty id or rlby id
observation.

Rule V14-V4:Single-Speculation-Start We have:

N

Zs g Z/S,
¢ =37 - (p, ctr,o,n)
r” 1244 / 1’ 7’ 4
Xits =i (p,ctr’,o,n) - (p,ctr'’, o', n")pc n-starty ctr

3 Ap,ctr,o,ny ~ - (p, ctr’ o, n)

i

T
We now proceed by inversion on the derivation 27/ . </9p+s %, .-
Rule AM-v1-Rollback-V14 Contradiction, because p is non-empty.
Rule AM-v4-Rollback-V14 Contradiction, because p is non-empty.

Rule AM-Context-V14 We have ®p g Jﬁ +S @, Iy
We now use inversion on ®p, g jﬁ +5 Dps:
Rule AM-v1-step-V14 Then we have ®p g 1B JZ} ..
By inversion on ®p45 [B Jﬁ D we get:
Rule B:AM-General By definition we have 7 = starty ctr’.

Since Rule 5:AM-General does not modify the state, we have X/, . = % -
Then we choose %, = %’ and derive the step 27’ | 2 by Rule S:AM-Reflection.

The case is analogous to the corresponding case Rule R:AM-General in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics) and the fact that helpers() behaves the same for starty observations.

otherwise Contradiction, because p is non-empty.

Rule AM-v4-step-V45 Contradiction, because p is non-empty and Rule S:AM-General does not work on starty id observations.
Rule V14-V4:Single-Speculation-Diff We have:

helpers(7,j) w1
s US 2
sy :2&" -{p, ctr, o, n)
ZN+S 22"_:_5 (p, ctr", o, n> . <p’ ctr'”, O'”, n//) . ZT "
=" {p, cir,o,n) ~2H+/-S Ap, ctr’, o, n)
j=ctr’

T
We now proceed by inversion on the derivation 27/, . </9p+s 2/, o
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Rule AM-v4-Rollback-V14 This means a transaction is rolled back that was created later than the transaction with id = j.
Then we choose Xf = %7’ and derive the step 2’ || 3¢ by Rule S:AM-Reflection.
The case is analogous to the corresponding case in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4
semantics).
Rule AM-v1-Rollback-V14 There are two cases depending on the id of the rolled back transaction:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.
The case is analogous to the case of Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics
w.r.t. AM v4 semantics).
id = j Then we choose 2{ = 2 and derive the step 2" |£ X7 by Rule S:AM-Reflection.
Since the transaction with id = j was rolled back, we know that 3’ v = Z":_S ~Ap, ctr'’”’, o, n).
For the trace, we get 7 - rlb i = helpers(7, j) by definition of 1S andid = j.
The rest of the case is analogous to the corresponding case Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics).
otherwise Then we choose %, = %7’ and derive the step 27’ |£ = by Rule S:AM-Reflection. Analogous to the corresponding case
in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

[m]

Lemma 110 (V14 AM: Completeness w.r.t V4 and projection). If
(1) Zs = Zp4s by Rule V14-V4:Single-Base and
(2) s UE 25
Then exists ¥/, , ¢ such that
I3 = Z:,+S by Rule V14-V4:Single-Base and
I Zp4s U7, 20,5 and
mz=715
Proor. We proceed by induction on Xg Ug zL
Rule S:AM-Reflection By Rule S:AM-Reflection we have 3 Ug Ts with 35 = Z¢.

I - III We derive Zp45 ll?:rs 3/, s by Rule AM-Reflection-V14 and thus 345 = 3]
By construction and 2) we have % = %] . by Rule V14-V4:Single-Base.

+S°

Since ¢° = ¢ we are finished.
— T
Rule S:AM-Single Then we have 35 || 3¢ and 3 =/)s %L
We need to show
[ 345 577 2], and

Il 3¢ = 3. by Rule V14-V4:Single-Base and
mz-r=7 75 -

We applyithe IH on %5 £ 7 we get

I: 2”+5 UT/TS 3!, and .

I ¢ ~ X2/ ¢ by Rule V14-V4:Single-Base and
v z=715

By Rule V14-V4:Single-Base we have:

Z'S' :Z'S” -{p, ctr,o,n)

S =20 - (pctr’,on)

+
177 1244
25" ~Tits

T
We continue by inversion on X =/7s %:
Rule S:AM-Rollback The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection)
using Rule AM-v4-Rollback-V14.

T —
Rule S:AM-Context We then have (p, ctr, o, n) =/)s CD/S and n > 0.

’

T
By =¥ = %/, we know that Rule AM-Context-V14 applies for the step 3/, . </954s 2/, .

7 _
We now need to find a derivation for the step (p, ctr’, o, n) =/J54s @, +s according to Rule AM-Context-V14.

T p—
We proceed by inversion on {p, ctr, o, n) </Js C[>’S:
142



Automatic Detection of Speculative Execution Combinations CCS ’22, November 7-11, 2022, Los Angeles, CA, USA

Rule S:AM-NoBranch Then n > 0 and (p, ctr, o, n) :Zﬂg 5,5 by o 5o
Furthermore, Z’S.n =n-1
We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) = beqz x, 1 Then, a speculative transaction of V1 with id is started using Rule B:AM-Spec through Rule AM-v1-step-V14
and a new instance @, +s was pushed on top of the stack.
The rest of the case is analogous to the corresponding case p(co(pc)) = ret in Lemma 88 (V45 AM: Completeness w.r.t V4 and
projection).
otherwise Then we can either use Rule AM-NoBranch through Rule AM-v1-step-V14 or Rule S:AM-NoBranch through Rule AM-
v4-step-V14.
Because of Lemma 106 (V14 AM: Confluence), we know that it does not matter which rule we use, which means we can use
the same rule as for v5 do derive the step.
The rest of the proof is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).
otherwise These rules include Rule S:AM-barr, Rule S:AM-barr-spec, Rule S:AM-General and Rule S:AM-Store-Spec. Since the
rules of V4 are included unchanged in the combined semantics and £s = X5, we can use the corresponding rule in the combined
semantics by Confluence or delegate back to V4 by Rule AM-v4-step-V14.
This means we can always do the same step in the combined as in the V4 semantics.

L.2 Projection to V1: Soundness and Completeness

THEOREM 29 (V14: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window. Then Beh (p) =
Beh°(p) 15,

ProoOF. We prove the two directions separately:
& Assume that (p,0) A9, T € Behy;rS (p).

The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 111 (V14: Soundness of the AM
speculative semantics w.r.t. AM v1 semantics).
We can now conclude that p,c 1€ 7 1S e Behsﬂ (p) by Rule S:AM-Trace.

= Assume that (p, o) A? 7 € Beh” (p).

The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 112 (V14 AM: Completeness w.r.t
V1 and projection)
We thus have (p, o) A7, T e Behj;rS (p) with 7' B =7,

Lemma 111 (V14: Soundness of the AM speculative semantics w.r.t. AM v1 semantics). If
(1) Zp = Zpys and
(2) Zpas U s
Then exists 3/, such that
I3, =3 . and .
ILif 3, = ¥, by Rule V14-V1:Single-Base then . V2" 7 and L
Il if 3, =~ %], o by Rule V14-V1:Single-Speculation-Start then ¥ K Z/f_md
IV if 3], = %] . by Rule V14-V1:Single-Speculation-Diff then UhezperB(T’l) 3, wherei = ctr’ by unpacking X, . according to Rule V14-
V1:Single-Speculation-Diff.
ProoF. By Induction on Zp45 U?+s e
Rule AM-Reflection-V14 Then we have ;45 || 245 with > +s = Zp+s and by Rule AM-Reflection-V14 we have
13 =%
+S
B s ’
s, 80 5 with s, = 3.
m 3, herers (el s with sy, = 57
Note, that the initial relation X3 = X545 does not change.
— T
Rule AM-Single-V14 We have ¥ 45 Ui, 20 o with 2 o </p4s 27,
We now apply IHon 27/ . | =7/, ¢ and get
(a) 2// ~ 2//+S
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(b) if =7 = %7/, . by Rule V14-V1:Single-Base then 3. UﬂB >’ and

=B
(¢) if 2]/ = =7/, by Rule V14-V1:Single-Speculation-Start then > U7 57 and

(d) if 7/ = =Y/ . by Rule V14-V1:Single-Speculation-Diff UhelperB(T’J) >/, where j
Rule V14-V1:Single-Speculation-Diff
We do a case distinction on = in 3/ = 7/ :
Rule V14-V4:Single-Base We have

= ctr’ by unpacking ¥/ . according to

3 U?[B 7
=3 {p, ctr, o, R, ns
s =2 Ap et o Ron);

17’ 1444
2y~ Xiys

T
We now proceed by inversion on the derivation 27/, . </9p4+s 2/, o

Rule AM-v1-Rollback-V14 By (b), it can only be roll back of V1 and only be the topmost state.
Furthermore, this means that n = 0.
rlbs ctr

=/7s 3/, by Rule

Then X7/ :AM-Rollback, since n is equal between the two states. The rest of the case is analogous to
Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

Rule AM-v4-Rollback-V14 Since X}/ = 3!/ . by Rule V14-V1:Single-Base, there cannot be a roll back of V4.
Rule AM-Context-V14 We have ®p,¢ JL? +S o +s-
We now use inversion on ®pg jﬂ +5 @ +5°
Rule AM-v4-step-V14 Then we have ®p 5 Mo jﬁg 5/5.
By inversion on ®p.s ¥ :zﬁg 5,5 we get:

Rule S:AM-Store-Spec The case is analogous to the corresponding case Rule S:AM-Store-Spec in Lemma 89 (V45: Soundness

of the AM speculative semantics w.r.t. AM v5 semantics) using Lemma 108 (V14: V4 step) and the fact that Rule S:AM-Store-
Spec was used.

otherwise The case is analogous to the corresponding case Rule AM-v4-step-V45 in Lemma 89 (V45: Soundness of the AM

speculative semantics w.r.t. AM v5 semantics) using Lemma 108 (V14: V4 step) and the fact that Rule S:AM-Store-Spec was
not used.

T p—
Rule AM-v1-step-V14 Then we have ®p B = o,

The case is analogous to the corresponding case Rule AM-v4-step-V45 in Lemma 85 (V45: Soundness of the AM speculative

semantics w.r.t. AM v4 semantics) combined with the fact that the rules of V1 cannot generate a starts id or rlbs id
observation.

Rule V14-V4:Single-Speculation-Start We have:

3 U?[B o
> =31 {p, ctr, o, n)

" 224 / ’7 ’ ’
Ziys =2hys (p.ctr’,o,n) - (p,ctr’, o', n >bypass n-starts ctr’
S Ap,etr,o,n) ~2 - {p, et o, n)
E) b 5 +S 5 5 5

T
We now proceed by inversion on the derivation %7/, . </914s 2, .
Rule AM-v1-Rollback-V14 Contradiction, because p is non-empty.
Rule AM-v4-Rollback-V14 Contradiction, because p is non-empty.

Rule AM-Context-V14 We have @5 Jﬁ +5 o, Iy
We now use inversion on @, Jﬂ +S @ +5:
Rule AM-v4-step-V14 Then we have ®p s 1S jﬂg 5;
By inversion on ®p s IS ;ﬂg 5/5 we get:
Rule S:AM-General By definition we have r = starts ctr’. Since Rule S:AM-General does not modify the state, we have

’ Y7
z +S =2 +Sbypass n*
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Then we choose X/, = ¥/ and derive the step 3!/ |J%. 3/, by Rule B:AM-Reflection.
We now fulfill all premises for Rule V14-V1:Single-Speculation-Diff and have >/, = 3/, ..

We need to show that % UhezperB(?’r’m/) >/, holds.
We have:
7B Definition helperg()
=helperg(7 - starts ctr’, ctr’) T = starts ctr’

=helperg(T - 7, ctr’)

and we have 7|8 by IH.
=B
Since 3/, =3/ and IH = llrr !, we have 2 ||
otherwise Contradiction, because p is non-empty.
Rule AM-v1-step-V14 Contradiction, because p is non-empty and Rule B:AM-General does not work on starts id observations.
Rule V14-V1:Single-Speculation-Diff We have:

helperg (z-z.cir’) >/, as needed to show.

5 Uhelpers(ij) s
> :2;{" -(p, ctr,o, n)
3o =2 Ap et o n) - {p, ctr’ 6" n"") -215
1 Ap,ctro,n)y ~3] o - (p, ctr’, o, n)

j=ctr’

We now proceed by inversion on the derivation 37, :Eﬂ +5 2o
Rule AM-v1-Rollback-V14 This means a transaction is rolled back that was created later than the transaction with id = j.
Then we choose 3/, = 3// and derive the step =7/ |4 3/, by Rule B:AM-Reflection.
The case is analogous to the corresponding case Rule AM-v4-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics).
Rule AM-v4-Rollback-V14 There are two cases depending on the id of the rolled back transaction:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.
The case is analogous to the case of Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics
w.r.t. AM v4 semantics).
id = j Then we choose 3/, = 3!/ and derive the step 2!/ ||¢ 3/, by Rule B:AM-Reflection.
Since the transaction with id = j was rolled back, we know that 3’ b = 2”4'-5 ~Ap, ctr'’’, o, n).
For the trace, we get 7 - rlbg jIB = helperg(7, j) by definition of B and id = j.
The rest of the case is analogous to the corresponding case Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics).
otherwise Then we choose 3/, = ¥/ and derive the step 3!/ |J% 2/, by Rule B:AM-Reflection. Analogous to the corresponding
case Rule AM-v4-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

O

Lemma 112 (V14 AM: Completeness w.r.t V1 and projection). If
(1) g = Zp+s by Rule V14-V1:Single-Base and
(2) p L 21
Then exists %, o such that
I3 = 2:,+s by Rule V14-V1:Single-Base and
I Zp4s U], %, . and
mz=71B
PRrOOF. We proceed by induction on p ||% 37,
Rule B:AM-Reflection By Rule B:AM-Reflection we have % |Jf, X with T = %7..

I - III We derive Zp45 ll?:rs 3/, . by Rule AM-Reflection-V14 and thus 345 = 3]
By construction and 2) we have 3, =~ ¥/ . by Rule V14-V1:Single-Base.

+S°

Since ¢ B = ¢ we are finished.
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— T
Rule B:AM-Single Then we have 3 |}, =/ and =/ =/9r 3],.

We need to show

I 3p4s 57 2], and

I 3, = 3/, . by Rule V14-V1:Single-Base and
mz-r=7 78 ~

We applyithe IHon 2p |7 37/ we get

U Zpys U, 27, and

I 37 = 3! . by Rule V14-V1:Single-Base and
v =718

By Rule V14-V1:Single-Base we have:

> =31 {p, ctr, o, n)

s =X0e - (p, ctr’, o, n)

244 1244
2y ~Tihs

T
We continue by inversion on 3/ =/) 3/ :
Rule B:AM-Rollback The case is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection)

using Rule AM-v1-Rollback-V14.
T —
Rule B:AM-Context We then have (p, ctr, o, n) =/ @ and n > 0.

7

By X! = X7/, we know that Rule AM-Context-V14 applies for the step 2/, c </Ip+s 2/, .

’

T —
We now need to find a derivation for the step (p, ctr’, o, n) =</Ip+s @, +s according to Rule AM-Context-V14.
T —
We proceed by inversion on {p, ctr, o, n) </3 D,

T —
Rule AM-NoBranch Then n > 0 and (p, ctr, o, R, n) =/9r CD;{ by o 5.
Furthermore, Zf{.n =n-1.

We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) = store x, e Then, a speculative transaction of V4 with id is started using Rule S:AM-Store-Spec through Rule AM-v4-

step-V45 and a new instance @ +s was pushed on top of the stack.
The rest of the case is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).
otherwise Then we can either use Rule AM-NoBranch through Rule AM-v1-step-V14 or Rule S:AM-NoBranch through Rule AM-

v4-step-V14.
Because of Lemma 106 (V14 AM: Confluence), we know that it does not matter which rule we use, which means we can use

the same rule as for v5 do derive the step.
The rest of the proof is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).

otherwise These rules include Rule B:AM-barr, Rule B:AM-barr-spec, Rule B:AM-General and Rule B:AM-Spec. Since the rules of
V1 are included in the combined semantics and X5 = X4, we can use the corresponding rule in the combined semantics by

Confluence or delegate back to V1 by Rule AM-v1-step-V14.
This means we can always do the same step in the combined as in the V1 semantics.

THEOREM 30 (V14: RELATING COMBINED TO NON-SPECULATIVE). Let p be a program and w be a speculation window. Then Behns(p) =
Beh'” (p) Ins.

Proor. By Lemma 11 (V14: Relating speculative projections to non-speculative projection), we have Beh ﬂ+ >(p) Ins = Beh ﬂ+ S(p)1S1B.
By Theorem 28 (V14: Relating V4 with projection of combined), we have that Beh j;r >(p) M= Behsﬂ (p).
By Lemma 15 (V4: speculative-projections equal to non-speculative Projections), we get Behsﬂ (p)1B = Behsﬂ (p) Ths-
By Theorem 15 (S AM: Behaviour of non-speculative semantics and AM semantics), we know that Behéﬂ (p) Tns = Behns(p).
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Combining these facts we get:

Beh';”(p) Ins

= Beh'7° (p) 1917
= Beh? (p)1®

= Behgq (P) s

= Behns(p)
and are finished. ]

Corollary 4 (V14: SNI of combined preserves SNI of parts). Let p be a program and w be a speculation window. If p Fpis SNI then p +p SNI
and p +s SNL

ProoOF. Assume p +p45 SNI and that there are o, 0’ € InitConf with ¢ ~p ¢’ for some policy P and (p, o) QSS 7, (p,d’) Q]?]S b4
We need to show that

(1) (p,o) AL 75, (p,0") AL Ts

@) (p.o) AT Tp, (p.0”) AT Tp

We show the proof for 1). The proof for 2) is analogous using Theorem 29 (V14: Relating V1 with projection of combined).
Unfolding the definition of p Fpis SNI we get:

(1) if o ~p o and (p.0) A 7. (p.0") Ay 7 then (p.0) AL, Tys, (p.0") A2, Ty
After initialization we have (p, o) A%, s Tps, (p,0") A, Tps-

By Theorem 28 (V14: Relating V4 with projection of combined) we have (p, o) A 7ps S e Behé’z{ (p) and (p,0’) AL Tps 1S e Behéﬂ (p),
which is what we needed to show.

[m]
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L.3 Relating Speculative and AM semantics
Lemma 113 (V14SE: Confluence). If

(1) Xiss 520 X7, and

(2) Xp+s 50+§S X[/, derived by a different rule

Then

(1) X] +S =X +S
Proor. Analogous to Lemma 91 (V45SE: Confluence) O

THEOREM 31 (V14: SNI). For a program p, all oracles O with speculative window at most w and for a security Policy P, p |—0+S SNIp iff
P F+s SNIp.

Proor. We prove the two directions separately:

(=) The proof proceeds analogous to Theorem 17 (S SNI) using (Lemma 124 (V14: Completeness Am semantics w.r.t. speculative semantics))
(<) The proof proceeds analogously to Theorem 17 (S SNI) using the Soundness (Lemma 119 (V14: Soundness Big-step))

O
Definition 67 (V14: Relation between AM and spec for all oracles). We define two relations between AM and oracle semantics. =p4s ~
(V14:Base) (V14:Single-Base)
Zp+s ~ Xp+s Tcom INV(Z +5 X +S)
D Mp+s @ 2545 ®p+s Xp+s
(V14:Single-OracleTrue)
Zp4s ~ Xpsleom  Z o U, 3" . where transaction with id ctr is rolled back
Xpys = X'JrS -{p, ctr,o,h,n"") x = (S, true) V (B,m A m = o(pc)
Tps =2, {p, ctr.o,n) INV (X545, X4s)
3o (poetroon) - (poctr’, o’ n") - Brysy mpas X[ o - (poctroo hon”) - (p,ctr’, o, hon")*
(V14:Single-Transaction-Rollback)
o~ X steom 120 ZU U], o 2 where transaction with id ctr is rolled back  x = (S, true) v (B, m)
Xias =X, o - {p ctr,o,h,n"") Zpys = Z) o (pctrom) INV(Zp4s, Xises)
3o (poctroun) - (p. ctr's 0 WV - Bsor mus Xl - (P ctr,o o) - (pr et oy W00 < Xigsy
Zp+s ~ Xp4s
(V14:Single)
:Base, ’ — ’ ’ ’
(Visfase) sl = Xl 2 ~ Xis
@~2 3o {p ctro, nyt ~ X! ,s (p.ctr’,o.h, n'yb
Lemma 114 (V14: Coincide on =345 for projections). If
(1) Zp4s =p+s Xp+s by Rule V14:Single-Base
Then
(1) Spas S =5 Xpas S by Rule Single-Base and
(2) Spes 1B~ Xpys 1B by Rule V1:Single-Base
Proor. The proof is analogous to Lemma 92 (V45: Coincide on =g,y for projections). m]

Lemma 115 (V14: Coincide on = for projections). If
(1) Zp4s = Xias

Then
(1) s 1S = Xpys 1S and
(2) Zias 1P = Xiys 1P

Proor. The projection function does not change the values of the instances in the state. Thus, X545 M = Xpes 1S and Spys B = Xpys 18
trivially holds. o
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Lemma 116 (V14: Initial states fulfill properties). Let p be a program, » be a speculation window and O be an oracle with speculation window
at most w. If

(1) cr,.cr.' € InitConf and

) Zlfits (p,o) and 2?’35 p,a’) and

(3) X! (p, o) and X[\ (p, o)
Then

(1) X (p.o) = X[t (p.o”) and

@20 sl ad }

(3) 2”:’_2 (p,0) =p4s X"_l:g (p,o) and ij_ts (p,0’) =p4s X"’lg (p, 0’) by Rule V14:Single-Base and

Proor. The proof is analogous to Lemma 45 (S: Initial states fulfill properties). O

Lemma 117 (V14AM: Single step preserves =). If
(1) Spas = 3], and
(2) Sivs Lnss 5. and s = il
+S LIB+S &g AN +S =/5+5 +S
Then
(1) By = 2l
Proor. The proof is analogous to Lemma 43 (S AM: Single step preserves =). O

Lemma 118 (V14SE: Single step preserves =). If

(1) Xpas EXT+S and
(2) Xp4s £O+§5 X s and X!
Then

DX =X and
(1) +5

+S =

TO+S

i1
+S “B4S X +5

Proor. The proof is analogous to Lemma 44 (S SE: Single step preserves =). O

L4 Soundness

Lemma 119 (V14: Soundness Big-step). Let p be a program, w € N be a speculative window.
If
(1) 0,0’ € InitConf and
@) (p.o) AF, T (p0") AT, T

Then for all prediction oracles O with speculation window at most w.

I(p.o) A9, 7. (p.o) A9, 7

Proor. The proof is analogous to Lemma 46 (S: Soundness Am semantics w.r.t. speculative semantics) using Lemma 116 (V14: Initial
states fulfill properties) to show that our initial states fulfill all the premises for Lemma 120 (V14: Soundness Am semantics w.r.t. speculative
semantics with new relation between states). O

Lemma 120 (V14: Soundness Am semantics w.r.t. speculative semantics with new relation between states). Let p be a program, w € N be a
speculative window.

If

(1) Siys = 2T+S

(2) Xpys =X andp =@

(3) 2% =n+s Xias andZTJrs

(4) Ziss ll?+s %, s and ZT+s Uiss ZT-:S

Then for all prediction oracles O with speculation window at most w.

I Xpas Oi;,x’ X' % ;/x*js
s, = ZT;S

mx,, =X andp=0

VS, s X, and =] mngs X
vr =7"

+s X!

|

+S

+S’
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T it
w5 Uiis Ziss

Rule AM-Reflection-V14 We have 3545 |f %, and 2T+S U, ¥, o, where X, o =3pisand 27 = ZT+S. We choose 3, . =3/
and = =37 .

0,
We further use Rule V14-SE:Reflection to derive Xp 45 i?X 4
satisfy all conclusions.
] — ) T P 7 .
Rule AM-Single-V14 We have % 45 Vs =i V\;lth Z:/'/Jrs LIs+s 2, and 3! s Ul 2h,cand 2 0 < Qpas = I+S'
We nowoapply IHon 3> J(r)g U, 2, cand 2] UF o =7, and get
T S *
(@) Xigs $5X7 XTI 785 x
7B+’ TB+S V7O B4S
(b) =, =37 .
4 ~ * -/ _
©) )(//-*'S =X +S/2/1ndp _*® *
((d; E +s_ +s Xy and 25 o s X7
e) T =T
We do a case distinction on =45 in %7/ o =545 X/, o and 27 o =45 X, ¢ by inversion
Rule V14:Single-Base We thus have 2//+S ~ X”JrS leom and INV (2! X”+S) (Similar for X, . and X!

ProOF. By Induction on Zp4s U?+s ¥, ¢ and Al

+S

19) "
v XD X with X/, = Xis and X7 = X . We now trivially

Q

+S +5)
Similarly to Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation between states) we can account

for possible commits and get a state X7’ . such that %7/ ¢ ~p4s X% o by Rule V14:Single-Base

T T
We now proceed by inversion on the derivations %/, . </9p4s 2, c and 2%« </Dn4s ZTTFS.
Note that by 7/, . = 37 . and the fact the same traces are generated, we know that the same rule was used to derive the step.

"

T —_ T — -
Rule AM-Context-V14 We now have @/, . =/Ji4s o, +s and @ o =/nys o, +s Where 37/ = ®pys - @, and X} =

Furthermore, n > 0 and note that all states point to the same instruction by b-d.

T —
Rule AM-v4-step-V14 Then, we have ®s S =/ o +S IS
We use Lemma 121 (V14: V4 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

Rule AM-v1-step-V14 Then we have ®p g rB JZ} g +S rB .
We use Lemma 122 (V14: V1 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.
Rule AM-v1-Rollback-V14 Contradiction, because minWndw(X7’ <) > 0 and INV(Z"+S, X
Rule AM-v4-Rollback-V14 Contradiction, because minWndw(X7’ ) > 0 and INV(3! ., X" ).
Rule V14:Single-OracleTrue We thus have

17 111\ false
Xilys Y

=Xpys3 - {p,ctr,a, h,n’"y - (p, ctr’, o, h,n
3o =Zpass - (p.ctr,oyn) - (p,ctr’ o’ n') - Tpasy
Xpts =Xpys3 - {p, ctr, 0, h,n”)

S54s =Xp4s3 - {p, cir, o, n)

2 +S ~X +S rcom

The form of X}, . and %7, is analogous. We now apply inversion on 3/, ¢ Jﬁ +5 2o
Rule AM-Context-V14 We choose X/, . = X[/, . and XT:{S =X,
I By IH a) and Rule V14-SE:Reflection
II By Lemma 117 (V14AM: Single step preserves =).
I Since X/, = X//,c and X =X},
IV We show that X/ . ~p4s X/, by Rule V14:Single-OracleTrue. The proof for XTiS ~ ZTZS is analogous.
Since we did not roll back the transaction with id ctr’ we have that X5 does not change.
Since X345 remains the same as well, we have 345 ~ Xpis [com and INV(Z .45, Xp45) X545 [com-
Thus, we fulfill all premises for Rule V14:Single-OracleTrue.
V By He).
Rule AM-v4-Rollback-V14 There are two cases depending on the transaction id of the rolled back transaction:
id > ctr Then an inner transaction w.r.t our ctr transaction was finished. We choose X/ +s = Xp4s and X Tjs =x' +s- The rest of
the proof proceeds similar to the context case above.

we are finished using IH c).

id = ctr Most cases are similar to the context case above. Only the relation changes. We choose X/ . = Xp+s and X, Tis =x! +5-
The case is analogous to the corresponding case in Lemma 120 (V14: Soundness Am semantics w.r.t. speculative semantics
with new relation between states).
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Rule AM-v1-Rollback-V14 The case is analogous to the case Rule AM-v4-Rollback-V14 above.
Rule V14:Single-Transaction-Rollback We have

X! s =Xpsss - (poctroo hon”) - (p,ctr’,a” b, 0)™ - Xiysy
3o =Zpesy - (poctrooon) - (poetr’ o’ )T By

Xits =Xg4s3 - {p, ctr, o, h,n”")
Zp4s =2p4s3 - (p, ctr, o, 1)
2B+s ~X +S rcom

n’ >0

The form of X', . and 3}, . is analogous.
There are two cases depending on n’.

T
n’ >0 Then we know that =/, . =/7p+s 2/, is not a rollback for ctr. The case is analogous to the corresponding case in
Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation between states).

n’ =0 Then we know that 3/ izﬁ +5 27,5 Was created by either Rule AM-v1-Rollback-V14 or Rule AM-v4-Rollback-V14 and is
a rollback for ctr.
We do the proof for Rule AM-v4-Rollback-V14, since the case for Rule AM-v1-Rollback-V14 is analogous.
The proof obligations are analogous to the corresponding case in Lemma 98 (V45: Soundness Am semantics w.r.t. speculative
semantics with new relation between states) using Lemma 117 (V14AM: Single step preserves =) for Il and Lemma 118 (V14SE:
Single step preserves =) for III.

Q

Lemma 121 (V14: V4 Soundness Single step). If
t 1 .
(1) Zp4s mpts Xps and E o ~p4s X, o by Rule V14:Single-Base and
2) Zpts ZT+S and Xp 45 = XT+S and
L T i
(3) @is Lias Pys and @], /iys By by
I, = T =t
(4) s 15 L5 Bhys 1S and ©f 15 <05 By 1S

Then

IR

’ S = + ’ o s =7t
(1) ¥rys L +; 7 ssand ¥ o X, +; ‘I’T'Jrs in combination with Context rule

(=1 o 5Tt
(2) Wias 1 55 Wiy 1S and W] 15 55 Wi

o 5Tt ~ i

() =, =3\ andX’+STI= Xiis an(liT
T T

(4) 2 ys mpas X[y and 2 o ~pys X g

Proor. By Rule V14:Single-Base and Xp4s = XTJrS we know that minWndw(Xp4s) > 0 (similar for XT+S). This means Rule V14-SE-

’

T —_ . T —
Context applies. We now need to find a step Yp4+5 =/ 545 7 +s and ‘I"+S /84S ‘PTZS. Note that Rule V14-SE-Context reduces the window
of all states by 1 or zeroes the speculation window if the instruction was a barrier.
By Lemma 115 and Lemma 114 we get Zp4s M 2 Xigs 1S and Spps 1S = ZT+S 1.

T — T —_
Because of ®p4s [ =/7s o 45 IS and o s M=/ @Tis IS and Rule V14:Single-Base, we fulfill all premises for Lemma 48 (S: Soundness
Single Step AM) and derive a step in the oracle semantics:
a) %, 15 ==l 1Sand X 15 = x[T 1S
b) £/, 15 ms X, 1S and =TT 05 ms XTT 1S

T — 3 T —_
c) Ppsis M=) ¥ +S rS’ and ‘I’ls M = ‘PT +S I the step of the oracle
— , Opgs —,
Since we have ¥, [ ;? ¥ w1 " we can derive a step W45 +55 ¥ +s using Rule V14-SE:v4-step (or another applicable rule by

Lemma 113 (V14SE: Confluence)).
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Let us collect what we already have:

-/

Xiys =Xlys - ¥ias
= +5 :2”+S X +S
XTis =Xiss '?ris
2ﬂ+s =Ziys ’ETZS
We now need to show that 3/, o = Zﬂ;s and X/ = XTiS and X}, o ®pys X/, o and Zﬁ;s p4s XTis hold.

> =3 and Xl s = XTIS The proof for >/, , . = Zﬁ+s and X/ . = XTIS is analogous to the corresponding case in Lemma 99 (V45: V4
Soundness Single step).
X MB4s X/+s and ZTTFS pis XT:CS We want to show that 3/, o =pys X/, . The case for ZT:S R4S XTiS is analogous.

We first check if there is a transaction of V5 that needs to be rolled back in X/, ., since the speculation window of each instance was

reduced.

This has to be done, because we only know that minWndw (X, , ;) > 0 before we did the step. So it could happen that minWndw(X]

0 for some transaction of V1 that needs to be rolled back.

Transaction of V1 that needs to be rolled back in X/, with window 0 The step made cannot create a new speculative instance
of V5 that would be on top. This means we can derive all premises of Rule V14:Single-Transaction-Rollback just from X345 ®p1s Xps.
Thus, we have >/, , - =p4s X/, by Rule V14:Single-Transaction-Rollback.

No V1 Transaction that needs to be rolled back in X/, ; with window 0 Since the speculation window was reduced for all en-
tries in X/, . and only for the topmost entry in 35,5 and we had INV (3345, Xp4s) from Zpys =p4s Xpis, we have INV(Z], o, X!, o)
again. This reasoning extends to newly created instances by speculation as well.

We do a case distinction on =g:

Rule Single-Base Analogous to the corresponding cases in Lemma 99 (V45: V4 Soundness Single step).

Rule Single-OracleTrue Then, the oracle predicted correctly. Analogous to the corresponding cases in Lemma 99 (V45: V4
Soundness Single step). Rule V14:Single-OracleTrue and have X}, ¢ ®p4s X, .

+S

) =

Rule Single-Transaction-Rollback Then one of the instances in X, ¢ IS needs to be rolled back.
This means the same instance in X}, . needs to be rolled back as well.
We do a case distinction if the instance is part of v +s or not. These cases are analogous to the corresponding cases in
Lemma 99 (V45: V4 Soundness Single step).
m}

Lemma 122 (V14: V1 Soundness Single step). If
1) Zpys =pes Xpas and s +S XT _ by Rule V14:Single-Base and
+5 +s Y 4
(2) Spas =21 and Xpps = X and

T = T i
(3) Pies Lies Py and @, <Lises Piiys by
T —_ T —_
(4) Oiys 1B L T 1B and @ 1B <0 B

rB
+5
Then

s Oiss — + o Omss =4
(1) Yp4s X +;S 7, +s and‘I"+S z +;S ‘I’T+5 in combination with Context rule
0 — O Tt
(2) Yias 1B 50 W18 and ¥, 1B 57 ¥ 1P
r oo T ooyl
(3) 2, =2, candX vs = Xits anil
(4) 2,5 mies X g and 20 s X'Is

Proor. The proof is very similar to Lemma 121 (V14: V4 Soundness Single step). We only discuss the key aspects.
By Rule V14:Single-Base and X5 = XT+S we know that minWndw(Xp,s) > 0 (similar for XT+S). This means Rule V14-SE-Context

’ ’

T — - —t
applies. We now need to find a step ¥i4s =/754s 7, +s and ‘I"+S =/In4s ‘I"ZS. Note that Rule V14-SE-Context reduces the window of all
states by 1 or zeroes the speculation window if the instruction was a barrier.
By Lemma 115 and Lemma 114 we get Zp4s MB a2y Xpys 1B and Spys 1B 2 5! s 1B,
Combined with Rule V14:Single-Base, we fulfill all premises for Lemma 52 (B: Soundness Single Step AM) and derive a step in the oracle
semantics:
’ B
a) 2 !
’ B
b) 2 sl

R

¥t B B o it B
2+Sr andX,ﬁr :X+ST£

’ B B B
X+Sr and 2 +Sr = X+Sr

Q
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T _ - T —
c) Ppsis 1B = ¥ +S rB/ and ‘I’}JrS B =, ¥ +S 1B the step of the oracle
T _ ! —
Since we have ¥, [° =/ 7 +s IS " we can derive a step ¥iis =/Dn+s 7 +s using Rule V14-SE:v1-step (or another applicable rule by
Lemma 113 (V14SE: Confluence)).
Let us collect what we already have:
—
Xiys Xys - Vias

’

s =Xlhs Diys
XTT=xt, i
ETKS =2i.s 'ETZS
We now need to show that 3/, . = Z sand X/ o = XT' and X}, o ®pys X/, o and Zﬂ;s pis XTis hold.
s = 2“ and X/ . = X} T The proof for >} o = Z] } . and X’+S = XI t < is analogous to the corresponding case in Lemma 99 (V45: V4

Soundness Single step)
> +s ~B4s X 4 4+ and ZT-L;S ~pys X TIS We first check if there is a transaction of V4 that needs to be rolled back in X/, +5» since the speculation
window of each instance was reduced.

This has to be done, because we only know that minWndw(X/, ) > 0 before we did the step. So it could happen that minWndw(X],, ;) =

0 for some transaction of V4 that needs to be rolled back.

Transaction of V4 that needs to be rolled back in X/, . with window 0 The step made cannot create a new speculative instance
of V4. This means we can derive all premises of Rule V14:Single-Transaction-Rollback just from Y345 =515 Xp+s. Thus, we have
2 s ®p+s X[, ¢ by Rule V14:Single-Transaction-Rollback.

No V4 Transaction that needs to be rolled back in X/, with window 0 Since the speculation window was reduced for all en-
tries in X/, . and only for the topmost entry in Zp+s and we had INV (245, Xis4s) from Zpys ®p4s Xisys, we have INV(Z, o, X))
again. This reasoning extends to newly created instances by speculation as well.

We do a case distinction on =:
Rule V1:Single-Base Analogous to the corresponding case in Lemma 121 (V14: V4 Soundness Single step).
Rule V1:Single-OracleTrue Analogous to the corresponding case in Lemma 121 (V14: V4 Soundness Single step).
Rule V1:Single-Transaction-Rollback Then one of the instances in X, . 1B needs to be rolled back.
This means the same instance in X/, , . needs to be rolled back as well.

We do a case distinction if the instance is part of ¥ +5 or not.
These cases are analogous to the corresponding cases in Lemma 99 (V45: V4 Soundness Single step).

[m}
L.5 Completeness
Definition 68 (V14: Relation between AM and Spec for oracles that only mispredict). — |5, ¢ zo-:gn Xisgs
(V14:Base-Oracle) (V14:Single-Base-Oracle)
Zp4s ~ Xpgslecom  INV2(Zpys, Xpys)  minWndw(Xpis) > 0
~Oam (o)
D ~pys @ Zp4s mo e Xias
(V14:Single-Transaction-Rollback-Oracle)
o~ X steom 120 ZU U], 2 where transaction with id ctr is rolled back  x = (S, true) v (B, m)
Xpas = X’JrS -{p, ctr, o, h,n’") Yhes = 27 s {(p, ctr, o, n) INV2(Zp4s, Xpas)
lys (p.ctroon) - (p,ctr’, o’ R, n")* - 3sy Oj;” Xl Ap.ctroo b’y - (p,ctr’, a”" R/, W, 0)*
Lemma 123 (V14: Coincide on zojg‘ for projections). If
(1) Zpgs zof’S“ Xp+s by Rule V14:Single-Base
Then
(1) Spes zg)‘"" Xigs IS by Rule Single-Base-Oracle and
(2) Spes B ~Oam x; s B by Rule Single-Base-Oracle
Proor. The proof is analogous to Lemma 101 (V45: Coincide on = “I’{" for projections). O
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Definition 69 (V14: Constructing the AM Oracle). We rely for the construction of the oracle OL> on the construction of its parts. Here
Definition 58 (Constructing the AM Oracle) and Definition 56 (Constructing the Oracle).
Thus, we have: Oa;ls = (Oamps Oams) for the speculative oracle combined semantics.

Lemma 124 (V14: Completeness Am semantics w.r.t. speculative semantics). Let p be a program, o € N be a speculative window, o,
o’ € InitConf be two initial configurations. If
(1) (p,0) A2, 7 and (p,0") AL, 7 and
@ T+t
Then there exists an oracle O such that
I(p,0) ﬂ0+s 71 and (p,o’) Q0+s 7 and
Ity # ?;
Proor. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. If
(1) (p,0) A, Tand (p,0") AL, 7 and
I
By definition of 17, we have two final states X5 and 3/ +op such that Zi"its (p, o) U?+S SB4SF Zé"itp, o’ U?;S > +5p- Combined with
the fact that 7 # 7', it follows that there are speculative states =* ., =** il ZTTFS and sequences of observations 7, 7,4, ?;n & Tams Tam

+S’ TB+S’ TB+S’
such that 74m # 7, 2 i & Zk+5 and:

. - Tam =
t — Ten
Zm_:,g (p,o) UT+5 Z*+S ==/5+s 2*15 U +Sd 2B+SF
7, =
init / T T _a T Tend 3/
) +S(p’o- ) U +S X +S ’7ﬁ +S X +S U +S ) +SF

We claim that there is a prediction oracle O with speculative window at most w such that

- Oy « * *
a) X"zg(p, 0) o SiU+SX*+S and X7 .0 =37 ..0and INV2(X] .2}, ) and
b) X (p.o") "X and X o= 2o and INV2(XT, 3T

C) X >k+S = XT+S
We achieve this by applying Lemma 125 (V14: Stronger Soundness for a specific oracle and for specific executions) on the AM execution up

to the point of the difference i.e., Zi"its (p,o) U?Jrs 3%, and Zi"its (p,o’) U?Jrs ZT+S.

The argument why 3 ~Oam X +s 1s derived by Rule V14:Single-Base-Oracle is analogous to Lemma 102 (V45: Completeness Am
semantics w.r.t. speculative semantics).

Tam
We proceed by case analysis on the rule in </9p45 used to derive 3% vs =4S 2*’:_5. Because 7, . = il soand 7y = ?’1, we know that

’

the same rule was used in % +5 Tafi"ﬂg Z-H;rs as well.

Rule AM-v4-Rollback-V14 Contradiction. Because X* b = s 45 We have for all instances ®1.ctr = fbi .ctr.
Since the same instance would be rolled back, we have 74, = 7/,
Rule AM-v1-Rollback-V14 Analogous to the case above.
Tam

Rule AM-Context-V14 By inversion on Rule AM-Context-V14 for the step 27 . ==/n+s 21 ¢
T

— — . am =/
Bt o = Bpys - Ppys with Pys =/ Ipgs Prys.

we have X7 . = Dpys - Ppgs and

Tam —
We now do inversion on @545 ==/ p4s Ppgs:

T —
Rule AM-v4-step-V14 Then we have ®p 45 S =/ CI>/5 1S,
The case is analogous to Lemma 49 (Completeness Am semantics w.r.t. speculative semantics) in the Rule S:AM-Context case.
T —
Rule AM-v1-step-V14 Then we have ®p 45 1B = oy +5 1B
The case is analogous to Lemma 54 (B: Completeness Am semantics w.r.t. speculative semantics) in the Rule B:AM-Context case.
This completes the proof of our claim.
m]

Lemma 125 (V14: Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there is a difference
in the trace but before there is none. We use the oracle O, as it is defined by Definition 69 (V14: Constructing the AM Oracle) for the given
execution. If

(1) Siss ezTﬁ
(2) Xpyps =X andp =@
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(3) Ziys #%m Xp.s and ZT+S ~Oam XT+
T T T if
(4) Zias Ul g Blps and 2 UF o 20
and our oracle is constructed in the way described above Then

S

Ousgnasyr  yt Qs it
I Xpas i?, X, X!, i?,,x T

L

H2+S:Z;¥s

IHX’+553(+Sandp=®Tv , .
/ ~Yam 4 TN(lm T

vz, ~%m X,  ands!l  ~Om XTT
V?/:?II

ProoF. Notice that the proof is very similar to Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation
between states). The only thing that is different is that (1) the specific oracle only mispredicts so there is one less case in the relation and (2)
we have a different invariant for that specific oracle i.e., INV2(Zp4s, Xp4s)

For these reasons we will only argue why INVZ(Z#
By Induction on g4 U?_'_S ¥, and il

+5s X[, ,5) holds in the different cases and leave the rest to the old soundness proof.

4
w5 Vs Zhse
Rule AM-Reflection-V14 We have 345 |If > +s and 2T+s U5, pY

of o> Where 3, o =3pysand B = ZT+S. We choose X/, . = ]
5
and X b =2

+S

. . O . One o
We further use Rule V14-SE:Reflection to derive Xp4g §€+SX’+S, X'JrS $£+SX ';'S with X/, . = Xi4s and XT:[S = XT+S. We
now trivially satisfy all conclusions.
— T — T o
Rule AM-Single-V14 We have % 45 U, DX v&;ith 2:’_'_5 “LIp+s 2y, and 2T+S U, 2 cand 27 o </pes ZT+S.
We nowoapply IH on Zp4s Ufgs X cand>] o Uf o 3% o and get
+SSB4S o il +5 $ B4S g
(@) Xiss i?, XX i?,, Xt
124 ~ *
®) 2//+S N 2*+S —r
(c)X+SE(§(+Sandp=® o
(d) X7, ¢ o XU g and B o =00 XE o
(e) T =7"
We do a case distinction on 24 in 37 x%m x7 and 5+ xOam x* .
+S +S +S +S°

+5
Rule V)14:Sing1e-Base-Orac1e We thus have 37/ o ~ X[/, ¢ lcom, minWndw(X[/, ;) > 0 and INV2(3!/ ., X[, .) (Similar for 3} . and
XF ).
+5

T
We now proceed by inversion on the derivation 27/, ¢ </9p+s 27, o
Rule AM-v4-Rollback-V14 Contradiction, since minWndw(X/ ) > 0 and INV2(3! ., X[/ ).
Rule AM-v1-Rollback-V14 Analogous to above.

T —
Rule AM-Context-V14 We have ®p,5 =/ 945 @, +sandn > 0.

T —
We now use inversion on ®p4s =/ Jp4s Ppas:

T —
Rule AM-v4-step-V14 Then, we have ®p4s M= o, +S s
We use Lemma 121 (V14: V4 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

T p—
Rule AM-v1-step-V14 Then, we have &5 1B =2 @) wsIB
We use Lemma 122 (V14: V1 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.
Rule V14:Single-Transaction-Rollback-Oracle We have

44
X +S

=Xp1s3 - {p, ctr, o, R b0y - {p, ctr!, 6" R, W, 00 - Xi3154
3 =Spass - (p.ctr, o, Rony - (p,etr’, o’ R, n') - Bppgy
Xits =Xp4s3 - {p, ctr, o, L, R, n”")
Zpts =Xp4s3 - (p, ctr, o, R, n)
Zpts ~Xp+s lcom
INV2(Zp4s, Xp+s)
n’ >0
The form of X%, . and 3}, . is analogous.

Additionally we know that the transaction terminates in some state Xy Uz +s pY J’rs. There are two cases depending on n’.
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T
n’ >0 Then we know that 37/, - /9145 X/, . is not a roll back. Because Zp4+s and Xj45 do not change, INV2(Z 45, Xp+5) does not
change as well.

n’ =0 Then we know that X/ . :Zﬂ +s X}, was created by Rule AM-v4-Rollback-V14 or Rule AM-v1-Rollback-V14 and is a
rollback for ctr.
Notice, that the only difference to Xp4s and g4 is the updated ctr, because of the roll back. Updating the counter does not
change the invariant INV2(). This means INV2(Zg s, Xp4+s) (with updated ctr) still holds.

O
Lemma 126 (V14: Stronger V4 Soundness Single step). If
(1) Zpts zofg” Xpys and ZT “’" XJr < by Rule V14:Single-Base-Oracle and

(2) Zpys = 2T+S and Xp4s = XT+S and

T — T
(3) Pies Lies Pys and ®f . =/ s o - by

T =

(4) ©us 1S s s 1S and @F 15 /35 Thie 1S

Then
s Obts —r + s Ones —11 L .

(1) ¥iys Sopes ¥igs and ¥ o Lspis ¥igs in combination with Context rule

(2) Wpae HOT“ V. and‘I’}JrST?O =gl
3) 2'+S =3 candX] . r:X dﬁ

’ am ’ 1 am 1

(4) %, X candXi o =7 X o

Proor. By Rule V14:Single-Base-Oracle and Xp4s = X i +s We know that minWndw(Xp4s) > 0 (similar for X i +s)- This means Rule V14-

7’ — 7’ "
SE-Context applies. We now need to find a step ¥sys <=/Qn+s ¥ +s and gl +s L3 ‘I’T '+5. Note that Rule V14-SE-Context reduces the
window of all states by 1 or zeroes the speculation window if the instruction was a barrier.

By Lemma 115 and Lemma 123 we get Sps [ &5 Xpis |5 and Spys S = ZZS .

T — T —tt
Because of @45 5 =/7s @, +S I and o +s M = CIDT '+S 1 and Rule V14:Single-Base-Oracle, we fulfill all premises for Lemma 50 (Stronger
Soundness for a specific oracle and for specific executions) and derive a step in the oracle semantics:
S ~ vt s S ~ x Tt 8
a) 3/ Wl =OZ ' and X’ [HL X 5[ "
S Yam S S Yam S
b) 3 17 mg e X 1P and DL 1 w0 X T

T i T -
Q) ¥pys M = ¥ 45 rsl and \IIT+5 M=/ ‘I’T+5 IS the step of the oracle
T ! —
Since we have ¥4 S =/ ¥ 4 IS " we can derive a step Y45 =/Qn+s ¥ +s using Rule V14-SE:v4-step (or another applicable rule by
Lemma 113 (V14SE: Confluence)).
Let us collect what we already have:
—
Xys =Xys - ¥ias

’

s =Zlys  Pes
7o gt
Xp4s _X*+S “Figs
T Al
DALRES LY IS

We now need to show that >/ s = Zﬁ;S and X’JrS = XTiS and >/ s Ojé" X’JrS and ZH O“'" XTJr hold.

The rest of the proof is analogous to Lemma 104 (V45: Stronger V4 Soundness Single step)

Lemma 127 (V14: Stronger V1 Soundness Single step). If
(1) Zp4s zoj;” Xpys and ZT+S zojg‘ XT+S by Rule V14:Single-Base-Oracle and
(2) Tpgs = ZT+S and X4 = X}L_'_S and

T — + T =t
(3) Pits Li+s Ppys and @ 45 = +S Dpys by

T —
(4) ©us 1B 2 Ts 1B and @ 1B 2, B 1B
Then

O S — O s —1F
(1) Yous Zs +; v 45 and ¥, w5 Z +; ‘I’T;S in combination with Context rule
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Oiss 5/ Opys it
(2) Yies & +§5 ¥ +S and ‘IIT.;,S 5 +§§ ¥ +5

A ) o~y T
(3) =/, ,s =Oz L and X/ : X s andTI

’ ~Yam ’ T Uam T
42 +S TB+S X+SandZ +s TB+s Xp4s
Proor. By Rule V14:Single-Base-Oracle and X5 = XT+S we know that minWndw(X;;4s) > 0 (similar for XT+S). This means Rule V14-

4 — 4 —t
SE-Context applies. We now need to find a step ¥z4+5 =/Jp+s ¥ +s and ‘I’T+S =/ 45 ‘I‘T+S. Note that Rule V14-SE-Context reduces the
window of all states by 1 or zeroes the speculation window if the instruction was a barrier.

By Lemma 115 (V14: Coincide on = for projections) and Lemma 123 (V14: Coincide on zojg’ for projections) we get Sp4s B ~Oam x. 1B
and Zpys 1B = 5 B,

T — T —
Because of @45 B =) @, 45 1B and @ +s 1B =) <I>1 :5 18 and Rule V14:Single-Base-Oracle, we fulfill all premises for Lemma 53 (B:
Stronger Soundness for a specific oracle and for specific executions) and derive a step in the oracle semantics:

a) %, 1B = 02*15 1B and X/, . rﬁ = XT% B .
B . _Uam B B ..Uam B
b) 3 17 = Xl s and 20 17 ~ Xiys!

T T
o) Yrys 1B = ¥ +S rB/ and \PT+S B2, v 45 1B the step of the oracle
T _ i _
Since we have ¥;.5 18 = ¥ +s 1B " we can derive a step Wi+s =/+s ¥ +s using Rule V14-SE:v4-step (or another applicable rule by
Lemma 113 (V14SE: Confluence)).

Let us collect what we already have:
’ 7 T
Xigs =Xiys - Yrus
-/

’ _/
Ziys =2iys  Prss

o kil
XB4s _X*+s “Figs
ooy g
X +S _2*+s “Phys

We now need to show that 3/, . = Z+ZS and X/ o = XTiS and 7, ¢ zo:é" X/, s and Z-H;rs zojg" XTIS hold.
The rest of the proof is analogous to Lemma 104 (V45: Stronger V4 Soundness Single step).
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M PROOFS V15

THEOREM 32 (WELL-FORMED COMPOSITION /7134Rr). F /Ipar : WFC

Proor. Immediately follows from Lemma 128 (V15 AM: Confluence), Theorem 34 (V15: Relating V1 with projection of combined),
Theorem 33 (V15: Relating V5 with projection of combined) and Lemma 142 (V15: Soundness Am semantics w.r.t. speculative semantics with
new relation between states). O

Lemma 128 (V15 AM: Confluence). If

T
(1) Siir Lhiser ¥y, and
T

(2) Zp+r =Lp+r 2L, derived by a different rule
Then

(1) 2/+R = Zp4R

Proor. Note that a difference can only come from using Rule AM-v1-step-V15 for one derivation and Rule AM-v5-step-V15 for the other.
Since these two rules delegate back to the semantics of V1 and V5, we look which two rules are applicable there.
Let us first look at the instructions and rule that could lead to two different rules to be applied:
beqz x, £, call f,ret Contradiction. There are no two different rules to derive the steps. This is because of the metaparameter Z introduced
into the semantics.
spbarr Then either Rule B:AM-barr and Rule R:AM-barr or Rule B:AM-barr-spec and Rule R:AM-barr-spec are used to derive the steps
(dependent on the value of n).
The case is analogous to the corresponding case in Lemma 83 (V45 AM: Confluence).
otherwise Then Rule AM-NoBranch and Rule R:AM-NoBranch were used for different derivations.
The case is analogous to the corresponding case in Lemma 83 (V45 AM: Confluence).

We first define two relations for states of V1 and V5: These relations are virtually the same as the ones in V45.

g = Zp4R
(V15-V1:Single-Base)

(V15-V1:Base) roos
z z +R

o=0 3., -{p,ctr,o,n) = %/ R (p, ctr’, o, R, n)
(V15-V1:Single-Speculation-Start)
DI N D U?JrR 3" s where transaction with id ctr is rolled back
Sp =3 - (p,ctr’, o, n) Zper =2, - (psctr, o Ron)

’ . / ~ 3/ . . 1 R, \US
2L Ap,ctr’,ony = 3 R (p,ctr,o,R,n) - (p, ctr’’, o’ ,R',n rot Lstarty cir
(V15-V1:Single-Speculation-Diff)
p ~Zpar 20, Uf, e 21 g where transaction with id ctr is rolled back

Sp =3 - (p, ctr’, o,n) Zpr =2, - (s ctr. o, Ron)

L Apetr’ on)y = ] - (pctr, o, Ron) - (p,etr” o' R, n)% - Tpirg

(V15-V1:Single)

(V15-V1:Base) r— r
L= 1= +R| z z +R
2~0 3 - (p,ctryo,n) ~ %/ e (p, ctr’, o, R, n)
R ® TR
(V15-V5:Single-Base)
(V15-V5:Base) A
z:R 2 +R

o=0 S, Ap.ctr,o,Ron)y = 3, - (pctr’, o, R, n)
(V15-V5:Single-Speculation-Start)
Zp~2par 20,0 Uf Lk 21 g Where transaction with id ctr is rolled back
Tg =3 - {p,ctr’, o, R, n) Zpar =2, - (psctr, o, Ron)

L Ap.etr’, o Ron)y = - (pctr,o,Ron) - (p, etr”, o’ R/, n’ ol

pc n-starty ctr
158



Automatic Detection of Speculative Execution Combinations CCS ’22, November 7-11, 2022, Los Angeles, CA, USA

(V15-V5:Single-Speculation-Diff)
Tp~Zper 20, Uf,q %" swhere transaction with id ctr is rolled back
Yp =3 - (p,ctr’,o,R, n) Zpar =2, (psctr, o, Ron)

S (p.etr’ o, Ron)y = 3, - (p ctr, 0, Ron) - (p,ctr” o' R, ) - Sy

2R ~ Zp4R
(V15-V5:Single)
(V15-V5:Base) 5= 1%, 3~
©~0 L Apoctr,o,Ron) ~ 3 - (p,ctr’, o, R, n)

Lemma 129 (V15: V5 step). If

(1) g = Zp4r by Rule V15-V5:Single-Base and

= — —
(2) Zpr = Cpyr - Py and 3, = Opyp - Py and
T —

(3) @i t? 5 T, and

Then
MR

(1) Zr ==Lr =}, and

(2) if the step was not derived by Rule B:AM-Spec then %, = %], by Rule V15-V5:Single-Base and

(3) if the step was derived by Rule 5:AM-Spec then 3}, = X/, . by Rule V15-V5:Single-Speculation-Start

Proor. We have by =:
g =27 - (p, ctr,o, R, n)

Zper =20, - (p ctr’ o, R, n)
” 124
Zp ~Zip

T —
We proceed by inversion on ®p4p 1B = T

Rule B:AM-Spec Then we use Rule R:AM-NoBranch to derive a step Xp :EQR 2:{.
The case is analogous to the corresponding case of Rule R:AM-Ret-Spec in Lemma 86 (V45: V4 step).
otherwise This includes Rule B:AM-barr or Rule B:AM-barr-spec or Rule AM-NoBranch.
We do the case for Rule B:AM-barr. The case for Rule B:AM-barr-spec and Rule AM-NoBranch is analogous.
The case is analogous to the corresponding case in Lemma 86 (V45: V4 step).

Lemma 130 (V15: V1 step). If

(1) 25 = Ep4r by Rule V45-V4:Single-Base and

—_ — —
(2) Zp+r = P4k - Pir andZ’+R = Dpyp - Qi and
T p—

(3) P IR < T and

Then
s

(1) Zp ==/)s 2!, and

(2) if the step was not derived by Rule R:AM-Ret-Spec then 3], = 3/, . by Rule V15-V1:Single-Base and

(3) if the step was derived by Rule R:AM-Ret-Spec then 3, = 3, . by Rule V15-V1:Single-Speculation-Start

ProoF. We have by =:
Sy =2 - {p, ctr,o,n)
Sper =20, - (P ctr’, o, R, n)

14 124
2y ~Zip

T J—
We proceed by inversion on ®p4p MR = d#{:

T
Rule R:AM-Ret-Spec Then we use Rule AM-NoBranch to derive a step 3, </9s 2/..
The case is analogous to the corresponding case in Lemma 86 (V45: V4 step).
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Rule R:AM-barr or Rule R:AM-barr-spec or Rule R:AM-NoBranch We do the case for Rule R:AM-barr. The case for Rule R:AM-barr-
spec and Rule R:AM-NoBranch is analogous.
The case is analogous to the corresponding case in Lemma 86 (V45: V4 step) using Lemma 128 (V15 AM: Confluence).

otherwise This includes Rule R:AM-Call-Full, Rule R:AM-Ret-Empty, Rule R:AM-Ret-Same and Rule R:AM-Call.

T
Then we use Rule AM-NoBranch to derive a step X3 =/9p 3/..
The case is analogous to Lemma 86 (V45: V4 step) using Lemma 128 (V15 AM: Confluence).

M.1 Projection V5 : Soundness and Completeness

THEOREM 33 (V15: RELATING V5 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window. Then Behfl (p) =
Behi " (p)1F.

Proor. We prove the two directions separately:

& Assume that (p,0) A2, , T € Beh' " (p).
The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 131 (V15: Soundness of the AM
speculative semantics w.r.t. AM v5 semantics)
We can now conclude that p,o A 7 1S e Beh{;zI (p) by Rule S:AM-Trace.

= Assume that (p,0) A 7 € BehRﬂ (p).
The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 132 (V15 AM: Completeness w.r.t
V5 and projection).
We thus have (p, o) A, , 7' € Behﬂ”‘ (p) with 7' R =7,

Lemma 131 (V15: Soundness of the AM speculative semantics w.r.t. AM v5 semantics). If
(1) 2 = Zp4r and
2) Zear Uf 5 204k
Then exists 3, such that
I3, =% ,and
I if3}, = %, by Rule V15-V5:Single-Base then ll[er %, and
oI if ¥}, = %}, , by Rule V15-V5:Single-Speculation-Start then % U?R %, and

IV if 3} = ¥ . by Rule V15-V5:Single-Speculation-Diff X UZEZPWR @) X}, wherei = ctr’ by unpacking 3, . according to Rule V15-
V5:Single-Speculation-Diff.

’
+R"

Proor. By Induction on Sp,p |JT R
Rule AM-Reflection-V15 Then we have Zp.r [ 251 with > +r = Z5+r and by Rule AM-Reflection-V15 we have
1% =3
R +R
elRgy _ 5
I > UR ZR with X = ER'
I s JPPrRED 57 with 5, = 37,
Note, that the initial relation X = ¥p4r does not change.
. T
Rule AM-Single-V15 We have ¥ R U g 20 g with 27 0 =/ 9p4r 20
We 1/rllow a})’ply MHon , If,, 2, and get
(@) 2 =20, o
(b) if 2} = =7/, , by Rule V15-V5:Single-Base then 3 llﬁr %1 and
=MR
(c) if =] = 27, , by Rule V15-V5:Single-Speculation-Start then % UET %7 and
(d) if =] ~ =, by Rule V15-V5:Single-Speculation-Diff U{;elperR(T’j) 37, where j = ctr’ by unpacking X7/, according to
Rule V15-V5:Single-Speculation-Diff
We do a case distinction on = in 3} = X7/ -
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Rule V15-V5:Single-Base We have

?FR ’”
ZR UR ZR
Zf\f = Z:{” -{p, ctr, o, R, n)ﬁ

"o / _
TR =200k (p,ctr,a,R,n)p

1244 17
g’ ~ 2

T
We now proceed by inversion on the derivation %7/, , </9p+r 27, !

Rule AM-v5-Rollback-V15 By (b), it can only be roll back of V5 and only be the topmost state.

Furthermore, this means that n = 0.
rlbg ctr

Then 2?{ —=/ 2& by Rule R:AM-Rollback, since n is equal between the two states. The rest of the case is analogous to
Lemma 89 (V45: Soundness of the AM speculative semantics w.r.t. AM v5 semantics).

Rule AM-v1-Rollback-V15 Since 2] =~ 3/ . by Rule V15-V5:Single-Base, there cannot be a roll back of V1.

T —

Rule AM-Context-V15 We have ®pip </ Jp+r Ppyp-
T

We now use inversion on ®p.p =/Ip4p Prin:
Rule AM-v1-step-V15 Then we have ®pyp 1B j[} ..

By inversion on ®p4p [B Jﬁ D we get:

Rule B:AM-Spec The case is analogous to the corresponding case Rule AM-v5-step-V45 Rule R:AM-Ret-Spec in Lemma 85 (V45:
Soundness of the AM speculative semantics w.r.t. AM v4 semantics) using Lemma 129 (V15: V5 step) and the fact that
Rule B:AM-Spec was used.

otherwise The case is analogous to the corresponding case Rule AM-v5-step-V45 in Lemma 85 (V45: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics) using Lemma 129 (V15: V5 step) and the fact that Rule 5:AM-Spec was not
used. .

Rule AM-v5-step-V15 Then we have ®p,p R =, 5&,

The case is analogous to the corresponding case Rule AM-v4-step-V45 in Lemma 85 (V45: Soundness of the AM speculative

semantics w.r.t. AM v4 semantics) combined with the fact that the rules of V5 cannot generate a startp id or rlbg id

observation.

Rule V15-V5:Single-Speculation-Start We have:

—\R
Tl ’”
ey ZY
" 7
=7 =23 - {p, ctr,o,R, n)
144 244 ’ 1’ ’ ’ ’
Yo SZEhr (p,ctr’,o,R,n) - {p, ctr’’, 0", R", n")pc n-starty, etr

?

Zf\," -(p, ctr, o, R, n) Z":LR -{p, ctr’, o0, R, n)

T
We now proceed by inversion on the derivation %7/, , =/9p+r 27, ;-
Rule AM-v1-Rollback-V15 Contradiction, because p is non-empty.
Rule AM-v5-Rollback-V15 Contradiction, because p is non-empty.

T —_
Rule AM-Context-V15 We have ®p.p </ Q4R @, +R-
T —
We now use inversion on ®pp =/ 9p4+r Ppyr:
T —
Rule AM-v1-step-V15 Then we have ®p4p 1B = T,

By inversion on ®p4p 1B frﬁ D), we get:
Rule 3:AM-General By definition we have 7 = starty ctr’.
Since Rule B:AM-General does not modify the state, we have 3/ W= > Rpe '
Then we choose %, = 27 and derive the step %7} ||§; %/, by Rule R:AM-Reflection.
The case is analogous to the corresponding case Rule R:AM-General in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics) and the fact that helperg() behaves the same for startp and startp observations.
otherwise Contradiction, because p is non-empty.
Rule AM-v5-step-V45 Contradiction, because p is non-empty and Rule R:AM-General does not work on startp id observations.
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Rule V15-V5:Single-Speculation-Diff We have:

e llhelperR(?,j) /7

R R
=3 - (p, ctr,o,R, n)
=3 Ap e’ o, R,n) - (p, ctr’”, 0", R",n"") - 2T+
S Ap.etr’ o, R, n)

j=ctr’

’”
z +R

Y- (p, ctr,o, R, n)

R

4

We now proceed by inversion on the derivation 27/, . jﬁ +R LR
Rule AM-v5-Rollback-V15 This means a transaction is rolled back that was created later than the transaction with id = j.
Then we choose %/, = 2/ and derive the step 3| | 3, by Rule R:AM-Reflection.
The case is analogous to the corresponding case in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4
semantics).
Rule AM-v1-Rollback-V15 There are two cases depending on the id of the rolled back transaction:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.
The case is analogous to the case of Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics
w.r.t. AM v4 semantics).
id = j Then we choose %}, = =7 and derive the step 3! |}f; =}, by Rule R:AM-Reflection.
Since the transaction with id = j was rolled back, we know that >’ R ZNj-R ~A{p, ctr’”’, o, R, n).
For the trace, we get 7 - rlbg j IR = helperg(7, j) by definition of X and id = j.
The rest of the case is analogous to the corresponding case Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics).
otherwise Then we choose X/, = %7/ and derive the step =}/ |}f, %[, by Rule R:AM-Reflection. Analogous to the corresponding case
in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

Lemma 132 (V15 AM: Completeness w.r.t V5 and projection). If
(1) Zg = Zp4r by Rule V15-V5:Single-Base and
) Zr U} 2
Then exists X, , such that
I3, =3 . byRule Vi5-V1:Single-Base and

I Sp4p U7, 3, and
mz=17R

Proor. We proceed by induction on Xy UE Zl’{:

Rule R:AM-Reflection By Rule R:AM-Reflection we have % ||} Zg. with Zp = Zf{.

I - III We derive Zp4p U?;R 3., by Rule AM-Reflection-V15 and thus T4 = %]
By construction and 2) we have %}, = %/, . by Rule V15-V5:Single-Base.

+R"

Since ¢ X = ¢ we are finished.

Rule R:AM-Single Then we have Xy UE %7 and %Y *EQR %
We need to s,how
[ 354 U572, and
Il 3} ~ >/, by Rule V15-V5:Single-Base and
Mz-r=7 7R
We apply the IH on 3y Ug %7 we get
I Zper UT’+R 2, and
I’ 3 =~ X7, by Rule V15-V5:Single-Base and
v =7k
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By Rule V15-V5:Single-Base we have:
Y =37 - (p, ctr,o,R, n)

= ”'R {p, ctr’, 0, R, n)
444 1244
2"~

T
We continue by inversion on X} </Jp =
Rule R:AM-Rollback The case is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection)
using Rule AM-v5-Rollback-V15.

T —
Rule R:AM-Context We then have (p, ctr, 0, R, n) =/9r CIDI/{ andn > 0.
By 2} ~ X7/, , we know that Rule AM-Context-V15 applies for the step 27, *ﬁ +R 20,

We now need to find a derivation for the step (p, ctr',o,R, n) = ﬂ +R 3 +r according to Rule AM-Context-V15.
We proceed by inversion on (p, ctr, o, R, n) :Z?R <I>R:

Rule R:AM-NoBranch Then n > 0 and (p, ctr, o, R, n) ;ﬂ R 5;{ by o 5o,
Furthermore, Zfi.n =n-1
We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) =beqz x,1 Then a speculative transaction of V1 with id is started using Rule B:AM-Spec through Rule AM-v1-step-V15
and a new instance @, +r was pushed on top of the stack.
The rest of the case is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).
otherwise Then we can either use Rule AM-NoBranch through Rule AM-v1-step-V15 or Rule S:AM-NoBranch through Rule AM-
v5-step-V15.
Because of Lemma 83 (V45 AM: Confluence), we know that it does not matter which rule we use, which means we can use the
same rule as for v5 do derive the step.
The rest of the proof is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).
otherwise These rules include Rule R:AM-barr, Rule R:AM-barr-spec, Rule R:AM-General, Rule R:AM-Ret-Spec, Rule R:AM-Ret-
Same, Rule R:AM-Ret-Empty, Rule R:AM-Call and Rule R:AM-Call-Full. Since the rules of V5 are included in the combined
semantics and 2p = X4, we can use the corresponding rule in the combined semantics by Confluence or delegate back to V5
by Rule AM-v5-step-V15.
This means we can always do the same step in the combined as in the V5 semantics..

M.2 Projections V1: Soundness and Completeness

THEOREM 34 (V15: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window. Then BehZ (p) =
Beh 7" (p)12.

Proor. We prove the two directions separately:

'« T € Beh 7" (p).
The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 133 (V15: Soundness of the AM
speculative semantics w.r.t. AM v1 semantics).
We can now conclude that p,c 12 7 1S e BehézI (p) by Rule S:AM-Trace.

= Assume that (p,0) A® T € Beh7l (p).
The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 134 (V15 AM: Completeness w.r.t
V1 and projection).
We thus have (p, ) A¢,, 7' € Beh?'["R(p) with7 B =7

& Assume that (p, o) A%

Lemma 133 (V15: Soundness of the AM speculative semantics w.r.t. AM v1 semantics). If
(1) Zp = Zpyr and
(2) ZB+R UT+R % +R
Then exists Xy, such that
AR
13, =% . and
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=MB
I if3], =~ %] by Rule V15-V1:Single-Base then % V7" 37 and
=B
1 if 3, = 3], o by Rule V15-V1:Single-Speculation-Start then V7 s and

IV if 3] ~ ¥ . by Rule V15-V1:Single-Speculation-Diff % llhelperB(?’i) 3, wherei = ctr’ by unpacking %, . according to Rule V15-
V1:Single-Speculation-Diff

ProoF. By Induction on Zp4p UZR DA

Rule AM-Reflection-V15 Then we have X, |4 +r 25+R With > +r = Z+r and by Rule AM-Reflection-V15 we have
15 157 57 with s = 37,
I s, JrePerseD s with s, = 57
ms, ~5,
Rule AM-Single-V15 We have %4 7. 37, with 37/, ~/Jusr ¥,
’

We now apply IH on 2/ U?:R 37, and get

(a) 2/' ~ ZI’+R
(b) if =7 = X7/, , by Rule V15-V1:Single-Base then > UﬂB >’ and
(c) if 2]/ = =7/, , by Rule V15-V1:Single-Speculation-Start then > U?FB >/ and

(d) if 2! =~ 2/, by Rule V15-V1:Single-Speculation-Diff then > UhelperB (#0) 27, where j = ctr’ by unpacking ¥/ . according to
Rule V15-V1:Single-Speculation-Diff
We do a case distinction on = in 3/ = X7/ .
Rule V15-V1:Single-Base We have

> U?[‘B s
=3 Ap, ctr, o, n)y
S p =g Apetr o Ron),
2/// ~z’//

+R

T
We proceed by inversion on the derivation 2/, . </?p+r =}, -
Rule AM-v5-Rollback-V15 Since 3"/ = Z”+R by Rule V15-V1:Single-Base, there cannot be a roll back of V5.

Rule AM-v1-Rollback-V15 By (b), it can only be roll back of V4 and only be the topmost state.

Furthermore, this means that n = 0.
rlby ctr
Then 3! —==/7; 3/, by Rule B:AM-Rollback, since n is equal between the two states.

The rest of the case is analogous to the corresponding case in Lemma 111 (V14: Soundness of the AM speculative semantics w.r.t.
AM v1 semantics).
T —
Rule AM-Context-V15 We have @, /714 @, +rand n > 0.
T —
We now use inversion on ®p4p =/ Ip4r Poir:

T —_
Rule AM-v5-step-V15 Then we have ®p, R =95 <I>;{.

By inversion on ®p4g ¥ :zﬁR 5& we get:

Rule R:AM-Ret-Spec The case is analogous to the corresponding case in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics) using Lemma 130 (V15: V1 step)

otherwise The case is analogous to the corresponding case in Lemma 85 (V45: Soundness of the AM speculative semantics
w.r.t. AM v4 semantics) using Lemma 130 (V15: V1 step)

T p—
Rule AM-v1-step-V15 Then we have ®p,p 1B = (@y,R) and Oy =/ .
The case is analogous to the Rule AM-v1-step-V14 case in Lemma 111 (V14: Soundness of the AM speculative semantics w.r.t.
AM v1 semantics) combined with the fact that the rules of V1 cannot generate a starty id or rlby id observation.
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Rule V15-V1:Single-Speculation-Start We have:
s U?[B s
=3 {p, ctr, o, n)

" nr / ’7 ’ ’ ’
2 +R =X 4R’ <P, ctr',o,R, n> . <P, cr’,o’,R',n >ret I-starty ctr’
S Ap ctr,o,n) ~31 0 - (p, ctr’, o, R, n)

T
We now proceed by inversion on the derivation X7/, , =/914r 2}, -
Rule AM-v1-Rollback-V15 Contradiction, because p is non-empty.
Rule AM-v5-Rollback-V15 Contradiction, because p is non-empty.

T —
Rule AM-Context-V15 We have @y, /7541 Opyp.

T —
We now use inversion on ®pp =/ Pn4r Ppyr:
Rule AM-v1-step-V15 Contradiction, because p is non-empty and Rule B:AM-General does not work on startp id observations.

T p—
Rule AM-v5-step-V15 Then we have ®pyp R =1, <I>;{.

By inversion on ®p.p IR ;ﬁR 5]’{ we get:
Rule R:AM-General By definition we have 7 = starty ctr.
Since Rule R:AM-General does not modify the state, we have 3’ R ZN+Rret I
Then we choose 3/, = 3’/ and derive the step 2/’ | 3/, by Rule B:AM-Reflection.
The case is analogous to the corresponding case Rule R:AM-General in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics) and the fact that helperg() behaves the same as helpers() for starty observations.
otherwise Contradiction, because p is non-empty.
Rule V15-V1:Single-Speculation-Diff We have

5 UhelperB (7.j) s
> =3 {p, ctr, o, n)
ZN+R :z”.:.R . <P, ctr”, o,R, l’l> . (P, ctr'", O_N) RN, n//) . ZT
. (p, ctr, o, n) ~Z”J'rR -(p, ctr’’, o, R, n)
j=ctr’”

+R

Rule AM-v1-Rollback-V15 This means a transaction is rolled back that was created later than the transaction with id = j.
Then we choose 3/, = 2/ and derive the step 3/ | X}, by Rule B:AM-Reflection.
The case is analogous to the corresponding case in Lemma 111 (V14: Soundness of the AM speculative semantics w.r.t. AM v1
semantics).
Rule AM-v5-Rollback-V15 There are two cases depending on the id of the rolled back transaction:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.
The case is analogous to the case of Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics
w.r.t. AM v4 semantics).
id = j Then we choose 3/, = 3!/ and derive the step 2!/ ||¢ 2/, by Rule B:AM-Reflection.

Since the transaction with id = j was rolled back, we know that ¥/ R Z"*'_R ~{p, ctr'’’, o, R, n).

For the trace, we get 7 - rlbp jIB = helperg(7, j) by definition of B and id = j.
The case is analogous to the case of Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics
w.r.t. AM v4 semantics) using the definitions of 1B and helperg().
otherwise Then we choose X/, = 3/ and derive the step =/ || X/, by Rule B:AM-Reflection since the transaction with id = j is
still ongoing.
The case is analogous to the case Rule AM-v4-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t.
AM v4 semantics).

]

We abuse the fact that B and 5 behave similar with speculative transactions generated by V5. Also for all other combinations.
That is why we sometimes elide details when we write analogous to. Even if another projection is used, it behaves in the same
way.
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Lemma 134 (V15 AM: Completeness w.r.t V1 and projection). If
(1) 25 = Ep4r by Rule V15-V1:Single-Base and
(2) Zp L 3!
Then exists %, , such that
I3 = 2:,+R by Rule V15-V1:Single-Base and
I 3pp U5, 2, and
mz=78
Proor. We proceed by induction on X Ug 3
Rule B:AM-Reflection By Rule B:AM-Reflection we have X |4 2. with Zp = 37..

I- IIT We derive Xp4p U?;R 3, . by Rule AM-Reflection-V15 and thus Zp4p = %/
By construction and 2) we have 2, ~ ], by Rule V15-V1:Single-Base.

+R*

Since ¢ = ¢ we are finished.

— T
Rule R:AM-Single Then we have 35 ||” 37/ and 3/ =/ 3.
We need to show
12 +R Ug Ty +R and
I =}, ~ %] by Rule V15-V5:Single-Base and
mz-r=7 78 ~
We apply fhe IHon Xp |7 37/ we get
U Zper U5, 20, and
I’ 37 =~ 37, by Rule V15-V5:Single-Base and
v z=718
By Rule V15-V5:Single-Base we have:
=3 A{p, ctr, o, n)
Sy

+R T“B+4R
nr mnr
25 ~Zag

Ap, ctr’, o, R, n)

T
We continue by inversion on 37/ =/9p 3/
Rule B:AM-Rollback The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection)
using Rule AM-v1-Rollback-V15.

T —
Rule B:AM-Context We then have (p, ctr, o, n) =/ @, andn > 0.
T/
By X}/ = %/, , we know that Rule AM-Context-V15 applies for the step X/, , =/914r 2, -

T p—
We now need to find a derivation for the step {p, ctr’, o, R, n) =/Ip+r @ +r according to Rule AM-Context-V15.
T p—
We proceed by inversion on {p, ctr, o, n) =/3 D,

Rule AM-NoBranch Then n > 0 and (p, ctr, o, n) *%} D, by o 5.

Furthermore, >/..n =n — 1.

We now do a case analysis on the instruction p(o(pc)):

p(o(pc)) = ret and R is non-empty and R value is different to return address Then, a speculative transaction of V5 with
id is started using Rule R:AM-Ret-Spec through Rule AM-v5-step-V15 and a new instance @, , was pushed on top of the stack
of I/ ..
The rest of the case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection).

p(o(pc)) =ret and R is empty or R is not different to return address Since n > 0, the state can do a step using either
Rule R:AM-Ret-Empty or Rule R:AM-Ret-Same through Rule AM-v5-step-V15 (Note that the meta parameter Z restricts the V4
semantics in the combined part).
The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection) together with
the fact that B and | behave similar with speculative transactions generated by V5.

p(o(pc)) = call f Since n > 0, the state can do a step using either Rule R:AM-Call or Rule R:AM-Call-Full through Rule AM-v5-
step-V15. The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection).

otherwise Then we can either use Rule AM-NoBranch through Rule AM-v1-step-V15 or Rule S:AM-NoBranch through Rule AM-
v5-step-V15.
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Because of Lemma 83 (V45 AM: Confluence), we know that it does not matter which rule we use, which means we can use the
same rule as for v5 do derive the step.

The rest of the proof is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).
otherwise These rules include Rule B:AM-barr, Rule B:AM-barr-spec, Rule B:AM-General. Since these rules of V1 are included

unchanged in the combined semantics and Xy = Zpyr, we can use the corresponding rule in the combined semantics by
Confluence or delegate back to V1 by Rule AM-v1-step-V15.

This means we can always do the same step in the combined as in the V1 semantics.
u]

THEOREM 35 (V15: RELATING COMBINED TO NON-SPECULATIVE). Let p be a program and w be a speculation window. Then Behns(p) =
Beh' 7" (p) Mns.
A ns

Proor. By Lemma 12 (V15: Relating speculative projections to non-speculative projection), we have Behy'{"R (P)tns = Beh:;R (p) 1% 1B,
By Theorem 33 (V15: Relating V5 with projection of combined), we have that Behj?'R(p) MR = Behg[ (p)-
By Lemma 16 (V5: speculative-projections equal to non-speculative Projections), we get Behl‘?[ (p)1B = Behl‘{ﬂ (P) Tns-
By Theorem 20 (V5AM: Behaviour of non-speculative semantics and AM semantics), we know that BehgI (p) Tns = Behns(p)-
Combining these facts we get:

Beh' (p) Tns

= Beh'7 " (p) %17

= Beh (p)1P

= Beh (p) Ins

= Behns(p)

and are finished. ]

Corollary 5 (V15: SNI of combined preserves SNI of parts). Let p be a program and w be a speculation window. If p Fp4r SNI then p Fp SNI
and p +r SNL

PrOOF. Assume p i, SNI and that there are o, 0’ € InitConf with ¢ ~p ¢’ for some policy P and (p, o) Qgs 7, (p,a’) Qgs 7.

We need to show that

(1) (p.o) AF 77, (p.0”) AF 7r

@) (p.0) AF Tp. (p.0") AF Tp

We show the proof for 1). The proof for 2) is analogous using Theorem 34 (V15: Relating V1 with projection of combined).
Unfolding the definition of p Fpr SNI we get:

(1) if o ~p 0’ and (p, o) QSS 7, (p,d’) ﬂ}% T, then (p,0) A R Tbrs (p.o") mw+R Tpr

+
After initialization we have (p, o) A%, ; Tpr, (p,0") A, Tor-

By Theorem 33 (V15: Relating V5 with projection of combined) we have (p, o) Af 7, IR e Beh]‘(\,ﬂ (p) and (p,0”) A Tpr MR e Beh]‘(\,ﬂ (p),
which is what we needed to show.

[m]
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M.3 Relating Speculative and AM semantics
Lemma 135 (V15SE: Confluence). If

(1) Xisr SO0 X1, and

(2) Xpar «50&“ X[!., derived by a different rule

Then

(1) X/+R = Xp+R

PrOOF. Analogous to Lemma 91 (V45SE: Confluence)

]

THEOREM 36 (V15: SNI). For a program p, all oracles O with speculative window at most «w and for a security Policy P, p l—0+R SNIp iff

P Fp+r SNip.

Proor. We prove the two directions separately:

(=) The proof proceeds analogous to Theorem 17 (S SNI) using (Lemma 146 (V15: Completeness Am semantics w.r.t. speculative semantics))

(<) The proof proceeds analogously to Theorem 17 (S SNI) using the Soundness (Lemma 141 (V15: Soundness Big-step))

o
Definition 70 (V15: Relation between AM and spec for all oracles). We define two relations between AM and oracle semantics. =p4p ~
4R ®p+R XB4+R
(V15:Base) (V15:Single-Base)
Zp+r ~ Xtk Teom  INV(Zp4r, Xp4r)
@ =R @ Zp4R ®B+R XB4R
(V15:Single-OracleTrue)
Zper ~ Xp+rTeom 27,5 U,k 3% . where transaction with id ctr is rolled back
Xpar = X[, - (D, ctr,o h,n'') x = (S, true) V (B,m A m = o(pc)
Yp4R = > R’ <p, ctr, o, n) INV(Z 1R, X +R)
L p o (poctrion) - (petr’ 0”0’y - Zpiry maar XU, poctroo b’ - (p,etr’ o hon )Y
(V15:Single-Transaction-Rollback)
o~ X pleom  n' 20 B UL 31 where transaction with id ctr is rolled back  x = (S, true) V (B, m)
Xpar =X ,p - D, ctroo h,n’’) Sper =2, psctr o) INV(Zp4R, Xi4r)
g Apoctroon) (p,etr’, o n' Y Bpapy ®par X poctr o hon”) - (p,etr’, 0" B0 Xpypy
Zp+r ~ Xp4Rr
(V15:Single)
V15:Base, 4 — ’ ’ ’
(Viase) 2Ll = Xl 2 ~ X
2~2 g (psctro, ny? ~ X! pApsctr’ ok, n’'yb

Lemma 136 (V15: Coincide on =gy for projections). If

(1) Zp4r =p+R Xp+r by Rule V15:Single-Base
Then

(1) Spap 1B =g Xpgp IR by Rule Single-Base and

(2) Zper 1B =5 Xpyr 1B by Rule V1:Single-Base

o

ProorF. The proof is analogous to Lemma 92 (V45: Coincide on =s, for projections).

Lemma 137 (V15: Coincide on = for projections). If
(1) Zpsr = Xpsr

Then
(1) i IR = Xy 1 and
(@) i ? = Xpyr 1P

Proor. The projection function does not change the values of the instances in the state. Thus, Zp4p MRz x o Rand Zp 1B = Xpan 18

trivially holds.
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Lemma 138 (V15: Initial states fulfill properties). Let p be a program, o be a speculation window and O be an oracle with speculation window
at most w. If

(1) cr,.cr.' € InitConf and

) ZZA”;tR (p,o) and ZZT’iﬁi (p,0’) and

(3) X"jr’f\, (p,o) andX"i’f{ (p. o)
Then

(1) X (p.o) = X[ (p.o”) and

2) Z’l”l.tR(p, o) = Z’TR('p', o’) and - -

(3) M (p, 0) mpyp XM (p, o) and M (p, 6”) =pp XM (p, 0’) by Rule V15:Single-Base and

+R +R +R +R

Proor. The proof is analogous to Lemma 45 (S: Initial states fulfill properties). O

Lemma 139 (V15AM: Single step preserves =). If
(1) Spap = 31, and
(2) Zp4r Jﬁ +R 2§ and ZT+R *Eﬁ +R ZHJrR
Then
(1) 2, = zTiR

Proor. The proof is analogous to Lemma 43 (S AM: Single step preserves =). O

Lemma 140 (V15SE: Single step preserves =). If
(1) Xper = X[, and
O +R T O +
(@) Xoar Bt Xl and X3 o SO XTIR
Then
(1) X, = XTiR and

Proor. The proof is analogous to Lemma 44 (S SE: Single step preserves =). O

M.4 Soundness

Lemma 141 (V15: Soundness Big-step). Let p be a program, » € N be a speculative window.
If
(1) 0,0’ € InitConf and
@) (o) AL, T (po") AL, T

Then for all prediction oracles O with speculation window at most w.

I(p.o) A9, 7. (p.o) A2, 7

Proor. The proof is analogous to Lemma 46 (S: Soundness Am semantics w.r.t. speculative semantics) using Lemma 138 (V15: Initial
states fulfill properties) to show that our initial states fulfill all the premises for Lemma 142 (V15: Soundness Am semantics w.r.t. speculative
semantics with new relation between states). O

Lemma 142 (V15: Soundness Am semantics w.r.t. speculative semantics with new relation between states). Let p be a program, w € N be a
speculative window.

If

(1) Spap = 2‘“'%,

o v
(2) Xiir = X, 2 .
(3) =7, nar Xogr and = o ~pip X[
T s ToyT wft

(4) Zpr U Zhyp and 2, UF 0 20,

Then for all prediction oracles O with speculation window at most w.

o 0s
I Xier $5X] 00 X0 SR xTT

andp =@

) +R’ T +R
I3, = ZT:—R
mx,,,=X" andp=o
IV g ~per XU, and 2+-£—R FB+R XTIR
V ?/ - ?//
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andZ R Uz s

Proor. By Induction on Zp4p U R Zhar

+R

Rule AM-Reflection-V15 We have X4 Jl R +R and =7 R U€+R
and3 = 2”+R

+R
0,
We further use Rule V15-SE:Reflection to derive Xp4r iEX 4
trivially satisfy all conclusions.

Rule AM-Single-V15 We have 3 +R U R ++\
We now apply IH on g4 U R 3, and > R UT+R . and get

XRyrr vt KRR g

@ Xnpr $EXZ X, SE X
(b) =7, = 2*
© X=X, andﬁ'—@
((d; E”H{_ +R X gand =% o o~per X7

e) T =T

We do a case distinction on =, in 27, , =p4r X, and 37 =p4r X[, by inversion

Rule V15:Single-Base We thus have =7/, ~ X[/, [com and INV(Z]/, ,, X]/, ) (Similar for =7 - and X ).
Similarly to Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation between states) we can account
by Rule V15:Single-Base

77 _ T ’ 5/
where 2 +wrand2’ =%, . We choose 3}, , =%

+R’ +R

TRyt b X = el
v Xy REXTT with X/, = Xpp and X[ = X[ . We now

T
with 27, s 2 cand=l U7 sF and B, Lnar B

+R R*

22

for possible commits and get a state X7 , such that 37/ . ~p4p X150
T T
We now proceed by inversion on the derivations Z”+R =/Ip4r 2/ pand 2% o =4k ZTZR.
Note that by %7/, = X7, and the fact the same traces are generated, we know that the same rule was used to derive the step.
T — T —rrr —

Rule AM-Context-V15 We now have @/, =/7p+r Ppyp and @/, , =/Jp4r Ppyp where X7 = Opyp - @, and 3, =

4 ’7

Dpyp - @ +R

Furthermore, n > 0 and note that all states point to the same instruction by b-d.

T p—
Rule AM-v5-step-V15 Then, we have ®s R =, o +R IR
We use Lemma 143 (V15: V5 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

Rule AM-v1-step-V15 Then we have &, B ;ﬁ [ 1B
We use Lemma 144 (V15: V1 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.
Rule AM-v1-Rollback-V15 Contradiction, because minWndw(X ) > 0 and INV(Z/, ., X7 ).
Rule AM-v5-Rollback-V15 Contradiction, because mmWndw(X** R) > 0 and INV(Z!/ e Xir)
Rule V15:Single-OracleTrue We thus have

44
Xir

=Xp4r3 - (p,ctryo, h, n'’y . (P, ctr’, o, h, n”')false
3 er =Znars (o ctroaon) - (p,etr’ o’ n’) - Tiypg
Xi+r =Xp4rs - (p. ctr,o,h,n"")

Zp+R =Zp4r3 - P, ctr, o, n)

Zp+R ~Xp+R Fcom

T
The form of X};, , and 3}, is analogous. We now apply inversion on Z”+R Lk Tl g

Rule AM-Context-V15 We choose X'Jr = X” , and X j_R =X ,r
I By IH a) and Rule V15-SE:Reflection
IT By Lemma 139 (V15AM: Single step preserves =).
III Since X’_'_R = X"+R and XTI = X*+R, we are finished using IH c).

IV We show that X/, ~p+r Z],,; by Rule V15:Single-OracleTrue. The proof for X1 R ~3iT " is analogous.

Since we did not roll back the transactlon with id ctr’ we have that ¥, does not change.
Since X34+ remains the same as well, we have Xy r ~ Xpir eom and INV(Zp4r, Xp+r) X54R Teom-
Thus, we fulfill all premises for Rule V15:Single-OracleTrue.

V By IHe).

Rule AM-v5-Rollback-V15 There are two cases depending on the transaction id of the rolled back transaction:

id > ctr Then an inner transaction w.r.t our ctr transaction was finished. We choose X’ +r = Xp+r and X TIR =xT +r- The rest of
the proof proceeds similar to the context case above.

id = ctr Most cases are similar to the context case above. Only the relation changes. We choose X/, , = Xp4r and X TiR =x! +R
The case is analogous to the corresponding case in Lemma 142 (V15: Soundness Am semantics w.r.t. speculative semantics
with new relation between states).

170



Automatic Detection of Speculative Execution Combinations CCS ’22, November 7-11, 2022, Los Angeles, CA, USA

Rule AM-v1-Rollback-V15 The case is analogous to the case Rule AM-v5-Rollback-V15 above.
Rule V15:Single-Transaction-Rollback We have

1’7 1 VAN true

X' ip =Xp4r3 - {p,ctr, o, h,n'") - (p, ctr’, 0, h', 00" - X 4Ry
’ ’ 1 _/\true

Z R =2p4rs p.ctr, o) - (p, ctr’, o’ n" )T Bpypy

Xp4r =Xp4rs - (p, ctr, o, b, n'")
Zp4r =Zp4rs - {ps ctr, o, n)
254+R ~Xp+R [com

n >0

The form of X%, and =}, , is analogous.
There are two cases depending on n’.

T
n’ >0 Then we know that X7/ . =/?p4r 2], is not a rollback for ctr. The case is analogous to the corresponding case in

Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation between states).

n’ =0 Then we know that >’/ R ;ﬂ R g Was created by either Rule AM-v1-Rollback-V15 or Rule AM-v5-Rollback-V15 and is
a rollback for ctr.
We do the proof for Rule AM-v5-Rollback-V15, since the case for Rule AM-v1-Rollback-V15 is analogous.
The proof obligations are analogous to the corresponding case in Lemma 98 (V45: Soundness Am semantics w.r.t. speculative
semantics with new relation between states) using Lemma 139 (V15AM: Single step preserves =) for Il and Lemma 140 (V15SE:
Single step preserves =) for III.

Lemma 143 (V15: V5 Soundness Single step). If
(1) Zp+r 4R Xp4+R fdeTJrR B4R bl
(2) Tpsp = ZT+R and Xp4p = XT+R and

r = + r =t
(3) Pp+r 4R Ppyp and @ +R Ls+r Pir by
T — T —f+
(4) Drar IR =k Ty 1R and ®f 1R =05 i 1R

Then

by Rule V15:Single-Base and

+R

, Ostr — + , Onsr =it . . . .
(1) ¥ioir Sopsr Yper and ¥ o, Lspr Ypyp in combination with Context rule

[ T o it
(2) ¥p+r rR SR ViR rR and‘{/LR FR SR Yiar FR

o it oyt
B2 ,=2 andX’+RA= X\ and
(4) 2 =oer X g ‘mdzliR ~B+R XTIR

+r We know that minWndw(Xp4r) > 0 (similar for XT+R). This means Rule V15-SE-
7’ _ 4 s

Context applies. We now need to find a step ¥z4r =/?54r 7, +p and ‘IJT+R =</Ip+R ‘I’TLR. Note that Rule V15-SE-Context reduces the

window of all states by 1 or zeroes the speculation window if the instruction was a barrier.

By Lemma 137 and Lemma 136 we get 254p MR 2y Xper TR and Spp R = ZT+R IR,

Proor. By Rule V15:Single-Base and Xp4p = X t

T _ T —t
Because of ®i.p IR =5 @, R MR and o R MR =15 ':IDJr +R IR and Rule V15:Single-Base, we fulfill all premises for Lemma 79 (R: Soundness
Single Step AM) and derive a step in the oracle semantics:
R . vTT R R o yT R
a) Z’+R[“ =30 andX’+$[“ =X *RTT
R R T R o 1l R
b) X o I mr XU o 1 and 2 1 g X
T — K T p—
c) ¥pir R =, ¥ +R rR/ and ‘I’ZR MR =, ‘I’T+R MR the step of the oracle
Since we have Wi,z IR @g v, +R M’ we can derive a step Ypin s +:\, v, +r using Rule V15-SE:v5-step (or another applicable rule by

Lemma 135 (V15SE: Confluence)).
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Let us collect what we already have:

X/+R =XH+R “Poar
2R =2l [ +R
X+1I2 =X4n 'WTX
Zﬂw =ik 'E%KR
We now need to show that >’ R = Z andX R =xIT H, and 2 B4R X’ , and ZHH, B4R x T +p hold.
XA ZTL{ and X/ = XT:R The proof for>/ . = Z , and X’ XTT is analogous to the corresponding case in Lemma 99 (V45:

V4 Soundness Single step).

3 ®oar X[, and ZTTFR B4R XTIR We want to show that 7, , =g X[, .- The case for ZTTF B4R X
We first check if there is a transaction of V5 that needs to be rolled back in X’
reduced.

This has to be done, because we only know that minWndw(X],, ,) > 0 before we did the step. So it could happen that min Wndw(X]

0 for some transaction of V1 that needs to be rolled back.

Transaction of V1 that needs to be rolled back in X/, with window 0 The step made cannot create a new speculative instance
of V5 that would be on top. This means we can derive all premlses of Rule V15:Single-Transaction-Rollback just from X4 ®p4+r Xp4r.
Thus, we have >/, ~p+r X[, ; by Rule V15:Single-Transaction-Rollback.

No V1 Transaction that needs to be rolled back in X/, with window 0 Since the speculation window was reduced for all en-
tries in X/, , and only for the topmost entry in 34 and we had INV(Zp4r, Xp+r) from Zpip 2p4r Xi4r, wehave INV(Z], o, X,
again. Th1s reasoning extends to newly created instances by speculation as well.

We do a case distinction on ~p:

Rule Single-Base Analogous to the corresponding cases in Lemma 99 (V45: V4 Soundness Single step).

Rule Single-OracleTrue Then, the oracle predicted correctly. Analogous to the corresponding cases in Lemma 99 (V45: V4
Soundness Single step). Rule V15:Single-OracleTrue and have 3/, , ~p4r X/, -

Rule Single-Transaction-Rollback Then one of the instances in X, MR needs to be rolled back.
This means the same instance in X/, , needs to be rolled back as well.

+p is analogous.
+r> since the speculation window of each instance was

+R) =

+R)

We do a case distinction if the instance is part of ¥, +r or not. These cases are analogous to the corresponding cases in
Lemma 99 (V45: V4 Soundness Single step).

o
Lemma 144 (V15: V1 Soundness Single step) If

(1) Tp4r =p+r Xp4r and 21 B4R X » by Rule V15:Single-Base and
(2) Tpap = ZT+R and Xp4p = XT+R and

r = iz =1
(3) @iir Lp4r Pryp and @ /Ip4r Ppyp by

o T, it
(@) PpartB =05 By 1B and @ 1P =0 @10 1P

Then

; Opsr —r s Ossi

(1) Ypyr Lopep ¥pgp and ral R +R\, ?TL{ in combination with Context rule
@) a8 50 T 1B and v, 18 50 w08

o i it
(3) By = By and X[ = X, and

(4) 3y =oar X p and 3, 1 FB+R XTIR

Proor. The proof is very similar to Lemma 143 (V15: V5 Soundness Single step). We only discuss the key aspects.
By Rule V15:Single-Base and Xp4p = XTJrR we know that minWndw(Xp4r) > 0 (similar for XT+R). This means Rule V15-SE-Context

T — i e
applies. We now need to find a step ¥34r =/954R ¥ +r and ‘PT+R =/ Vn+R ‘PTLR. Note that Rule V15-SE-Context reduces the window of all
states by 1 or zeroes the speculation window if the instruction was a barrier.

By Lemma 137 and Lemma 136 we get Sy 1B 25 Xppp 1B and Spp 1B = Z:R 1B,
Combined with Rule V15:Single-Base, we fulfill all premises for Lemma 52 (5: Soundness Single Step AM) and derive a step in the oracle
semantics:
/B it B ’ ~ x T B
a) X 1 2 g Pand X ﬁ r =X H}w(r
’ B ’ B B B
b) X% o 17 s X o 1P and 200 o 17 = X o1

IR
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T — . T —_
c) ¥pir 1B = ¥ +R rB/ and ‘I’}_'_R 1B = ¥, +R 1B the step of the oracle

T — —
Since we have ¥y, ¥ =9 v, R MR” we can derive a step YR =/05+R v, +r using Rule V15-SE:v1-step (or another applicable rule by
Lemma 135 (V15SE: Confluence)).

Let us collect what we already have:

—

“Frir

4

’ _57 )
D) +R =X +R “Ppip

git
“Prar

ZTZR =2 @ Le
We now need to show that 7, , = ZTL{ and X/, = X#L{ and 3, . =p4r X/, and ZTZR B4R XTL{ hold.
XA ZTL{ and X/ = XT:R The proof for 3/, , = ZTR and X/, = XTL{ is analogous to the corresponding case in Lemma 99 (V45:

V4 Soundness Single step).

+R B4R X! L and ZTTFR B4R XTIR We first check if there is a transaction of V4 that needs to be rolled back in X/,
window of each instance was reduced.

This has to be done, because we only know that minWndw(X, ) > 0 before we did the step. So it could happen that minWndw (X, ) =

0 for some transaction of V4 that needs to be rolled back.

Transaction of V4 that needs to be rolled back in X/, with window 0 The step made cannot create a new speculative instance
of V4. This means we can derive all premises of Rule V15:Single-Transaction-Rollback just from 2y =p4r Xp4r. Thus, we have
3 r ®o4r X[, by Rule V15:Single-Transaction-Rollback.

No V4 Transaction that needs to be rolled back in X/, with window 0 Since the speculation window was reduced for all en-
triesin X/, and only for the topmost entry in %y, and we had INV(Zp4+, Xis4r) from Zp4r ®pir Xiir, wehave INV(S] o, X[ o)
again. This reasoning extends to newly created instances by speculation as well.

We do a case distinction on =p:
Rule V1:Single-Base Analogous to the corresponding case in Lemma 143 (V15: V5 Soundness Single step).
Rule V1:Single-OracleTrue Analogous to the corresponding case in Lemma 143 (V15: V5 Soundness Single step).
Rule V1:Single-Transaction-Rollback Then one of the instances in X/, , 1B needs to be rolled back.
This means the same instance in X/ +r Deeds to be rolled back as well.

7’ . .
> 4R Since the speculatlon

We do a case distinction if the instance is part of ¥ +R Or not.
These cases are analogous to the corresponding cases in Lemma 99 (V45: V4 Soundness Single step).

O
M.5 Completeness
Definition 71 (V15: Relation between AM and Spec for oracles that only mispredict). — |5, . zoj&n Xpanr
(V15:Base-Oracle) (V15:Single-Base-Oracle) )
ZptR ~ Xp4r[com  INV2(Zp4r, Xp4R) minWndw(Xs+r) > 0
0,
g Oam
@ +R 2 > +R = R X +R
(V15:Single-Transaction-Rollback-Oracle)
o~ X pleom w20 B UL 3 where transaction with id ctr is rolled back  x = (S, true) V (B, m)
Xivsr = X+ (pctr o hn”) Sisk =3, - (prctr o) INVZ(S48, Xis47)
3 g Apoctroon) - (p,etr’, o R, n")¥ - Bsy zofl'g‘ Xl p o psctroa by - (p,ctr’, 0" R/, W, 0)%
Lemma 145 (V15: Coincide on zofﬁ" for projections). If
(1) Zp4r zof_}'{” Xp+r by Rule V15:Single-Base
Then
(1) Spep IR zRO“’" X IR by Rule Single-Base-Oracle and
(2) Spap 1B ~Oam X, +r B by Rule Single-Base-Oracle
Proor. The proof is analogous to Lemma 101 (V45: Coincide on zsofr’{l for projections). O
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Definition 72 (V15: Constructing the AM Oracle). We rely for the construction of the oracle OL+" on the construction of its parts. Here
Definition 58 (Constructing the AM Oracle) and Definition 62 (R: Constructing the Oracle).
Thus, we have: Oa:;lR = (Oamps Oampr) for the speculative oracle combined semantics.

Lemma 146 (V15: Completeness Am semantics w.r.t. speculative semantics). Let p be a program, o € N be a speculative window, o,
o’ € InitConf be two initial conﬁgurations If
w
(1) (p.o) QY y Tand (p,0’) AF, T and
2 T+T
Then there exists an oracle O such that
I Ep, 0)_,QO+R 7y and (p,o”) QO+R 7| and
It #7]
Proor. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. If

1) (p, 0') AL, 7and (p,0’) AF, , T and

EEXH

By definition of A, . we have two final states X +r  and Z such that Z””t{ (p,o) UZ +R ZB4+RF Z’"”p, o ll?;R > RF" Combined with
the fact that 7 # 7/, it follows that there are speculative states Z* Dy Ml ZTZR and sequences of observations 7, 7,4, ?;n & Tams Tam

+R> B4R’
such that zam # T4y, T}, 5 = ZT , and:

Tam
it am
i g(P, o) UT_,_R *+R ==/I4R Z*j—R U -:R +RF

T;m
Zmll;{(p o ) UT+R ZT T?ﬁ IR 2 U end 2
We claim that there is a prediction oracle O with speculative wmdow at most @ such that

o
a) XMt (p, o) +R§U+RX*+R and X7 .0 =2 ..0and INV2(X[, .35 ) and

+R

(o +
b) X1t (p. ") “$yRx] and XT+R.a =3! oand NV2(X] .= )
) Xiyp = X

We achieve this by applying Lemma 147 (V15: Stronger Soundness for a specific oracle and for specific executions) on the AM execution up
to the point of the difference i.e., 2’"”R (p,0) UT+P %%, and 2’"”R (p,o’) UT+R Al LR

+R ~Of§’ X is derived by Rule V15:Single-Base-Oracle is analogous to Lemma 102 (V45: Completeness Am

semantics w.r.t. speculative semantics).

The argument why X"

Tam
We proceed by case analysis on the rule in =/} ;34 used to derive 2*+R ==/I14R Z*iR. Because X* R ZTH{ and T = T}, we know that

the same rule was used in ZT+ *ﬁp p as well.

Rule AM-v5-Rollback-V15 Contradlctlon. Because X7 R E ZTH{ we have for all instances ®1.ctr = CD'I .ctr.
Since the same instance would be rolled back, we have 74, = 7/,
Rule AM-v1-Rollback-V15 Analogous to the case above.

Tam —
Rule AM-Context-V15 By inversion on Rule AM-Context-V15 for the step X7, ==/n+r 21, we have =} | = @pyp - iy and
— — . Tam —
Z*iR = +R D +R with @ +R T?ﬁ +R (0] +R-
Tam

. . am —
We now do inversion on ®sp =/75+r Ppip

T —
Rule AM-v5-step-V15 Then we have ®p IR =, CD,S IR,
The case is analogous to Lemma 80 (R: Completeness AM semantics w.r.t. speculative semantics) in the Rule R:AM-Context case.
T —
Rule AM-v1-step-V15 Then we have ®p . 1B = o +R 1B,
The case is analogous to Lemma 54 (B: Completeness Am semantics w.r.t. speculative semantics) in the Rule 5:AM-Context case.
This completes the proof of our claim.
O

Lemma 147 (V15: Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there is a difference
in the trace but before there is none. We use the oracle Og, as it is defined by Definition 72 (V15: Constructing the AM Oracle) for the given
execution. If

~ vt
(1) o = 2,
(2)X+REX'+R andﬁ=®
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(3) Zpan zfﬂm Xivsp and zfm foam X!,
(4) Zoar U ,p 2hyp and 2. UE g ZTZR
and our oracle is constructed in the way described above Then

On+
I Xpen “i,,+RX’+R, 55,,X‘LR
~ T'
s, =% 4t
’ - -
m X!, . =(§( wpandp = ®T+ , "
V3 =% X g and 3L, =%em X0
V?/ 2?1’

Proor. Notice that the proof is very similar to Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation
between states). The only thing that is different is that (1) the specific oracle only mispredicts so there is one less case in the relation and (2)
we have a different invariant for that specific oracle i.e., INV2(Zp4r, Xp+R)

For these reasons we will only argue why INVZ(Z% X!, ;) holds in the different cases and leave the rest to the old soundness proof.

+R

andZ R U »if

By Induction on Zp4p e R ZB4R

+I‘
Rule AM-Reflection-V15 We have X4 If, , 2/, and ZZR U, 20, where 2, o =Zpipand 27 = Z:R.We choose ¥, , =3
Y
and 2, =30, o
We further use Rule V15-SE:Reflection to derive Xy, s E’“RX 4

now trivially satisfy all conclusions.

Rule AM-Single-V15 We have . |7, , 3/

+R

Os4r .
X 0T with X/ = Xogp and X[ = X We

+R’ +R

T — T
+ 4 With Zi,+|< “Lnar 3, and ZT+R Ufip 2hyp and 25 sk ZTT
We nowgpply IH on Zp4p UTJ{)R 3, and ZZR U}, =5, and get
R B4R O piR e
(@) Xpr ﬁ Xl ro X i?' XB4R

(b) ZI,_H) ~ 2*

(c) X”+R:X andp =90

(d) 2/! Oam XII and 2* am X*
(e) 7 =7"

We do a case distinction on ~Oj}’{" inx7 th'" Xl pand 2% o~ Oam Xir
Rule V15:Single-Base-Oracle We thus have 277, ~ X/ Tcoms manndw(X” "r) > 0and INV2(2 . X/, ) (Similar for 7,
and X7 ).
+R

T
We now proceed by inversion on the derivation %7/, , =/9p+r 27,
Rule AM-v5-Rollback-V15 Contradiction, since minWndw(X!') > 0 and INV2(2/ ., X[/, ).
Rule AM-v5-Rollback-V15 Analogous to above.

T —
Rule AM-Context-V15 We have ®, </ 141 O, +randn > 0.

T —_
We now use inversion on ®p4p </ Ip4+r Prir:

T
Rule AM-v5-step-V15 Then, we have @5, IR =93 o +R IR
We use Lemma 143 (V15: V5 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

T [
Rule AM-v1-step-V15 Then, we have @5, B =) o +R 1B
We use Lemma 144 (V15: V1 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.
Rule V15:Single-Transaction-Rollback-Oracle We have

"
X +R

=Xp4r3 - (s ctr,o, R hn'y - (p, ctr’, 6" R, 0, 00 - X1y
3 =Zpers - (psctr, o Ron) - (p,ctr’, o R, n’)* - Spapy
Xi+r =Xp4rs - (ps ctr,o, b, R,n"")
SR =Zp4r3 - (ps cir, o, R, n)
Zp+r ~Xp+R [com
INV2(Z 4R, X5+R)
n’ >0
The form of X7, , and X7, , is analogous.

Additionally we know that the transaction terminates in some state Xp4p U R pY J’rR There are two cases depending on n’.
175



CCS *22, November 7-11, 2022, Los Angeles, CA, USA Xaver Fabian, Marco Guarnieri, and Marco Patrignani

n’ >0 Then we know that X7/ | *ﬁ +R X}, is not a roll back. Because ;4 and Xp4i do not change, INV2(Zp4r, Xp+r) does
not change as well.

n’ =0 Then we know that >’/ R ﬂ +R Z  was created by Rule AM-v5-Rollback-V15 or Rule AM-v1-Rollback-V15 and is a
rollback for ctr.
Notice, that the only difference to Xz 4r and Zp4p is the updated ctr, because of the roll back. Updating the counter does not
change the invariant INV2(). This means INV2(Zp4r, Xp+r) (with updated ctr) still holds.

o
Lemma 148 (V15: Stronger V5 Soundness Single step). If
(1) Zpyr zofﬁ" Xp+r and’s! “”’ XJr r by Rule V15:Single-Base-Oracle and

(2) Tpap = 2T+R and Xp4r =XTJrR and

r = i L =
(3) Pp4r iﬁ +R Py and @, /7 R o +R by

(4) @i 1R /5 By IR andcbT MR B IR
Then

/OH

’ R — R —
(1) Yp4r Lo _,_r{ Yi,p and ‘IJTH, Z5B4R ‘I’TLQ in combination with Context rule

Osir G’ 0 it
(2) ¥nar Sy Yogp and ¥l L0 EZA

(3) 2, = ZT' pand X/ = XTJr and

’ Oam ’ T' Oam T'
(4) o =gl Xyp and 20 =00 X

Proor. By Rule V15:Single-Base-Oracle and X p = X, T+R we know that minWndw(Xp4r) > 0 (similar for XZR). This means Rule V15-

7 _ T’ it
SE-Context applies. We now need to find a step Ys4r =/754r 7, +r and \PTH{ =/ Ipsr ¥ '+R, Note that Rule V15-SE-Context reduces the
window of all states by 1 or zeroes the speculation window if the instruction was a barrier.

By Lemma 137 and Lemma 145 we get 254 MR 2y Xper MR and Spp R = ZT+R IR,

T — T —_
Because of @5, R =/5 @, R MR and @ R R =, <I>T1R IR and Rule V15:Single-Base-Oracle, we fulfill all premises for Lemma 81 (Stronger
Soundness for a specific oracle and for speciﬁc executions) and derive a step in the oracle semantics:
a) 2/ rR ~ zﬂ' . rR and Xl rR ~ X . rR
R Oam R TT R Oam 1T R
b) B o 17 R XL gl and Zprl 7R X +|\ r

T —_ T
o) ¥usr IR =1 ¥ +R rR' and \PT+R R v +R MR the step of the oracle

’

T —, T —
Since we have ¥y, ¥ =9 v, R MR we can derive a step Ypr =/05+R v, +r using Rule V15-SE:v5-step (or another applicable rule by
Lemma 135 (V15SE: Confluence)).

Let us collect what we already have:

-/

Xir =XU4r - ¥oar
DA @ +R
XH+R =X4r 'WTTH%
ZTJLR =2k 'E%ZR

We now need to show that >’ 0= Z'T and X’JrR ~ X'T and 2’ 0“’" X’JrR and ETZR th'f' XTIR hold.

The rest of the proof is analogous to Lemma 104 (V45: Stronger V4 Soundness Single step).

Lemma 149 (V15: Stronger V1 Soundness Single step). If
(1) Zpsr zof}’{” Xp4r and 2T+R zoﬁ;{" XTJrR by Rule V15:Single-Base-Oracle and
(2) Tp4p = 2T+R and Xp4pr EXk , and
r = T =it
(3) PR =Ln+r Prygr and @] +R LIs+r Ppip by
Ty = Iy =it
(4) Doyr1? =0 @ +R 5 and (DT+R =0 @ +R M8
Then

0 R P o R —
(1) Yo L +E ¥ 4R and ¥, R +F< ‘I‘TL{ in combination with Context rule
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Our g/ T O g fT
(2)\P+R’:£) +R \P+Rand\P +R'\?—) +R \P+R
7 oI 7~y T
(3) 2, _02 LrandX] o T_ X +0R andJr
7 ~dam ’ T ~dam T
(4) 2 g o0 Xgp and 200, =700 Xy

ProorF. By Rule V15:Single-Base-Oracle and Xp4p = X f +r We know that minWndw(Xz1r) > 0 (similar for X t +r)- This means Rule V15-

7 — i it
SE-Context applies. We now need to find a step Ypr =/754r ¥ +r and \PT+R = Ipsr ¥ LR. Note that Rule V15-SE-Context reduces the
window of all states by 1 or zeroes the speculation window if the instruction was a barrier.

By Lemma 137 (V15: Coincide on = for projections) and Lemma 145 (V15: Coincide on zo:f{" for projections) we get 54r IR zRO“'" Xpan IR
and Ty R =3l R

T — T —_
Because of @y 1B 9 @, +r B and (DT+R 1B = <I>TT+R 1B and Rule V15:Single-Base-Oracle, we fulfill all premises for Lemma 53 (5:
Stronger Soundness for a specific oracle and for specific executions) and derive a step in the oracle semantics:
a) 3 1P EOZTLR M and X/, El: = XT% 1B "
B ..Uam B B ..Uam B
b) 3L 1P = Xlp P and 2 17 ~ X!

T —_ T —_
o) ¥ B =0 v R 18" and ‘I’T+R 1B =, 7! +r I'B the step of the oracle

T _ 7’ —
Since we have ¥y, 1B =) v, B " we can derive a step Ypir =/p+R v, +r using Rule V15-SE:v5-step (or another applicable rule by
Lemma 135 (V15SE: Confluence)).
Let us collect what we already have:

-/

“¥rir
4

=Zi4r - Diar
kil

=Xiir - ViR

T 3T
2B4R =254k Phar

t
X +R

~ 3T ~ it ~Oam 1t Oam 31
We now need to show that >’ =2, and X’JrR =X} ., and ! +R Fnan X'JrR and > v Fnam X\ hold.

The rest of the proof is analogous to Lemma 104 (V45: Stronger V4 Soundness Single step).
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N PROOFS V145

THEOREM 37 (WELL-FORMED COMPOSITION /713454R)- F /454 @ WFC

Proor. Immediately follows from Lemma 150 (V145 AM: Confluence), Theorem 38 (V145: Relating V1 with projection of combined), Theo-
rem 39 (V145: Relating V1 with projection of combined), Theorem 40 (V145: Relating V5 with projection of combined) and Lemma 167 (V145:
Soundness Am semantics w.r.t. speculative semantics with new relation between states). O

Lemma 150 (V145 AM: Confluence). If

T
(1) Zpas+r Ln+s+r 2, and
T
(2) Zias+r LAn+s+r 21, derived by a different rule
Then
(1) 2o pn = Zoas+r

ProoF. Note that a difference can only come from using a combination of Rule AM-v1-step-V145, Rule AM-v4-step-V145 and Rule AM-

v5-step-V145.

Since these two rules delegate back to the semantics of V1, V4 and V5, we look which two rules are applicable there.

By Lemma 106 (V14 AM: Confluence), Lemma 128 (V15 AM: Confluence) and Lemma 83 (V45 AM: Confluence), we know that each
combination of these delegation rules is confluent. Thus, we have confluence here as well. O

We first define two relations for states of V1 and V4: These relations are virtually the same as the ones in V45.

2 ® X4+
(V145-V1:Single-Base)

(V145-V1:Base) 2/ ~ zl

+5+R

D= Q [ ~ > .
3L Apetron) 2 E o
(V145-V1:Single-Speculation-Start)
3p ~ Xpesar Z”+S+R UT+S+R Z”;SJerhere transaction with id ctr is rolled back
Sy =3 - (p,ctr’,o,n) x=v4V V5
_ {bypass n-startsctr ifx=v4

(p, ctr’, o, R, n)

Vptser = 2] {p, ctr,o, R, n) =
o w5 P P ret m-startp ctr ifx=v5

o per’ o) =3 - (poer o Ron) - (p, e’ ol Ron')2

(V145-V1:Single-Speculation-Diff)

5~ Zpestr 2o U?+S+R 3 g Where transaction with id ctr is rolled back

S =3 - (p,ctr’,o,n) x=v4V V5

ZB4s+R = P +54R <P, ctr,o, R, n>

Ap,etr’ on)y = X - Apsetr o Rony - (p, et o R, ') - Bpisirg

(V145-V1:Single)

(V145-V1:Base) |21 | — |Z’ +S+R| DA 4 Loan

O~ 3 - (p,ctr,o,n) ~ 3/ bR (p, ctr’, o, R, n)
25 = TptsRr
(V145-V4:Single-Base)

(V145-V4:Base) Z/S ~ 2/ Lok

0=2 L (pctroon) = X o (p.ctr’, o, R, n)
(V145-V4:Single-Speculation-Start)
Ts ~ ZpisiR Zieen U?+S+R %" g where transaction with id ctr is rolled back

Zg:Z’S~(p,ctr’,o,n) x=vIVv5

_ {ret n-startg ctr ifx=v5

2B+S RZZ/ < ,ctr,a,R,n) =
+o+ +5+R AP P pcm-startp ctr ifx=vl

Z'S Ap,ctr’,o,n) = 3

4 voup - (Doctr. o Ron) - (p, ctr’’ o', R, n’)%
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(V145-V4:Single-Speculation-Diff)
%5 ~ZpastR 2o Ui % ywhere transaction with id ctr is rolled back
ZSZZ'S~<pI,ctr',G,n) x=vIV V5
Zp45+R = 2 +5+R <P> ctr, o, R, fl)

SL(p,etr’,oon) = 3, - (poctrooyny - (pctr’’ o R, 0" )Y - Spisirg

25 ~ Zp4s+R
(V145-V4:Single)
(V1o VBase) |Z’S| = |Z' +S+R| 2:,S ~ 3 +S+R
©~9 L (poetryon)y ~ 2 o o (poetr’ o, R n)
IR ® Zp4s+Rr

(V145-V5:Single-Base)

(V145-V5:Base) 2;{ ~ 3

+S+R
D= 3. R ~ 3 A 7 R
R (p,ctr,o,R,n) = S+R (p,ctr’,o,R,n)
(V145-V5:Single-Speculation-Start)

R~ Zpeser o U?+5+R 31" .pWhere transaction with id ctr is rolled back

YR :Zf{-(p, ctr’, o, R, n) x=vIlV w4
bypass n-starts ctr ifx=v4
% =3 Ap, ctr,o,R,n D=
o s (P ) P {pc m - starty ctr ifx=vl

’ / ~ ’ . . ’7 ’ ’ I\ X
ZLoApetr’ o Rony = 3 - (p et o Ron) - (p, etr ,O',R,n)ﬁ
(V145-V5:Single-Speculation-Diff)
R~ Zpeser ZH o Ulisin Zhis,pWhere transaction with id ctr is rolled back
ZR=Z&~(p,ctr’,0,R,n) x=vIVv4
Zpaser = 2 - (P ctroRon)

L Ap,etr’,o Ry = B o o pctr, o Ron) - (p,etr” o R, 0’ ) - Spgsyrg

2R ~ Zp4s+R

(V145-V5:Single)

(V145-V5:Base) |2,R| — |2/ Z,R ~ 3

sserl +5+R
L Ap.etr, o, Ron) ~ 2 o - {p,etr’, o, R, n)

Q~Q

Lemma 151 (V145: V1 step). If
(1) i = Ep4s+r by Rule V145-V1:Single-Base and

(2) Zpisir = Pryser - Pigs and 2 +S4R = DpystR -3 +s4+k and
T T
(3) Ppyser rs =Ls 5, +5+R Or Prysir rR =Lr 5/ +54R and
Then
7B
(1) p ==/ 2/, and
(2) if the step was not derived by Rule S:AM-Store-Spec or Rule R:AM-Ret-Spec then 2 = 3, . by Rule V145-V1:Single-Base and
(3) if the step was derived by Rule S:AM-Store-Spec or Rule R:AM-Ret-Spec then =7, ~ %], . by Rule V145-V1:Single-Speculation-Start

Proor. We have by =:
S =3 {p, ctr,o,n)
SieseR =20, or - (D ctr’ 0, R, n)
DX ~ZII+S+R
There are two cases:

T —

Drpsin ]S s D, +s+r The case is analogous to Lemma 107 (V14: V1 step).
T p—

Bpyser R =0n @ +s+r The case is analogous to Lemma 130 (V15: V1 step).

Lemma 152 (V145: V4 step). If
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(1) s = Ep4s+r by Rule V145-V1:Single-Base and

4
(2) Zpisir = Pryser - Pigs and 2/ = Ppisip - Ppysyr and

B +SHR T -
(3) Puyssr 1B Ln Cpsin or Ppysen IR L0k Bipsir and
Then
s
(1) s ==/)s Z,S and
(2) if the step was not derived by Rule 3:AM-Spec or Rule R:AM-Ret-Spec then 3¢ = 3], . by Rule V145-V4:Single-Base and
(3) if the step was derived by Rule 3:AM-Spec or Rule R:AM-Ret-Spec then X{ = 3, . by Rule V145-V4:Single-Speculation-Start

Proor. We have by =:

35 == - (p, ctr,o,n)

44

Zp454R =2 +S4R
’” 1
25 ~Eiysir

{p, ctr’,o,R, n)

There are two cases:
T —
Drpsin 1B =) P, +s+r The case is analogous to Lemma 108 (V14: V4 step).
T —
Dprsen MR <0k ! +s+r The case is analogous to Lemma 86 (V45: V4 step).

[m]
Lemma 153 (V145: V5 step). If
(1) 2R = Epys+r by Rule V145-V5:Single-Base and
(2) Zpyser = P +5+R - Ppys and 2! +S+R T 3 +S+R '5/ +s+p and
(3) ®iysar 1P 00 @ 54k O Prysir s T, 454 and
Then
s
(1) Zp ==Qr %, and
(2) if the step was not derived by Rule B:AM-Spec or Rule S:AM-Store-Spec then X, ~ X/, . by Rule V145-V5:Single-Base and
(3) if the step was derived by Rule 5:AM-Spec or Rule S:AM-Store-Spec then =f, = ¥, . by Rule V145-V5:Single-Speculation-Start
ProoF. We have by =:
>R :Zf{' -{p, ctr, 0, R, n)
Saes+R =20, or - (D ctr’, 0 R, n)
TR ~Zhiser
There are two cases:
Opysen B ;ﬁ @] +s+r The case is analogous to Lemma 129 (V15: V5 step).
I ;ﬁs o, +s+r The case is analogous to Lemma 87 (V45: V5 step).
O

The Completeness proofs now need to do a bigger case distinction in the noBranching case, since speculation can come from
multiple different instructions. But we have seen all of these cases already. Again the case distinction on the instruction is
exactly on the metaparameter Z that is introduced for the combinations, because that is the difference in the semantics of its
part to the original semantics

N.1 Projectionto V1
THEOREM 38 (V145: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window. Then BehZ (p) =
Behj-[i—SHl (P) rB.

Proor. We prove the two directions separately:
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& Assume that (p,0) A7, T € Beh};rS+R (p)-

The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 154 (V145: Soundness of the AM
speculative semantics w.r.t. AM v1 semantics).
We can now conclude that p, ¢ A 718 € Beh? (p) by Rule B:AM-Trace.

= Assume that (p,0) A T € Beh7 (p).
The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 155 (V145 AM: Completeness w.r.t
V1 and projection).
We thus have (p, o) A%

cun T € Beh 7o (p) with 7/ 1B =7
Lemma 154 (V145: Soundness of the AM speculative semantics w.r.t. AM v1 semantics). If
(1) g ~ Zpiser and
(@) Zosr U sin Zipsen
Then exists X/, such that
I3, =% ., and .
I if3], = %) o, by Rule V145-V1:Single-Base then 3. V" s and -
I ify), = 3/ by Rule V145-V1:Single-Speculation-Start then 3 V" s and
IV if 3, = %], . by Rule V145-V1:Single-Speculation-Diff then 3. ﬂhezﬁerB(T’i) 3., wherei = ctr’ by unpacking 3’
Rule V145-V1:Single-Speculation-Diff.

+S+R

+s4p according to

Proor. By Induction on Zp454p U?+S+R DA

Rule AM-Reflection-V145 Then we have pysir [§ Zpisir with X
!~
13 ~ 3 +S+R
ey L ’
s, 8 3 with s, =37
m 5, herers el s with sy, = 57
Note, that the initial relation Xp =~ X +5+|\ does not change.
T
Rule AM-Single-V145 We have 3 +S4R Jl +S+R U With 27 0 =/ 4s4r 2o
We now apply IHon %7/ . [k
"o
(@) 2 = 2T g
(b) if 2]/ = =7 ., by Rule V145-V1:Single-Base then 3 U Z” and .
(c) if 2]/ = =7/, o, , by Rule V145-V1:Single-Speculation-Start then % U7 57 and

d) if 2 = 3" by Rule V145-V1:Single-Speculation-Diff 3, || ¢/ (%/) " where j = ctr’ by unpacking >’/
on Y gle-Sp j y unpacking
Rule V145-V1:Single-Speculation-Diff

We do a case distinction on = in 2/ = %’/

Rule V14-V4:Single-Base We have

+s+r = 2i+s+R and by Rule AM-Reflection-V14 we have

54k 2oy and get

+S+R according to

+SHR

3 U?I’B o
v
= {p, ctr,o,n)5

’” — . -
2 vser = Zlisyr - (poctr’, o R n)5
z,/l ~ ZII/

+S+R

We now proceed by inversion on the derivation X!/ +S+R ﬁ +S4R 2/ iR
Rule AM-v1-Rollback-V145 By (b), it can only be roll back of V1 and only be the topmost state.
Furthermore, this means that n = 0.

rlby ctr
Then 3!/ —==/); ¥/, by Rule B:AM-Rollback, since n is equal between the two states. The rest of the case is analogous to

Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

Rule AM-v4-Rollback-V145 Since %/ = X7/, ., . by Rule V145-V1:Single-Base, there cannot be a roll back of V4.

Rule AM-v5-Rollback-V145 Since X/ ~ =7/ . . by Rule V145-V1:Single-Base, there cannot be a roll back of V4.

T p—
Rule AM-Context-V145 We have O 54 =/5454R @, +£S4R-
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T —
We now use inversion on ®pysip =/7p45+8 Prassr:
T —
Rule AM-v4-step-V145 Then we have ®p sp M =/ CDg.
T p—

By inversion on ®p1s4r [S =5 CDg we get:

The cases are analogous to the corresponding cases Rule AM-v4-step-V45 in Lemma 89 (V45: Soundness of the AM speculative

semantics w.r.t. AM v5 semantics) using Lemma 151 (V145: V1 step)

Rule AM-v5-step-V145 Then we have &y, IR :%?R 5;{. The cases are analogous to the corresponding cases Rule AM-v5-
step-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics) using Lemma 151 (V145: V1
step)

Rule AM-v1-step-V145 Then we have ®pysyp B *Eﬂ ..

The case is analogous to the corresponding case Rule AM-v4-step-V45 in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics) combined with the fact that the rules of V1 cannot generate a starts id, startp id, rlbg id
or rlbs id observation.

Rule V145-V1:Single-Speculation-Start We have:

5 U?[‘B s
! =3 {p, ctr, o, n)
x =v4V v5

_ _|bypassn-starts ctr ifx=v4
retl-startg ctr if x =v5

2/,+S+R :Z"j_SJrR Ap,ctr’, o, R, ny - (p, ctr’’, o', R/, n')p
U (p,ctr,o,n) ~3 - (petr’ o, R, n)

We now proceed by inversion on the derivation X!/ +S+R !ﬁ +S4R 2" +S+R*
Rule AM-v1-Rollback-V145 Contradiction, because p is non-empty.
Rule AM-v4-Rollback-V145 Contradiction, because p is non-empty.
Rule AM-v5-Rollback-V145 Contradiction, because p is non-empty.

T —
Rule AM-Context-V145 We have @pisir =/ )p+54R >, +S4R-
T —
We now use inversion on ®pys4r </Ip45+R Praser:
T p—
Rule AM-v4-step-V145 Then we have ®pys.p ° /s CID,S,

T p—
By inversion on ®pis4 I =/7s CD,S we get:
Rule S:AM-General By definition we have 7 = starts c#r’. Since Rule S:AM-General does not modify the state, we have
D FS+R T 2”+S+Rbypass n
Then we choose X/, = 3/ and derive the step X!/ |J¢ 2/, by Rule B:AM-Reflection.
We now fulfill all premises for Rule V14-V1:Single-Speculation-Diff and have 2/, = X/

We need to show that = Uhdp erB(Tnet’) 57 101ds.
We have:

+S+R”

7B Definition helperg()
=helperg(7 - starts ctr’, ctr’) T = starts ctr’

=helperg(7 - 1, ctr’)

and we have 7B by IH.
=B
Since 3/, =3/ and IH X Jfr !, we have 2 ||
otherwise Contradiction, because p is non-empty.

T —
Rule AM-v5-step-V145 Then we have ®p 54 R =g CDf{.

helpers(Z-r.ctr’) 51 s needed to show.

T j—
By inversion on ®p4sp 1R =5 CI>f< we get:
Rule R:AM-General By definition we have r = startpy ctr.
Since Rule R:AM-General does not modify the state, we have 3’ R Z”+R ret I
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Then we choose X/, = ¥/ and derive the step 3!/ |J%. 3/, by Rule B:AM-Reflection.
The case is analogous to the corresponding case Rule R:AM-General in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics) and the fact that helperg() behaves the same as helpers() for startp observations.
otherwise Contradiction, because p is non-empty.
Rule AM-v1-step-V145 Contradiction, because p is non-empty and Rule 5:AM-General does not work on starts id or startp
observations.
Rule V145-V1:Single-Speculation-Diff We have:

5 thelperB (7.j) 57

3 =3[ (p, ctr,o,n)

x =v4V v5
” 17" 7 111 X T
I voir T2 0 peun Ot o, Rony - (p, ctr’”, 0", R, 0" )T - 2 LSHR
1 Ap, ctr, o, n) ~2N4/-S+R ~Ap, ctr’, o, R, n)
j=ctr’

We now proceed by inversion on the derivation X7/ . ;ﬁ +54R 2ok’
Rule AM-v1-Rollback-V145 This means a transaction is rolled back that was created later than the transaction with id = j.
Then we choose 2/, = 3”/ and derive the step !/ || 2/, by Rule B:AM-Reflection.
The case is analogous to the corresponding case Rule AM-v4-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics).
Rule AM-v4-Rollback-V145 or Rule AM-v5-Rollback-V145 There are two cases depending on the id of the rolled back trans-
action:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.
The case is analogous to the case of Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics
w.r.t. AM v4 semantics).
id = j Then we choose 3/, = 3!/ and derive the step 2!/ ||¢ 3/, by Rule B:AM-Reflection.
Since the transaction with id = j was rolled back, we know that >/, ., =X/ - (p,ctr
For the trace, we get 7 - rlbg jIB = helperg(7, j) and T - rlbg jIB = helperg(7, j) by definition of B and id = j.
The rest of the case is analogous to the corresponding case Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics).
otherwise Then we choose ¥/, = X!/ and derive the step 37/ ||¢ %/, by Rule B:AM-Reflection. Analogous to the corresponding
case Rule AM-v4-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

" g, n>

O

Lemma 155 (V145 AM: Completeness w.r.t V1 and projection). If
(1) i = Epts+r by Rule V14-V1:Single-Base and
(2) Zp L 2!
. ’
Then exists 2, ., such that
I3, =3 SR by Rule V14-V1:Single-Base and
I Zpasar UEyp 2psqn and
mz=78
Proor. We proceed by induction on = |7 %7,
Rule 3:AM-Reflection By Rule B:AM-Reflection we have 33 )8 35 with I3 =3/,

I- I We derive Spps4r U7, ., =/, ., , by Rule AM-Reflection-V145 and thus 154 = =
By construction and 2) we have 3/, ~ 3/ by Rule V145-V1:Single-Base.

’
+S+R”
+S+R
Since ¢ B = ¢ we are finished.
— T
Rule B:AM-Single Then we have >y |}, £/ and =}/ =9 2[,.
We need to show
2o,
I 2/ +S+R,UT+§+R 2l ys4p and _
I 3, ~ %}, ., by Rule V145-V1:Single-Base and
mz-r=7 78 -
We apply the IH on 3y, |J% 37/ we get
U Zaiser U ysip Zlysr and
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I’ 37 = 27 .. by Rule V145-V1:Single-Base and
v =718
By Rule V145-V1:Single-Base we have:

=3 A{p, ctr, o, n)

7 nr /
Tirser Topqsr © (D ctr' o, R, n)
nr mnr
25 ~Zhisr

T
We continue by inversion on 3!/ =/95 3/
Rule B:AM-Rollback The case is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection)
using Rule AM-v1-Rollback-V145.

T —
Rule B:AM-Context We then have (p, ctr, o, n) =/} @, and n > 0.

’

T
By >/ ~ 3 we know that Rule AM-Context-V145 applies for the step Z”+S+R =/ )n454R 2/

+5+R +S+R"

4 —
We now need to find a derivation for the step (p, ctr’, o, R, n) =/n4s+r @, +s+p according to Rule AM-Context-V145.
T —
We proceed by inversion on {p, ctr, o, n) =/} D

Rule AM-NoBranch Then n > 0 and (p, ctr, o, n) ;ﬁ T by o 5.

Furthermore, /,.n =n — 1.

We now do a case analysis on the instruction p(o(pc)):

p(o(pc)) = store x, e Then, a speculative transaction of V4 with id is started using Rule S:AM-Store-Spec through Rule AM-v4-
step-V145 and a new instance [ +s was pushed on top of the stack.
The rest of the case is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).

p(o(pc)) = ret and R is non-empty and R value is different to return address Then, a speculative transaction of V5 with
id is started using Rule R:AM-Ret-Spec through Rule AM-v5-step-V145 and a new instance @, , was pushed on top of the
stack of 277 ..
The rest of the case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection).

p(o(pc)) = ret and R is empty or R is not different to return address Since n > 0, the state can do a step using either
Rule R:AM-Ret-Empty or Rule R:AM-Ret-Same through Rule AM-v5-step-V145 (Note that the meta parameter Z restricts the
V4 semantics in the combined part).
The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection) together with
the fact that 1B and | behave similar with speculative transactions generated by V5.

p(o(pe)) = call f Since n > 0, the state can do a step using either Rule R:AM-Call or Rule R:AM-Call-Full through Rule AM-v5-
step-V15. The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection).

otherwise Then we can either use Rule AM-NoBranch through Rule AM-v1-step-V145, Rule S:AM-NoBranch through Rule AM-
v4-step-V145 or Rule R:AM-NoBranch through Rule AM-v5-step-V145.
Because of Lemma 150 (V145 AM: Confluence), we know that it does not matter which rule we use, which means we can use
the same rule as for v5 do derive the step.
The rest of the proof is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).

otherwise These rules include Rule B:AM-barr, Rule B:AM-barr-spec, Rule B5:AM-General and Rule B:AM-Spec. Since the rules of

V1 are included in the combined semantics and X5 = Zp154r, We can use the corresponding rule in the combined semantics by

Confluence or delegate back to V1 by Rule AM-v1-step-V145.

This means we can always do the same step in the combined as in the V1 semantics.

N.2 Projection to V4
THEOREM 39 (V145: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and o be a speculation window. Then Behsﬂ (p) =
Beh > (p)1".

Proor. We prove the two directions separately:

< Assume that (p,0) A2, ., T € Beh 7" (p).
The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 156 (V145: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics).
We can now conclude that p,o Q¢ 7 1S e BehgzI (p) by Rule S:AM-Trace.
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= Assume that (p,0) AL T € Behg”I (p).
The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 157 (V145 AM: Completeness w.r.t
V4 and projection).

We thus have (p,0) A2, T € Beh > (p) with 7' ¥ = 7.

Lemma 156 (V145: Soundness of the AM speculative semantics w.r.t. AM v4 semantics). If
(1) 3s = % +5+R and
’
(@) Zoeser Ul sir Zhysen
Then exists X7, such that

I3 =3  and N
I if3¢ = 3], o, by Rule V145-V4:Single-Base then %5 Ugf‘ 3% and .
Il if 3 = 3, . » by Rule V145-V4:Single-Speculation-Start then %s Ugr DA arzc?
IV if 3 = %] by Rule V145-V4:Single-Speculation-Diff then %s UZelperS(T’l) %%, where i = ctr’ by unpacking X/, . according to

Rule V145-V4:Single-Speculation-Diff.

. T ’
Proor. By Induction on Zp4s4p UT+S+R 3 ser:
Rule AM-Reflection-V145 Then we have pysir [§ Zpisir with X +s+r = 2i+5+R and by Rule AM-Reflection-V145 we have
AR Y]
I 2S ~ 2:; +S+R
I %5 )57 5 with 25 = 57
I 5 YPPers D 51 with 3 = 52
Note, that the initial relation £s = Xp4s4r does not change.
= ) z
Rule AM-Single-V145 We have X _t%/_'_R U'T+S+R EH+S+R with Z”+S+R =/ Vpaser 2 +S4R"
We now apply IHon 277 . o U} o o =/, and get
@ 2 =2 o0

(b) if = = X7 ., by Rule V145-V4:Single-Base then X5 Ugrs =Y and

=N
(0) if 37 ~ =7 . by Rule V145-V4:Single-Speculation-Start then X5 Ugr %7 and

(d) if ¥ ~ =7/ . by Rule V145-V4:Single-Speculation-Diff 35 Ugelpers @) %Y, where j = ctr’ by unpacking ¥/ . - according to
Rule V145-V4:Single-Speculation-Diff
We do a case distinction on = in 3¢ = %7/ . .

Rule V145-V4:Single-Base We have
=\S
s U2 sy
> =3 (p,cr, 0, n)ﬁ
2 iser = sy - (poctr’ o Ron)5
zlS/I ~ 2///

+S+R

T
. . o ” T , )
We now proceed by inversion on the derivation 27/ . . =/ DB4S4R 2 SR

Rule AM-v4-Rollback-V145 By (b), it can only be roll back of V1 and only be the topmost state.

Furthermore, this means that n = 0.

rlbs ctr
Then = —===/)s 3{ by Rule S:AM-Rollback, since n is equal between the two states. The rest of the case is analogous to

Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).
Rule AM-v1-Rollback-V145 Since =" ~ X7/ . . by Rule V145-V1:Single-Base, there cannot be a roll back of V4.

Rule AM-v5-Rollback-V145 Since 2 = X7/ . . by Rule V145-V1:Single-Base, there cannot be a roll back of V4.

T —
Rule AM-Context-V145 We have ® ;45,1 </ Jirser Pryosn.
T

We now use inversion on ®pysip =/7p45+8 Prastr:
4

T —
Rule AM-v1-step-V145 Then we have ®p sp 1B =) .

. . z =/
By inversion on ®pis4p 1B =7, @) we get:
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The cases are analogous to the corresponding cases Rule AM-v1-step-V14 in Lemma 109 (V14: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics) using Lemma 152 (V145: V4 step)

T —_
Rule AM-v5-step-V145 Then we have ®p, R =/p CDI'{. The cases are analogous to the corresponding cases Rule AM-v5-
step-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics) using Lemma 152 (V145: V4
step)

T —
Rule AM-v4-step-V145 Then we have ®p 54 S =/ CID,S.

The case is analogous to the corresponding case Rule AM-v4-step-V45 in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics) combined with the fact that the rules of V4 cannot generate a starty id, startp id, rlbg id
or rlby id observation.

Rule V145-V4:Single-Speculation-Start We have:

-1
=5 Y1 =Y

¢ =3¢ - (p, ctr,o,n)
x =vlV v5

_ _|pcn-startg ctr ifx=vl
- retl-startp ctr ifx=v5

’n” N7 4 /7 ’ ’ N
i isar =2ipser  poetr’ o Ron) - (p, ctr” o', R n")5

U (p,ctrony ~Xc p - (pctr’ o, R, n)

T
We now proceed by inversion on the derivation Z”+S+R_:Z? +5+R 2o up
Rule AM-v1-Rollback-V145 Contradiction, because p is non-empty.
Rule AM-v4-Rollback-V145 Contradiction, because p is non-empty.
Rule AM-v5-Rollback-V145 Contradiction, because p is non-empty.

T p—
Rule AM-Context-V145 We have ®p 51k </Ip5+54R @, +S+R-
T —
We now use inversion on ®pis4r </p+5+R Pp+s+r:
T —
Rule AM-v1-step-V145 Then we have ®pisyr 1B =) @,

By inversion on ®pis4p 1B :%? @), we get:

Rule 3:AM-General By definition we have 7 = startp cir’. Since Rule B:AM-General does not modify the state, we have
b +S+R T 2N+S+Rpc n’
Then we choose %, = %’ and derive the step 27’ | 2 by Rule S:AM-Reflection.
The case is analogous to the corresponding case Rule B:AM-General in Lemma 109 (V14: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics).

otherwise Contradiction, because p is non-empty.
T p—
Rule AM-v5-step-V145 Then we have ®pys4p MR =, <I>f3.
T —
By inversion on ®p4s4r MR =5 @;3 we get:
Rule R:AM-General By definition we have r = starty ctr.
Since Rule R:AM-General does not modify the state, we have 3/ R ZN+Rret I

Then we choose Xt = 3¢ and derive the step 2 £ ¢ by Rule S:AM-Reflection.

The case is analogous to the corresponding case Rule R:AM-General in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics).
otherwise Contradiction, because p is non-empty.
Rule AM-v4-step-V145 Contradiction, because p is non-empty and Rule S:AM-General does not work on starty id or startp
observations.
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Rule V145-V1:Single-Speculation-Diff We have:
s Uhelpers(?,j) Z;S;

3¢ =37 - {p, ctr,o,n)

x =v4V v5
Z/,+S+R -:-S+R <p’ ctr’”’ Lo R, n> <p’ ctr/// 7" R/’n//>x . ?+S+R
U (p,ctr,o,ny ~3 - pctr’ o, R, n)
j=ctr’

We now proceed by inversion on the derivation 27/, . . ;ﬂ +54+R 2l opt
Rule AM-v4-Rollback-V145 This means a transaction is rolled back that was created later than the transaction with id = j.
Then we choose 3! = 3" and derive the step 27" |l =7 by Rule S:AM-Reflection.
The case is analogous to the corresponding case Rule AM-v4-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics).
Rule AM-v1-Rollback-V145 or Rule AM-v5-Rollback-V145 There are two cases depending on the id of the rolled back trans-
action:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.
The case is analogous to the case of Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics
w.r.t. AM v4 semantics).
id = j Then we choose % = 2’ and derive the step 2" |£ %% by Rule S:AM-Reflection.
Since the transaction with id = j was rolled back, we know that >/, . =>7""_ - (p,ctr'”, o, n).
For the trace, we get 7 - rlby j¥ = helpers(T, j) and 7 - rlbg jI° = helpers(T, j) by definition of ¥ and id = j.
The rest of the case is analogous to the corresponding case Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM

speculative semantics w.r.t. AM v4 semantics).
otherwise Then we choose ¥/, = =/ and derive the step =7/ ||¢ =/, by Rule B:AM-Reflection. Analogous to the corresponding
case Rule AM-v4-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

Lemma 157 (V145 AM: Completeness w.r.t V4 and projection). If
(1) s ~ Zaas+R by Rule V14-V4:Single-Base and
(2) Zs I 2

Then exists %), . such that

I3, =3 by Rule V14-V4:Single-Base and

+S+|'\
I Ziyser U 54k Zhyser and
oHnz=7 rS

Proor. We proceed by induction on Xg llg zL:

Rule S:AM-Reflection By Rule S AM- Reﬂection we have Xg US Ts with Xs = XL,
I - III We derive Spys4r U boip 2 +S+R by Rule AM-Reflection-V145 and thus Spys4r = ], o, -
By construction and 2) we have %} = ¥/ +s4+p Dy Rule V145-V4:Single-Base.
Since ¢° = ¢ we are finished.
— T
Rule S:AM-Single Then we have 35 | 3¢ and 2 =/)s %],.
We need to show
I 3544k UE1E 0 2ysyp and
I = = %] o, by Rule V145-V4:Single-Base and
mz-r=7 75 -
We apply the IH on 35 L =% we get
U Zpgsar Uy 2cpp and
3y =3 by Rule V145-V4:Single-Base and
v z=715

+S+R
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By Rule V145-V4:Single-Base we have:

3¢ =37 - (p, ctr,o,n)
2 vser =X hsar - (P ctr’, o, R, m)

1444 1244
25" ~Zpisir

T
We continue by inversion on X¢ =/9s %:
Rule S:AM-Rollback The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection)
using Rule AM-v4-Rollback-V145.

T —
Rule S:AM-Context We then have (p, ctr, o, n) </)s CD/S and n > 0.

’

T
we know that Rule AM-Context-V145 applies for the step 27 o . =/Dp4s+r Z} o p-

’

T p—
We now need to find a derivation for the step (p, ctr’, 0, R, n) =/n4s+r @, s+ according to Rule AM-Context-V145.

7"
By 25 = 25 sr

T —
We proceed by inversion on (p, ctr, o, n) </Js <I>’S:

Rule S:AM-NoBranch Then n > 0 and (p, ctr, o, n) :%?g 5’5 by o 5.

Furthermore, X{.n=n— 1.

We now do a case analysis on the instruction p(o(pc)):

p(o(pc)) = beqz x,1 Then, a speculative transaction of V4 with id is started using Rule B:AM-Spec through Rule AM-v1-step-V145
and a new instance . +s+r Was pushed on top of the stack.
The rest of the case is analogous to the corresponding case in Lemma 108 (V14: V4 step).

p(o(pc)) = ret and R is non-empty and R value is different to return address Then, a speculative transaction of V5 with
id is started using Rule R:AM-Ret-Spec through Rule AM-v5-step-V145 and a new instance @/, , was pushed on top of the
stack of 277 ..
The rest of the case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection).

p(o(pc)) = ret and R is empty or R is not different to return address Since n > 0, the state can do a step using either
Rule R:AM-Ret-Empty or Rule R:AM-Ret-Same through Rule AM-v5-step-V145 (Note that the meta parameter Z restricts the
V4 semantics in the combined part).
The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection) together with
the fact that B and | behave similar with speculative transactions generated by V5.

p(o(pc)) = call f Since n > 0, the state can do a step using either Rule R:AM-Call or Rule R:AM-Call-Full through Rule AM-v5-
step-V15. The case is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection).

otherwise Then we can either use Rule AM-NoBranch through Rule AM-v1-step-V145, Rule S:AM-NoBranch through Rule AM-
v4-step-V145 or Rule R:AM-NoBranch through Rule AM-v5-step-V145.
Because of Lemma 150 (V145 AM: Confluence), we know that it does not matter which rule we use, which means we can use
the same rule as for v5 do derive the step.
The rest of the proof is analogous to the corresponding case in Lemma 88 (V45 AM: Completeness w.r.t V4 and projection).

otherwise These rules include Rule S:AM-barr, Rule S:AM-barr-spec, Rule S:AM-General and Rule S:AM-Store-Spec. Since the

rules of V4 are included in the combined semantics and s = Xpis+r, we can use the corresponding rule in the combined

semantics by Confluence or delegate back to V4 by Rule AM-v4-step-V145.

This means we can always do the same step in the combined as in the V4 semantics.

N.3 Projection to V5

THEOREM 40 (V145: RELATING V5 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window. Then Beh;{ﬂ (p) =
Behj-[i-SH{ (p) rR.

Proor. We prove the two directions separately:

& Assume that (p,0) A%, ., T € Behﬁ'SJrR (p)-

The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 158 (V145: Soundness of the AM
speculative semantics w.r.t. AM v5 semantics).
We can now conclude that p,o Q) 7 MR € Beh? (p) by Rule R:AM-Trace.

= Assume that (p,0) A 7 € Beh? (p).
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The case is analogous to Theorem 24 (V45: Relating V4 with projection of combined) using Lemma 159 (V145 AM: Completeness w.r.t
V4 and projection).

We thus have (p, 0) A? T e Beh;SJrR (p) with7' 1R =7,

+S+R

Lemma 158 (V145: Soundness of the AM speculative semantics w.r.t. AM v5 semantics). If
(1) Zg = Zpisir and
’
(@) Zirser U yur Zhiser
Then exists %, such that
ARV
I Z, =Y +S+R and

=MR
ILif 3}, = 3, o, by Rule V145-V5:Single-Base then X Jlgr %, and .
o1 if 3, = ¥ by Rule V145-V5:Single-Speculation-Start then Xy UEF %, and

IV if 3, = 3] . by Rule V145-V5:Single-Speculation-Diff then X U}r:dperR (®.0) 3,, where i = ctr’ by unpacking 3/
Rule V145-V5:Single-Speculation-Diff.

+S+R

+s4p according to

; T ’
Proor. By Induction on Zpisir U], s n Zhisine

Rule AM-Reflection-V145 Then we have Xp,54r |4
I 2?2 = i +S+R
I =g U 57 with 5 = 7.
I 3 u”e"’”‘*(“) 5/, with 5p = 37
L
Note, that the initial relation DD +5+R does not change.
T
Rule AM-Single-V145 We have 3p.5.r ll woup Ziyser WIth 27 o 0 nasir 2], o pe
We now apply IH on 37/
@ 2~ 30 g
(b) if =] = 27/, , by Rule V145-V5:Single-Base then > Ufr %7 and
(0) if 2} = =7/, o, by Rule V145-V5:Single-Speculation-Start then X ler %7 and
d) if = =3 by Rule V145-V5:Single-Speculation-Diff 2 UhdperS(”) >!, where j = ctr’ by unpacking >’/
! y gle-Sp < ! y unpacking

+S4+R +5+R
Rule V145-V5:Single-Speculation-Diff
We do a case distinction on = in ] = %/

Rule V145-V5:Single-Base We have

+54R With X7 = Zp4s+r and by Rule AM-Reflection-V145 we have

+S+R +S+R

T
+S+R U +S+R D4 +S+R and get

+R

according to

+S+R”

2R llrr b
Z” = 2'” ~(p, ctr,o, R n)ﬁ

3 oan = sy - (poctr’ o, Rony;
1244 177
2R~ Zhisr

T
We now proceed by inversion on the derivation X!/ orr “ZAB+SHR ! SR
Rule AM-v5-Rollback-V145 By (b), it can only be roll back of V1 and only be the topmost state.

Furthermore, this means that n = 0.
rlbg ctr
Then %] —===/)r 3, by Rule R:AM-Rollback, since n is equal between the two states. The rest of the case is analogous to
Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).
Rule AM-v1-Rollback-V145 Since Z’R’ =X SR by Rule V145-V5:Single-Base, there cannot be a roll back of V1.

Rule AM-v4-Rollback-V145 Since 3] ~ X/ 45+ by Rule V145-V5:Single-Base, there cannot be a roll back of V4.

Rule AM-Context-V145 We have <1> FSHR ﬂ voen O FSHR-
We now use inversion on ®p4s4r ﬂ +S+R ) +S4RE

T
Rule AM-v1-step-V145 Then we have ®pys4p 1B =)

4

T —
By inversion on ®p s4p 1B =1 D), we get:
The cases are analogous to the corresponding cases Rule AM-v1-step-V14 in Lemma 131 (V15: Soundness of the AM speculative
semantics w.r.t. AM v5 semantics) using Lemma 153 (V145: V5 step)
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T p—

Rule AM-v4-step-V145 Then we have @45, ¥ </ <I>/SA The cases are analogous to the corresponding cases Rule AM-v4-
step-V45 in Lemma 89 (V45: Soundness of the AM speculative semantics w.r.t. AM v5 semantics) using Lemma 153 (V145: V5
step)

T —

Rule AM-v5-step-V145 Then we have ®pys4p R =g (IDIQ.

The case is analogous to the corresponding case Rule AM-v5-step-V45 in Lemma 89 (V45: Soundness of the AM speculative

semantics w.r.t. AM v5 semantics) combined with the fact that the rules of V5 cannot generate a starty id, starts id, rlbs id
or rlby id observation.

Rule V145-V4:Single-Speculation-Start We have:

=MR
DRI
Y =37 - (p, ctr,o,R, n)

x =vlV v4
_ _Jpcn-starty ctr ifx=v1
- bypass n-starts ctr if x=v4

2N+S+R :2”-:—5+R : <P’ Ctr,’ o,R, n> : <P> Ctr”: O',, R/> n/>ﬁ
Y (p,ctr,o,Ron) ~3 o o - (p,ctr’, o, R, n)

T
We now proceed by inversion on the derivation 2/ ¢ . =/954s+R ], 5
Rule AM-v1-Rollback-V145 Contradiction, because p is non-empty.
Rule AM-v4-Rollback-V145 Contradiction, because p is non-empty.
Rule AM-v5-Rollback-V145 Contradiction, because p is non-empty.
T p—
Rule AM-Context-V145 We have O 541 =/ 5454R @, SR
T

We now use inversion on ®psip =/ 754541 @ +S4+R:
T —
Rule AM-v1-step-V145 Then we have ®p i 12 =) @,

T —
By inversion on ®pys4r 1B = D), we get:
Rule B:AM-General By definition we have 7 = startg ctr’. Since Rule B:AM-General does not modify the state, we have
’ o~
z +S+R T z +S+Rpc n’
Then we choose 3, = X7 and derive the step =7/ ||f, =], by Rule R:AM-Reflection.

The case is analogous to the corresponding case Rule B:AM-General in Lemma 131 (V15: Soundness of the AM speculative
semantics w.r.t. AM v5 semantics).

otherwise Contradiction, because p is non-empty.
T —
Rule AM-v4-step-V145 Then we have ®p sp M =/ CD;,.

T p—
By inversion on ®p1s4p [S =5 CDg we get:
Rule S:AM-General By definition we have r = starts ctr.

: . _ : ’ N7
Since Rule S:AM-General does not modify the state, we have 3/, . , =% +S+Rbypass n°

Then we choose 3, = X7 and derive the step =}/ ||f, =}, by Rule R:AM-Reflection.

The case is analogous to the corresponding case Rule S:AM-General in Lemma 89 (V45: Soundness of the AM speculative
semantics w.r.t. AM v5 semantics).

otherwise Contradiction, because p is non-empty.

Rule AM-v5-step-V145 Contradiction, because p is non-empty and Rule R:AM-General does not work on startp id or starts
observations.

Rule V145-V5:Single-Speculation-Diff We have:
e UgelperR(?,j) Zf{
Z:\,’ :Z{\," -{p, ctr,o, R, n)
x =vlV v4

_ il
21114-54—R —2”_:_54_[{ . <P, ctr”, o.R, n> . <P, ctr'”, O'”, R,, nl/>x .3
Y Ap,cir,o,Rny ~S1 o o p,ctr’, o, R, n)

j=ctr’

+S+R
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We now proceed by inversion on the derivation 27/, . ;ﬁ +54R 2l op'
Rule AM-v5-Rollback-V145 This means a transaction is rolled back that was created later than the transaction with id = j.
Then we choose %, = 2/ and derive the step 2} | %, by Rule R:AM-Reflection.
The case is analogous to the corresponding case Rule AM-v5-Rollback-V45 in Lemma 89 (V45: Soundness of the AM speculative
semantics w.r.t. AM v5 semantics).
Rule AM-v1-Rollback-V145 or Rule AM-v4-Rollback-V145 There are two cases depending on the id of the rolled back trans-
action:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.
The case is analogous to the case of Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics
w.r.t. AM v4 semantics).
id = j Then we choose X}, = =7 and derive the step 2! |}f; =}, by Rule R:AM-Reflection.

. . ) AR ’ 5
Since the transaction with id = j was rolled back, we know that %, . , =Xl .- (p, ctr

For the trace, we get 7 - rlbg jI¥ = helpers(T, j) and 7 - rlbg jI° = helpers(T, j) by definition of ¥ and id = j.
The rest of the case is analogous to the corresponding case Rule AM-v5-Rollback-V45 in Lemma 85 (V45: Soundness of the AM
speculative semantics w.r.t. AM v4 semantics).
otherwise Then we choose 2/, = !/ and derive the step 27/ |J¥, =/, by Rule B:AM-Reflection. Analogous to the corresponding
case Rule AM-v4-Rollback-V45 in Lemma 85 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).

l//, o, n>

O

Lemma 159 (V145 AM: Completeness w.r.t V4 and projection). If
(1) 2R = Zpys+r by Rule V145-V5:Single-Base and
@) =r UE =
Then exists X, ., such that
I3, =% SR by Rule V145-V5:Single-Base and
I Spgsar UEyp Zpsyn and
mz=7R
ProoFr. We proceed by induction on g llﬁ %
Rule R:AM-Reflection By Rule R:AM-Reflection we have > ||, Zr with 2 = %]

R
I - III We derive Xp454r UT+5+R >’ +s+r Dy Rule AM-Reflection-V145 and thus Zp4s4p = 2
By construction and 2) we have 3, = 3/

by Rule V145-V5:Single-Base.

’
+S4+R”
+5+R
Since ¢ X = ¢ we are finished.
— T
Rule R:AM-Single Then we have X |}, 2?{ and Ef{ =r Zf{.
We need to show
2o,
I 2/ +S+R,UT+§+R 2l sqp and )
I 3}, = %}, ., by Rule V145-V5:Single-Base and
Mz r=7 7R -
We apply thf: Hon X [} 2] we get
U Zigsar Uy 200y and
>y =3 by Rule V145-V5:Single-Base and
v =7k
By Rule V145-V5:Single-Base we have:

+S+R

Z:\,’ :2;{" -{p, ctr,o,R, n)

12 N/ . ’
Zisser Toipser t poctr o Rom)
1444 1244
2R ~Zhiser

T
We continue by inversion on X} =/9r X}
Rule R:AM-Rollback The case is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection)
using Rule AM-v5-Rollback-V145.

T —
Rule R:AM-Context We then have (p, ctr, o, R, n) =/9r <I>;g and n > 0.

T'

By 2} = 7/ ¢, we know that Rule AM-Context-V145 applies for the step 27, . o /Is+54r 2], 5,5
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We now need to find a derivation for the step {p, ctr’, o, R, n) j’ﬁ +S4R o 45+ according to Rule AM-Context-V145.
We proceed by inversion on (p, ctr, o, R, n) Jﬁ R 5&:
Rule R:AM-NoBranch Then n > 0 and (p, cir, o, R, n) jﬁR 5;{ by o L.
Furthermore, Z’R.n =n-1
We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) = beqz x,1 Then, a speculative transaction of V4 with id is started using Rule B:AM-Spec through Rule AM-v1-step-V145
and a new instance . +s+r Was pushed on top of the stack.
The rest of the case is analogous to the corresponding case in Lemma 108 (V14: V4 step).
p(o(pc)) = store x, e Then, a speculative transaction of V4 with id is started using Rule S:AM-Store-Spec through Rule AM-v4-
step-V45 and a new instance 5,5 +r was pushed on top of the stack.
The rest of the case is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).
otherwise Then we can either use Rule AM-NoBranch through Rule AM-v1-step-V145, Rule S:AM-NoBranch through Rule AM-
v4-step-V145 or Rule R:AM-NoBranch through Rule AM-v5-step-V145.
Because of Lemma 150 (V145 AM: Confluence), we know that it does not matter which rule we use, which means we can use
the same rule as for v5 do derive the step.

The rest of the proof is analogous to the corresponding case in Lemma 90 (V45 AM: Completeness w.r.t V5 and projection).
otherwise These rules include Rule R:AM-barr, Rule R:AM-barr-spec, Rule R:AM-General, Rule R:AM-Ret-Spec, Rule R:AM-Ret-
Same, Rule R:AM-Ret-Empty, Rule R:AM-Call and Rule R:AM-Call-Full.
Since the rules of V5 are included in the combined semantics and Xz = Xpys4r, We can use the corresponding rule in the
combined semantics by Confluence or delegate back to V5 by Rule AM-v5-step-V145.
This means we can always do the same step in the combined as in the V5 semantics.

[m]

THEOREM 41 (V145: RELATING COMBINED TO NON-SPECULATIVE). Let p be a program and w be a speculation window. Then Behys(p) =
BEh£S+R (p) Tns-

ProoF. By Lemma 13 (V145 Relating speculative projections to non-speculative projection), we have Beh&z?'SJrR (P)tns = Behj,;{SJrR (p) RSB,
By Theorem 40 (V145: Relating V5 with projection of combined), we have that Beh&z;rS+R (p)1R = Behl‘? (p).
By Lemma 16 (V5: speculative-projections equal to non-speculative Projections), we get BehfI (P)rs = Behg{ (p) Tns-
By Theorem 20 (V5AM: Behaviour of non-speculative semantics and AM semantics), we know that Beh‘r;’zI (p) Tns = Behns(p)-
Combining these facts we get:

Behy?—s-m (P) Tns

— Behy—[{-S+R(p) rR rs rB

= Beh (p)1°1°

= Beh! (p) Ins

= Behns(p) 1P
= Behns(p)

and are finished. o

Corollary 6 (V145: SNI of combined preserves SNI of parts). Let p be a program and w be a speculation window. If p Fpis+r SNI then p +s SNI,
p +i SNI and p +r SNL

PrOOF. Assume p Fpis4r SNI and that there are o, 0’ € InitConf with o ~p ¢’ for some policy P and (p, o) ﬂ}% 7, (p,d’) QI?IS 7.
We need to show that

1) (p.o) A Ts, (p.0’) AL Ts

@) (p.o) AF Tr. (p.0") AF 77

®) (p.o) AF Tp. (p.0”) AF T

We show the proof for 1). The proof for 2) and 3) is analogous using Theorem 40 (V145: Relating V5 with projection of combined) and
Theorem 38 (V145: Relating V1 with projection of combined).

Unfolding the definition of p Fpisir SNI we get:

(1) if o ~p o’ and (p,0) A T, (p,0") A T, then (p,0) AL, <, Thors (0:07) ALy, Thor
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After initialization we have (p, o) A%, <. Tosrs (0,0") Ao, Thsr-

By Theorem 39 (V145: Relating V1 with projection of combined) we have (p, o) Q’é’ Tpsr e Behsﬂ (p) and (p, o”) Q‘S" Tpsr e Behsﬂ (p),
which is what we needed to show.
O
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N.4 Relating Speculative and AM semantics
Lemma 160 (V145SE: Confluence). If
Opas+r
(1) Xitser 5 +g:-+I[i X,+S+R and
(2) Xoyser @0+§S++[§ X!, s.r derived by a different rule
Then
(1) X/+5+R = Xp+s+4R
ProOF. Analogous to Lemma 150 (V145 AM: Confluence) O

THEOREM 42 (V145: SNI). For a program p, all oracles O with speculative window at most w and for a security Policy P, p I—O+S+R SNIp iff
P Fp+s+r SNIp.

Proor. We prove the two directions separately:
(=) The proof proceeds analogous to Theorem 17 (S SNI) using (Lemma 172 (V145: Completeness Am semantics w.r.t. speculative semantics))

(&) The proof proceeds analogously to Theorem 17 (S SNI) using the Soundness (Lemma 166 (V145: Soundness Big-step))
O

Definition 73 (V145: Relation between AM and spec for all oracles). We define two relations between AM and oracle semantics. ®ps4p ~

ZE4+S4R FB+S+R XB+S+R ‘

(V145:Single-Base)
Zp4stR ~ Xpassr Teom  INV(Zpaser, Xp4s+r)
ZE4+54R FB+S+R XB+S+R
(V145:Single-OracleTrue)
Speser ~ Xoaser Tcom 2o p Ulpsrn Zhpsyp Where transaction with id ctr is rolled back
Xpts+r = X’JrSJ;R -{p, ctr,o,h,n"") x = (S, true) V (B,m A m = a(pc)
ZE+54R = 25, cip (p, ctr,o,n) INV(Zp4s4r, XB4+5+R)

(V145:Base)

D Rp4s+R D

’ / s ’ ’ ” J 1444
> SR (p,ctryo,n) - (p,ctr’, o, n") - Tpysir1 ®pt+s+r X SR (p,ctr,o,h,n"")y - (p, ctr’, o, h,n""")*
(V145:Single-Transaction-Rollback)

2o ™~ X”+5+R/fcom n =0 Z,;’+S+R U?_'_S*_R X Where Itransaction with id ctr is rolled back  x = (S, true) V (B, m)
Xpts+r = X[ o (P ctr, o hn’) Zpesir = Zl o p (P cir,oun) INV(Zp4+5+Rs XB+5+R)
e (poctrooiny - (poetr’, o n' )Y Episiry Rpaser X o (pctro hon”) - (p,etr’, o B, 00 - Xpysiry

25+5+R ~ XB4+s+R

(V145:Base) |Z'

(V145:Single)

! ! 4
X Zhiser ~ Xiaser

-{p,ctr’, o, h, n')b

+S+R| = +S+R|

o ~Q ’ b ’
ssar poetrom)” ~ Xl o

Lemma 161 (V145: Coincide on =p4s4 for projections). If
(1) Zp4s+R =p+s+R Xp+s+r by Rule V145:Single-Base
Then
(1) Spyser B =g Xpyoun IR by Rule Single-Base and
(2) Sppsar S ms Xpysar 1S by Rule Single-Base and
(3) Spisar B =p Xngoin 18 by Rule V1:Single-Base

Proor. The proof is analogous to Lemma 92 (V45: Coincide on =g, for projections). ]

Lemma 162 (V145: Coincide on = for projections). If
(1) Zp4s+r = Xprser
Then
(1) Zpaser MR = Xipsn IR and
(2) Zp+s+r S =X +S+R 1 and
(3) Tpsser 1P = Xpgopr 1B

PRrooOF. Analogous to Lemma 93 (V45: Coincide on = for projections).
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Lemma 163 (V145: Initial states fulfill properties). Let p be a program, w be a speculation window and O be an oracle with speculation window

at most w. If
(1) 0,0’ € InitConf and
) Ziﬁtsm (p,0) and Z’"’S+R(p, o’) and
(3) X (pr0) and XIE, (p o)
Then
(1) Xmls++\(P o) = leS+R(p’ o’) and
(2) S (p.0) =5 (p.o”) and
(3) 2’"+’ts+R (p,0) =pis+r X, +S+R(p, o) and Zi”i‘SJrR(p, 0’) ®piser +15+R (p, 0’) by Rule V145:Single-Base and

Proor. The proof is analogous to Lemma 45 (S: Initial states fulfill properties). O
Lemma 164 (V145AM: Single step preserves =). If
(1) Zpser = Z‘+S+R and
’ / T : T
(2) Zraser Lprs+r g and X o o saser 2L

Then
il
(1) X +S+R T =2 +S+R
Proor. The proof is analogous to Lemma 43 (S AM: Single step preserves =). O

Lemma 165 (V145SE: Single step preserves =). If
(1) Xpyser = XT+S_H\ and
@) Xogorn SO0 X0 and XD 50 T

+S+R +5+R TB+s+R Xppser
Then
’ il
(D) X[ ysup = Xpyoyp and
Proor. The proof is analogous to Lemma 44 (S SE: Single step preserves =). O

N.5 Soundness

Lemma 166 (V145: Soundness Big-step). Let p be a program, w € N be a speculative window.
If
(1) 0,0’ € nitConf and
@) (o) A 1z T (0:0") AT (n T

Then for all prediction oracles O with speculation window at most .

1(p.0) Aye, T (p.0) A, T

Proor. The proof is analogous to Lemma 46 (S: Soundness Am semantics w.r.t. speculative semantics) using Lemma 163 (V145: Initial
states fulfill properties) to show that our initial states fulfill all the premises for Lemma 167 (V145: Soundness Am semantics w.r.t. speculative
semantics with new relation between states). m]

Lemma 167 (V145: Soundness Am semantics w.r.t. speculative semantics with new relation between states). Let p be a program, w € N be a
speculative window.

If
(1) Ziaser = 3] 0
(2) Xiyser =X, andp=0
(3) Do 154R TB4S+R XT
il
(4) Zieser U +5+R ZBas+R and 3] +S+R llT+S+R Zpis+R
Then for all prediction oracles O with speculation window at most w.

~nysir Xogssr and 3

+S+R +S+R

o o
I Xipsen +0X] X' iB,,XT'

+S+R’ +S+R +S+R
I, = 2Ti5+1<
IXE oy =X j—S+R andp =@
I“; E/ +54R =B+s+R Xy ‘mdz +5+R TB+SHR XH+S+R
T =T
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: s PoE it
Proor. By Induction on Zpysir Uf,cp Zhycup @nd 20 o o U +S+R 2 ser
£ 124 ’ _ 17 57
Rule AM-Reflection-V145 We have > +s++\ U4 SR +s++\ and 3/ vorr Uiporn ZHioypy Where 0 o o =Zpisipand 27 =30 o .
r”
We choose 3 +S+R =3 +5+R and Z +S4R =2 +S+R” 0 0
We further use Rule V145-SE:Reflection to derive Xpisir ﬁ‘ls{X,+s+R’ X' +SiR $ 2XTL5+R with X . o = Xpiser and X' toaR =
X! +s+r- We now trivially satisfy all conclusions.
T — T
. ’” = ’ + " % ” =
Rule AN&L Single-V145 We have Xy s4r ll SR +S+R with 27 o Lpaser Zhqpand 2L o o U] 0 2 o pand B o o S asir
]
ZBiseR-
T *
We now apply IH on Zpysar U, +S+R yser and Dl rsir Uigsir Zhysep and get

(@) Xpys+r i X”+S+R’X ib//X*
7 ~ *
(b) z N+S+R 2 B
(C) X +SHR = X +5+R
" * *
(d) = +S4R ~p4ser X/, roar AN ZE o Mnaser X o p
e 7 =1"
We do a case distinction on =p454p in 27/ 454 = +S+R X/ oep and > +S+R//~ +S4R /)’( oep DY i 1nver51on* .
Rule V145:Single-Base We thus have 3/ vS+R ™ +S+R Meom and INV (2 rorre X +S+R) (Similar for X +S+R and X, +S+R).
Similarly to Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation between states) we can account

for possible commits and get a state X7 ., such that 277 . o ®pis4r X[ c,; by Rule V145'Single—Base
T

+S4R +S+R

+S+R
andp’ = @

7 1
We now proceed by inversion on the derivations 27/ ., </?5+s+R >’ +o4p and P SR ﬁ +S+R 2

Note that by 27/ . . = 3

+5+R”

+s4+p and the fact the same traces are generated, we know that the same rule was used to derive the step.
z =7 z

Rule AM-Conte_x,t’-V145 We now have @], =/95454r Ppisepand @7 =/ Dieser o +S+R where X/ . . = = Qppop D SeR

* _ ’7

and 5 o p = Pryser - Pysyp

Furthermore, n > 0 and note that all states point to the same instruction by b-d.

T p—
Rule AM-v5-step-V145 Then, we have @15 MR = @, +S4R IR
We use Lemma 168 (V145: V5 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

T
Rule AM-v4-step-V145 Then, we have ®pi5.p M=/ @, 1S+R 1S
We use Lemma 170 (V145: V4 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

T p—
Rule AM-v1-step-V145 Then we have ®pys4p 1B =) @, 1S4R 1B,
We use Lemma 169 (V145: V1 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

Rule AM-v1-Rollback-V145 Contradiction, because minWndw(X ., ) > 0 and INV(ZY . ., X[ 1c )
Rule AM-v4-Rollback-V145 Contradiction, because minWndw(X} ¢, ) > 0 and INV(Z/ o o, X5 c o).
Rule AM-v5-Rollback-V145 Contradiction, because minWndw(X ., ,) > 0 and INV(ZY ., ., X[ 1c )
Rule V145:Single-OracleTrue We thus have
X! oo =Xosirs - (D ctrya,hon”’) - (p, ctr’, o, hyn""fake
Sl oop =Sas+rs - (poctr,on) - (p,ctr’, 6’ n’) - Spysirg
Xas+r =Xpasrs - (p, ctr,o,hn’’)
Zpyser =Zpasers - (s ctr, o, n)
Zp45+R ~XB+5+R [com
T
The form of X\, ., and =} . . is analogous. We now apply inversion on X o o/ Anaser Zhpoip
Rule AM-Context-V145 We choose X/, . . = X/ ., and X' voir = X sne
I By IH a) and Rule V145-SE:Reflection
II By Lemma 164 (V145AM: Single step preserves =).
III Since X’+S+R =X/ eS+R and X' T TSR X*+S+|,, we are finished using IH c).
IV We show that X/ . o ®p4s+r 27, ¢, Dy Rule V145:Single-OracleTrue. The proof for XT+S++\ ZT15+R is analogous.

Since we did not roll back the transaction with id ctr’ we have that sz does not change.
Since Xp45+r remains the same as well, we have Y5518 ~ Xp4s54R [com and INV(Zp454R, Xp4+5+R) X5+5+R [com-
Thus, we fulfill all premises for Rule V145:Single-OracleTrue.
V By IHe).
Rule AM-v5-Rollback-V145 There are two cases depending on the transaction id of the rolled back transaction:
19
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id > ctr Then an inner transaction w.r.t our ctr transaction was finished. We choose X’Jr = Xp4s4r and X' roeR = XT+S+R.
The rest of the proof proceeds similar to the context case above.

id = ctr Most cases are similar to the context case above. Only the relation changes. We choose X/, +s4r = Xp+s+r and pdll +S+R =

X! +s+r- The case is analogous to the corresponding case in Lemma 167 (V145: Soundness Am semantics w.r.t. speculative
semantics with new relation between states).

Rule AM-v1-Rollback-V145 and Rule AM-v4-Rollback-V145 The case is analogous to the case Rule AM-v5-Rollback-V145
above.

Rule V145:Single-Transaction-Rollback We have
XU oon =Xnasers - (poctr,o,hon’y - (p, et 6” B, 0)™ - Xiisiny
3 oo =Xnasers - (poctrooon) - (poctr’ o’ n') - Siisiny
Xi+ser =Xiysers - {p; ctr,o,h,n”")
Zp+s+R =Xp4s+R3 * (P, €I, 0, 1)
Zp4+5+R ~XB+5+R [com
n’ >0

The formof X, ., and X7 . is analogous.

There are two cases depending on n’.

T
n’ > 0 Then we know that >’/ SR S/ Vbrs+r 2 +s4+p 18 not a rollback for cir. The case is analogous to the corresponding case in

Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation between states).

T
n’ = 0 Then we know that >’/ “Lp+s+R ), 5, Was created by either Rule AM-v1-Rollback-V145 or Rule AM-v5-Rollback-V145

+S+R
and is a rollback for ctr.
We do the proof for Rule AM-v5-Rollback-V145, since the case for Rule AM-v1-Rollback-V145 and Rule AM-v4-Rollback-V145 is
analogous.
The proof obligations are analogous to the corresponding case in Lemma 98 (V45: Soundness Am semantics w.r.t. speculative
semantics with new relation between states) using Lemma 164 (V145AM: Single step preserves =) for Il and Lemma 165 (V145SE:
Single step preserves =) for IIIL

O

Lemma 168 (V145: V5 Soundness Single step). If

T ~
(1) Zp4s4r ¥pas4r Xpaser and L o o ®pisir X

(2) Zp4ser ZT+S+R and Xpps4p = XT+5+R and

i = PooT =t
(3) Ppyser LB45+R Pryser and ¢'+5+R Lp454R Pryser bY
S T it
(4) ®ysan IR =0k Cpysyn IR and ‘DT+S+R MR =k Opysyn IR

Q

by Rule V145:Single-Base and

+S+R

R

Then
(0] S — o S+R —
(1) Yryser L» +;++R Yhas+r and ¥, +S+R I +;++R ‘PT|+5+R in combination with Context rule
bl
(@) Yogsar 1R 50 Flyoyn IR and‘l"+g+R R o0 B oy IR

=yt and X/

+S+R +S+R and

’
(3) z +S+R =X +S+R

’ ~ ~ i
(4) 2o moasar Xl gpp and i o, ~naser Xiyoip

Proor. By Rule V145:Single-Base and Xp4s4p = xt we know that minWndw(Xp4s4r) > 0 (similar for X +S+R) This means Rule V145-

+S+h

-
SE-Context applies. We now need to find a step ¥pis4p ﬂ +S4R ¥ 454k and gl vorr “ZIB+SHR ‘PH*_SH{. Note that Rule V145-SE-Context
reduces the window of all states by 1 or zeroes the speculation window if the instruction was a barrier.

By Lemma 162 and Lemma 161 we get Zp1s4r MR oxp Xpyoir R and Sppoup 1R = 2++S+R IR,

T — T —tt
Because of ®pys4n R =5 @ +orp IR and <I>T+S+R R = CDTLLSJrR MR and Rule V145:Single-Base, we fulfill all premises for Lemma 79 (R:
Soundness Single Step AM) and derive a step in the oracle semantics:

a) ¥ DI s+Rr and X7, ¢, MR = Xﬁsm R
b) 3’ ~p X MRand z*i ~p XIT

rR
+S+R

R
+S+R S+R r S+R r

T — ’
Q) Yppser IR = ¥ £S4R MR and ‘PT+S+R IR fﬁR ‘I‘ +S4R IR the step of the oracle
197
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, o +S+R —/

Since we have ¥y s, p IR 5,? ¥ +S+R M we can derive a step Wiis+R ~ones+r Ypaser using Rule V145-SE:v5-step (or another applicable
rule by Lemma 160 (V145SE: Confluence)).
Let us collect what we already have:

4

’ _y! ¥ .
X +S+R TOB+S+R Priser
3 =S D

+S+R THB+SHR +5+R

i v gt
X +5+R =X +S+R Frser

Tt v _TT
z +S+R =2 +S+R “Piysir

We now need to show that >/ o = »i and X/ o = x 17

’ ~ oyt N ~ 1T
+5+ +S+R +5+ porr A 2L o p Snaser X p and 2o ®iaser X g, hold.

s = 2T15+R and X/ . . = XTI—S+R The proof for ¥/ and X/,

Lemma 99 (V45: V4 Soundness Single step).

2 iser Moas+R X, g, and 2T15+R BiS4R XT:CSH{ We want to show that X/, . o ®p4s+r X[, o, - The case for ZTT+5+R XBLStR XTISM is
analogous.

We first check if there is a transaction of V5 that needs to be rolled back in X,

was reduced.

This has to be done, because we only know that min Wndw(X/

0 for some transaction of V1 that needs to be rolled back.

Transaction of V1 or V4 that needs to be rolled back in X/, . with window 0 The step made cannot create a new speculative
instance of V5 that would be on top. This means we can derive all premises of Rule V145:Single-Transaction-Rollback just from
Zh4s+R ®pas+R Xp+s+r- Thus, we have 3 o o ®pyser X[, by Rule V145:Single-Transaction-Rollback.

No V1 or V5 Transaction that needs to be rolled back in X/, +s.+p With window 0 Since the speculation window was reduced
for all entries in X’+S+R and only for the topmost entry in Zp1s4r and we had INV(Zp454r, Xp+s+r) from Zpisir ®p+s+r XB+S+Ro
we have INV(2], . ., X] <, ) again. This reasoning extends to newly created instances by speculation as well.

We do a case distinction on ~p:
Rule Single-Base Analogous to the corresponding cases in Lemma 99 (V45: V4 Soundness Single step).
Rule Single-OracleTrue Then, the oracle predicted correctly. Analogous to the corresponding cases in Lemma 99 (V45: V4

Soundness Single step). Rule V145:Single-OracleTrue and have 3’ S+R TBHSHR X’+S+R.

~ yif ~ T i i
+s+R = Zhisir +s+r = X\ o, Is analogous to the corresponding case in

+s4+p> Since the speculation window of each instance

.) > 0 before we did the step. So it could happen that min Wndw(X,

S+ +s+R) =

Rule Single-Transaction-Rollback Then one of the instances in X}, ., IR needs to be rolled back.

This means the same instance in X’ S+R needs to be rolled back as well.

We do a case distinction if the instance is part of ¥ +s+r or not. These cases are analogous to the corresponding cases in
Lemma 99 (V45: V4 Soundness Single step).

O

Lemma 169 (V145: V1 Soundness Single step). If

(1) Zp4s+R =p+s+R Xp+s+r and ZT+5+R XB4S+R XTJrSJrR by Rule V145:Single-Base and

(2) Sipsrr =30 and Xiyorn = X d

+5+R +5+R T
T

z — ¥ z —tt
(3) Priser Lnas4r Prysyr and @) o o L Dpaser Prysyr bY
B~ & B i B, & B
(4) Opisir1” L Ppysyp!” and @ +S+R P p Ppyser !
Then

T/ Opysir —r + 7 Opisir —Ff . . . .
(1) ¥pstr Soppser Yppser and ¥ o, Fopiser Yiiser in combination with Context rule
oy o gtt
(2) Piiser FB Sy ¥ +5+R rB and \PT+S+R rB Sy ¥ +5+R rB
’ ~ yit ’ il
(3) i psin = Zihayp and X7 o p = X o, and

~ Ik ~ T
(4) 3 yspp miasar Xl oy and 2 vo+r TBasaR Xpioip

Proor. The proof is very similar to Lemma 168 (V145: V5 Soundness Single step). We only discuss the key aspects.

By Rule V145:Single-Base and Xpis4r = XTJrSJrR we know that minWndw(Xp,s4r) > 0 (similar for XT+5+R)' This means Rule V145-SE-
v

— 7’ 4
Context applies. We now need to find a step ¥pis4r =/75+54R 7, +s4r and ‘PT+S+R </ r+5+R ‘I’TS_S*_R. Note that Rule V145-SE-Context
reduces the window of all states by 1 or zeroes the speculation window if the instruction was a barrier.
By Lemma 162 and Lemma 161 we get Zp1s4pr MB xp Xpyoan 1P and Sppser 1B = ZT+S+R 1B,
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Combined with Rule V145:Single-Base, we fulfill all premises for Lemma 52 (5: Soundness Single Step AM) and derive a step in the oracle

semantics:
’ B o yif B ’ B oyt B
a) 2 +S+Rr =2 +5+R I” and X +S+Rr =X +S+Rr

B . B OB it
b) X our 17 mn Xl gy 1P and ZL o o 1% = Xy

T —
©) Wirser 1P =05 ¥lpoyn 1P and ¥

B
S+Rr

B Lo gt B
voir I 5 Yhyser 17 the step of the oracle

T _ 4 _

Since we have ¥ c4r IX =/ i +S4R [R’ we can derive a step Ypis4r =/7B+5+R i +5+p using Rule V145-SE:v1-step (or another
applicable rule by Lemma 160 (V145SE: Confluence)).

Let us collect what we already have:

—

/ 1
X +S+R =X +S+R “Phiser
3 en =2 D
+S+R TEB+SHR +5+R
X +S+R =Xipser - Voaser
T”“ _ % _'H'
z +5+R =2 +S+R “Ppyser

’ ~ i ’ ~ it ’ ~ ’ N ~ 1T
We now need to show that 3/, . =3/  candX] . =X . and3} . o =pisir X o pand XL o ®pyser X o, hold.

~ i ~ T
R =X and X/ R =X

~ it ~ xIT
icp =2 and X/ ... =X The proof for 3/ S vor SR

+S+ +S+R +5+ +S+R
Lemma 99 (V45: V4 Soundness Single step).
> +5+R SBHSHR X! +s4p and ZTJLSH{ NB4S+R Xﬁ+s+R We first check if there is a transaction of V4 that needs to be rolled back in X/,
since the speculation window of each instance was reduced.

This has to be done, because we only know that min Wndw(X/ +S+R

0 for some transaction of V4 or V5 that needs to be rolled back.

Transaction of V4 or V5 that needs to be rolled back in X/, . with window 0 The step made cannot create a new speculative
instance of V4. This means we can derive all premises of Rule V145:Single-Transaction-Rollback just from Zp4s4r ®p45+4R XB45+R-
Thus, we have X/ +5eR DBHSHR X! +s4p Py Rule V145:Single-Transaction-Rollback.

No V4 or V5 Transaction that needs to be rolled back in X/, +s+p With window 0 Since the speculation window was reduced
for all entries in X’+S+R and only for the topmost entry in Xp1s.r and we had INV(Zp454r, Xp+s+R) from Zpisir ®p+s+r XB+S+Rs
we have INV(2], o ., X] <, ) again. This reasoning extends to newly created instances by speculation as well.

We do a case distinction on =:

Rule V1:Single-Base Analogous to the corresponding case in Lemma 99 (V45: V4 Soundness Single step).

Rule V1:Single-OracleTrue Analogous to the corresponding case in Lemma 99 (V45: V4 Soundness Single step).
Rule V1:Single-Transaction-Rollback Then one of the instances in X/, . 1B needs to be rolled back.

This means the same instance in X/ +S+R needs to be rolled back as well.

We do a case distinction if the instance is part of ¥ +S4R OI not.
These cases are analogous to the corresponding cases in Lemma 99 (V45: V4 Soundness Single step).

ot is analogous to the corresponding case in

+S+R?

) > 0 before we did the step. So it could happen that min Wndw (X

Lemma 170 (V145: V4 Soundness Single step). If

+
+5+R X,
(2) Ziyser = 2] o, and Xpysep = X, and

z = i r =it
(3) @irser L4s+R Pryser and ¢'+S+R ZLAp+5+R Prassr bY

T g
(4) ®rsarl® s Bryoy 1 and ®T+S+R 1S /s Cpysyp
Then

(1) Tpiser ~pas+r Xpsser and s by Rule V145:Single-Base and

+S+R ® +S+R

o Onssr =7 + o Onessr =i . L .
(1) ¥iisir Soppser Foaser and ¥ o o Foppser ¥iiser in combination with Context rule

0 =/ t O gt
@) Porsin 1S 55 Fipsn 0¥ and ¥ o 15 55 Piiop1®
’ T ’ T
(3) z +S+R T z +S4R and X, X +S+R and
’ ~ ’ T ~ i
(4) 2oy Fpwsar X oy and 2y mnaser Xio g

1

+S+R =

Proor. By Rule V145:Single-Base and Xp4s4p & XTJrSJrR we know that minWndw(Xp4s4r) > 0 (similar for XT+$+R)' This means Rule V145-

T

— T S
SE-Context applies. We now need to find a step ¥pis1r =/p+5+R ¥ +s4r and ‘I’TJrSJrR =/ prser ¥ I 15+R. Note that Rule V145-SE-Context
reduces the window of all states by 1 or zeroes the speculation window if the instruction was a barrier.
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By Lemma 162 and Lemma 161 we get Zp1s4pr M s Xppser 1S and Sppoip S = ZT+S+R M.

T _ T —
Because of ®pyoip [° =75 iy SR 1 and o 4R M= @ 15+R I and Rule V145:Single-Base, we fulfill all premises for Lemma 48 (S:
Soundness Single Step AM) and derive a step in the oracle semantics:
rS
+S+R +5+R

a) >/ Sl and X/,
~ S T S 1 S
b) 37 +s+Rr 25 X qpp 17 and 2o o 17 ~s X, s+Rr

S ih g s i st s
¢) Ypiser® s ¥ppser I® and ¥, +S+Rr Tﬂs 7! +s+r I the step of the oracle

S = X

S
+S+R r +S+R )

_ ) Onvsin —
Since we have Wy, s ¥ @SO 7 roar 1S " we can derive a step Wayser S +§_S:[‘{ v +5+p using Rule V145-SE:v4-step (or another applicable

rule by Lemma 160 (V145SE: Confluence)).
Let us collect what we already have:

-/

1 .
=Xigser " Fraser

+S+R
> +5+R :ZN+S+R X +S+R
XTI—S+R =Xi4s+R 'WTXSH%
ZT;—S+R =3} +S+R 'ETZSH{

We now need to show that >/, ., = ZT18+R and X/ ., = XTIS+R and 3, .. ®p+s+r X/, o, and il hold.

The rest of the proof is analogous to Lemma 99 (V45: V4 Soundness Single step).

+5+R TBHSHR X! +5+R

N.6 Completeness

Definition 74 (V145: Relation between AM and Spec for oracles that only mispredict). — |5, ... zofgnm Xp+seR

(V145:Single-Base-Oracle)

(V145:Base-Oracle) .
Zpestr ~ Xpasrleom  INV2(Zpisir, Xpaser)  minWndw(Xpysir) > 0

Oam

D ®p iR

9)
@ Zp4s4R By lpp XB4SHR

(V145:Single-Transaction-Rollback-Oracle)
20 3 o Ul o, 21, g where transaction with id ctr is rolled back  x = (S, true) V (B, m)
ctr,a,h,n’") Tpiser = 2] +or " Dy ctrooun) INV2(Zp4+5+Rs XB4+5+R)

4 144
Zhiser ~ Xipsir [eom

Xiwser = X/ o+ (D5

>’ o (psctroom) - {p, ctr’, o/, R, n')* - 3s4 ~Oam X7

ot s X psetro b’y - (p et 0" R K, 0)F

Lemma 171 (V145: Coincide on ~O“gfm

(1) Tpts+r z0j§"+|< Xp+s+r by Rule V145:Single-Base

Then
(1) Spysen R “"‘ Xprsar IR by Rule Single-Base-Oracle and
(2) Tpts+r [S ~g Oam +sar 1S by Rule Single-Base-Oracle and
(3) Spysen B ~0am x vsar B by Rule Single-Base-Oracle

for projections). If

Proor. The proof is analogous to Lemma 101 (V45: Coincide on zsof}g" for projections). O

Definition 75 (V145: Constructing the AM Oracle). We rely for the construction of the oracle 053> on the construction of its parts. Here
Definition 58 (Constructing the AM Oracle), Definition 56 (Constructing the Oracle) and Definition 62 (R: Constructing the Oracle).
Thus, we have: Oa;lsm = (Oamps Oams, Oamr) for the speculative oracle combined semantics.

Lemma 172 (V145: Completeness Am semantics w.r.t. speculative semantics). Let p be a program, o € N be a speculative window,
0,0’ € InitConf be two initial configurations. If

(1) (p, 0') AY,c.p Tand (p,d’) AF,.,, T and
X
Then there exists an oracle O such that
I(p,0) QO+S+R 71 and (p,o’) QO+S+R 71 and
07 #7
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Proor. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. If

21; (p, U) A, c.p Tand (p,o’) AY .., T and
2) T#T

By definitionof A7 LSARF
Combined with the fact that T # 7', it follows that there are speculative states >

ini init ' T ’
suchthat (% (p,0) UT o g Sowserr 200,07 UT o o By

E*ism, 2T+S+R, ZJ”;SH\, and sequences of observations

we have two final states X534 s.rp and 3/

+S+R’

7, Tends Tppg> Tams Tam Such that tam # 74, 27 =3 and:

+S+R +S+R
sinit (5 ) U7 o ;ajt"ﬂ T U?end s
+5+R P +5+R ZB4S+R +5+R 25454R UpysiR “BH+SHRF
’

T
init T = I Tend y/
2 s (02 07) Uz v54R Zigpspr LR Ziion iTEn Zhisirp

We claim that there is a prediction oracle O with speculative window at most w such that

Ossr +S5+R yrx * _ oy * ®
a) leS+R (p.0) o iv X +S+R and X +5+R0 = 2 +54R°0 and INV2(X +S+R’2 +S+R) and
it +REBASHR 3 T i _ vt il il
b) XTE, ¢ (P, JT) $orrRX roap A X0 o 0= 20 o o and INV2(X o0 2 qyp)
C) XI+S+R =X +S+R

We achieve this by applying Lemma 173 (V145: Stronger Soundness for a specific oracle and for specific executions) on the AM execution up
to the point of the difference i.e., Z””S+R (p,o) U7 vorR Zhpspp and 2””5+R (p,o") | S4R il SR

The argument why =7 . O+S "« Xl o4p is derived by Rule V145:Single-Base-Oracle is analogous to Lemma 102 (V45: Completeness
Am semantics w.r.t. speculative semantics).
Tam

: e 3 * R k% * ~ T = _ =
We proceed by case analysis on the rule in </93,54r used to derive X +S+R ==/ )B454R 2 Gopp- Because XF o o =3 o o and 71 = 77,

Tam st
pser — LR B, as well.

Rule AM-v5-Rollback-V145 Contradiction. Because 2 ., , = Ml +S+R
Since the same instance would be rolled back, we have 74, = 77,
Rule AM-v1-Rollback-V145 and Rule AM-v4-Rollback-V145 Analogous to the case above.

Tam

Rule AM-Context-V145 By inversion on Rule AM-Context-V145 for the step 27 .., ==/5+s4r Ziq,z We have B . o = [

we know that the same rule was used in 3"

we have for all instances ®1.ctr = @;.ctr.

— —r . Tam =
DPpiser and T o = Poasir - Ppysip With @oysir ==/In+s4r Ppisyr-

Tam

. . — =/
We now do inversion on ®pysip =/75+45+4R Popser:

T p—
Rule AM-v5-step-V145 Then we have ®pysyip R =1, <I>/S IR,
The case is analogous to Lemma 80 (R: Completeness AM semantics w.r.t. speculative semantics) in the Rule R:AM-Context case.

T —
Rule AM-v4-step-V145 Then we have ®p syp M =/ CI),S 1S,
The case is analogous to Lemma 49 (Completeness Am semantics w.r.t. speculative semantics) in the Rule S:AM-Context case.

T —
Rule AM-v1-step-V145 Then we have @ s 15 = @, wser I
The case is analogous to Lemma 54 (B: Completeness Am semantics w.r.t. speculative semantics) in the Rule 5:AM-Context case.

This completes the proof of our claim.
m]

Lemma 173 (V145: Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there is a difference
in the trace but before there is none. We use the oracle Oum as it is defined by Definition 75 (V145: Constructing the AM Oracle) for the given
execution. If
(1) Zpisir = 2‘_‘_+S+R
(2) Xp+s+r =2 X +5+R T ;
(3) Zn+s+r ~Oam X; +54R and X 4R ~Oam X

andp =@

g . g
T T )
(4) Zpaser Ul yur Zhysar a"dz +s4r Uhuser Zhaser
and our oracle is constructed in the way described above Then

Ok ¢ Basr Oyt
I Xieser i X,+S+R’X +5+R g*”X +5+R
’ ~ !T
Ix +S+R T z +S+R
’
X, c.p=Xe,pandp =0

vy am X! o and STT xOam T

+S+R +S+R
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Ve =7

PRrooOF. Notice that the proof is very similar to Lemma 167 (V145: Soundness Am semantics w.r.t. speculative semantics with new relation
between states). The only thing that is different is that (1) the specific oracle only mispredicts so there is one less case in the relation and (2)
we have a different invariant for that specific oracle i.e., INV2(Zgs4r, Xp+5+R)

For these reasons we will only argue why INVZ(ZT X/, ,<4r) holds in the different cases and leave the rest to the old soundness proof.

+S+R?

i T ’ T T T
By Induction on Zpys4r Uf gy p Zhyeup and 2 o U o, = +S+R'
€ ’” ’ _ ’” _ 5T
Rule AM-Reflection-V145 We have > ;gm & SR 2 +S+R and 3/ +SER U FSHR ZhrseRe where 2, . . =Zpysepand ZY =3 SHR"
’ _ i N
We choose > +S+R ! +S+R and 2 +S+R =z +S+R" o o
. R R + .
We further use Rule V145-SE:Reflection to derive Xpysqp §g+S+RX’ roeRe XT+S+R * iE+S+RX'Is+R with X/, = Xisyse and
X TIS =X T +s+r- We now trivially satisfy all conclusions.
T — T
: ’” = ’ T T =
Rule AN:L Single-V145 We have p454r U F54R 2 +S+R with 27, o, Lnaser 2 ygpp and 2 +5+R ! +5+R 2l ys4p and D rs4R LB4s+R
]
z +S+R* _
We now apply IH on Zpys4r U +S+R O+S+ and 2 +S+R l'[T+S+R 3 +S+R and get
+HREBASHR yo 17 T +R Q B4S+R v
(@) XH+5+R i Xprs+r> Xpaser i;” Xprsr
~ J¥
(b) 2”+S+R = 25 sR .,
(©) Xiyser :5( ssep aNd P =0 o
’” ~lam 77 * ~Uam *
(d) = +S4R TBHSHR X +S+R and +S+R TB+S+R X +S+R
(7 =7"
We do a case distinction on %4 in 5/ ~Oam X1t and X7 ~Oam x*
. TB+S+R +S+R 7 +5+R +S+R +S+R +S+R” . . o
Rule V145:Single-Base-Oracle We thus have =/ ., ~ X/ .., Tcom, mmWndw(X "orp) > 0and INV2(2Y . o X[ o, ) (Similar

for 3* and X*

+S5+R F54R):

T
We now proceed by inversion on the derivation 3/ .., </954s4r 2,

F
Rule AM-v5-Rollback-V145 Contradiction, since minWndw(X!’) > 0 and INVZ(Z"+S++\,X” ser)

Rule AM-v4-Rollback-V145 and Rule AM—vl Rollback-V145 Analogous to above.
Rule AM-Context-V145 We have <1> +S4R ﬁ +S4R o, +s4p and n > 0.
We now use inversion on ®p4sr Wﬁ +S4R @ +S+R:

Rule AM-v5-step-V145 Then, we have @ q4p ¥ :Z?R 3 worp IR
We use Lemma 168 (V145: V5 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

T —
Rule AM-v4-step-V145 Then, we have @5 sip M =/ o +S+R 1S
We use Lemma 170 (V145: V4 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.

Rule AM-v1-step-V145 Then, we have ®p s, B jﬂ 3 o 1B
We use Lemma 169 (V145: V1 Soundness Single step) to derive a step in the oracle semantics and fulfill all conditions.
Rule V145:Single-Transaction-Rollback-Oracle We have
X \oon =Xiasrs - {p,ctr, o, Robn"") - (p, ctr’, ", R/, ', 00" - Xipysiry
2”+5+R =Snisers - (D ctr, o, Ron) - (p,etr’, o/ R, n')* - Biysipy
Xisaser =Xpasers - (psctr,o, b, R,n”)
Zpes+r =Zp4s+rs - (P, ctr, o, R, n)
Zp45+R ~Xp+s+R [com
INV2(Zp+s+Rs XB4+5+R)

n’ >0
* *
The form of X, +S+R and 2 SR

Additionally we know that the transaction terminates in some state Sp,s4r |JZ +S+R Z”J’rs +r- There are two cases depending on n.

is analogous.

T
vorp LB+5+R )y, is nOt a roll back. Because 2454k and Xpysir do not change, INV2(Zp 454k,
Xp+s+r) does not change as well.

T
n’ =0 Then we know that %7/ . . </9p+s+r 2}, Was created by Rule AM-v5-Rollback-V145, Rule AM-v4-Rollback-V145 or
Rule AM-v1-Rollback-V145 and is a rollback for ctr.

n’ > 0 Then we know that 37/
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Notice, that the only difference to Xp1s+r and Zpysyr is the updated ctr, because of the roll back. Updating the counter does not
change the invariant INV2(). This means INV2(Zg4s4r, Xp+s+r) (with updated ctr) still holds.

O

Lemma 174 (V145: Stronger V5 Soundness Single step) If

0,

Oam am
(1) Zpaser ®00 Xoaser and ZT+S+R e X +S+R by Rule V145:Single-Base-Oracle and

(2) Zpps4r = ZT+S+R and Xpis4p = XT+S+R and
z =/ i r =Tt
(3) Ppyser LB+5+R Pryser and ¢'+5+R Lp454R Pryser bY

[ g
(4) ®ipsan IR =0k Byoy IR and ‘DT+S+R MR=k Opysyn IR
Then

s Ovysir —r s Onissr —Ff
(1) Prys4r Esprser Thiser and ¥, +oup “oB+s+R Yp4ser in combination with Context rule

0 kil
(2) Worser e Chyssp and ¥ 4R 5 +§S++|\k ¥hiser
’ T /
(3) Zhisin = Zihoyp and X +S+h = X oy and

’ ’ ~0 N
(4) 2 isir ®iafir Xigsen and 3 +5+R TE+o4R XB4S+R

Proor. By Rule V145:Single-Base-Oracle and Xpys4p = X' we know that minWndw(Xp4s+r) > 0 (similar for X++S+R). This

I

— 4 s
means Rule V145-SE-Context applies. We now need to find a step ¥pis4r =/0B+54R ¥ +s+p and \PT+5+R =/ IB+5+R ‘I"T+5+R. Note that
Rule V145-SE-Context reduces the window of all states by 1 or zeroes the speculation window if the instruction was a barrier.
rR

+S+R

By Lemma 162 and Lemma 171 we get Zp1s4p MR 2p Xppsan IR and Sppoip IR = ZT+S+R

T — T —tt
Because of ®riop [R <9p O +sep M and CIDTJrSJrR R = ¢T;S+R M and Rule V145:Single-Base-Oracle, we fulfill all premises for
Lemma 81 (Stronger Soundness for a specific oracle and for specific executions) and derive a step in the oracle semantics:

R o vit R ~ 1t R
a) X opl OZ +s+Rr and X7, o, TRTr =X 5+Rr "

R Oam R R Oam R
b) ¥ ir T Xl popp I and 2o o 17 =~ Xiysir !

—
¢) Ppypopn IR iZ?R ¥ErseR [R’ and ‘PT+S+R IR iZ?R ‘I’ +S4R IR the step of the oracle

T _ 7’ —
Since we have ¥p,sir X =1 ¥ +S+R M’ we can derive a step Ypis+r =ZB+5+R ¥ +s+R using Rule V145-SE:v5-step (or another
applicable rule by Lemma 160 (V145SE: Confluence)).
Let us collect what we already have:

-

’ _
Xirser =X +54R " YBaser
> =3 D
+S+R +S+R +5+R
TF _y* <=t
Xpysr “Xpaser - VBasir
Tl * _'H'
z +S+R =2 iser  Poaser
We now need to show that >/ =yt and X’ =xT_ andy xOam 1 and 21 ~9am X1 0ld.
+S+R T “B4S+R +S+R = B4S+R +S+R TB4S+R TB4S+R +5+R TB45+R XB+s4R

The rest of the proof is analogous to Lemma 104 (V45: Stronger V4 Soundness Single step).

Lemma 175 (V145: Stronger V1 Soundness Single step). If
(1) Zpiser zojger Xp4s+r and ZT+S+R xOam X by Rule V145:Single-Base-Oracle and

+S+R +S+R
(2) Tpiser = 2T+S+ and Xpis4p & XT and

+S+R

- =77
(3) Ppistr ﬁ +S+R c[) +S+R and(I) +S4+R ’Z? +54R Ppysir by

: L
(4) @ +S+Rr :ﬂ 3 +5+Rr and @] +S+R TB =/ ‘D|+5+Rr

Then

P o +S54+R —/ 7 o +5+R =TT
(1) Ya454R FB45+R YB4s+R and ¥, +54R ~oB45+R Yi4ser in combination with Context rule

7 Opsser r Onssir g1 T
(2) ¥p+s+R Siyser 7! +S+R and ¥ +S+R Srasir YReser

)
(3) % +5+R = z +S+R andX,+S+R = X/ +S+R
) X' andsT_ xOam xTT

+S+R +S+R +S+R +S+R +S+R +S+R

and
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Proor. By Rule V145:Single-Base-Oracle and Xp4s4p = XT+S we know that minWndw(Xp4s+r) > 0 (similar for X++S+R). This

+R

I

— 7’ —+
means Rule V145-SE-Context applies. We now need to find a step ¥pis4r =/7B+54R 7! +s+p and ‘I’T+S+R =/IB+5+R \P':S+R- Note that
Rule V145-SE-Context reduces the window of all states by 1 or zeroes the speculation window if the instruction was a barrier.

Oam

By Lemma 162 (V145: Coincide on = for projections) and Lemma 171 (V145: Coincide on = ~9 for projections) we get Zpypsip X =~

fgn+R
Xisser R and Sppser 1R = 5f (1R,
T — T —
Because of ®pcip 1B =/ @, £S4R B and @ LSHR B = CDTZSH{ 3 and Rule V145:Single-Base-Oracle, we fulfill all premises for
Lemma 53 (B: Stronger Soundness for a specific oracle and for specific executions) and derive a step in the oracle semantics:
B B o It
a) 2 +S+R +S+R I and X/ =X
b) 5 . rB zoam b

B o vt B
Pe=2 +S+Rr i

B am B
+S+R r X +S+R r

+S+I\

5+ R 1% and %!

B ln ¥ B i B ln ¥
©) ¥piser ¥ Lp ¥rpser ™ and ¥ o o1 :—ﬁ ¥, s+r B the step of the oracle

+5+

T — ! p—
Since we have ¥pysr 1B =0 v, +S4R 1B’ we can derive a step Wiis+rR —LPB+5+R v, +s+p using Rule V145-SE:v5-step (or another
applicable rule by Lemma 160 (V145SE: Confluence)).
Let us collect what we already have:

-/

Xiyser =Xprser - VBaseR
% +5+R :z”+S+R X +5+R
XTI—S+R =X*+S+R 'WTZSH{
ZT;—S+R =3} +S+R '5T15+R
We now need to show that 3/, ., = =yt Loy and Xl o = = x +oqp and DA ~9 o X/, o, and il R 0+;”+R +S+R hold.

The rest of the proof is analogous to Lemma 104 (V45: Stronger V4 Soundness Single step).

Lemma 176 (V145: Stronger V4 Soundness Single step) If

(1) Tptser zojger Xpqser and 2T+s+R zojgfm +S+R by Rule V145:Single-Base-Oracle and

(2) Zpyser = 2T+S+R and Xpis4p = XT+S+R and

SR S
(3) Pirsir “Lnws+r Pryser and @ o o L saser Prysip by

[ g
(4) @pysar ¥ =Ls Cpysyp S and ‘DT+S+R 1S s s 1’
Then

‘r’ Oiyssr —r ‘r' Orssir —FT

(1) ¥uyser Eopaser Yriser and ¥, +5+R ~454r Yiyser in combination with Context rule
() +S+R () +S+R TT

(2) ¥oaser Bryoin 7! +S+R and ¥ +5+R Dprsrr YB+s+R

~ it
(3) 2 +S+R T z +S+R andX,+S+R - X +54R @ and
43

, t Oam it
+5+R Fiaerr Xisasar A Zp o p =il e Xoiur

we know that minWndw(Xpis4r) > 0 (similar for X ¥

’

+5+
T

— T .
means Rule V145-SE-Context applies. We now need to find a step ¥sys4r =/?5+5+R ¥ +s+p and \I,T+S+R =/ n45+R ‘I"T+5+R. Note that
Rule V145-SE-Context reduces the window of all states by 1 or zeroes the speculation window if the instruction was a barrier.

Proor. By Rule V145:Single-Base-Oracle and Xpysip = x7 R). This

+S+R

By Lemma 162 and Lemma 171 we get Zp1s4r M s Xppoer 1S and Sppoip S = ZT+S+R M.

T — T —
Because of ®pysip ¥ =/7s @/ +oan I and ®T+S+R S = CDTT,_SJrR IS and Rule V145:Single-Base-Oracle, we fulfill all premises for
Lemma 50 (Stronger Soundness for a specific oracle and for specific executions) and derive a step in the oracle semantics:

S o vit S ~ 31T S
LR 02 boap 1P and X7 o, TRTr =X 5+Rr "
S am S S am S
b) 3 +S+R r ~s X,+S+R I” and % +S+R ) X +S+R r
T p—
Q) ¥pypser I s ¥ +S4R [5, and ‘PT+5+R IS fﬁs ‘P +S+R 1S the step of the oracle

T _ 4 _
Since we have ¥ oip [ <95 ¥ £S4R [5’ we can derive a step ¥sys4r </IB454R ¥ +s+p using Rule V145-SE:v4-step (or another

applicable rule by Lemma 113 (V14SE: Confluence)).
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Let us collect what we already have:

—

’ 7
Xiyser “Xiyser * Troaser
> =3 D
+S+R T<B+S+R +5+R
X +54R =Xppser - Vraser
Tf ¥ _H'
X +54R =2 iser  Poaser
’ ~ vt ’ ~ it ’ ~Oam ’ Tt ~Oam T
We now need to show that % +S4R T z +S+R and X +S4R T X +S4R and ¥ +S+R TB+S+R X +S+R and % +S4+R TB+S+R X +5+R hold.

The rest of the proof is analogous to Lemma 104 (V45: Stronger V4 Soundness Single step).
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N.7 Framework: Oracle overapproximation

Here are the remaining proofs for the general framework definitions for Oracle overapproximation.

Definition 76 (Comb : =, ). We define £y, = _xy by reusing its parts:

Zxy Zxy iy = xy Xy Zx Xy My A ey rxy =y Xy rxy'
Definition 77 (Comb: Relation between AM and spec for all oracles). We define two relations between AM and oracle semantics. %y ~ In
the combination we need to decide if the speculative instance was created by predicting correctly or not. That is possible upon creation of the
speculative instance by looking at the instance below the speculative created one. If there is a difference in the configuration o then the speculative

instance was created by misprediction and otherwise (if there is no difference) then the instance was created by predicting correctly. Here we
assume a boolean encoding of this information in the combination.

Ly =xy Xxy

(Comb:Base)

(Comb:Single-Base)
ny ~ Xxy rcom INV(ny9Xxy)

Fxy @ Exy xy Xxy
(Comb:Single-OracleTrue)
Zxy ~ Xxylcom Z;C'y U5y Z;C"{I where transaction with id ctr is rolled back
Xxy = X,’Cy Wy z = (x, false) V (y, false)
ny = chy '<ny INV(nyaXxy)

’
Sy Py - Oy gy may Xoy - Yoy - ¥,
(Comb:Single-Transaction-Rollback)
2y~ Xyleom  Phyn 20 XY, U3, ) where transaction with id ctr is rolled back  x = (x, true) V (y, true) ~ ¥3,.n=0
— 4 N V4
Xy =X}y Pry Sxy = Sy - Pry INV(Sxy, Xry)

Z;(y Dy - CD;(y Ty Bxy X)’(y Wy pctr’, 0" R B, 007 Xy,

Sxy ~ Xxy
(Comb:Single)
’ ’
(Comb:Base) |z y| - | | ny ~ Xxy
W cpxy ny ~x \ley ny <ny Fiy ~y \ny Ffé'y

ey ey ~ Xy g

Lemma 177 (Combined: Coincide on =y for projections). If
(1) Zxy =xy Xxy

Then
(1) Ty 1Ty =x Xey 1%, and
(2) Zxyliy =y Xay 1y

Proor. The projection functions do not change the values of the instances in the state. Follows from the definition of =. O

Lemma 178 (Combined: Initial states fulfill properties). Let p be a program, w be a speculation window and O be an oracle with speculation
window at most . If

(1) 0,0’ € InitConf and
(2) Z””t(p o) andZ””t(p o’) and
(5) XL (p, o) and X3 (p, )
Then
(1) X (. 0) 22y X', 0") and
(2) B2 (p,0) ey 22 (p, ) and
(3) Z"”t(p 0) Ryxy X”‘”(p o) and Z”‘”(p 0') =xy X”‘”(p o’) by Rule Comb:Single-Base and

Proor. The proof follows by the definitions of Z"”t() X m”() Ry and Zyy. m|
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Note that this assumes that the source semantics preserve = (which they do because otherwise proofs like SNI overapproximation
would not work). Since the combined semantics delegates to either of the source semantics and they preserve their part of =
we get this general result.

Lemma 179 (Combined AM: Single step preserves =). If
(1) Zxy =xy Z;y and
z ’ Pz T
) ny Tﬂxy ny and ZXy :Z?xy ny
Then
(1) Sy Zxy By

T T
Proor. Because of (1), we know that the same rule was used (up to Confluence) to derive the steps Xy =/7xy Z;Cy and Zly “Lxy Z}:L
Follows from the fact that the source semantics preserve =, and =, and the fact that the combined semantics delegates back to one of the
source semantics.

[m}
Lemma 180 (Combined SE: Single step preserves =y). If
(1) Xy zxg X, and
(2) Xy Sg? Xy and X}
Then
(1) Xy Zxy XL} and

O
Xy “*xyy X)]c}y

i L0
Proor. Because of (1), we know that the same rule (up to Confluence) was used to derive the steps Xy wxyy Xy and Xy Sy X;_{,

Follows from the fact that the source semantics preserve =y and =, and the fact that the combined semantics delegates back to one of the
source semantics. O

This is the main result needed for Oracle overapproximation.

THEOREM 43 (COMBINED SNI). A program p satisfies SNIfor a security policy P and allprediction oracles O with speculative window at most
w iff for all initial configurations o, ¢’ € InitConf, if ¢ ~p ¢’ and (p, o) QNS 7, (p,0’) QNS 7, then (p,0) AL, 77, (p.o') AZ, T’

PROOF. Let p be a program, P be a policy and w € N be a speculative window. We prove the two directions separately.
(=) We have
(1) 0 ~p ¢’ and
@) (p,0) AT, (p.0") A T and
(3) p satisfies SNI for policy P and all prediction oracles O with speculative window at most w
and we need to show that (p, o) A%, 7”7, (p, ") A1, 7" holds.

We unfold the definition of SNI and have for all O w1th speculation window at most w, for all initial configurations o, ¢/, if o ~p ¢’
and (p, o) QIC\I)S 7, (p, o) Qgs 7, then (p, o) Q,(()y 7’ and (p,0”) Qa(c)y 7
We fulfill all premises of SNI by a) and b) for p and get (p, o) [ﬂ)?y 7 and (p, o) Q)?y T
We use Proposition 3 (Combined: Sound and Completeness between Spec and AM semantics) with (p, o) Q,?y 7 and (p,0’) ﬁ,(()y o
to get (p,0) AL, 77, (p,0”) AL, 7. This completes the proof.
(&) We have

(1) o ~p ¢’ and

@ (p.o) AL 7. (p.o’) AT and

(3) if o ~p o’ and (p,0) AQ T, (p. o) A T, then (p,0) AL, 77, (p.0") AL, T
g oltde that we got assumptions a) and b) by the unfolding of the definition of SNI. We need to show that (p, o) Q,?y 7’ and (p, 0’) [ﬂ,?y b4

olds.

By using assumption a) and b) for assumption c), we get (p, o) A2, 77, (p,o’) AL, 7"
Let O be an arbitrary prediction oracle with speculative window at most w.
From Proposition 3 (Combined: Sound and Completeness between Spec and AM semantics) with (p, o) Q” ', (p,o’) Q;Jy 7’ we
get back (p, o) [ﬂxy T, (p,o’) Qxy 7. Consequently, p satisfies SNI w.r.t. P and O.

Since O was an arbitrary prediction oracle with speculation window at most w, then p satisfies SNI for P and all prediction oracles
with speculation window at most w
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O

Proposition 3 (Combined: Sound and Completeness between Spec and AM semantics). Let p be a program, w € N be a speculative window,
0,0’ € InitConf be two initial configurations. We have (p, o) [ﬂg;)y T and (p,o”) Qggy Tiff (p, o) ng 7, (p,0) @Qy 7’ for all prediction oracles
O with speculative window at most w.

Proor. The proposition immediately follows from Lemma 181 (Comb: Soundness Big-step) and Lemma 183 (Comb: Completeness Am
semantics w.r.t. speculative semantics) m]

N.7.1  Soundness Proof.

Lemma 181 (Comb: Soundness Big-step). Let p be a program, w € N be a speculative window.
If
(1) 0,0’ € InitConf and
@) (p.o) ARy T (p:0') ARy T

Then for all prediction oracles Oxy with speculation window at most «.

I(p.o) A, 7. (p,0) A, T

Proor. The proof is analogous to Lemma 46 (S: Soundness Am semantics w.r.t. speculative semantics) using Lemma 178 (Combined:
Initial states fulfill properties) to show that our initial states fulfill all the premises for Lemma 182 (Comb: Soundness Am semantics w.r.t.
speculative semantics with new relation between states). O

Lemma 182 (Comb: Soundness Am semantics w.r.t. speculative semantics with new relation between states). Let p be a program, v € N be
a speculative window.

If
(1) Zxy =xy chy
(2) Xey =xy X{, andp=0
(3) =y y ®xy Xxy and Zly ~xy X;y
(4) Sy VT, Sy and 35, 1T, 51,
Then for allpredzctlon oracles O with speculation window at most .
I Xy Oxyixyx,;y, Xi, Oxyii‘,?X”
I Xy 2y 2“
IT X3y =xy el andp @
IV Sy may Xby and 355 =y XI5
V ?/ —_ ?//
Proor. By Induction on Xy ny and Z;y ﬂxy ZH
Rule AM-Reflection-xy We have 3 ny yand ny %y =%y, where Z;y =XZyyand X, = Z;y. We choose X, = X%, and zjfy =3y
Oy + Ox T . T ..
We further use Rule SE-Reflection-xy to derive Xxy ixyXJ’cy, X' yi?gch;b with Xj’cy = Xxy and le = Xiy. We now trivially
satisfy all conclusions.
— T 2 —
Rule AM-Single-xy We have ny U};y Z"y with Z;C’y “Lxy Z;y and Z;Cy Ufcy Z;” 2”’ ﬁxy
We now apply ITH on 3 ny 3, and Z;y U5y =%, and get
x Ox
@) Xay "EEXY, Xiy yif},’x*
(b) Z;Cy :xy 2*

(c) X" Zxy X y andp =0
((d; Zx/y ~xy X” and ny Rxy X;C"y
e) T =7

We do a case distinction on =y in ny Rxy Xxy and ny =xy Xy g

Rule Comb:Single-Base We thus have XY/, ~ X\, rcom and INV(ZY,, XY,) (Similar for 3ty and X7,).
We only show the proof for X” here. The proof for X7, is analogous, because of X. xy S=xy X"
Notice that if miandw(X,’c’y) = 0 then the transaction w1th n = 0 has to be one that will be committed. Otherwise they would
be related by Rule Comb:Single-Transaction-Rollback. To account for possible outstanding commits, we use a lemma similar to
Lemma 23 (V45: Executing a chain of commits) on X}/, and get
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Ox Xy
£) Xy, X

T
g) minWndw(Xgy) > 0
h) Vr € ”.7 = commit id for some id € N
i) XYy.0=X3.0
By h) and the definition of [,s we have 7"/ [,;5 = .
Furthermore, X/ com = Xy} lcom by definition of com (We only executed commits) and we have |X, [com| = 1X3 Tcom|-

Thus, 2, ~ X3y Tcom and INV(2Y,, X;7) and we have XY, ~.y X7 by Rule Comb:Single-Base.

T T
We now proceed by inversion on the derivations XY, </7xy 25, and 23, </)xy chTy
Note that by Z;C'y Zxy Zj}y and the fact the same traces are generated, we know that the same rule (up to Confluence) was used to
derive the step.

Rule AM-Context-xy We now have @, :gﬁxy E;y and @Y, :frﬁxy 5;/; where XY, = Dy - iy and Xy, = 5;/y DY
Furthermore, n > 0 and note that all states point to the same instruction by b-d. Because of + /7, : WFC we have Rela-
tion Preservation. Directly follows from Relation Preservation and Lemma 179 (Combined AM: Single step preserves =) and
Lemma 180 (Combined SE: Single step preserves =y). Furthermore 7’ = 7’/ follows from the fact that the oracle steps were
derived by the same rule (up to Confluence) and the fact that the AM steps produce the same observation. If 7’ # 7’/ then this
directly implies that the AM steps produce different observations (since they are related by Rule Comb:Single-Base before the
step was made).

Rule AM-x-Rollback-xy Contradiction, because miandw(XJ’c’y’) > 0 and INV(Z;(y,X;C’y’).

Rule AM-y-Rollback-xy Contradiction, because minWndw(Xy;) > 0 and INV(Z%,, X))

Rule Comb:Single-OracleTrue We thus have

X :Xxy3 . \ny N

Xy Xy
V=3 [0 U
Xy ~EXY3 T EXY T Fxy T XYy

Xy =Xxys - Fxy

Zxy =Zxys - Pxy

ny ~’Xxy lcom
<I>;C'y.ctr :‘I’,'(’y.ctr

T
The form of Xy, and X is analogous. We now apply Iinversion on Xy <Lxy Xy
Rule AM-Context-xy We choose Xy, = X, and X;'y = X3y
I By IH a) and Rule SE-Reflection-xy
II By Lemma 179 (Combined AM: Single step preserves =).
III Since X3, = XY, and X)'CL = X3 we are finished using IH c).
IV We show that X,’(y Rxy Z;Cy by Rule Comb:Single-OracleTrue. The proof for ny & Z,Uy is analogous.
Since we did not roll back the transaction with id ctr’ we have that 3, does not change.
Since Xy, remains the same as well, we have Xy y ~ Xyy Icom and INV(Zxy, X y) Xxcy com-
Thus, we fulfill all premises for Rule Comb:Single-OracleTrue.
V By IHee).
Rule AM-x-Rollback-xy There are two cases depending on the transaction id of the rolled back transaction:
id > ctr Then an inner transaction w.r.t our ctr transaction was finished. Similar to before, only 27, and X3, do a step. We

choose X7, = X/, and Xﬂl = Xy The rest of the proof proceeds analogous to the context case above.

id = ctr Most cases are similar to the context case above. Only the relation changes. We choose XJ’Cy = X,’C’y and X;Ty =Xy
I By IH a) and Rule SE-Reflection-xy
IV Here, we only show Z;y Rxy X}'Cy by Rule Comb:Single-Base. The proof for zjﬁy ~ X;L is analogous.
Rolling back only updates the counter ctr which was equal beforehand.
Combined with the constructed X3, we have ¥, ~ Xz [com and INV(Z}, X5 ,) by our assumptions.
So we can use Rule Comb:Single-Base and have X}, ~ Xy
V ByIHe)
Rule AM-y-Rollback-xy The case is analogous to the case Rule AM-x-Rollback-xy above.
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Rule Comb:Single-Transaction-Rollback We have

44 7
Xy =Xxys - Yxy - ¥y - Xxyy

Z;C'y =Zxys - Pxy ~<I>;Cy “Zxyy
Xxy =Xxys - ¥ry

Zxy =Zxys * Pxy

ny "’Xxy Fcom

n’ >0

The form of X;;y and X, is analogous.
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Additionally, we know that the transaction terminates in some state Yy Uiy 2y There are two cases depending on n’.

T
n’ > 0 Then we know that 2, </Jxy X}, is not a rollback for ctr and Rule AM-Context-xy was used.

T s
Because of IH b), we know that the same rule was used for Zly “Lxy Z,Uy as well. We choose XJ’Cy = X;C'y and X,'C'y = Xgy- The
resulting proof obligations are exactly the same to the context case of the oracle above.

T
n’ =0 Then we know that Z;('y “Lxy Z;y was created by either Rule AM-x-Rollback-xy or Rule AM-y-Rollback-xy and is a
rollback for ctr.
We do the proof for Rule AM-x-Rollback-xy, since the case for Rule AM-y-Rollback-xy is analogous.
x Ox T
I Here we prove that X/, 7%..0% X1, and X3, 25,00% X)'CZ,
Since in X}, and Xy, we have a state that needs to be rolled back for the same ctr, we know that Rule SE-x-Rollback applies.

Oy Oy T .
So XYy Py’ Xy and X3y 2y’ X,}L are derived by Rule SE-x-Rollback.

II By Lemma 179 (Combined AM: Single step preserves =)
IIT By Lemma 180 (Combined SE: Single step preserves Exy) with fact V).
IV Here, we only show Z;y = X,'Cy by Rule Comb:Single-Base. The proof for zjfy & X;Z is analogous.
Rolling back only updates the ctr field in both states. Since the updated value is the same (comes from the relation), we are
finished.
We also know by assumption that XY, ~ X/, [com and INV(ZY,, XY ).
By construction of X, and ¥, we can conclude that 3%, ~ X{, lcom and INV(2} ,, X5 ).
This allows us to use Rule Comb:Single-Base to derive =5, ~xy Xy,
V Here 19 = rlby ctr’ and 71 = rlby ctr’”’. Because of IH b) we know that ctr’ = ctr’’ and thus 7y = 7.

N.7.2 Completeness Proof.

Definition 78 (Combined: Relation between AM and Spec for oracles that only mispredict). We define two relations, ~9am and ~, between
0,

AM and oracle semantics. Note that =“@m is indexed by an oracle. This oracle has to always mispredict.

Oam
ny ®xy Xxy

(Comb:Single-Base-Oracle)

(Comb:Base-Oracle) .
Zxy ~ Xxyleom  INV2(Zxy, Xxy)  minWndw(Xyy) > 0

NOum
O Fxy” 2 Sxy =y" Xy

(Comb:Single-Transaction-Rollback-Oracle)
2y~ Xyleom  Phyn” 20 XY U3, ) where transaction with id ctr is rolled back  z = (x, true) V (y, true)
Xy =X}y - Pry Sy = Sy - Pry INV2(Sxy Xy)

Oam X/ . Py - (p,ctr’, 0" R/, I, 0)*

’ ¢ ~
Xy Pxy- cI’xzy “Zxy; Pxy Xxy

Definition 79 (Comb: Constructing the AM Oracle). We rely for the construction of the oracle Oy, on the construction of its parts.

Thus, we have: Oy, = (0%, 02..) for the speculative oracle combined semantics.

Lemma 183 (Comb: Completeness Am semantics w.r.t. speculative semantics). Let p be a program, o € N be a speculative window,
0,0’ € InitConf be two initial configurations. If
(1) (p,o) ALy 7 and (p,0’) AL, 7' and
@7+7
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Then there exists an oracle O such that

I(p.o) A, 71 and (p, o) AZ, 7} and
I7#7

Proor. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. We have If

W) (p.0) AL, Fand (p,0’) AL, 7 and

N

By definition of () %, we have two final states Sxy . and 3% . such that ijjt(p, o) Uiy Txyp ZZ‘;[ (p.o") U;Tcly 2y p- Combined with
the fact that 7 # 7', it follows that there are speculative states Z;‘Cy, Z;‘C*y, chy, Zj:y and sequences of observations 7, T,p,g, ?’en & Tams T)m such
that zam # g, 2y = Zly and:

o - Tam =
t — en
7, P
init - 4 Tam T
28y (P 0") Uy Zay =Lxy Zaey Iy Zheyp
We claim that there is a prediction oracle O with speculative window at most » such that

ini O« * * * * *
a) XMt (p,0) YELYXE, and X .0 = B%,.0 and INV2(X},, B%,) and

b) Xt (p, o’) O"”i’zjyx,’fy and X ,.0 = =1 ,.0 and INV2(X{,, =1,)
¢) Xy =y Xiy
We achieve this by applying Lemma 184 (Comb: Stronger Soundness for a specific oracle and for specific executions) on the AM execution
up to the point of the difference i.e., Z%t(p, o) Uiy 3y and Zif;t(p, o) Uiy Z;y.

We now show that 3%, z,(c)g"‘ Xy is derived by Rule Comb:Single-Base-Oracle.

We do a case distinction if there are ongoing speculative transactions in Xy, or not:

no ongoing transactions in Xy, Then, X} has no ongoing transactions as well and we have by INV2(2%,, Xy, ) and 2% ,.n = L that
Xzyn=Lthat 3%, z,?lj’" Xy can only be derived Rule Comb:Single-Base-Oracle .

ongoing transactions in X;y By the definition of the oracle O, we know that the for the transaction id where the difference 74 # Tam’
happens, the oracle mispredicted with a speculation window of w. This is also the topmost transaction in Xx.
Furthermore, we know that X;y.n > minWndw(X3,) by definition of the oracle 0.2 and minWndw().

Since the next rule cannot be Rule AM-x-Rollback-xy or Rule AM-y-Rollback-xy, we know that Z;‘Cy.n > 0 and by INVZ(Z;‘Cy,X;y) we
get miandw(X;y) > 0 (Similar for X,Iy because of Z;y = Z;rcy).
If 3%, ~Oam Xy by rollback rule, we would have a contradiction because we would need the topmost speculation window of

Xg¢y-n = 0. But we know that minWndw(Xy,) > 0, because the speculation window of the topmost instance was created with a
speculation window of .

Now we know that X3, ~Oam 2%y by Rule Comb:Single-Base-Oracle.

Tam "
We proceed by case analysis on the rule in </7xy used to derive X}, ==/Jxy 23 Because X3 =y 3y» we know that the same rule

’

was used in Z;y Tufinﬂxy Z;Ty as well.

Rule AM-x-Rollback-xy Contradiction. Because Z;‘Cy Zyy Zly we have for all instances ®1.ctr = ®].ctr.
Since the same instance would be rolled back, we have 74, = 74,
Rule AM-y-Rollback-xy Analogous to the case above.

4

Tam — —
Rule AM-Context-xy By inversion on Rule AM-Context-xy for the step X3, ==/9xy 2Yy we have 2} = xy - Py and 233 = Qxy - Oy
. Tam —
with ®xy == xy Dy
Ox * . . .
By Relation Preservation we can find X5, yi;*yX;y and have 21 z,?;’" Xyy- Since X3y ~xy Z5, is related by Rule Comb:Single-

Ox . . : *
Base-Oracle that Xy, yi;yX;Z was derived by Rule SE-Single-xy (otherwise 217, z,?i;m Xy cannot hold) and as such we have

% Tsp Oxy X
Xy Xy xy-

o+ ’ OX
This holds similar for X;y such that we have Xy, vfi’ir)xyy Xp;

Tam Oy
By applying Assumption 1 (Oracle and AM steps in Lockstep produce the same observation) on X, ==/7xy 23 and X3, isi’»xy Y XXy
we get that 74m = 75p.
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Tam
We can apply Assumption 1 (Oracle and AM steps in Lockstep produce the same observation) again on the steps Zly —Lxy zjjy
, Ox
and Xy, fi%xyy X;L
Since 7gm # Tqm We can conclude that 75p # 75p.

This completes the proof of our claim.

This assumption gives us the fact that the AM semantics and the Oracle semantics behave similar when they are in lock-step.
Lockstep is enforced by Rule Comb:Single-Base-Oracle which essentially enforces a equality between the states. If the states
are equal then they should do related things. Note that even if speculation starts and the Oracle is invoked, the underlying
non-speculative step should be shown on the trace! Furthermore, this only holds for oracles that only mispredict. This
essentially enforces a certain well behavedness of the Oracle and the AM semantics. They certainly should behave the same
way, when they do not start speculating. Other edge cases are rolling back and committing but then the states would not be in
lock step (covered by INV2), which enforces that n > 0. Furthermore, we know that overapproximation of the Oracle by the
AM semantics holds in the source semantics when proving this assumption.-

Assumption 1 (Oracle and AM steps in Lockstep produce the same observation). If
(1) Zxy z,(c){/"" Xxy by Rule Comb:Single-Base-Oracle
(2) Zxy i"é"ﬁxy Sy and Xy L&f;‘” X}y
Then
(1) Tam = tsp and
@) chy za(c){;m Xalcy

We assume that the AM source semantics reduce the speculation window by 1 when executing an instruction, except when a
barrier encountered, which sets the speculation window to 0. Furthermore, upon speculation the new speculation window is
set to the minimum of the maximal speculation window w and the previous speculation window j, that is min(, j).

Lemma 184 (Comb: Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there is a difference

in the trace but before there is none. We use the oracle Oqp, as it is defined by Definition 79 (Comb: Constructing the AM Oracle) for the given
execution. If

(1) Zxy =xy Zly
(2) Xxy =xy le andp =@
(3) Zxy z,?;'" Xxy and chy zg;"’ X;y
(4) By Uy By and 23, U5, 21,
and our oracle is constructed in the way described above Then
I Xyy Oxyi’;,yx,’cy, X1, Oxyi’?‘,?xg
s, =3t
Il X}, =cy X\ andp =0
1V 3%, ~%m X, and 31}, ~Oam X7
v =7
ProoF. Notice that the proof is very similar to Lemma 98 (V45: Soundness Am semantics w.r.t. speculative semantics with new relation

between states). The only thing that is different is that (1) the specific oracle only mispredicts so there is one less case in the relation and (2)
we have a different invariant for that specific oracle i.e., INV2(Zxy, Xxy) encoded in the new relation.
For these reasons we will only argue why INVZ(Z;y, X;y) holds in the different cases and leave the rest to the old soundness proof.
By Induction on Xy Uiy 3,y and Z;y Uiy 2,’9;
Rule AM-Reflection-xy We have Zyy 5, 2%, and Z;y U(,‘;Cy 2y, where Z;Cg =Zyyand X, = Z;y. We choose 2}, = %, and Z;L =3,
We further use Rule SE-Reflection-xy to derive Xy xyi);yX,’cy, Xy xyi);yX;; with X}, = Xy and XL'/ = X;y. We now trivially
satisfy all conclusions.
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— T * — T 4
Rule AM-Single-xy We have Zxy I, 2/, with 2, </0xy 5, and 23, |5, 25, and Xy, Ly =it
We now apply IH on Zyy I}, 2Y, and Z;y U5y 2%y and get
Ox X Ox X *
(@) Xxy yi?,yx;gy,x,iy yi?},’xxy
(b) Ly = %5y
(€) XYy =Xgy andp’ =2
d) =Y, z,(c);’" XYy and 2, z,(c)
(e) ?l — ?//
We do a case distinction on z)?y“'" in %Y, z)?;’" XYy and B3, ~Oam Xry:
Rulf Comb:Single-Base-Oracle We thus have Y, ~ X lcom, minWndw(Xyy) > 0 and INV2(2Y,, X}/, (Similar for =%, and
X3,
T
We now proceed by inversion on the derivation XY, </9xy 2
Rule AM-x-Rollback-xy Contradiction, since miandw(X)’c’y) > 0 and IN VZ(Z;’y,X)’C’y).
Rule AM-y-Rollback-xy Analogous to above.

T — —
Rule AM-Context-xy We have ®xy =/)xy (D;cy and @;y.n > 0.

am *
y XXy

1 Oam

Ox . . .
By Relation Preservation we can find X/, yi;*yX)'cy andhave X}, ~xy Xy, Since X, ~5™ XY, isrelated by Rule Comb:Single-

Ox . . .
Base-Oracle that X}, yi;yX,’Cy was derived by Rule SE-Single-xy (otherwise 2, z,(c)i;”‘ X3y cannot hold) and as such we have

(@)
Tsp Uxy
;’y pxy X;‘y'
This holds similar f X]L h that we have X 5 xyXTJr
is holds similar for X, such that we have Xy, %y Xyyp

T Oy
By applying Assumption 1 (Oracle and AM steps in Lockstep produce the same observation) on Zj}y “Lxy Z;*y and X;y i‘i&xyy

Xy we get that 7 = 7gp.

T
We can apply Assumption 1 (Oracle and AM steps in Lockstep produce the same observation) again on the steps Z;C’y “Lxy Z;y
, O
and X;gy Iff,’wx;y Xiy with 7 = 7. Since 7 = 75p = 757 We can conclude that 7gp = 75

The speculation window is reduced depending on the instruction that was executed in the step. If it was not a barrier instruction
it is reduced by 1. Otherwise it is zeroed or if a new speculative instance is created, then the Oracle semantics uses the Oj,.,
and the AM semantics the minimum between the maximal speculation window w and the speculation window of the previous
instance j. We refer the reader to Lemma 51 (V4AM: Strong Soundness Single Step) since the argument why INV2() holds is
the same. The combined oracle semantic reduces the speculation window in a similar fashion to the semantics described in the
linked theorem.

Furthermore, it is trivial to derive X%, zgj’" Xyy from B0 ~xy X3, and the fact of INV2(2, X3,) as described above.

Rule Comb:Single-Transaction-Rollback-Oracle We have

44 !
Xy =Xxys  ¥ry - Yiy - Xicyy

%y =xys - Pry - Py - Txyy
Xy =Xxys + ¥xy
Zxy =Zxys  xy
ny "‘Xxy lcom
INV2(Sx > Xy)
n’ >0
The form of X7, and X%, is analogous.

Additionally, we know that the transaction terminates in some state Uiy 2y There are two cases depending on n’.

T
n’ >0 'll"lhen we know that Z;’y “Lxy Z;(y is not a roll back. Because X and Xy do not change, INV2(2yy, Xxy) does not change
as well.

T
n’ =0 Then we know that Z;(’y “Lxy Z;Cy was created by Rule AM-x-Rollback-xy or Rule AM-y-Rollback-xy and is a rollback for
ctr.

Notice, that the only difference to Xy and Xy is the updated ctr, because of the roll back. Updating the counter does not change
the invariant INV2(). This means INV2(Zyxy, Xxy) (With updated ctr) still holds.

]
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