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A  TRACE PROJECTIONS

Here, we formalize the speculative projections [ for each of our semantics and the non-speculative projection [ps.

Non-speculative Trace Projection. Given a trace 7, its non-speculative projection contains only the observations that are
produced by committed transactions; in other words, rolled-back transactions are removed in the projection. Formally,

7 'ns is defined as follows:

Definition 1 (Non-speculative projection). We define the non-speculative projection mutually recursive as
elns =¢
T-commity nlps =T ns
T-starty nlps =T[ns
T - rlby id[ns =helper(T, id)

T-Tlns =T ns * T otherwise

The helper() is defined as
helper (e, id) = ¢
helper(T - starty id, id) =T ps

helper (7 - 7, id) = helper(7, id) otherwise

Speculative Trace Projections. Given a speculative trace 7, its speculative projection contains only the observations

produced by rolled-back transactions.

Definition 2 (Speculative Projection).
else =€
T - rlby ilse = helperse (T, i)

T Tlse = T[se Otherwise

helperse (e, id) = €
helperse (7 - starty id, id) =T
helperse (T - starty id’, id) = helperse (7, id) ifid # id’
helperse (T - rlby id’, id) = helperse (7, id) ifid # id’
helperse (7 - commity id’, id) = helperse (7, id)

helperse (T - 7, id) = helperse (7, id) - T otherwise



Detecting speculative leaks with compositional semantics - Technical Report 3

B TECHNICAL REPORT

While the main paper simplifies notation for clarity, this document details the full operational semantics. These
differences are purely cosmetic and do not affect the validity of the proofs. We outline the specific notational deviations

below.

B.1 Differences in Oracle Semantics
(O-Rollback)

(p,a’") 5 p,a’”y (¢’ #c”" Wborp,o +fin)

Ox

Yy - (p,ctro,hn,---) - {p,ctr’, o’ 1,0, M”86 g, mx

(O-Commit)

?x%p,ctr',a”',h’,n—1,~~)

(p.0"y > (p.a"") (" =0 WSorp,c +fin)

_ ,, _ . Oy _
Y - {p, ctr,o,h,n,---) - {p,ctr’, o’ , 1,0, ~)<‘7 8) . v,/ Mx Yy - {p,ctr’,a’ W n, -y - Py

The rules in the paper (restated here for clarity) delay the decision if a speculation was right (commit) or wrong
(rollback).

Here in the technical report, we instead know this when starting speculation.

This is fine, since when speculation is started and the oracle gives its prediction, we can check if that prediction is
correct or not by comparing the predicted state with the current state after a non-speculative step. We then decorate
the new speculative transaction with a boolean indicating if this state will be rolled back or committed.

This results in simpler rollback/commit rules and a slightly more involved rule for starting speculation. Here are
the examples for changes in comparison for S. Here, the start of speculation is encapsulated in two rules. One starts a

transaction that will be rolled back, while the other starts one that will be committed.

(S:Rollback)
n’ =0 or p is stuck

4

By - (p, ctr,a, h,n) - (p, ctr’, o', b, n’yIrue -?4

(s:Commit)

0 —
MS Yy - (p, ctr’,o,h,n)

_ _ . o _ _
Yy - (p, ctr, o, h, n)b -A{p,ctr’, o’ 1, 0}1[“15‘3 i Ms ¥y - (p,ctr’, o’ I, n)b Py
(S:Store-Skip)

p(o(pec)) =storex,e o Lo O(p,n, h) = (true, w)
" =o[pc o.pc+1] k' =h-{co(pc), true))

true

o
T 7 17 . 1”1
(p,ctryo,h,n+1) Lg (p,ctr,o’,h',n) - {p,ctr+1,6", b, w bypass a(pe)-st (ctr)

(S:Store-Exe)

p(o(pc)) =store x,e o 5o O(p,n, h) = (false, )
K =h-{o(pc), false))

(p,ctr,o,h,n+ 1) Ag (p,ctr,o’ hyny - (p,ctr+ 1,0’ , ', w)

false
st (ctr)

Next, in § was used as a partial state to update the current state o & §. In the technical report, we do not use § and
instead directly write the state changes in the speculation rule. Similarly, the oracle does not output a §, and instead,

the specific thing required for speculation,i.e., for branch speculation, it will return the branch to jump to.
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C GENERAL NON-INTERFERENCE PROOFS

General note: These proofs assume that the speculative semantics is a well-formed speculative semantics. This is given

for all the semantics present in the paper.

Corollary 1 (GNI implies SNI). Ifp +x GNI then p +x SNL

Proor.
Assume that p +x GNL

Let 0, 0" be two arbitrary initial configurations such that o ~4 o”.

Thus, using ¢ -4 ¢ and unfolding p + NI we get Beh{ (p, o) = Beh{ (p, o’).

Furthermore, we can conclude Beh§ (p, o) I'ns = Beh% (p, 0”) [ ns from Beh¥ (p, o) = Beh$ (p, 0”) since ['ps is a subtrace
by definition.

Since 0, 0’ are two arbitrary states such that o ~y ¢’ and we have Behy (p, o) = Behy (p, o’) and Behy (p, o) Tns =

Beh (p, 0’) Ins we have p - SNL o

Proposition 1 (GNI Decomposition). Given a policy ¢ and a program p: p + SeqCTA p +x SNI & p +x GNI
PRrOOF.

Assume that p + SeqCT and p +x SNIL

Let 0, ¢’ be two arbitrary initial configurations such that o ~4 o’

From o -4 o’ and p + SeqCT we get Behns(p, o) = Behns(p, d”).

From NS Consistency and Beh$ (p) [ns = Behns(p) = Behf() (p) Ths we get BehQ (p, o) Ins = Behns(p, o) and
BehQ (p, o”) Ins = Behns(p, o”)

From Behns(p, 6) = Behns(p, o) we get Behy (p, o) Ins = Beh (p, 0”) Ins

Together with p Fy SNI for which we fulfil the premise, we get Beh$ (p, o) = Beh¥ (p, o’).

Since o, ¢’ are two arbitrary states such that o ¢ o’ we have

o~y 0’ = Behy(p, o) = Behy(p,o’), which is p +x GNL

Assume that p Fx GNIL

We get p +x SNI by applying Corollary 1.

It remains to prove p + SeqCT.

Let 0, ¢’ be two arbitrary initial configurations such that o ~4 o’

Thus, using ¢ -4 ¢’ and unfolding p +x NI we get Beh? (p, 0) = Beh (p,0”).

Furthermore, we can conclude Beh$ (p, o) [ns = Beh$ (p, 0”) I'ns from Beh¥ (p, o) = Beh{ (p, 0”) since |5 is a
subtrace by definition.

And from NS Consistency we can conclude Behns(p, o) = Behnys(p, o”) as well.

Since g, 0’ are two arbitrary states such that o ~y ¢’ we have

o~y 0’ = Behns(p, o) = Behns(p, o’), which is p + SeqCT.
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D pASM AND NS-SEMANTICS

We start by reviewing pAsm and the non-speculative semantics as it was defined in SPECTECTOR.

Basic Types
(Registers) x € Regs
(Values) n,l € Vals=NuU{L}

Syntax
(Expressions) e = n|x|celer®e
(Instructions) i = skip | endbr | x < e | load x, ¢ |

store x, e | jmp e | beqz x,1 |

x <—e—?— e | spbarr | call f | ret
(Programs) p = n:i|pi;p2
(Functions) 7 = o|Fifrn

Fig. 1. Syntax of gAsm.

A pAsm program p is defined as a sequence of pairs n : i where i is an instruction and n € N is a label. We will use p
as a partial function from natural numbers to instructions, where p(n) either returns the instruction if the label exists

in p or L. In addition, we add a map # mapping function names f to line numbers n in p.

Definition 3. A Configuration o is a triple (m, a), where m € Mem models the memory and a € Assgn models the register
assignments. Memories m and register assignments a are functions mapping memory addresses m € N respectively register

identifiers a € Regs to values in Vals. The set Mem X Assgn of all configurations is called Conf.

We use the register sp to point to the top of the software stack for call and returns. It works as a stack pointer. The

adversary is modeled by exposing observations during program execution.

Definition 4. An observation is defined as

ru=loadn|storen|pcn|call f|retn|

We call this set Obs.
FJudgements
o5 Configuration o small-steps to ¢’ and emits observation .
glzo Configuration o big-steps to o’ and emits a list of observations T.
((p,0)) AnsT Program p and initial configuration o produce the observations T during execution.

Expression evaluation

[n](a) =n [x](a) = a(x) [ee](a) = o[e](a) [e1 ® e2] (a) = [e1](a) ® [e2](a)
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T

o> o0
(Skip) (Endbr)
p(a(pec)) = skip p(a(pc)) = endbr
(p,m,a) = (p.m,a[pc > a(pc) +1]) (p.m,a) = (p,m,a[pc > a(pc) +1])
(Barrier) (Assign)
p(a(pc)) = spbarr pla(pc)) =x—e x#pc
(p,m,a) — (p,m,a[pc — a(pc) +1]) (p,m,a) = (p,m,a[pc+ a(pc) + Lx — [e](a)])
(ConditionalUpdate-Sat) (ConditionalUpdate-Unsat)
plape)) =x e [¢](a) =0 pla(pe)) =x e [e'](a) %0
X # pc X # pc
{p,m,a) — (p,m,a[pc a(pc) + L,x - [e](a)]) (p.m,a) — (p,m,a[pc — a(pc) +1])
(Terminate)
pla(pe)) =L
(p.m,a) — (p,m,a[pc > L])
(Load) (Store)
p(a(pe) :I:OES])(C;; x#pe pla(pc)) =storex,e n=[e](a)
storen
e o o0+ 1r D) (p.m.a) S (p.mln > a(x) ] alpe > a(pe) +11)
(Beqz-Sat) (Beqz-Unsat)
pla(pc)) =beqzx,f a(x)=0 pla(pc)) =beqzx,¢ a(x) #0
(p.m.a) 25 (pm.alpe > 1) (pom,ay 2P (o m,alpe > alpe) +11)
(Jmp)
pla(pe)) =jmpe ¢=[e](a)
(p.m, a) =5 (p.m,alpe > £])
(Call) (Ret)
pla(pe)) = call f F(f)=n pla(pc)) =ret I=m(a(sp))
a =alpc n,sp a(sp) —8] m' =ml[a’(sp) — a(pc) +1] a’ =al[pc Lsp— a(sp) +8]
(p,m,a) ﬂ(p,m’,a’) (p,m,a) Ltl)(m,a'>

The evaluation relation — captures individual steps in the execution of a pAsm program.

Further, we define some shorthand notation for common interactions:

Definition 5. We will write the shorthand a[x > y] with x € Regs andy € Vals for the assignment a’ € Assgn that
satisfies a’ (x) = y and otherwise behaves similar to a. This updates a single register.

We will do the same for memories and lift this to configurations in the obvious way with o = (m, a):

(m,a)[x — y] == (m,a[x — y])withx € Regsy € Vals

(m,ay(l = y) == (m(l — y),a)withl € Valsy € Vals

Definition 6. Sequences of elementsey, - - - , e, are indicated as € and € - e denotes a stack with top element e and rest of
the stack e.

We now define the behaviour of the non-speculative semantics We add rules to define a run of the program
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NS-Sing|
(NS-Reflection) (NS-Single)

T
c U? o'’ ¢’ = o

oleo

olz.. o
(p x InitConf) AT
(NS-Trace) (NS-Beh)
J¢’ o’ € FinalConf o |70’
(P 0)) AlpsT Behns(p) = {7 | Yo € mitConf. ((p,0)) QngT}

We define the behaviour of a program p, written Behns(p), as the set of traces that are generated starting from an

initial configuration o.

D.1 Symbolic Non-Speculative Semantics

Note that we pushed the symbolic path condition symPc() into its own structure §5. This is done for all other rules not
shown here as well. This stack 65 is just deleted by the concretization function y. Thus, there is no difference to the
way it was presented in the paper.
We use the symbolic non-speculative semantics of SPECTECTOR and extend it with additional rules for call and ret:
We assume sp to be concrete. The symbolic state o g consists of a symbolic memory sm, symbolic assignments sa
and a stack for the symbolic path condition 55. We extend it with additional rules for call and ret.

(Endbr-Symb)

p(sa(pc)) = endbr

{p,sm,sa, 5S> — (p,sm, sa[pc — sa(pc) + l],5$>

(Call-Symb)

p(sa(pe)) = call f F(f)=n

sa’ = sa[pc > n,sp — sa(sp) — 8]  sm’ = write(sm, sa(pc) + 1, sa’ (sp))

11
(p,sm, sa, (58) l—fe {p,sm’,sd’, 5S. symPc(T))

(Ret-Concr) (Ret-Symb)
pla(pe)) =ret [ =read(sm,sa(sp)) [€ Vals pla(pc)) =ret | =read(sm,sa(sp)) [¢ Vals
s’ = sa[pc — L, sp — sa(sp) + 8] sa’ =salpc— ', sp — sa(sp) + 8] I € Vals
(p,sm, sa, 55) Liil—> (p,sm,sd’, 55 - symPc(T)) {p,sm, sa, 55) retl, (p,sm,sd’, 5S - symPe(I =1))

Symbolic expressions. Symbolic expressions represent computations over symbolic values. A symbolic expression se is a
concrete value n € Vals, a symbolic value s € SymbVals, an if-then-else expression ite(se, se’, se’’), or the application of

a unary © or a binary operator ®.

se:=n|s | ite(se se’,se’’) | Ose| se® se’

Symbolic memories. We model symbolic memories as symbolic arrays using the standard theory of arrays. That is, we
model memory updates as triples of the form write(sm, se, se’), which updates the symbolic memory sm by assigning
the symbolic value se’ to the symbolic location se, and memory reads as read(sm, se), which denote retrieving the value
assigned to the symbolic expression se.

A symbolic memory sm is either a function mem : N — SymbVals mapping memory addresses to symbolic values or

a term write(sm, se, se’), where sm is a symbolic memory and se, se’ are symbolic expressions. To account for symbolic
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Expression evaluation

[n](a) =n ifn € Vals

[se](a) = se if sa € SymbExprs \ Vals
[x](a) = a(x) if x € Regs

[ee](a) = apply(e, [e](a)) if [e](a) € Vals

[ee](a) = ofe](a) if [e](a) € SymbExprs\ Vals
[e1 ® e2](a) = apply(®, [e1](a), [e2] (a)) if [e1](a), [e2](a) € Vals

[e1 ® e2](a) = [e1](a) ® [ez](a) if [e1](a) € SymbExprs \ Vals
[e1 ® e2](a) = [e1](a) ® [e2](a) if [e2] (a) € SymbExprs \ Vals

Instruction evaluation

Sk1p BARRIER
p(sa(pe)) = skip p(sa(pc)) = spbarr
(p,sm, sa, 53> —5 (p, sm,sa[pc — sa(pc) + 1],53) (p,sm, sa, 55) — (p,sm, sa[pc — sa(pc) + 1],5‘S>
ASSIGN

p(sa(pc)) =x —e X # pc

(p,sm, sa, 55) >, (p,sm, sa[pc — sa(pc) + 1, x — [e] (sa)],85)

CoNDITIONALUPDATE-CONCR-UNSAT

CONDITIONALUPDATE—COI\iSR—SAT p(sa(pe)) = x i e [€](sa) =n n € Vals
psa(pe)) =x < e [e'](sa) =0 X # pc n+0  x#pc
(p, sm, sa, 85 = (p, sm, sa[pe — sa(pe) +1,x [[e]](sa)],&s) (p, sm, sa, 8% — (p, sm, sa[pe — sa(pe) +1],5%)

CONDITIONALUPDATE-SYMB
/9
p(sa(pe)) =x e [e'l(sa) = se se & Vals X # pc

(p, sm,sa,5%) — (p, sm, sa[pc — sa(pe) +1,x > ite(se = 0, el (sa),sa(x))], 55)

Loap-SymB
p(sa(pc)) =load x, e X # pc se = [e](sa)
s¢’ = read(sm, se)

,sm, sa, —— (sm,sa[pc — sa(pc) +1,x — se’],
(p 55) ~=55, (sm, salpe - sa(pe) 1,8%)
STORE-SYMB
p(sa(pc)) = store x, e se = [e] (sa) BEQz-CONCR-SAT
sm’ = write(sm, se, sa(x)) p(sa(pc)) =beqz x, ¢ sa(x) =0 sa(x) € Vals
(p,sm, sa, 53) Ms (p,sm’,sa[pc > sa(pc) + 1],53) (p,sm,sa, 58) ﬂk (p,sm,sa[pc — {’],68 - symPc(T))
BEQZz-SYMB-SAT
p(sa(pc)) =beqz x, ¢ sa(x) ¢ Vals
(p,sm,sa, 55) MS (p,sm,sa[pc — 1,85 - symPc(sa(x) = 0))
BeQz-CoNCR-UNSAT
p(sa(pc)) =beqz x, £ sa(x) #0 sa(x) € Vals
S, Pc sa(pc)+1 S
(p,sm,sa, 6° ) ——— (p,sm, sa[pc — sa(pc) + 1], 8% - symPc(T))
BEQz-SYMB-UNSAT
p(sa(pc)) =beqz x, ¢ sa(x) ¢ Vals
S\ Pc sa(pe)+1 S
(p,sm,sa,5°) —————; (p, sm, sa[pc — sa(pc) + 1], 8% - symPc(sa(x) #0))
Jmp-CoNCR
p(sa(pc)) =jmp e ¢ =[e](sa) t € Vals
(p,sm, sa, 5S> E—f—g (p,sm,sa[pc — t’],55 - symPc(T))
Jmp-SymB TERMINATE
p(sa(pc)) =jmp e [e](sa) ¢ Vals t € Vals p(sa(pe)) =L

(p.sm,sa,55) ms (p.sm,sa[pc — €],8° - symPc([e] (sa) = ¢)) (p,sm,sa,6%) —; (p,sm, salpc > 1],5%)

Fig. 2. pAsm symbolic non-speculative semantics for a program p
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memories, we extend symbolic expressions with terms of the form read(sm, se), where sm is a symbolic memory and se
is a symbolic expression, representing memory reads.
sm := mem | write(sm, se, se’)
se:=...| read(sm, se)
Evaluating symbolic expressions. The value of a symbolic expression se depends on a valuation pi : SymbVals — Vals
mapping symbolic values to concrete ones:
pu(n) =nifn e Vals
u(s) = p(s) if s € SymbVals
u(ite(se, se’, se’’)) = p(se’) if p(se) # 0
u(ite(se, se’, se”’)) = u(se’) if u(se) = 0
H(Sse) = opu(se)
u(se® se’) = p(se) ® p(se’)
u(mem) = o mem
u(write(sm, se, se’)) = pu(sm)[p(se) — p(se’)]
p(read(sm, se)) = u(sm)(p(se))
An expression se is satisfiable if there is a valuation y satisfying it, i.e., u(se) # 0.
Symbolic assignments. A symbolic assignment sa is a function mapping registers to symbolic expressions sa : Regs —

SymbExprs. Given a symbolic assignment sa and a valuation 1, p(sa) denotes the assignment y o sa. We assume the

program counter pc to always be concrete, i.e., sa(pc) € Vals.

Symbolic configurations. A symbolic configuration is a pair (p, sm, sa) consisting of a symbolic memory sm and a symbolic

assignment sa. We lift speculative states to symbolic configurations.

Symbolic observations. When symbolically executing a program, we may produce observations whose value is symbolic.
To account for this, we introduce symbolic observations of the form load se and store se, which are produced when
symbolically executing load and store commands, and symPc(se), produced when symbolically evaluating branching
instructions, where se is a symbolic expression. In our symbolic semantics, we use the observations symPc(se) to
represent the symbolic path condition indicating when a path is feasible. Given a sequence of symbolic observations 7
and a valuation g, p(7) denotes the trace obtained by (1) dropping all observations symPc(se), and (2) evaluating all

symbolic observations different from symPc(se) under .
Symbolic semantics. The non-speculative semantics is captured by the relation —; in Fig. 2.

Computing symbolic runs and traces. We now fix the symbolic values. The set SymbVals consists of a symbolic value x;
for each register identifier x and of a symbolic value mem} for each memory address n. We also fix the initial symbolic

memory smg = An € N. mf and the symbolic assignment sag such that sag(pc) = 0 and sap(x) = xs.

ZXS S'U';[CS Z;CS
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(NS:Sym-Single)
(NS:Sym-Reflection) . T
5 ufs s Y 7;; S 5
XS SVx “xs xs ~<4dx “xg

EXS SU;S s Z;CS

ZXS SU; ZXS

(NS:Sym-Init) (NS-Sym-Fin)
os € InitConf os(pe) =L
F Xxg: init Fog: fin
, , (NS:Sym-Trace) , (NS:Sym-Beh)
305 Fos': fin (p.os) SU§ (p.os”)
(9, 05)) AnsTs Beks (p) = {75 | Yo € InitConf. (p, 0.5) LTS}

The set Behf]5 (p) contains all runs that can be derived using the symbolic non-speculative semantics starting from

the initial configuration og.

E NS: RELATION SYMBOLIC AND CONCRETE NON-SPECULATIVE SEMANTICS

THEOREM 1 (NS: SymBoLIC CONSISTENCY). Behns(p) = p(Behf,S (p))-

Proor. Immediate from Lemma 2 (NS: Soundness Symbolic) and Lemma 4 (NS: Completeness Symbolic) O

E.1 Auxiliary lemmas

Lemma 1 provides some useful helping facts, which we will use throughout the soundness proof.

Lemma 1. The following facts hold:
(1) Given a symbolic assignment sa and a valuation pi : SymbVals — Vals, then pu(sa)(x) = p(sa(x)) for all x € Regs.
(2) Given a symbolic memory sa and a valuation p : SymbVals — Vals, then u(sm)(n) = p(sm(n)) for alln € Addrs.

(3) Given a symbolic assignment sa, an expression e, and a valuation u : SymbVals — Vals, then p([e](sa)) =

[e](u(sa))-
Proor. Below we prove all our claims.

Proof of (1). Let sa be a symbolic assignment and g : SymbVals — Vals. Then, p(sa) is defined as p o sa. Hence,
p(sa) (x) = p(sa(x)).

Proof of (2). Identical to (1).

Proof of (3). Let sa be a symbolic assignment, e be an expression, and p : SymbVals — Vals. We show, by structural
induction on e, that p([e](sa)) = [e](u(sa)). For the base case, there are two possibilities. If e is a value n € Vals,
then [n](sa) = n, [n](u(sa)) = n, and p(n) = n. Hence, p([e](sa)) = [e] (u(sa)). If e is a register identifier x € Regs,
then [x](u(sa)) = p(sa)(x) and p(Je](sa)) = p(sa(x)). From this and (1), we get p([e](sa)) = [e](x(sa)). For
the induction step, there two cases. If e is of the form ©¢’, then [e¢’](u(sa)) = apply(o, [e’](u(sa))), whereas
u([ee’](sa)) is either u(apply(o, [¢’](sa))) if [e’](sa) € Vals or u(o[e’](sa)) otherwise. In the first case, u(apply(o,
[e'l(u(sa)))) = apply(e, [¢’] (sa)) (since we are dealing only with concrete values) and [[e’] (u(sa)) = [e’](sa) since
[e’l(sa) € Vals. Therefore, u([e](sa)) = [e](u(sa)). In the second case, p(S[e’](sa)) = apply(o, u(Je’](sa))). By
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applying the induction hypothesis ([e’] (u(sa)) = p([e’](sa)), we obtain p([e’](sa)) = apply(S, [e’](u(sa))). Hence,
u([e]l(sa)) = [e](u(sa)). The proof for the second case (i.e., e = e1 ® ey) is similar. O

E.2 Soundness

Note that Soundness is split up into two lemmas: 2 and Lemma 3.

In Lemma 2, we prove the soundness of the symbolic non-speculative semantics.

Lemma 2 (NS: Soundness Symbolic). Let p be a program. Whenever (sm, sa) S (sm’,sa’), then for all mappings

p = SymbVals — Vals such that u = pthCnd(t), {(u(sm), u(sa)) ﬂ) (u(sm’), u(sa’)).

ProOF. Let p be a program. Assume that (sm, sa) LS (sm’,sa’) holds. We proceed by case distinction on the rules
defining —.

Rule SKk1p. Assume that (sm, sa) 5 s (sm’, sa’) has been derived using the Skip rule in the symbolic semantics. Then,
p(a(pc)) = skip, sm’ = sm, t = ¢, and sa’ = sa[pc — sa(pc) + 1]. Let p : SymbVals — Vals be an arbitrary
valuation satisfying pthCnd(7) (since pthCnd(7) is T all valuations are models of pthCnd(r)). Observe that
p(sa)(pe) = sa(pc) since the program counter is always concrete. Hence, p(p(sa) (pc)) = skip. Thus, we can
apply the rule Sk1p of the concrete semantics starting from (u(sm), u(sa)). Hence, (u(sm), u(sa)) — (u(sm),
u(sa)[pc — u(sa)(pe) + 1]). From this, u(r) = ¢ (since 7 = ¢), and sa’ = sa[pc — sa(pc) + 1], we have that
(utsm). pu(sa)) 2 (s, p(sa').

Rule BARRIER. The proof of this case is analogous to that of Sxip.

Rule AssiGN. Assume that (sm, sa) 5 s {sm’, sa’) has been derived using the AssiGN rule in the symbolic semantics.
Then, p(a(pc)) = x « e, x # pc, sm’ = sm, T = ¢ and sa’ = sa[pc — sa(pc) + 1,x — [e](sa)]. Let
u = SymbVals — Vals be an arbitrary valuation (since pthCnd(7) is T all valuations are models of pthCnd(1)).
Observe that p(sa)(pc) = sa(pc) since the program counter is always concrete. Hence, p(u(sa)(pc)) = x « e.
Thus, we can apply the rule AssiGN of the concrete semantics starting from (u(sm), u(sa)). Hence, (u(sm),
u(sa)y = {u(sm), u(sa)[pc — p(sa)(pe) + 1, x — [e] (u(sa))]). From this, Lemma 1, p(7) = ¢ (since 7 = ¢), and
sa’ = sa[pc — sa(pe) + 1,x — [e](sa)], we have that (u(sm), u(sa)) ﬂ) (u(sm’), p(sa’)).

Rule CoNDITIONALUPDATE-CONCR-SAT. Assume that (sm, sa) 5 s {(sm’, sa’) has been derived using the CONDITIONALUPDATE-
CoNCR-SAT rule in the symbolic semantics. Then, p(a(pc)) = x & e, x # pc,sm’ =sm, v =¢, [[¢'](sa) =0,
and sa’ = sa[pc — sa(pc) + 1,x — [e](sa)]. Let u : SymbVals — Vals be an arbitrary valuation (since
pthCnd(r) is T all valuations are models of pthCnd(r)). Observe that p(sa)(pc) = sa(pc) since the pro-
gram counter is always concrete. Hence, p(u(sa)(pc)) = x i e. Thus, we can apply one of the rules
CONDITIONALUPDATE-SAT or CONDITIONALUPDATE-UNSAT of the concrete semantics starting from (u(sm),
u(sa)). We claim that [e’](u(sa)) = 0. Therefore, we can apply the rule CONDITIONALUPDATE-SAT. Hence,
(u(sm), p(sa)y — (u(sm), u(sa)[pc — p(sa)(pe) + 1,x +— [e](u(sa))]). From this, Lemma 1, u(7) = ¢ (since
7 =¢), and sa’ = sa[pc — sa(pc) + 1, x — [e](sa)], we have that (u(sm), u(sa)) M (u(sm’), u(sa’)).

We now show that [e’](u(sa)) is indeed 0. Since [¢’](sa) = 0, the value of ¢’ depends only on registers in sa
whose value is concrete. Hence, for all these registers x, p(sa)(x) = sa(x). Thus, [e¢’](u(sa)) = [¢’](sa) = 0.
Rule CoNDITIONALUPDATE-CONCR-UNsSAT. The proof of this case is analogous to that of CONDITIONALUPDATE-

CoNCR-UNSAT.
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Rule CoNDITIONALUPDATE-SYMB. Assume that (sm, sa) 5 s (sm’, sa’) has been derived using the CONDITIONALUPDATE-
SymB rule in the symbolic semantics. Then, p(a(pc)) = x <8/—? e,x # pc,sm’ =sm, 7 = ¢, [¢'](sa) = se, se ¢ Vals,
and sa’ = sa[pc — sa(pc) + 1, x > ite(se = 0, [e] (sa), sa(x))]. Let p : SymbVals — Vals be an arbitrary valua-
tion (since pthCnd(r) is T all valuations are models of pthCnd(r)) Observe that p(sa)(pc) = sa(pc) since the
program counter is always concrete. Hence, p(p(sa)(pc)) = x <——— e.

There are two cases:

p | se = 0: Then, u(se) = 0 and therefore [e’] (u(sa)) = 0. Hence, we can apply the rule CONDITIONALUPDATE-
Sat starting from (u(sm), u(sa)). Therefore, we get (u(sm), u(sa)) — {(u(sm), p(sa)[pc — p(sa)(pc) + 1,
x — [e](u(sa))]). To prove our claim, we have to show that u(sa’) = p(sa)[pc +— p(sa)(pe) + 1,
x > [e](u(sa))]. From sa’ = sa[pc — sa(pe) + 1,x +— ite(se = 0, [e](sa),sa(x))], it is enough to
show that u(ite(se = 0, [e](sa), sa(x))) = [e](u(sa)). Since p = se = 0, p(ite(se = 0, [e] (sa), sa(x))) is
equivalent to y([[e](sa)). From this and Lemma 1, p([e] (sa)) = [e] (u(sa)). Hence, we have that (u(sm),
u(sa)) 2% Gu(sm'), p(sa)).

u I se = 0: Then, u(se) # 0 and therefore [[e’] (u(sa)) # 0. Hence, we can apply the rule CONDITIONALUPDATE-
UNsAT starting from (u(sm), u(sa)). Therefore, we get (u(sm), u(sa)) — (u(sm), p(sa)[pc — p(sa)(pc) +
1]). To prove our claim, we have to show that p(sa’) = p(sa)[pc — p(sa)(pc) + 1]. From sa’ = sa[pc —
sa(pe) + 1,x > ite(se = 0, [e](sa),sa(x))], it is enough to show that p(ite(se = 0, [e](sa), sa(x))) =
u(sa)(x). Since p |~ se = 0, u(ite(se = 0, [e] (sa), sa(x))) is equivalent to p(sa(x)). From this and Lemma 1,
p(sa(x)) = u(sa)(x). Hence, we have that (u(sm), u(sa)) ﬂ (u(sm’), u(sa’)).

This completes the proof of this case.

Rule LoaD-SymMB. Assume that (sm, sa) 5 s (sm’, sa’) has been derived using the LoAD-SymB rule in the symbolic
semantics. Then, p(a(pc)) = load x,e, x # pc, sm” = sm, se = [e](sa), T = load se, and sa’ = sa[pc —
sa(pc) + 1,x +— read(sm,se)]. Let p : SymbVals — Vals be an arbitrary valuation (since pthCnd(zr) = T all
valuations p are valid models). Observe that p(sa)(pc) = sa(pc) since the program counter is always concrete.

Hence, p(u(sa)(pc)) = load x,e and x # pc. Thus, we can apply the rule LoAaD of the concrete semantics

. load [e] (u(sa))
starting from (u(sm), u(sa)). Hence, (u(sm), p(sa)) ——————— > {(u(sm), u(sa)[pc — p(sa)(pc) + L, x —

u(sm)([e] (u(sa)])
Observe that p([e]](sa)) = [e] (z(sa)) (from Lemma 1), and therefore p(load [e] (sa)) = load [e](u(sa)). We
claim that p(read(sm, se)) = p(sm)([e] (#(sa))). From this, u(sa)[pc — p(sa)(pe)+1, x — pu(sm)([e] (u(sa)))] =
u(sa’). Therefore, (u(sm), u(sa)) ﬂ> (u(sm’), p(sa’)).

We now show that p(read(sm,se)) = p(sm)([e] (u(sa))). From the evaluation of symbolic expressions, we
have that p(read(sm, se)) is equivalent to p(sm)(u(se)). From this and se = [e](sa), we have p(read(sm,
se)) = p(sm)(u([e](sa))). From this and Lemma 1, we get u(read(sm, se)) = p(sm)([e] (u(sa))).

Rule STORE-SYMB. Assume that (sm, sa) 5 s (sm’, sa’) has been derived using the STORE-SYMB rule in the symbolic
semantics. Then, p(a(pc)) = store x, e, se = [e](sa), sm’ = write(sm, se,sa(x)), T = store se, and sa’ =
sa[pc > sa(pc) + 1]. Let p : SymbVals — Vals be an arbitrary valuation (since pthCnd(r) = T all valuations
are valid models). Observe that p(sa)(pc) = sa(pc) since the program counter is always concrete. Hence,

p(p(sa)(pc)) = store x, e. Thus, we can apply the rule STORE of the concrete semantics starting from (u(sm),

y(5a)). Hence, (u(sm), u(s2)) SV, 0 ) el (u(50)) > u(s0) ()], s [pe - plsa)(pe) +11).
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Observe that (1) u([e] (sa)) = [e] (u(sa)) (from Lemma 1) and therefore pu(store [e](sa)) = store [e](u(sa)),
and (2) u(sa)[pc — p(sa)(pc) + 1] = p(sa[pe — sa(pe) + 1]). Moreover, we claim that u(sm)[[e] (¢(sa)) —
u(sa)(x)] = p(write(sm, se, sa(x))). Therefore, (u(sm), u(sa)) ﬂ {u(sm’), p(sa’)).

We now prove our claim that p(sm)[[e] (u(sa)) — p(sa)(x)] = p(write(sm, se, sa(x))). From the evaluation
of symbolic expressions, we have that p(write(sm, se, sa(x))) is equivalent to u(sm)[u(se) — p(sa(x))]. From
se = [e](sa), we have p(write(sm,se, sa(x))) = p(sm)[u([e](sa)) +— wu(sa(x))]. From Lemma 1, we have
p(write(sm, se, sa(x))) = p(sm)[[e] (u(sa)) = p(sa)(x)].

Rule BEQZ-CONCR-SAT. Assume that (sm, sa) 5 s (sm’, sa’) has been derived using the BEQz-CoNCR-1 rule in the
symbolic semantics. Then, p(a(pc)) = beqz x, £, sa(x) = 0, sa(x) € Vals, sm’ = sm, r = symPc(T) - pc £, and
sa’ = sa[pc > £]. Let p : SymbVals — Vals be an arbitrary valuation (since pthCnd(r) = T all valuations
are valid models). Observe that u(sa)(pc) = sa(pc) since the program counter is always concrete. Hence,
p(p(sa)(pc)) = beqz x, . Thus, we can apply one of the rules BEQz-SAT or BEQz-UNSAT of the concrete
semantics starting from (u(sm), p(sa)). We claim that u(sa)(x) = 0. Therefore, we can apply the BEQz-SAT rule.
Hence, (u(sm), u(sa)) ke (u(sm), u(sa)[pc +> ¢]). Therefore, (u(sm), u(sa)) ﬂ (u(sm’), u(sa’)) (since
u(t) = p(symPc(T) - pc £) = pc £).

We now prove our claim that p(sa)(x) = 0. We know that sa(x) = 0. Hence, p(sa(x)) = 0 (since sa(x) is a
concrete value). From this and Lemma 1, p(sa)(x) = 0.

Rule BEQZz-SYMB-SAT. Assume that (sm, sa) LS (sm’,sa’) has been derived using the BEQz-SYMB-SAT rule in the
symbolic semantics. Then, p(a(pc)) = beqz x, ¢, sa(x) € Vals, sm’ = sm, © = symPc(sa(x) = 0) - pc £, and
sa’ = sa[pc > £].Let u : SymbVals — Vals be an arbitrary valuation satisfying pthCnd(r) = sa(x) = 0. Observe
that p(sa)(pc) = sa(pc) since the program counter is always concrete. Hence, p(p:(sa) (pc)) = beqz x, £. Thus,
we can apply one of the rules BEQz-SAT or BEQz-UNsAT of the concrete semantics starting from (u(sm), u(sa)).
We claim that p(sa)(x) = 0. Therefore, we can apply the BEQz-SAT rule. Hence, (u(sm), p(sa)) bty (p(sm),
p(sa)[pc — £]). Therefore, (u(sm), u(sa)) M (u(sm’), u(sa’)) (since p(r) = p(symPc(sa(x) = 0) - pc £) =
pc f).

We now prove our claim that p(sa)(x) = 0. We know that sa(x) = se and y = se = 0. Hence, u(se) = 0.
Therefore, p(sa(x)) = 0. From this and Lemma 1, we have p(sa)(x) = 0.

Rule BEQz-CoNcR-UNsAT. The proof of this case is similar to that of the BEQz-CoNCR-SAT rule.

Rule BEQz-SYMB-UNsAT. The proof of this case is similar to that of the BEQz-SYmB-SAT rule.

Rule JMpP-CoNCR. Assume that (sm, sa) LS (sm’,sa’) has been derived using the Jmp-CoNCcR rule in the symbolic
semantics. Then, p(a(pc)) = jmp e, £ = [e](sa), £ € Vals, sm’ = sm, = symPc(T) - pc £, and sa’ = sa[pc > £].
Let p : SymbVals — Valsbe an arbitrary valuation (since pthCnd(7) = T all valuations are valid models). Observe
that p(sa)(pe) = sa(pe) since the program counter is always concrete. Hence, p(i(sa)(pc)) = jmp e. Thus,
we can apply the Jmp rule of the concrete semantics starting from (u(sm), u(sa)). Observe that [e](u(sa)) =
u([e](s0)) = £. Hence, (u(sm), u(sa)) =5 (u(sm), pu(sa)[pe > €1). Therefore, (u(sm), u(sa)) 2 (u(sm’),
u(sa’)) (since p(r) = p(symPc(T) - pc £) = pc £).

Rule JMpP-SymB. Assume that (sm, sa) LS (sm’,sa’) has been derived using the Jmp-SymB rule in the symbolic
semantics. Then, p(a(pc)) = jmp e, [e](sa) ¢ Vals, ¢ € Vals, sm’ = sm, = = symPc([e](sa) = ¢€) - pc £, and
sa’ = sa[pc > ¢]. Let p : SymbVals — Vals be an arbitrary valuation satisfying pthCnd(r), that is, [e](sa) = ¢.

Observe that p(sa) (pc) = sa(pc) since the program counter is always concrete. Hence, p(p(sa)(pc)) = jmp e.
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Thus, we can apply the Jmp rule of the concrete semantics starting from (u(sm), u(sa)). We claim [e] (u(sa)) = ¢.

Hence, (u(sm), u(sa)) LA (p(sm), u(sa)[pc +— ¢£]). Therefore, (u(sm), u(sa)) ﬂ—(T—)—> (u(sm’), u(sa’)) (since
u(r) = p(synPe([e] (sa) = ) - pe €) = pe o).
We now prove our claim that [e] (u(sa)) = £. We know that [e](sa) = se and y | se = £. Hence, p([e] (sa)) = ¢.
From this and Lemma 1, we have [e] (u(sa)) = ¢.

Rule TERMINATE. The proof of this case is similar to that of the Sk1p rule.

This completes the proof of our claim. O

E.2.1  Soundness: Added rules. These are the additional rules. Note that Soundness is split up into two lemmas: Lemma 2

and Lemma 3. We define the short hand notation pog = (usm, usa) where og = (sm.sa, 55).

Lemma 3 (NS: Soundness Symbolic Added rules). If
(1) os T—S>S o’s and
(2) p E pthCnd(zg)

Then

Ipo LACN po's and

Proor. We proceed by inversion on og T—S>S (7:5,:

Rule Call-Symb Then p(sa(pc)) = call f and since pc and function names f are always concrete p(pog) = call f as
well. Furthermore, sa’ = sa[pc — n, sp > sa(sp) — 8] and sm’ = write(sm, sa(pc) + 1,sa’(sp)) with F(f) =n
with 7g = call f
Now, we apply Rule Call on pog and get pog ﬂ (p,{m’,a’)) with a’ = psa[pc — n,sp — psa(sp) — 8].
From this and the fact that sp is always concrete we have psa’ = a’.
Now, m’ = psm’ [psa’(sp) — psa(pc) + 1] which again follows from sp and pc to be concrete.

Rule Ret-Concr Then p(sa(pc)) = ret and since pc is always concrete p(p og = ret as well.
We have | = read(sm, sa(sp)) and | € Vals and sa’ = sa[pc + I, sp > sa(sp) + 8] and symPc(T). Let p be an
arbitrary valuation (since ¢ F pthCnd(rg) = T).
We can apply Rule Ret and get pog ﬂ o’
First note that [ = I, since sp is concrete and thus psa’ = psa[pc +— 1, sp — psa(sp)]
We now have ¢’ = (p, (usm, usa’)) and are finished.

Rule Ret-Symb Then p(sa(pc)) = ret and since pc is always concrete p(p og = ret as well.
We have | = read(sm, sa(sp)) and [ ¢ Vals and sa’ = sa[pc — I',sp > sa(sp) + 8] and symPc(l = I’), where
I € Vals.

pretl’

We can apply Rule Ret and get pog — o’.

Since p11 = I’ we can proceed analogously to the case above and are finished.

E.3 Completeness

Note that Completeness is split up into two lemmas: Lemma 4 and Lemma 5.

In Lemma 4, we prove the completeness of the non-speculative symbolic semantics.
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Lemma 4 (NS: Completeness Symbolic). Let p be a program, sa be a symbolic assignment, and sm be a symbolic memory.

Whenever (m, a) (m’,a’), then for all asszgnments,u SymbVals — Vals such that p(sa) = a and p(sm) = m, then
there exist T, sm’, sa’ such that (sm, sa) —>S (sm/,sa’y, p(sm’) =m’, u(sa’) = a’, p(v’) = 7, and p | pthCnd(7).

PRrRoOF. Let p be a program, sa be a symbolic assignment, and sm be a symbolic memory. Moreover, assume that
(m, a) 5 (m’,a’) holds. Finally, let 1 : SymbVals — Vals be an arbitrary assignment such that u(sa) = a and u(sm) =
We proceed by case distinction on the rules defining —.

Rule Sk1p. Assume that (m, a) 5 (m’,a’) has been derived using the Skip rule in the concrete semantics. Then,
pla(pe)) = skip, m’ = m, @’ = a[pc — a(pc) + 1], and 7 = ¢. From p(a(pc)) = skip, p(sa) = a, and pc being
always concrete, we have that p(sa(pc)) = skip. Thus, we can apply the rule Sk1p of the symbolic semantics
starting from (sm, sa). Hence, (sm, sa) T—,>5 (sm’,sa’), where t’ = ¢, sm’ = sm, sa’ = sa[pc — sa(pc) + 1], and
¢’ = ¢. From m’ = m, u(sm) = m, and sm’ = sm, we have that u(sm’) = m’. From Lemma 1, a’ = a[pc —
a(pe) + 1], p(sa) = a, and sa’ = sa[pc — sa(pc) + 1], we have that u(sa’) = p(sa[pc — sa(pc) +1]) =
p(sa)[pe = p(sa(pe)) +1] = a[pe = p(sa(pe)) +1] = a[pe — p(sa)(pe) +1] = a[pe — a(pc) +1] = a’. From
7 =¢and 7’ = ¢, we have that y(7’) = 7. Finally, from pthCnd(z") = T, we have that y |= pthCnd(7).

Rule BARRIER. The proof of this case is similar to that of Rule Ski1p.

Rule AssiGN. Assume that (m, a) 5 (m’, a’) has been derived using the AssIGN rule in the concrete semantics. Then,
pla(pe)) =x «— e, x # pc,m’ =m, a’ = a[pc — a(pc) + L, x — [x](a)], and 7 = ¢. From p(a(pc)) = x «— e,
yi(sa) = a, and pc being always concrete, we have that p(sa(pc)) = x « e. Thus, we can apply the rule AssiGN
of the symbolic semantics starting from (sm, sa). Hence, {sm, sa) T—’>S (sm’,sa’y, where ©’ = ¢, sm’ = sm,
and sa’ = sa[pc — sa(pc) + 1,x +— [e](sa)]. From m’ = m, p(sm) = m, and sm’ = sm, we have that
u(sm’) = m’. From Lemma 1, a’ = a[pc — a(pc) + 1,x — [e](a)], u(sa) = a, and sa’ = sa[pc — sa(pc) + 1,
x +— [e](a)], we have that u(sa’) = p(sa[pc — sa(pc) + 1,x — [e](sa)]) = p(sa)[pc — p(sa(pec)) + 1,
x > [el(sa)] = p(sa)[pe — (sa) (pe) + 1,x > [e] (u(s))] = alpe = a(pe) + 1,x = [¢] (@] = a’. From
7 =¢and 7’ = ¢, we have that (z’) = 7. Finally, from pthCnd(z") = T, we have that y |= pthCnd(z).

Rule COoNDITIONALUPDATE-SAT. Assume that (m, a) — i (m',a ) has been derived using the CONDITIONALUPDATE-
Sat rule in the concrete semantics. Then, p(a(pc)) = x &L e,x % pc, [¢'](a) = 0,m’ =m, d’ = a[pc —
a(pe) + L,x — [x] (a) ], and 7 = &. From p(a(pc)) = x & e, u(sa) = a, and pc being always concrete, we have
that p(sa(pc)) = x & e. There are two cases:

[e'l(sa) € Vals : We claim that [e’] (sa) = 0. Therefore, we can apply the rule CONDITIONALUPDATE-CONCR-SAT
of the symbolic semantics starting from (sm, sa). Hence, (sm, sa) T—/>5 (sm’,sa’), where t’ = ¢, sm’ = sm,
and sa’ = sa[pc — sa(pc) + 1,x — [e](sa)]. From m’ = m, u(sm) = m, and sm’ = sm, we have that
u(sm’) = m’.From Lemma 1, a’ = a[pc — a(pc)+1,x — [e](a)], u(sa) = a,and sa’ = sa[pc + sa(pc)+1,
x — [e](a)], we have that u(sa’) = p(sa[pc — sa(pc) + 1, x +— [e](sa)]) = p(sa)[pc — u(sa(pc)) + 1,
x = (€] (sa))] = p(sa)[pe — u(sa)(pe) + 1Lx > [e] (u(s)] = alpe — a(pe) + Lx > [e](@)] = a'.
From 7 = ¢ and 7’ = ¢, we have that p(7’) = . Finally, from pthCnd(z’) = T, we have that y | pthCnd(7).
We now show that [e’](sa) = 0. From [e¢’](sa) € Vals, it follows that all variables defining ¢’ have
concrete values in sa. From this and p(sa) = a, we have that all these variables agree in a and sa. Hence,

[e'l(sa) = [e'](a) = 0.
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[e'l(sa) ¢ Vals : We can apply the rule CONDITIONALUPDATE-SYMB of the symbolic semantics starting from
(sm, sa). Hence, (sm, sa) T—/>5 (sm’,sa’), where / = ¢, sm’ = sm, and sa’ = sa[pc — sa(pc) + 1,x —
ite([e’] (sa) = 0, [e](sa),sa(x))]. From m’ = m, u(sm) = m, and sm’ = sm, we have that u(sm’) = m’.
From 7 = ¢ and 7’ = ¢, we have that p(7’) = . Finally, from pthCnd(z’) = T, we have that p | pthCnd(z).
Finally, to show that @’ = p(sa’), we need to show that u(ite([e’](sa) = 0, [e](sa), sa(x))) is equivalent to
[e] (sa). From the evaluation of symbolic expressions, p(ite([e’](sa) = 0, [e](sa), sa(x))) is u([e] (sa)) if
u([e’](sa) = 0) # 0, ie., if u([e’](sa)) = 0, and p(sa(x)) otherwise. We now show that p([e’](sa)) = 0,
from this we immediately get that a’ = p(sa’). From Lemma 1, we have u([e’](sa)) = [¢’](u(sa)). From
this and p(sa) = a, we have p([e’](sa)) = [e’](a). From this and e’ (a) = 0, we finally get u([e’] (sa)) = 0.

This concludes the proof of this case.

Rule CoNDITIONALUPDATE-UNSAT. The proof of this case is similar to that of Rule CONDITIONALUPDATE-SAT.

Rule LoaDp. Assume that (m, a) 5 (m’,a’) has been derived using the LoaD rule in the concrete semantics. Then,
pla(pc)) = load x,e, x # pc, W’ = m, a’ = a[pc — a(pc) + 1,x — m([e](a))], and r = load [e](a). From
p(a(pc)) = load x, e, pi(sa) = a, and pc being always concrete, we have that p(sa(pc)) = load x, e. We proceed
by applying the LoaD-SyMB rule of the symbolic semantics starting from (sm, sa, ¢). Hence, (sm, sa) T—’> s (sm’/,
sa’), where se = [e](sa), se’ = read(sm,se), r’ = load se, sm" = sm, and sa’ = sa[pc — sa(pc) + 1,
x — se’]. We claim that p(se’) = m([e](a)). From m’ = m, p(sm) = m, and sm’ = sm, we have that
u(sm’) = m’. From @’ = a[pc — a(pc) + Lx — m([e](a))], sa’ = sa[pc — sa(pc) + 1,x — se’], and
u(se’) = m([e](a)), we have that u(sa’) = p(sa[pc — sa(pc) + 1,x +— se’]) = u(sa)[pe — p(sa(pc)) + 1,
x > p(se)] = plsa)[pe > p(sa)(pe) + 1,x = m([e] (a)] = alpe — a(pe) + 1,x > m([e](@)] = @’ (by
relying on p(sa) = a, p(sm) = m, our claim that p(se’) = m([e](a)), and Lemma 1). From 7 = load [e](a) and
7/ = load [e](sa), we have that pu(7’) = load u([e](sa)) = load [e](u(sa)) = load [e](a) = 7 (by applying
Lemma 1 and relying on p(sa) = a). Finally, from pthCnd(7) = T, we have that y = pthCnd(7).

We now prove our claim that p(se”) = m([[e] (a)). From se’ = read(sm, se), we have that p(se”) = p(sm)(u(se))

(from the evaluation of symbolic expressions). From this and p(sm) = m, we have that p(se’) = m(u(se)).

From se = [e](sa), p(se) = u([e](sa)) = [e](p(sa)) = [e](a) (from p(sa) = a and Lemma 1). Therefore,

u(se’) = m([e] (a).

Rule STORE. Assume that (m, a) 5 (m’, a’) has been derived using the STORE rule in the concrete semantics. Then,
p(a(pc)) = store x,e, m’ = m[[e](a) — a(x)], a’ = a[pc — a(pc) + 1], and ¢ = store [e](a). From
p(a(pc)) = store x, e, u(sa) = a, and pc being always concrete, we have that p(sa(pc)) = store x, e. We proceed
by applying the STORE-SYmB rule of the symbolic semantics starting from (sm, sa). Hence, (sm, sa) i) s (sm’,
sa’), where se = [e](sa), T = store se, sm’ = write(sm, se, sa(x)), and sa’ = sa[pc +— sa(pc) + 1]. For
showing that p(sm’) = m’, we proceed as follows. From the evaluation of symbolic expressions, u(sm’) =
p(write(sm, se, sa(x))) = p(sm)[p(se) — p(sa(x))]. From this, p(sm) = m, pu(sa) = a, and Lemma 1, we have
pu(sm)[p(se) — p(sa(x))] = m[pu(se) — p(sa)(x)] = m[u(se) — a(x)]. From this, u(sa) = a, se = [e](sa), and
Lemma 1, we have m[p(se) > a(x)] = m[u([e](sa)) — a(x)] = m[[e](u(sa)) — a(x)] = m[[e](a) — a(x)].
Therefore, p(sm’) = m[[e](a) — a(x)]. Since m’ = m[[e](a) — a(x)], we proved that u(sm’) = m’. From a’ =
alpc — a(pc)+1] and sa’ = sa[pc — sa(pc) +1], we have that p(sa’) = p(sa[pc — sa(pc) +1]) = p(sa)[pc —
u(sa(pe)) + 1] = a[pe — a(pc) + 1] = @ (by relying on u(sa) = a and Lemma 1). From 7 = store [e](a)
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and 7’ = store [e](sa), we have that p(7") = store u([e](sa)) = store [e](u(sa)) = store [e](a) = 7 (by
applying Lemma 1 and relying on p(sa) = a). Finally, from pthCnd(7) = T, we have y |= pthCnd(7).

We now prove our claim that p(se’) = m([e](a)). From se’ = ite(se = 0,sm(0), ite(se = 1,sm(1),...)), we
have that p(se’) = p(ite(se = 0,sm(0), ite(se = 1,sm(1),...))). Hence, p(se’) = p(sm(u(se))) (by relying
on the semantics of ite(se, se’, se’’)). From this and se = [e](sa), we have that pu(se’) = p(sm(u([e](sa)))).
By applying Lemma 1, we have p(se’) = p(sm)([e](u(sa))). From this, p(sm) = m, and u(sa) = a, we have
u(se’) = m([e] ().

Rule BEQz-SAT. Assume that (m, a) 5 (m’, a’) has been derived using the BEQz-SAT rule in the concrete semantics.
Then, p(a(pc)) = beqz x,¢, a(x) = 0, m’ = m, a’ = a[pc > ¢], and 7 = pc ¢. From p(a(pc)) = beqz x, ¢,
y(sa) = a, and pc being always concrete, we have that p(sa(pc)) = beqz x, £. There are two cases:

— Assume that sa(x) € Vals. From a(x) = 0 and p(sa) = a, we have that sa(x) = 0. Hence, we proceed
by applying the BEQz-CONCR-SAT rule of the symbolic semantics starting from (sm, sa). Hence, (sm,
sa) T—,>s (sm’,sa’), where ©’ = symPc(T) -pc £, sm’ = sm,and sa’ = sa[pc > ¢]. Fromm’ = m, u(sm) = m,
and sm’ = sm, we have that u(sm’) = m’. From @’ = a[pc — ¢] and sa’ = sa[pc > ¢], we have that
u(sa’) = p(salpe — ¢£]) = p(sa)[pc — €] = a[pc +— €] = a’ (by relying on p(sa) = a and Lemma 1). From
7 =pc £ and ' = symPc(T) - pc £, we have that u(z’) = 7. Finally, from pthCnd(z’) = T, we have that
u | pthCnd(r’).

— Assume that sa(x) ¢ Vals and let se = sa(x). We proceed by applying the BEQz-SYmB-SAT rule of the
symbolic semantics starting from (sm, sa). Hence, (sm, sa) T—/>s (sm’,sa’), where 7’ = symPc(sa(x) = 0) -
pc £, sm’ = sm, and sa’ = sa[pc — £]. From m’ = m, u(sm) = m, and sm’ = sm, we have that u(sm’) = m’.
From a’ = a[pc — ¢] and sa’ = sa[pc — ¢], we have that p(sa’) = p(sa[pc +— ¢€]) = u(sa)[pc — £] =
alpc — £] = a’ (by relying on p(sa) = a and Lemma 1). From 7 = pc £ and ©/ = symPc(sa(x) = 0) - pc ¢,
we have that p(7’) = 7. We now show that p | pthCnd(7’). Since pthCnd(7’) is sa(x) = 0, we need to
show that p(sa(x)) = 0. From Lemma 1, u(sa(x)) = p(sa)(x). From this and p(sa) = a, u(sa(x)) = a(x).
Therefore, p(sa(x)) = 0 since a(x) = 0. Hence, p = sa(x) = 0, i.e., u | pthCnd(z’).

Rule BEQz-UNsAT. The proof of this case is similar to that of Rule BEQz-UNsAT.

Rule Jmp. Assume that (m, a) 5 (m’,a’) has been derived using the Jmp rule in the concrete semantics. Then,
pla(pe)) =jmpe, £ = [e](a), m’ =m,a’ =a[pc ¢],and 7 = pc £. From p(a(pc)) = jmp e, p(sa) = a, and pc
being always concrete, we have that p(sa(pc)) = jmp e. There are two cases:

— Assume that [[e]|(sa) € Vals. We proceed by applying the Jmp-ConcRr rule of the symbolic semantics starting
from (sm, sa). Hence, (sm, sa) T—/>s (sm’,sa’y, where ¢/ = [e](sa), ©’ = symPc(T) - pc £, sm’ = sm, and
sa’ = sa[pc +— ¢£’]. Observe that ¢ = ¢’ (since ¢’ = [[e](sa) and p(sa) = a). From m’ = m, u(sm) = m, and
sm’ = sm, we have that p(sm’) = m’. From a’ = a[pc + ¢], sa’ = sa[pc — {’], and ¢ = £’, we have that
u(sa’) = p(salpe — £]) = p(sa)[pc — €] = a[pc — ¢] = a’ (by relying on p(sa) = a and Lemma 1). From
t=pct, v/ =symPc(T) - pc £/, and £ = £/, we have that u(z’) = 7. Finally, from pthCnd(z’) = T, we have
that p | pthCnd(7’).

- Assume that [e]](sa) ¢ Vals and let se = [e]](sa). We proceed by applying the Jmp-Syms rule of the
symbolic semantics starting from (sm, sa), where we pick ¢ as target label. Hence, (sm, sa) T—’> s (sm’,sa’),
where 7/ = symPc([e](sa) = ¢) - pc £, sm’ = sm, and sa’ = sa[pc > {]. From m’ = m, u(sm) = m,

and sm’ = sm, we have that y(sm’) = m’. From @’ = a[pc — {] and sa’ = sa[pc — ¢], we have



18

Fabian et al.

that p(sa’) = u(sa[pc — £]) = p(sa)[pc — ¢] = a[pc — ¢] = a’ (by relying on u(sa) = a and
Lemma 1). From 7 = pc £ and ¢/ = symPc([[e](sa) = ) - pc ¢, we have that p(z’) = 7. We now show that
u | pthCnd(7’). Since pthCnd(z’) is [e]](sa) = ¢, we need to show that p([e](sa)) = ¢£. From Lemma 1,
u([e](sa)) = [e](u(sa)). From this and p(sa) = a, u([e](sa)) = [e] (a). Therefore, u([e](sa)) = ¢ since
[e](a) = £. Hence, u E [e](sa) = ¢, ie., p E pthCnd(r’).

Rule TERMINATE. The proof of this case is similar to that of Rule Skr1p.

This completes the proof of our claim. O

E.3.1

Completeness: Added rules. These are the additional rules. Note that Completeness is split up into two lemmas:

Lemma 4 and Lemma 5.

Lemma 5 (NS : Completeness Symbolic Added). If

(1) o € InitConf and

2) 05 o and

(3) psm=mandpsa=a

Then

I og 2560 and
08 —§ 0g an

bl 0':9 = (sm’,sa’) and

Il pysm’ =o'’ mandusa’ =o’.aandpts = v and
IV u E pthCnd(zg)

. . T
Proor. We proceed by inversion on ¢ — o”.

Rule Call Then p(a(pc)) = call f, F(f) =n, @’ = a[pc +— n,sp — a(sp) — 8] and m’ = m[d’ (sp) — a(pc) +1].

Since pc is always concrete, p(sa(pc)) = call f as well.

1
We use Rule Call-Symb to derive a step (p, (sm, sa)) ia——>s 0:9 with sa’ = sa[pc +— n,sp — sa(sp) — 8] and

sm’ = write(sm, sa(pc) + 1,sa’(sp)) and i E pthCnd(a:S) =T.
Now applying Lemma 7 from SPECTECTOR we get psa’ = pisa[pe — psa(pe+ 1)] = a[pc — a(pc) + 1]. Now,
again using Lemma 7, psm’ = pwrite(sm, sa(pc) + 1,sa’ (sp)) = psm[usa’sp — psa(pc) + 1] = m[a’(sp) —

a(pc) +1]

Rule Ret Then p(a(pc)) = ret, | = m(a(sp)) and a’ = a[pc — [, sp > a(sp) + 8].

Since pc is always concrete, p(sa(pc)) = ret as well.

There are two cases now:

I" = sm(sa(sp)) € Vals We proceed by applying Rule Ret-Concr and get {p, (sm, sa)) lMLS 0':9 with sa’ =
salpc — I’, sp  sa(sp) + 8] and symPc(T); thus y k pthCnd(O'ig) =T.
Observe that read(sm,sa(sp) = I’ = [ since psm = m and pgsa = a. Then psa’ = psa[pc — Lsp —
sa(sp) + 8] = a[pc > L sp — sa(sp) + 8] = @’ (using Lemma 7 of SPECTECTOR) From m’ = m, uym = sm
and sm = sm’ we get psm’ =m’.

I” = sm(sa(sp)) ¢ Vals We proceed by applying Rule Ret-Symb where we pick 1 as the target label and get
11
(p, (sm, sa)) H’S 0:8 with sa’ = sa[pc +— I, sp — sa(sp) + 8] and symPc(l’ =)

Then psa’ = psa[pc — Lsp +— sa(sp) + 8] = a[pc +— Lsp — sa(sp) + 8] = a’ (using Lemma 7 of

SPECTECTOR) From m’ = m, pm = sm and sm = sm’ we get usm’ = m’.
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Since p F pthCnd(O':S) = symPc(sm(sa(sp) = I) (unfolding symread), we need to show psm(sa(sp)) = I.

Applying Lemma 7 and using the assumptions, we end at m(a(sp)) = [ and are finished.

F GENERAL FACTS

General definitions that we will use throughout the technical report. The lemmas in here hold for all our speculative

semantics, so they are written with X, in mind.

Definition 7 (Core state). Every state for a speculative semantics that we define will always contain these core elements:

The program p, the counter ctr, the configuration o and the speculation window n.

Definition 8 (Dot notation). In the following, we use a dot notation to refer to components of a speculative instance ¥y/
.. For example, we write Wy.ctr to refer to ctr inside the instance Y.
We lift this notation to speculative states Xy and X in the following way: we write Xy - o to denote the configuration o

of the topmost speculative instance ®y of the speculative state 3. For example if s = Oy - Oy then Zy.0 refers to Oy.o.

Definition 9 (Update notation). We use bracket notation to update a speculative instance ¥x. For example, ¥ [n + 0]

updates field n in ¥y to 0. For example, ¥, = ¥x[n > ¥y.n — 1]
Definition 10 (Tuple Equality). Two tuples (t1,--- ,tn), {t],--- ,tp) are equal, iffty = t], -+, tn = t,.

Definition 11 (No ongoing transactions that will be rolled back). A speculative state Xy has no ongoing transactions
that will be rolled back, iff
(No-ongoing-transaction-rolled)
Ox
X, E XL fin Xep 92X
Vrlby i € T.dstarty i €T
Bstarty ide€ p.rlby id €T

Fo Xxp: noongoing
The last premise tells us that all started speculative transactions that will be rolled back were created in the execution
Xy Oxi;XJ’C. Since Xy, is a final state, there are no more ongoing transactions. In conclusion, we know that there are no
more unfinished transactions that will be rolled in Xy because we did not find a r1by i for that transaction in the trace 7.

Note that the final state is unique by Lemma 6 (Uniqueness final state).

Ox
Definition 12 (Ongoing transactions that will be rolled back). A speculative execution Xy ﬁ;X,’C’ has ongoing

transactions that will be rolled back, iff

(Ongoing-transaction-rolled-closed)
0,
3x; FX.: fin X8 Xy
d.rlby id’ € 7.Vstarty id € Tid # id’

o
Fo Xx Xi%X,’C’: ongoingtransactionrolledback

By Lemma 6 (Uniqueness final state) the state Xy, is unique for the given oracle O.

Definition 13 (Oldest ongoing transaction that will be rolled back). A speculative state X has an oldest ongoing
transaction that will be rolled back, iff
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(Ongoing-transaction-rolled-closed-oldest)
o,
3x; FX.: fin X8 XY
d.rlby id’ € 7.Vstarty id € Tid # id’
Vrlby jAstarty jArlbyiAstartyiAi<j

'_iO Xy : biggestongoingtransactionirolledback

has to exist because traces are finite.
Definition 14 (Case when [, is linear).
Tlns T Ths =T+ T Tns
ifiV.rlby id € T'.starty id € 7.
Definition 15 (Cases when Helper is linear). Let7 =7 - 7 be a trace. Then
helper (7', i) - helper(z,i) = helper(7' - 1,1i)

iff,  # rlby id forall id € N.

s ’ Oxix ’ ; 1 Oxix 10x$x ’ = _ = =
Definition 16. If7’ is a prefix of T and X ZXy. then there exists Xy such that Xy = Xx 2/ X5, whereT =7"-7".

Definition 17. A speculative state Xy either has no ongoing transactions that need to be rolled back or it has ongoing

transactions that need to be rolled back.

Definition 18 (Well orderedness of rollback and start). If there are starty i,rlby i € 7, ThenT =7 - rlby it”’, the
startyi €.

The starty i appears before the corresponding rlby i in the trace.

Definition 19 (low-equivalent configurations w.r.t policy P). Two configurations o, ¢’ are indistinguishable with respect

to a policy P, written o ~p o', iff they agree on all registers and memory locations in P.

Lemma 6 (Uniqueness final state). If

(1) Xy is a speculative state and

(2) O is an oracle and

(3) There exists X}, X}/ and

(4) v X}: finand+ X[ : fin and

Ox Ox

(5) X $EXL and Xy XXV

Then
I X=X/
Proor. Since + X7 : finand + X}/ : fin we know by definition that X} = (p, ctr’,o’, h’, L) and X}/ = (p, ctr’’, 0", b,

1). We need to show

I ctr’ = ctr’” and
I & =h" and

I o =o"

Follows from the determinism of the languages O
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Lemma 7 (Commits do not change the topmost configuration). If
(1) X P$2X, and
(2) T=commit idy ----- commit id, for somen > 1
Then
I Xyx.0 =X}.0 and

I 7lps=e

Proor. We have
O
(1) X 42X} and
(2) T=commitidy----- commit idy for some n
We now need to proof that Xy.0 = X,.c and T, = ¢.

I Xx.0 = X}.0 For Xy.0 = X}.0 notice that X7.o is the configuration for the topmost instance in the state X.. We now
do a case analysis if that state was committed or not
topmost instance was not committed If the instance is not committed, then it will still be at the top, because
commit rules (like Rule S:Commit) only change the instance before the previous instance.
topmost instance was committed If the topmost instance in X}, is committed, then the configuration X7.c
is still at the top, because committing (like in Rule S:Commit) only updates the previous instance with the
configuration o, h and the cir of the committed instance. We thus preserve XJ.o.

Il 7|,5s = ¢ Follows from the definition of [s.

This completes the proof. O

Lemma 8 (Reaching Final state from final configuration (Finish commit instances)). If

(1) Xx.o € FinalConf and
(2) + Xx: nounfinishedtransactionsrolledback and
(3) X<l 21
Then
I Xy Oxigx,’( and
II Vr € 7.7 = commit id for some id € N and
I+ X,: fin
IV Xe.0=X}0

Proor. Induction on the size of | Xy|.

|Xx| =1 I Then we derive X OxigX,'c by reflection (like Rule S:Reflection) and have X} = Xy.
II Trivial, since 7 = «.
III Since |Xyx| = 1, we have Xyx.n = L. We can now derive + Xy : fin, since Xx.o € FinalConf.
Because X, = X, we have + X}, : fin and are finished.
IV Trivial, since Xy = X.
|Xx| =n+1withn >0 By |Xx| > 1and+ X, : nounfinishedtransactionsrolledback we know that there are transactions
that still need to be committed.
Since Xy.o € FinalConf, we know that the only rule that applies is Rule S:Commit. Thus, X MSX Xy
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Committing (like Rule S:Commit) does not change topmost configuration (Lemma 7 (Commits do not change
the topmost configuration)). So, we have X'.c = Xx.0.
We now apply IH on X}/, since |X}/| = n. We get

Ox

(1) Xy 45X and

(2) Vr € 7.7r = commit id for some id € N and

(3) FXL: fin

; Oxix : ; comnit id 9% xrr 1/ Oxix ’
I We construct an execution Xy X. by Rule S:Single with X, SQUALSE, © X and X}/ X
Il Here T = commit id - 7. By IH we know that 7’ fulfills the condition. Thus, 7 trivially fulfills condition as
well.
I By IH.
IV By Lemma 7 (Commits do not change the topmost configuration).

O

Definition 20 (Counting transaction that will be committed). We define a function count(). that counts all transaction

that will be committed with a speculation window of 0.
count() : X5 —» N
count(e) =0
count(¥y - ¥I¥e) =count(¥y) + 1 where ¥e.n = 0
count(¥y - ¥) =count(¥y)

Lemma 9 (Executing a chain of commits). If

(1) no transaction that will be rolled back with speculation window 0 in Xy
Then there exists X, such that

(1) Xy O"igx,’c

(2) minWndw(X}) >0

(3) Vr € 7.7 = commit id for some id € N

4) Xx.0=X,.0

Proor. The proof proceeds in a similar fashion to Lemma 8 (Reaching Final state from final configuration (Finish

commit instances)). By induction on the size of count(Xy).

count(Xy) =0 I Then we derive X, Oxi;X,’c by Rule S:Reflection and have X, = Xj.
II Because ¢ X : noongoing and count(Xy) = 0, there cannot be a transaction with speculation window 0.
III Trivial, since 7 = .
IV Trivial, since X, = XJ.

count(Xyx) = n+1 By count(Xyx) > 0 we know that there are transactions that still need to be committed.
Then minWndw(Xy) = 0 and we know that the only rule that applies is Rule S:Commit. Thus, X, -S2mitid, ™=
Xy
Applying Rule S:Commit does not change topmost configuration (Lemma 7 (Commits do not change the topmost
configuration)). So, we have X//.c = Xx.o.

We now apply IH on X}/, since count(X}/) = n. We get
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1) xv Oxﬁg,x,; and

(2) minWndw(X}) >0

(3) Yr € 7’.t = commit id for some id € N and

(4) Xx.0=Xy.0

I We construct an execution Xy Oxif(},c by Rule S:Single with X, fo Xy and X/ Oxiizf,X)’c.

Il ByIH 2).

III Here 7 = commit id - 7’. By IH we know that 7’ fulfills the condition. Thus, 7 trivially fulfills condition as
well.

IV By Lemma 7 (Commits do not change the topmost configuration).

O

We use the symbol A to present additional data in the speculative instance, ie.e, (p, ctr, o, n, A). For example, A =R

for ﬁR~

Definition 21 (pc-similar). Two configurations o, ¢’ € Conf are pc-similar, written o ~pc o', iff o(pc) = o’ (pc).

Definition 22 (Next-step agreeing configurations). Two configurations o,0’ € Conf are next-step agreeing, written
T T

0 ~next 0, iff there are 01, 0] € Conf such that o — o1, 0" — o] and 61 ~p¢ 0]

Definition 23 (AM: Similar speculative instances). Two speculative instances (p, ctr, o, n, A)b and (p’, ctr’, o’ ,n’, N }b,
are similar, written (p, ctr, o, n, A)b ~ (p’, ctr',o’, n',A’)bl iffp=p,ctr=ctr’,n=n"b=b,A=N,0 ~pc ¢’ and

/
0 ~next O -

Definition 24 (Oracle: Similar speculative instances). Two speculative instances {p, ctr, o, h, n, A)b and (p’, ctr’, o’ W,
n’,A')b/ are similar, written (p, ctr, o, h,n, A)b = (p',ctr',0’ b 1, A')b' ifp=p,cor=ct/,h=h,n=n",b="V,

A=N,0~pc 0’ and o ~pext 0.

. . . . et —
Definition 25 (Oracle: Similar speculative states). Two speculative states ¥y - {p, ctr, o, h, n, Del ta)ﬁ Y. - (p/ ctr, o,
— —
W, n, Delta')ﬁ/ are similar, written ¥y - {p, ctr, o, h, n, A)ﬁ =Y - (p,ctr,o’ B 1, A’)Er iff all the speculative instances
— — — —
in ¥y and ¥, are similar speculative instances which is written ¥x ~ ¥, and ctr = ctt’, 0 ~pc o', n=n', h=h', A= N/,

p=p andb="V.
Definition 26 (commit-free projection). The commit-free projection of our speculative state X is defined as follows:
€lcom =¢
P - (p, ctr,o, h, n, ...)b Neom =P [com - (p, ctr,o, h, n, ...)b with b # false
?x -(p,ctr,o, h,n, ...) Tcom =¢4 -{p, ctr,o, h,n, ...) where @xl =0
¥, . (p,ctr,o, h,n, ...)b Ap,ctr’, o’ W1, ...)f“lse Neom =V - (p, ctr’, o’ K, n)b Mcom
This executes the committed speculative instance and changes the speculative state.

Definition 27 (Invariants). We write INV(Zx, Xx) iff INVy(Zx, Xx I'com) holds. INV(Zy, Xx) holds if | Xx| = |Zx| and
forall1l <i < |3x|, minWndw(XL) < wndw(ZL), where 3L denotes the prefix of Sy of length i.

Definition 28 (Invariants2). We write INV2(Zx, Xy) iff INV2y(Zx, Xx Tcom) holds. INV2y, (3, Xx) holds if | Xx| = |Zx|
and minWndw(Xy) = wndw(Zy)
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We use two helper functions decr(¥) and zeroes(¥y) to decrease the window of all speculative instances during
execution.
Definition 29 (Decrease function).
decr() : Xy — X
decr(e) =¢
decr(?x W) =decr(Fy) - Py if¥c.n=0o0r¥.n=_1
decr(Wy - ¥y) =decr(Wy) - ¥Lif Wy.n > 0 and where ¥, = ¥y [n > ¥p.n — 1]

Definition 30 (Zeroes function).
zeroes() : Xy — Xx
zeroes(&) =¢
zeroes(@x - ¥y) =zeroes(¢x) Wy if¥xn=0o0r¥Ye.n=_1

zeroes(Py - ¥y) =zeroes(¥y) - Uy [n > 0]

Here is a short review of the rules of

T
= 3
(B:AM-Context)
3 —
Oy =) ®
— T - —
Dy - Oy = Ty - B
(B3:AM-Rollback)
n’ =0 or p is stuck
_ rlby ctr _
Dy - (p,ctryon) - (p,ctr’, o', n"y —===/ Dy - (p, ctr’, o, n)
z —
Dy =)

(B:AM-barr) (B:AM-barr-spec)
p(o(pc)) =spbarr o Lo p(o(pc)) =spbarr o S
T T
(p,ctr,o, L) =/ {(p, ctr,o’, L) (p,ctr,o,n+1) =) (p, ctr,0’,0)

(AM-NoBranch) (B:AM-General)
p(o(pc)) #beqz x, I, spbarr,Z o 5o T=pcn|startgn

T T
(pctr,o,n+1) = {p, ctr,o’, n) Qup.r L Pup

(B:AM-Spec)
p(o(pc)) =beqzx,t  (p,a) > (p,o’)  j=min(w,n)
o(pe)+1 ifo’(pc) =1

o’ =olpc—1'] U=
1 if o’ (pc) # 1

T
(pctr,o,n+ 1>ﬁ =L {p, ctr, a, n)ﬁ Apsctr+1, a’, j)ﬁ»pc o’ (pc)-starty cir

g U7 3
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(B3:AM-Reflection) _ ¢ :AMfSing[e)T
% U‘r U4 Y fﬁ Y
2 J‘LE > 3 U?T Y
(p X InitConf) A®T
(B:AM-Trace) (BAM-Beh)
I3 ESY Iﬁn Zinitp, o U? 5
((p,0) QLT Beh?) (p) = {7 | Yo € InitConf. ((p.0)) AFT}

G PROOFS FOR /):

Our main result for /9, is the following
THEOREM 2 (/913 18 WESS). + /913 WFSS

Proor. Immediately follows from Theorem 5 (3: SNI of Oralce and AM), Proposition 3 (B: Symbolic Consistency),
Theorem 4 (B: Behaviour of non-speculative semantics and AM semantics) and Theorem 3 (B SE: Behaviour of non-

speculative and oracle semantics). O

G.1 B:Relating the speculative and non-speculative semantics

We start by spelling out the definition of [p] ¢. Given a program p and a prediction oracle O, we denote by [p] o the
set of all triples (o, 7, ") € InitConf X ExtObs* X FinalConf corresponding to executions (0, o, ¢, €) 5" (ctr,o’, & h).

We are now ready to prove Theorem 3, which we restate here for simplicity:

THEOREM 3 (B SE: BEHAVIOUR OF NON-SPECULATIVE AND ORACLE SEMANTICS). Let p be a program and O be a prediction
oracle. Then Behns(p) = Beh© (p) Tns

ProoF. We prove the two directions separately.
(<). Assume that (0,7, 0”) € [p] 0. From Lemma 10 (proved in Appendix G.1.1), it follows that (o, 7[5, 0”) € (p).

(=). Assume that (0,7, ¢”) € (p). From Proposition 2 (proved in Appendix G.1.2), it follows that there exists a trace
1t/ € ExtObs” such that (0,7, 0") € [p]o and 7’ [ns = 7. u]

In the following, we rely on the concept of rolled-back transactions to denote portions of program executions
associated with rolled-back speculative transactions. Concretely, an execution {ctrg, oo, so, ho) ~% {ctr1, o1, 51, h1) -5
. 282 (ctry, o, Spy hn) S8 {ctrps1, On+1, Sn+1, Ant1) is a rolled back speculative transaction iff there is an identifier

id € N and two labels ¢, ¢ € Vals such that 7p = starti-pcfand 7, =rlbi-pc¢.

G.1.1  Soundness of the speculative semantics. Lemma 10 states that the speculative semantics does not introduce

spurious non-speculative behaviors.

Lemma 10 (B: Soundness). Let p be a program and O be a prediction oracle. Whenever (0, o, ¢, €) zr (ctr,c’,&,h),

*
Tl

o € InitConf, and ¢’ € FinalConf, then o -

PRrROOF. Let p be a program and O be a prediction oracle. Furthermore, let r be an execution (0, 0, ¢, €) 7 (ctr,
o’,¢& h) such that o € InitConf and ¢’ € FinalConf. We denote by R the set of rolled back transactions and by C
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the set containing all identifiers of transactions committed in r, i.e, R = {id € N | 3i € N. ¢|; = rlb id} and

C={id e N | 3i € N. 7]; = commit id}. We can incrementally construct the execution o h* o’ by applying
Lemma 11-Lemma 14. In particular, for instructions that are not inside a speculative transaction, we apply Lemma 11.
For branch instructions, there are two cases. If the associated speculative transaction is eventually rolled back (i.e., its
identifier is in R), then we apply Lemma 14 to the whole rolled back transaction to generate the corresponding step in
the non-speculative semantics. In contrast, if the speculative transaction is eventually committed (i.e., its identifier
is in C), then we can apply Lemma 12 (in conjunction with Lemma 15) to generate the corresponding step in the
non-speculative semantics as well as Lemma 11 for the other instructions in the transaction. Finally, we can simply
ignore the steps associated with the SE-CoMMIT rule (see Lemma 13). Observe that the resulting traces can be combined

. . * . . .
to obtain 7,5 since (0,0, ¢,¢) .5 (ctr,o’, € h) is a terminated execution. O

The above proof relies on the auxiliary lemmas below to handle non-branch instructions (Lemma 11), committed

transactions (Lemma 12, Lemma 13, and Lemma 15), and rolled back transactions (Lemma 14).

Lemma 11. Let p be a program and O be a prediction oracle. Whenever {ctr, o, s, h) & {ctr’,o’,s’, h"), p(c(pc)) # beqz x,

¢, and enabled(s), then o 54,

ProoOF. Let p be a program and O be a prediction oracle. Assume that (ctr, o,s, h) & (ctr’,o’,s’,h’), p(c(pc)) #

beqz x, ¢, and enabled(s). From this and the SE-NoBraNcH rule, it follows o 5. O

Lemma 12. Letp be a program and O be a prediction oracle. Whenever {ctr, o, s, h) L {ctr’,o’,s’,h’), p(c(pc)) = beqz x,

£, enabled(s), O(p, o (po) = (¢',w), & L5 07, then o T .

Proor. Let p be a program and O be a prediction oracle. Assume that (ctr, o,s, h) .5 (ctr’/,d’, s, h’), p(a(pc)) =
v
beqz x, ¢, enabled(s), O(p, h, o(pc)) = (', w), ¢ 2 & From this, the run was produced by applying the SE-BRANCH
P
rule. Hence, ¢’ = o[pc +— ¢’'] and 7 = start ctr - pc £/. From this, o LN o, tlps =pct’,and ¢’ = o[pc — '], it

follows that 7,5 = pc ¢/ and ¢’ = ¢’’. Hence, ¢ 5o O

Lemma 13. Let p be a program and O be a prediction oracle. Whenever {(ctr, o, s, h) Sommit id (ctr’,c’,s’, 1), then

oc=0o.

PROOF. Let p be a program and O be a prediction oracle. Assume that (ctr, o, s, h) S2WLtid, (ctr’ o7, s', h’). The

only applicable rule is SE-CommiT and o = ¢’ directly follows from the rule’s definition. O

Lemma 14. Let p be a uAsm program and O be a prediction oracle. Whenever r := {ctr, o,s, h) 5 (etr', o', s' B,

enabled(s), p(c(pc)) = beqz x, ¢, and the run r is a rolled-back transaction, then o i) o

PrOOF. Let p be a pAsm program and O be a prediction oracle. Assume that r := (ctr, o, s, h) " (ctr’,o’,s', 1),
enabled(s), p(o(pc)) = beqz x, £, and the run r is a rolled-back transaction. Since r is a rolled back transaction, there is

an identifier id € N and two labels ¢, ¢’ € Vals such that {ctr, o, s, h) m
hny DRIEERCL,

(ctr, 01,81, h1) s ... T84 {ctrp, on,
Sn, {ctrn+1, On+1, Sn+1: An+1)-

First, observe that ris starti-pc -7’ - rlbi-pc ¢. From this, r[ps = pc €/ s = pc £’.

Next, the first step in r is obtained by applying the SE-BRANCH rule (since it is the only rule producing start id

observations). Hence, the last transaction in s’ is (o, ctr, w, £), where (£, w) is the prediction produced by O, and id = ctr.
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We never modify the identifier, label, and rollback state inside the speculative transaction during the execution up to
the last step. Therefore, it follows (from the rules) that (o, ctr, 0, £) is a transaction in sp,.

Finally, the last step is obtained by applying the SE-RoLLBACK rule (since it is the only rule producing rlb id

. L . . pc ¢/ .
observations). Hence, the rolled back transaction in sy is (o, ctr, 0, £). From this, we have ¢ —— oy41. From this,
. Tlns
Tlns = pc ', and ¢’ = op41 (by construction), we have 0 — o”. O

Lemma 15. Let p be a program, O be a prediction oracle, and {ctrg, 9, s0, ho) <% {ctry, o1,51, h1) S ... J2 (ctry,
Ons Sns An) <% {ctrp+1, On+1, Sn+1, hnt1) be an execution. For all identifiers id € N, if there is a index 0 < j < n such
that tj = commit id, then there exists an 0 < i < j and w € N such that (m,a) — (m,a[pc > f]), (m,a) = oj,

(¢, w) = O(p, hj, 0i(pc)), and 7; = start ctr; - pc oi41(pc).

PrOOF. Let p be a program, O be a prediction oracle, and {ctrg, oy, 50, ho) <& (ctr1, 01,51, h1) 2 ... T2 (ctrp, on,
Sn> hn) 2% (Ctrp+1, On+1, Sn+1, hnt1) be an execution. Let id € N be an arbitrary identifier such that 7j = commit id
for some 0 < j < n. The j-th step in the run has been produced by applying the SE-CommiT rule, which is the
only rule producing commit id observations, while committing the the speculative transaction ({(m, a), id, 0,¢) in s;.
Hence, (m, a) ﬂ {m, a[pc — ¢]) holds. Therefore, there is an 0 < i < j when we executed the SE-BRANCH rule
for the identifier id. In particular, the rule created the speculative transaction (o3, ctri, w, £’) where (¢’, w) = O(p, hi,
gi(pc)), the observations are 7; = start ctr; - pc £/, and the next program counter is £’. Since (1) we only modify the
speculative windows inside the speculative transactions states, and (2) there is always only one speculative transaction
per identifier, it follows that ctr; = id, o; = (m,a), and ¢’ = ¢. From this, (m, a) Ec—i (m,alpc — £]), (m,a) = o,

(&, w) = O(p, hi, 0i(pc)), and 7; = start ctr; - pc oi+1(pc). O

G.1.2 Completeness of the speculative semantics. Proposition 2 states that the speculative semantics models all behaviors

of the non-speculative semantics (independently on the prediction oracle).

Proposition 2. Let p be a program and O be a prediction oracle. Whenever o 5 ooe InitConf, and o’ € FinalConf,

"
there are ©’ € ExtObs*, ctr € N, and h € H such that (0,0,¢,¢) Zs {ctr,o’, & h) and =1’ [ ns.

PRrOOF. Let p be a program and O be a prediction oracle. Moreover, let r be an execution oy o, o1 4. on BLN On+1
such that oy € InitConf and oy41 € FinalConf.
We now define a procedure ExXpPAND({ctr, 0, s, h), o 5o ) for constructing the execution under the speculative
semantics as follows:
o If p(a(pc)) # beqz x, ¢’ and enabled(s), then we apply the SE-NOBRANCH rule once. This produces the step
r’ == {ctr,0,s,h) L (ctr,o’, decr(s), h’). We return r’.
e If p(o(pc)) = beqz x, £’ and enabled(s), there are two cases:
- IfO(p, h, o(pc)) = {£,w) and £ = ¢’ (pc), then we correctly predict the outcome of the branch instruction.

We produce the execution r’ by applying the SE-BRaNCH rule: r’ := (ctr, g, s, by SL2LLITRE

{ctr +1,0’,
decr(s) - (o, ctr,w, £), h - (o(pc), ctr, £)). Observe that this step starts a speculative transaction that will be
committed (since £ = ¢’ (pc)). We return r’.

- IfO(p, h,o(pc)) = (£, w) and ¢ # o’ (pc), then we mispredict the outcome of the branch instruction.We
produce the execution r’ by (1) applying SE-BRANCH once to start the transaction cir, (2) we repeatedly

apply the speculative semantics rules until we roll back the transaction ctr. This is always possible since
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. . . . tart ctrpc ¢
speculative transactions always terminate. Hence, 1’ is {ctr, 0, s, h) <2 ZIRLS

(ctr + 1,0[pc — ¢£],
decr(s) - (o, ctr,w, £), h - {o(pc), ctr, £)) J\;* {ctr’”,c”,s"" - (o, ctr,0,£) - s""" W) m {ctr’”,o’,
s” KW - {a(pc), ctr, o’ (pc))). We return r’.
o If —enabled(s), then there is a pending transaction (with identifier id) that has to be committed. In this case, we
simply perform one step by applying the SE-ComMIT rule.
Finally, the execution r’ is constructed by concatenating the partial executions ry, . . ., r,, which are constructed as

follows:

cfg, = (ctro, 00, &, €)

Ti
ri = EXPAND(cfg;, 0i — 0iy1)
cfg; = last(ri—1) ifi>0

From the construction, it immediately follows that the initial extended configuration in r” is {ctro, 0o, &, €) and the final
configuration is {ctr, 0y, ¢, h) (for some ctr € N and h € H) since (1) r is a terminating run, (2) we always execute
all transactions until completion, (3) speculative transactions always terminate given that speculative windows are
decremented during execution, (4) rolled-back speculative transactions do not affect the configuration o. Similarly,
it is easy to see that 7[,s = 70 - ... - 7, since (1) the observations associated with committed steps are equivalent to
those in the non-speculative semantics, (2) observations associated with rolled back transactions are removed by the
projection (and we execute all transactions until termination, and (3) other extended observations are removed by the

non-speculative projection. m]

G.2 B:Relating the always-mispredict and non-speculative semantics

We start by spelling out the definition of {p[},. Given a program p and a speculative window w, we denote by {p[.,
*
the set of all triples (o, 7, 0’) € InitConf X ExtObs* X FinalConf corresponding to executions (0, o, €}=T> (ctr,d’, €).

We are now ready to prove Theorem 4, which we restate here for simplicity:

THEOREM 4 (B: BEHAVIOUR OF NON-SPECULATIVE SEMANTICS AND AM SEMANTICS). Let p be a program. Then
Behns(p) = Beh(y (p) Ins

Proor. The proposition can be proved in a similar way to Proposition 3. Specifically, the proof of the direction (&)
is a simpler version of Lemma 10 (B: Soundness)’s proof since there are only rolled-back transactions. The proof of the

direction (=), instead, is identical Proposition 2 ()’s proof. O

G.3 B:Relating concrete and symbolic always mispredict semantics

Below, we provide the proof of Proposition 3: We note that the path condition is here collected on the trace instead of

in a separate structure 55 as we have shown previously.

Proposition 3 (B: Symbolic Consistency). Let p be a program and w € N be a speculative window. Then, {p}w =

yUphm™).

Proor. The proposition follows from Proposition 4 (proved in Appendix G.3.2) and Proposition 5 (proved in
Appendix G.3.3).

We now prove the two directions:
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(=) : Let {0,7,0”) be a run in {p[. From this, it follows that (0, o, ¢) =p> wt*(ctr, o’, €). From Proposition 5
(proved in Appendix G.3.3), thzre is a valuation p, a symbolic trace 7/, and a final symbolic configuration ¢’/
such that (0, (smq, sag), £) és (ctr,a”, &), u(7') = 1, p({smo,sag)) = o, p(¢’’) = o’, and p |= pthCnd(7’).
Hence, {{(smg, sap),7’,0"’) € symTracesp(w) and (u((smo,sap)), ("), u(c’")) € y({{smo,saop), 7', c’’)) (since
u E pthCnd(z")). Therefore, {u({smo,sao)), u(z’), u(c”’)) € y(symTracesp(w)). From this and p(7’) = T,
1({smo,sap)) = o, p(c”’) = o’, we have {(0,7,0”) € y(symTracesp (w)).

(&) : Let (0,1,0’) be a run in y(symTracesp(w)). From this, it follows that there is a symbolic run (os, 75, 0%) €

symTracesp(w) and a valuation y such that y |= pthCnd(zs) and p(os) = o, p(o?) = o, and p(zs) = 7. From (os,
Ts, 04) € symTraces,, (w), we have that (0, o, &) és (ctr, 0%, €). From Proposition 4 (proved in Appendix G.3.2)

and p | pthCnd(zg), we have that (0, p(os), £)=p> wu(rs)™(ctr, u(a?), €). Therefore, (u(sigmas), u(ts), (o)) €
{pltw- From this and p(os) = o, p(o}) = o', and p(zs) = 7, we have (o, 7,0’) € {p[w-

This completes the proof of our claim. O

G.3.1 Auxiliary definitions. Given a symbolic speculative state (o, id, w,f) € SpecS, its next-step mispredict path
condition pthCnd({o, id, w, £)) is the symbolic expression pthCnd(r) such that o l>s o’ and ¢’ (pc) # ¢ (if such a 7 does
not exists, then pthCnd(s) = T). Given a sequence of symbolic speculative states s € SpecS*, its next-step mispredict
path condition pthCnd(s) = )\ (s,idw,e)es pthCnd({o, id, w, £)).

We say that a concrete speculative state (o, id, w,£) € SpecS is next-step mispredict well-formed, written wf ({o,
id, w, £)), if 0 - o’ and o’ (pc) # f. We say that a sequence of speculative states s € SpecS* is next-step mispredict
well-formed, written wf (s), if A\ (g, idw,eyes Wf ({0, id, w, £)).

G.3.2 Soundness. In Proposition 4, we prove the soundness of the symbolic semantics.

*
Proposition 4. Let p be a program and u be a valuation. Whenever (0, (smo, sagp), €) =T>$ (ctr, (sm,sa), €), (sm, sa) €

FinalConf, and i |= pthCnd(t), then {0, {(u(smy), p(sap)), €) é Opu(r)*{ctr, {u(sm), u(sa)), €).

PRrROOF. Let p be a program and p be a valuation. Assume that, for some n € N, (ctrg, (smo, sao), so) %5 {ctry,
(smy, say), s1) és ... {ctrp, (smp,san), sn) %s {ctrp+1, {SMp+1, SAn+1), Sn+1), where ctrg = 0, s9 = sp+1 = &, and
(smp, san) € FinalConf. Finally, assume that y |= pthCnd(zo - 71 - ... - 7). We claim that, forall1 < i <n+1,u E
pthCnd(sj—1). We can obtain the concrete execution {ctro, {(u(smp), u(sap)), pi(so)) Mﬂ (ctrps1, (p(smp+1),
1(san+1)), 1(sn+1)) by repeatedly applying Lemma 16 (since for all 1 < i < n+1, u |= pthCnd(si—1) A pthCnd(z;)).

We now show that for all 0 < i < n+ 1, u |= pthCnd(s;). We prove this by induction. For the base case of i = 0, the
claim trivially holds since sy = ¢ and therefore pthCnd(sg) = T. For the induction step, assume that the claim holds for
all j < i. We now show that it holds for i as well. There are three cases:

o The i-th configuration has been derived using the SE-NoBraNcH rule. Then, s;—1 and s; only differ in the length
of the remaining speculation windows. Therefore, pthCnd(s;—1) = pthCnd(s;). From the induction hypothesis,
1 | pthCnd(s;—1). Therefore, i |= pthCnd(s;).

e The i-th configuration has been derived using the SE-BraNcH rule. Then, s; = decr’ (si—1) - ({smj-1,sai—1), id,

P -pc ¢/
min(w, wndw(s) — 1), £), where p(saj—1(pc)) = beqz x, £"’, (smj_1,sai—1) ms o,
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saj—1(pc) +1 if ¢ #sa;—1(pc) +1
£ = , and pthCnd(t;—1) = se. From this, it follows that pthCnd({o, id, 0,
e’ if ¢/ =saj_1(pc) +1

£)) = se. From this, pthCnd(r;—1) = se, and p |= pthCnd(7p - 71 - ... - 7,), we have that y |= se. Moreover, from
PthCnd(s;) = pthCnd(si-1) A se, ji [= se, and the induction hypothesis, we have u |= pthCnd(s;).

o The i-th configuration has been derived using the SE-RoLLBACK rule. Then, s;—1 = s; - {0, id, 0, £) for some o, id,
and ¢. Therefore, pthCnd(s;—1) = pthCnd(s;) A ¢ for some ¢. From the induction hypothesis, i |= pthCnd(s;j-1).
From this and pthCnd(si—1) = pthCnd(s;) A ¢ for some ¢, we have p |= pthCnd(s;).

This completes the proof of our claim. O

In Lemma 16, we prove the soundness of a single step of the symbolic always mispredict semantics.

Lemma 16. Let p be a program. Whenever {ctr, (sm, sa), s) =5 (ctr’, (sm/,sa'),s'), then for all mappings ji : SymbVals —
Vals such that i = pthCnd(s) A pthCnd(z), {ctr, (p(sm),y(sa)),y(s))=p> Ou(r){ctr’, (u(sm”), u(sa’)), u(s’)).

Proor. Let p € Prg be a program. Moreover, assume that {ctr, (sm, sa), s)=T>s (ctr’,(sm’,sa’),s”). We proceed by
case distinction on the rules defining=;.

Rule AM-NoBRrRANCH. Assume that {ctr, (sm, sa), s) = s {ctr’, (sm’,sa’), s’} has been derived using the SE-NoBRANCH

rule in the symbolic semantics. Then, (sm, sa) LS (sm’,sa’y, p(sa(pc)) # beqz x, ¢, enabled’ (s), ctr’ = ctr,

and s’ = decr’(s). Let u : SymbVals — Vals be an arbitrary valuation that satisfies pthCnd(s) A pthCnd(7).

Observe that p also satisfies pthCnd(r). Therefore, we can apply Lemma 2 to (sm, sa) Ls (sm’,sa’) to derive

(u(sm), u(sa)) ﬁ(—r)—> {u(sm’), u(sa’)). Moreover, we immediately have that enabled’ (s) iff enabled’ (u(s)) and
p(sa(pc)) # beqz x, ¢, iff p(u(sa)(pc)) # beqz x, £,. Thus, we can apply the rule AM-NoBRANCH of the concrete

semantics starting from (ctr, (u(sm), u(sa)), p(s)). Therefore, {ctr, (u(sm), p(sa)),y(s))=p> Opu(r){ctr, {u(sm’),
u(sa’)), u(s")).
T
Rule AM-BRANCH. Assume that {ctr, (sm,sa),s) = (ctr’,(sm’,sa’),s’) has been derived using the SE-BRANCH
P -pc ¢/

rule in the symbolic semantics. Then, p(sa(pc)) = beqz x, £”/, enabled’ (s), (sm, sa) ms o/, t =

sa(pe) +1 if £/ # sa(pe) +1
(pe) (pe) ,ctr’ = ctr+ 1, sm’ = sm, sa’ = sa[pc — ], s’ = s - ((sm,sa), ctr, min(w,

¢’ if ¢/ = sa(pc) +1
wndw(s) — 1),¢), and 7 = symPc(se) - start ctr - pc £. Let u : SymbVals — Vals be an arbitrary valuation

satisfying pthCnd(s) A pthCnd(7). Observe that p also satisfies pthCnd(7), i.e., i |= se. We can apply Lemma 2 to
P -pc ¢/
(sm,sa) M)s o’ to derive {u(sm), u(sa)) &) u(a”). Observe that p(o’)(pc) = ¢’ and enabled’ (s)

holds iff enabled’ (u(s)) does. Therefore, we can apply the rule AM-BraNCH of the concrete semantics starting
from (ctr, {(u(sm), p(sa)), u(s)). We have (ctr, (u(sm), pu(sa)), u(s)) =p> Opstart ctr - pc £ {ctr + 1, {u(sm),
p(sa)[pe — £7'1), u(s) - ((u(sm), u(sa)), ctr, min(w, wndw(u(s)) — 1), £”””)). We claim that £ = ¢”’. Hence,
(etr, (u(sm), pu(50)), 1(5)) = Op()etr’, ulsm), p(sa), p(s")).
We now show that £ = ¢’”/. There are two cases:
¢ =sa(pc) +1: Then, £’ # sa(pc) + 1. There are two cases:

« The step (sm, sa) Ms o’ has been derived using the BEQz-CONCR-SAT rule from the

symbolic non-speculative semantics. Then, sa(x) = 0. Therefore, p1(sa)(x) = 0and £’”" = u(sa)(pe)+1

by construction. Hence, £ = ¢,
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symPc(se)-pc £’ , . .
* The step (sm,sa) ——————— s o’ has been derived using the BEQz-SYMB-SAT rule from the

symbolic non-speculative semantics. Then, se is sa(x) = 0. From this and y = se, we have that
u(sa)(x) = 0 and, therefore, ¢’”/ = pu(sa)(pc) + 1 by construction. Hence, £ = ¢'”.
This completes the proof of this case.
¢ =1{": Then, ¢’ = sa(pc) + 1. There are two cases:

symPc(se)-pc ¢’
« The step (sm, sa) ——)—>

s o’ has been derived using the BEQz-CONCR-UNSAT rule from the
symbolic non-speculative semantics. Then, sa(x) # 0. Therefore, u(sa)(x) # 0 and ¢’ = ¢’ by
construction. Hence, ¢ = ¢'’.

% The step (sm, sa) M s 0’ has been derived using the BEQz-SyMB-UNSAT rule from the
symbolic non-speculative semantics. Then, se is sa(x) # 0. From this and p = se, we have that
u(sa)(x) # 0 and, therefore, ¢’ = £’ by construction. Hence, £ = ¢'”.

This completes the proof of this case.
This completes the proof of our claim.

Rule AM-RoLLBACK. Assume that {(ctr, (sm, sa), s) N s {ctr’, (sm’,sa’),s’) has been derived using the SE-RoLLBACK
rule in the symbolic semantics. Then, s = sg-(0, id, 0, £), & i)s o’ ctr’ = ctr,0’ = (sm’,sa’),s’ = sp,sa’(pc) # ¢,
and 7 = rlb id-pc o’ (pc). Let p : SymbVals — Vals be an arbitrary valuation satisfying pthCnd(s) A pthCnd(t).
We claim that p |= pthCnd(z’). Therefore, Lemma 2 to o -, s o’ to derive p(o) ﬁ(—r—/)—> u(o”). By applying the rule
AmM-RoLLBACK of the concrete semantics starting from (ctr, (u(sm), u(sa)), u(s)), we obtain {ctr, (u(sm), u(sa)),
u(sp) (o, id, 0, {’))=P> Oprlbid - pc o’ (pe){ctr, u(a’), u(sp)). Since o’ (pc) = u(c’)(pc) = £ (since the program
counter is always concrete), we have that (ctr, (u(sm), p(sa)),y(s))=p> Opu(r){ctr’,{u(sm’), u(sa’)), u(s")).
We now prove our claim that y |= pthCnd(z"). There are four cases:

— The step o T—/> s 0 has been derived using the BEQz-CONCR-SAT rule from the symbolic non-speculative
semantics. Then, pthCnd(7’) = T and the claim trivially holds.

— The step o LR s 0’ has been derived using the BEQz-CONCR-UNSAT rule from the symbolic non-speculative
semantics. Then, pthCnd(z’) = T and the claim trivially holds.

— The step o T—’> s 0’ has been derived using the BEQz-SYMB-SAT rule from the symbolic non-speculative
semantics. Then, pthCnd(7’) is sa(x) = 0. Observe that sa(x) = 0 is one of the conjuncts of pthCnd(s) by
construction. Therefore, pi |= pthCnd(z’) since p |= pthCnd(s).

— The step o “, s 0’ has been derived using the BEQz-SymB-UNsAT rule from the symbolic non-speculative
semantics. Then, pthCnd(z7’) is sa(x) # 0. Observe that sa(x) # 0 is one of the conjuncts of pthCnd(s) by
construction. Therefore, p | pthCnd(z’) since y = pthCnd(s).

This completes the proof of our claim.

This completes the proof of our claim. O

G.3.3 Completeness. In Proposition 5 we prove the completeness of our symbolic semantics.

Proposition 5. Let p be a program. Whenever (0, o, £)=p> Ot'*(ctr,0’,¢), o € InitConf, and ¢’ € FinalConf, then there

7
is a valuation yi, a symbolic trace t’, and a final symbolic configuration (sm, sa) such that (0, (smq, sag), &, T) = (ctr,

(sm,sa), €), p({smo, sap)) = o, p({sm,sa)) = o’, u(t’) = t, and p |= pthCnd(7’).
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P p P
PrOOF. Let p be a program and (ctry, 09, So) = Oto{ctri, 01,51) = Oty ...{ctrn, on, sn) = OTp{Cctrn+1, On+1,
sn+1) be a concrete execution, where ctrg = 0, so = Sp+1 = €, 09 € InitConf, and op41 € FinalConf. We claim that wf (s;)

holds for all 0 < i < n+ 1. Furthermore, let 1 be a valuation such that p({(smy, sagp)) = o9. We can construct the symbolic

execution (0, (smy, sap), &, T) é: (ctr, (sm, sa), €) by repeatedly applying Lemma 17. From the same Lemma, we also
obtain that p({smo, sag)) = 09, p({sm,sa)) = on+1, u(t') =10 - ... - ™, and p = pthCnd(z’).

We prove by induction that wf (s;) holds for all 0 < i < n+ 1. For the base case i = 0, sp = ¢ and wf (so) holds trivially.
For the induction step, we assume that wf(s;) holds for all j < i and we show that it holds also for s;. There are three
cases:

o The i-th configuration has been derived using the AM-NoBraNcH rule. Then, s;—; and s; only differ in the
length of the remaining speculation windows. Therefore, wf (s;) holds iff wf(si—1) does. From the induction
hypothesis, wf(sj—1) holds and therefore wf (s;) holds.

e The i-th configuration has been derived using the AM-BrancH rule. Then, s; = decr’ (si—1) - (i1, ctr, min(w,
wndw(s) — 1), £), where p(gi_1(pc)) =beqz x, £, g1 L£/> o’,and ¢ = oi-1(pe) +1 ifoi-1(x) =0 .From

v if 6i_1(x) £ 0
this, wf (s;) holds iff both wf (s;—1) and wf ({g;-1, ctr, min(w, wndw(s) — 1), £)) hold. The former follows from

the induction hypothesis, the latter follows from o;_1 -pc—i o’ and f = oi-1(pe) +1 ifoi-1(x) =0 .

t ifoj—1(x) #0
e The i-th configuration has been derived using the AM-ROLLBACK rule. Then, s;—1 = s; - {0, id, 0, £) for some o,

id, and ¢, i.e., if wf(sj—1) holds, then wf (s;) holds as well. From the induction hypothesis, wf (s;—1) holds and,

thus, wf (s;) holds.

This completes the proof of our claim.

In Lemma 17, we prove the completeness of one step of the symbolic semantics.

Lemma 17. Let p be a program, sa be a symbolic assignment, sm be a symbolic memory, and ss be a sequence of symbolic
speculative states. Whenever {ctr, (m, a), s)=p> Opt{ctr’,{m’,a’),s’)y and wf (s), then for all valuations p : SymbVals —
Vals such that ji(sa) = a, u(sm) = m, and j(ss) = s, then there are ’, ctr’, sm’, sa’ such that (ctr, (sm, sa), ss) =T:>5 {ctr’,

(sm’,sa’),ss’), u(sm’) =m’, u(sa’) = a’, u(ss’) =s’, p(z’) = 7, and p | pthCnd(7’).

Proor. Let p be a program, sa be a symbolic assignment, sm be a symbolic memory, ss be a symbolic speculative
state. Moreover, assume that {ctr, {m, a), s) =p> Opt{ctr’,(m’,a’),s’) holds and wf (s). Finally, let y : SymbVals — Vals
be an arbitrary valuation such that u(sa) = a, p(sm) = m, and p(ss) = s. We proceed by case distinction on the rules
deﬁningé On.

Rule AM-NOBRANCH. Assume that (ctr, (m, a), s) =p> Opt{ctr’,(m’,a’),s") has been derived using the SE-NoBrANCH
rule in the concrete semantics. Then, p(a(pc)) # beqz x, £, (m,a) 5 (m’,a’), enabled’ (s), ctr’ = ctr, and
s’ = decr’ (s). Observe that p(sa(pc)) # beqz x, £, and enabled’ (ss) immediately follow from p(a(pc)) # beqz x,
¢ and enabled’ (s) respectively. We can apply Lemma 4 to (m, a) 5 (m’,a’). Therefore, for all valuation y such
that pi(sa) = a and pu(sm) = m, there are sm’, sa’, 7’ such that (sm, sa) T—/>s (sm/,sa’y, p(sm’) =m’, p(sa’) = a’,

p(7’) = r,and p |= pthCnd(7’). Since y is a valuation for which p(sa) = a and p(sm) = m, we therefore have that
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(sm,sa) T—>s (sm/,sa’y, u(sm’)y =m’, u(sa’) = a’, p(7’) = 7, and p E pthCnd(z’). Hence, we can apply the Am-
NoBRraNCcH rule in the symbolic semantics to {ctr, (sm, sa), ss). Thus, {ctr, (sm, sa), ss) és {ctr’’,{sm’ sa’),ss"),
where ctr’”’ = ctr. We have already established that p(sm’) = m’, u(sa’) = a’, and p(7’) = 7, and p |= pthCnd(z’)
(which all follow from the application of Lemma 4). We still have to show p(ss”) = s’. This immediately
decr’(s)  if p(a(pc)) # spbarr decr’(ss)  if p(sa(pc)) # spbarr
follows from p(ss) = s, s’ = , ss’ ,
zeroes' (s) otherwise zeroes’ (ss) otherwise
and sa(pc) = a(pc).
Rule AM-BRANCH. Assume that {ctr, (m, a), s) =p> Opt{ctr’,(m’,a’),s’) has been derived using the SE-BRANCH
a(pc)+1 ifa(x)=0
rule in the concrete semantics. Then, p(a(pc)) = beqz x,¢’, enabled’ (s), t = ,T =
4 ifa(x) #0
startctr-pct,m’ =m,a’ = a[pc > ], ctr’ = ctr+1,and s’ = decr’(s) - {{m, a), ctr, min(w, wndw(s) — 1), £).

Observe that enabled’ (ss) directly follows from p(ss) = s and enabled’ (s) and p(sa(pc)) = beqz x, £’ follows

7"

from pc being always concrete and p(sa) = a. Observe also that (m, a) LN (m, a[pc +— ¢”’]) holds where

t” € {t’,a(pc) +1} \ {¢}. We can apply Lemma 4 to (m, a) L{W> (m, a[pc > ¢"’]). Therefore, for all valuations

p such that u(sa) = aand p(sm) = m, (sm, sa) T—’>s (sm’,sa’y, u(sm’) = m, u(sa’) = a[pc — €], u(z’) = pct”,

and p | pthCnd(7’). Since p(sa) = a and p(sm) = m, we thus have that (sm, sa) i”—>5 (sm/,sa’)y, p(sm’) = m,

p(sa’) = alpe v €], u(r””) = pc £”, and p | pthCnd(z’"’). Observe that, since p(sa(pc)) = beqz x, £/, 7’ is of

the form symPc(se) -pc ¢”'. Therefore, we can apply the AM-BRANCH-SYMB rule in the symbolic semantics to (ctr,

(sm, sa), ss) to derive {ctr, (sm, sa), ss)=P> wt'{ctr+ 1, (sm’,sa’), ss’), where ©’ = symPc(se) - start id - pc ¢£'’’,

sm’ = sm, sa’ = sa[pc — '], ¢ = olpe) +1 ift" # salpe) + 1, ss’ = decr’ (ss) - ({sm, sa), ctr, min(w,

t if £ = sa(pc) + 1

wndw(ss) — 1), £’””), and id = ctr. We claim that £""” = £. From p(sm) = m and m’ = m, we get that p(sm’) =

pu(sm) = m = m’. From p(sa) = a, a’ = a[pc — £], sa’ = sa[pc — ¢’’], and £ = {’"’, we have that

u(sa’) = p(salpc — £”’]) = p(sa)[pc — ¢’"’] = a[pc — £"”’] = a[pc — ¢] = @’. From r = start ctr - pc ¢,

7/ = symPc(se) - start id - pc £’”/, and ¢ = ¢’”/, we have p(7’) = 7. From pu(ss) = s, p(sa) = a, u(sm) = m,

s’ = decr’ (s)-{({m, a), ctr, min(w, wndw(s)—1), £), ss’ = decr’ (ss)-{{sm, sa), ctr, min(w, wndw(ss)—1), £’"’), and

¢ =", wehave u(ss’) = p(decr’ (ss)-((sm, sa), ctr, min(w, wndw(ss)—1), £"”")) = decr’ (u(ss))-({(u(sm), u(sa)),

ctr, min(w, wndw(u(ss)) — 1), £’y = decr’ (s) - {{m, a), ctr, min(w, wndw(s) — 1), """ = decr’ (s) - {{m, a), ctr,
min(w, wndw(s)—1), £) = s’. Finally, y = pthCnd(z’) immediately follows from 7’ = symPc(se)-start id-pc ¢"”’,

/= symPc(se) - pc £, and p | pthCnd(z"’).

We now prove our claim that £ = £””/. There are two cases:

a(x) =0: Then, ¢ = a(pc) + 1. Therefore, £ = ¢’. From this and p’s well-formedness, it follows that ¢’* #
sa(pc) + 1 (since we consider only pAsm programs such that p(¢) = beqz x, ¢’ and ¢’ # £ + 1). Hence,
¢""" = sa(pc) + 1. From this and sa(pc) = a(pc), we have that £ = ¢'”.

a(x) # 0 : Then, £ = £’. Therefore, £’ = a(pc) + 1. From this and p’s well-formedness, £’’’ = ¢. Hence, £ = £’”’.

Rule AM-RoLLBACK. Assume that {ctr, (m, a), s) N Opt{ctr’,{(m’,a’),s’) has been derived using the AM-ROLLBACK

rule in the concrete semantics. Then, s = sg - (id, 0, ¢, (m’’,a’’)), r = rlb id - pc a’ (pc), (m”’,a’’) T—N> m"”,a"y,

ctr’ = ctr,m’ =m'’,a’ = a’”’,and s’ = sg. From p(ss) = s and s = sg - (id, 0, ¢, (m"’,a’’)), it follows that

ss = ssg - (id, 0, ¢, (sm”’,sa’’)) and p(sa’’) = a’’ and p(sm’’) = m” . Since p(sa’’) = @’’ and p(sm’”) = m”, we
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’,a’""). We, therefore, obtain that there are sm’”’, sa’’”’, 7’"’ such that

can apply Lemma 4 to (m’’,a"") -, (m”
(sm”,sa’’) T—l>s (sm’,sa’”"y, p(sm’””’) = m'"’, u(sa’”’) = @', u(z"””) = 7", and p | pthCnd(z""’). We claim
that sa’’ (pc) # ¢. Hence, we can apply the AM-RoLLBACK rule in the symbolic semantics to {ctr, (sm, sa), ss).
Thus, {ctr, (sm, sa), ss) é,:>S (ctr’’,(sm/,sa’),ss”), where ctr’’ = ctr, sm’ = sm’”’, sa’ = sa’”’, and ss’ = ssg.
From ctr’’ = ctr and ctr’ = ctr, we have ctr’ = ctr’. From u(sa’’) = a’”’, ' = a’”’, and sa’ = sa’”’, we have
p(sa’) =a’ . From u(sm”’)y =m""’,m’ =m’”’,and sm’ = sm’”’, we have u(sm’) = m’.From t = rlb id-pc a’ (pc)
and ¢/ = rlb id - pc sa’ (pc), we have p(z’) = r and p | pthCnd(z’). Finally, from s’ = sg and ss’ = ssp, we
have p(ss”) = p(ssg) = sp (thanks to u(ss) = s) and p | pthCnd(ss”) (thanks to yu = pthCnd(ss)).

We now prove our claim that sa’”’ (pc) # ¢. From s = sg - (id, 0,¢,(m"’,a’’)), (m",a’") T—”> (m'’,a"””), and
wf (s), we immediately have that a’”’(pc) # £. From this and sa’”’ (pc) = a’”’ (pc), we have sa’”’ (pc) # ¢.

This completes the proof of our claim. O

G.4 B:Relating speculative and always mispredict semantics

Below, we provide the proof of Theorem 5, which we restate here for simplicity:

THEOREM 5 (B3: SNI oF ORALCE AND AM). A program p satisfies SNI for a security policy P and all prediction oracles
O with speculative window at most w iff for all initial configurations a,0’ € InitConf, ifo ~p ¢’ and ((p, o)) QT
((p0")) PlygT then ((p, ) AT", ((p,0")) AT

PROOF. Let p be a program, P be a policy, and w € N be a speculative window. We prove the two directions separately.

(=). Assume that p satisfies SNI for P and all prediction oracles O with speculative window at most w. Then, for all
O with speculative window at most w, for all initial configurations o, ¢’ € InitConf, if o ~p ¢’ and (p)) (o) = (p)(¢’),
then [p]p(o) = [p]o(¢’). From this and Proposition 6 (proved below), we have that for all initial configurations
0,0’ € InitConf, if o ~p o’ and (p) (o) = (p)(¢”), then {plw(c) = {plw(d’).

(<). Assume that p is such that for all initial configurations o, ¢’ € InitConf, if ¢ ~p ¢’ and (p) (o) = (p)(¢’), then
{plw(o) = {plw(c’). Let O be an arbitrary prediction oracle with speculative window at most w. From Proposition 6
(proved below), we have that for all initial configurations o, ¢’ € InitConf, if 0 ~p ¢’ and (p) (o) = (p)(c’), then
[rlo(e) = [plo(c’). Therefore, p satisfies SNI w.r.t. P and O. Since O is an arbitrary predictor with speculation

window at most w, then p satisfies SNI for P and all prediction oracles O with speculative window at most w. O

The proof of Theorem 5 depends on Proposition 6, which we restate here for simplicity:

Proposition 6. Let p be a program, w € N be a speculative window, and o,0’ € InitConf be initial configurations.

{plw(o) =plw () iff [plo (o) = [plo(¢”) for all prediction oracles O with speculative window at most w.

Proor. The proposition follows immediately from Proposition 7 (proved in Appendix G.4.2) and Proposition 8

(proved in Appendix G.4.3). O

G.4.1 Auxiliary definitions. Before proving Proposition 7 and Proposition 8, we introduce some auxiliary definitions.

pc-similar configurations. Two configurations o, 0" € Conf are pe-similar, written o ~p¢ o, iff a(pc) = o’ (pc).
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Next-step agreeing configurations. Two configurations o, ¢’ € Conf are next-step agreeing, written o ~ ey o, iff there

T T
are oy, 0{ € Conf such that 0 — o1, 0’ — a{, and o1 ~pc ai.

Similar extended configurations. Two speculative states (o, id, w, £) and (¢’ id’, w’, £’) in SpecS are similar, written
(o,id,w,€) = (¢’ id",w', ¢'),iff id = id',w=w,0=1t,0 ~pc 0’,and 6 ~pex 0’.

Two sequences of speculative states s and s” in SpecS* are similar, written s = s’, iff all their speculative states are
similar. Formally, ¢ = e and s - (o, id, w,£) = s" - (¢’, id’,w’, ') iff s = 5" and (o, id, w, £) = {0/, id’,w’, ).

Two extended configurations (cir, o,s), {ctr’,o’,s’) are similar, written (ctr,o,s) = (ctr/,d’,s’), iff ctr = ctr’,

0 ~pc 0’,and s = s’. Similarly, (ctr,g,s,h) = (ctr’,0’,s',b’) iff ctr = ctr’, 0 ~pc o', s = s’,and h = I’.

Commit-free projection. The commit-free projection of a sequence of speculative state s € SpecS*, written s [com, is as
follows: €l com = &, s - {0, id, W, £) Tcom = Slcom - {0, id, w, £) if & 5 o’ and o’ (pc) # ¢, and s - (o, id, w, £) Tcom = Sl com

if 6 5 ¢’ and o’ (pec) = ¢.

Mirrored configurations. Two speculative states (o, id, w, £) and (o, id’, w’, £’} in SpecS are mirrorsif ¢ = ¢’ and £ = ¢'.
Two sequences of speculative states s and s” in SpecS* are mirrors, written s||s’, if |s| = |s”| and their speculative states

are pairwise mirrors. Finally, (ctr, o, s)||{ctr’, o/, s’, b’} iff 0 = ¢’ and s||s’ I'com-

Auxiliary functions for handling transactions’ lenghts. The wndw(-) : SpecS* — N U {co} function is defined as follows:
wndw(e) = co and wndw(s - (ctr,w,n, o)) = w. The minWndw(-) : SpecS* — N U {co} function is defined as follows:

minWndw(e) = co and minWndw(s - {ctr, w, n, o)) = min(w, minWndw(s)).

Invariants. We denote by INV (s, s”), where s, s’ € SpecS*, the fact that |s| = |s’| and forall 1 < i < |s], minWndw(s'") <
wndw(s'), where s denotes the prefix of s of length i. Additionally, INV ({ctr, g, s), {ctr’, o', s’, I")), where {ctr, 5, s) is
an extended configuration for the always mispredict semantics whereas {ctr’, o’,s’, h’) is an extended configuration for
the speculative semantics, holds iff INV (s, s" I'com) does.

We denote by INV2(s, s’), where s,s" € SpecS*, the fact that |s| = |s’| and for all 1 < i < |s|, minWndw(s'?) =
wndw(s?), where s’ denotes the prefix of s of length i. Moreover, INV2({ctr, o, s), {ctr’, o, ', ")), where {ctr, 7, s) is
an extended configuration for the always mispredict semantics whereas {ctr’, o’,s’, h’) is an extended configuration for

the speculative semantics, holds iff INV2(s, s’ [ com) does.

Notation for runs and traces. For simplicity, we restate here the definitions of {p[,,(c) and [p] o (o). Let p be a program,
w € N be a speculative window, O be a prediction oracle, and ¢ € InitConf be an initial configuration. Then, {p[w (o)
denotes the trace r € ExtObs" such that there is a final configuration ¢’ € FinalConf such that (o,7,0”) € {p}w,
whereas [p]w(o) denotes the trace 7 € ExtObs™ such that there is a final configuration ¢’ € FinalConf such that
(0,7,0”) € [p]o. If there is no such 7, then we write {p[} (o) = L (respectively [p]w(c) = L).

G.4.2 Soundness. In Proposition 7 , we prove the soundness of the always mispredict semantics w.r.t. the speculative

semantics.

Proposition 7. Let p be a program, w € N be a speculative window, and o, ¢’ € InitConf be two initial configurations. If

{pbw(o) =plw(c’), then [plo (o) = [plo(c’) for all prediction oracle O with speculation window at most w.
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ProoF. Let w € N be a speculative window and o, ¢’ € InitConf be two initial configurations such that {p},, (o) =
{plw(o”). Moreover, let O be an arbitrary prediction oracle with speculative window at most w. If {p[t (o) = L, then
the computation does not terminate in o and ¢’. Since speculation does not introduce non-termination, the computation
does not terminate according to ~» as well. Hence, [p]o (o) = [plo(c’) = L. If {p}w(c) # L, then we can obtain
the runs for ~» by repeatedly applying Appendix G.4.2 (proved below) to the runs corresponding to {p[}., (o) and
{pltw(c’). Observe that we can apply the Appendix G.4.2 because (1) {p[w(o) = {plw(c’), @) {plw(o) # L, (III) the
initial configurations (0, o, €), 0, 0/, €), (0, 7, &, €), {0, ’, &, €) trivially satisfy conditions (1)-(4), and (IV) the application
of Appendix G.4.2 preserves (1)—(4). From the point (g) in Appendix G.4.2, we immediately have that the runs have the
same traces. Hence, [p]o (o) = [p]o(c’). o

We now prove Appendix G.4.2.

Let p be a program, w € N be a speculative window, O be a prediction oracle with speculative window at most w,
amy, amg be two extended speculative configurations for the always mispredict semantics, and spo, sp; be two extended
speculative configurations for the speculative semantics.

If the following conditions hold:

(1) amg = amy,

(2) spo = spy,

3) amollspo A amiIsp},

(4) INV (amo,spo) A INV (amy, sp;),

©) Apbwlamo) # L,

©) {pkw(amo) = {plw(amy),
then there are configurations amj, am'1 (for the always mispredict semantics), sp, sp; (for the speculative semantics),
and n € N such that:

T N

(a) amg = amy A am),

0
(b) spo & sp1 A spfy L s,

’
1°

’
1°

70 n
= am
(C) ami = am
() sp1 = spi,
(€) amil|sp1 A am’||sp],

(f) INV(amy,sp1) A INV(am},sp;), and
(g =7

PRrROOF. Let p be a program, w € N be a speculative window, O be a prediction oracle with speculative window at
most w, amg, am, be two extended speculative configurations for the “always mispredict” semantics, and spo, sp;, be
two extended speculative configurations for the speculative semantics.

In the following, we use a dot notation to refer to the components of the extended configurations. For instance, we
write amg.o to denote the configuration o in amg. We also implicitly lift functions like minWndw(-) and wndw(-) to
extended configurations.

Assume that (1)-(6) hold. Observe that, from (2), it follows minWndw(spo) = minWndw(sp;). We proceed by case
distinction on minWndw(spo):
minWndw(spo) > 0: From minWndw(spo) > 0, (1), (2), and (4), we also get that wndw(amg) > 0 and wndw(amg) > 0

(this follows from spg.s = spo.s|SP°'s| and (4)). From minWndw(spg) > 0 and (2), it follows that enabled(spo) and
enabled(sp(’)) hold. Additionally, from wndw(amg) > 0 and (1), we also get enabled’ (am¢) and enabled’ (amy).
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That is, we can apply only the rules SE-NOBRANCH and SE-BRANCH according to both semantics. Observe that

spo.o(pe) = spj.o(pe) (from (2)) and amg.o(pc) = amy.o(pe) (from (1)). Moreover, amo.o(pc) = spo.o(pc) and

amg.o(pe) = spg.o(pe) (from (3)). Hence, the program counters in the four states point to the same instructions.

There are two cases:

p(spo.o(pc)) is a branch instruction beqz x, n: Observe that O(spo.o, p,spo-h) = O(sp;.o, p,sp(.h) since
amg.a(pc) = spo.o(pc), spo-h = spg.h (from (2)), and O is a prediction oracle. Let {(m, w’) be the corre-
sponding prediction.

There are two cases:

(', w’) is a correct prediction w.r.t. spp: We first show that (¢, w’) is a correct prediction w.r.t. sp; as
well. From (6), we know that the trace produced starting from amg and am are the same. From this,
amy.o(pc) = spo.o(pc), and p(spo.o(pc)) is a branch instruction, we have that the always mispredict
semantics modifies the program counter pc in the same way in amg and am; when applying the
SE-BrancH in=>. Hence, amy.o(x) = am.c(x). From this and (3), we also have spy.o(x) = spj.o(x).
Thus, (£, w’) is a correct prediction w.r.t. sp(') as well.

According to the always mispredict semantics, there are k, k” such that:

start amg.ctr-pc € v k rlb amy.ctr-pc &
7= amy —m—m—mm———————— My —> aMm3 —————————— amy

;L , start amg.ctr-pc £ , v K , rlb amy.ctr-pc £ ,
o= amo —————— am2 —1 am3 ———— aml

From (1) and (6), we immediately have that amg.ctr = amg.ctr, f = £, k = k', v =", and f; = £].

Moreover, since (¢, w’) is a correct prediction we also have that £; = ' and ¢ = ¢’. Hence, we pick

n to be k + 2.

Additionally, by applying the rule SE-BRANCH once in ~» we also get spg -5 sp1 and spy) Z spy.

We have already shown that (a) and (b) hold. We now show that (c)-(g) hold as well.

(c): To show that am; = am], we need to show amy.ctr = am].ctr, amy.0 ~pc am.c, and amy.s =
am{.s. First, amy.ctr = am].ctr immediately follows from v = v and (1) (that is, amg.ctr =
amy.ctr and during the mispredicted branch we created the same transactions in both runs).
Second, amy.0 ~pc am;.a follows from #; = t’l’ (since amy.0c = amg.o[pc — #] and am’l.cr =

7

amg.o[pc — ¢]]). Finally, am;.s = am].s immediately follows from am;.s = amy.s, am;

1=

amy.s, and (1).

(d): To show that sp; = spj, we need to show spy.ctr = sp.ctr, sp1.0 ~pc sp}.0, sp1.s = sp1.s,
and sp1.h = sp].h. First, spy.ctr = spj.ctr immediately follows from spy.ctr = spo.ctr + 1,
spy.ctr = spy.ctr + 1, and (2). Second, sp1.0 ~pc sp7.0 follows from (2) and O (spo.o, p, spo.h) =
O(spg-0, p, spy-h) (so the program counter is updated in the same way in both configurations).
Third, spy.s = sp].s follows from (2), sp1.s being decr(spo.s) - (spo.o, spo.ctr, w’, £'), sp].s being
decr(spy.s) - {spy-0, spg-ctr, w', £'), spo.ctr = sp(.ctr (from (2)), spo.c ~pe spj.o (from (2)), and
$P0.0 ~next sp(’).o (we proved above that spg.o(x) = sp(').a(x); from this, it follows that the
outcome of the branch instruction w.r.t. the non-speculative semantics is the same). Finally,
sp1.h = spj.h immediately follows from (2), sp1.h = spo.h - {spo.c(pc), spo.ctr, '), sp1.h =
spg-h - (spj.o(pe), spy.ctr, £'), spo.ctr = spy.ctr (from (2)), and spo.o(pc) = sp).c(pc) (from (2)).
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(e): We show only am;||sp; (the proof for am||sp; is similar). To show am||sp1, we need to
show amj.c = spj.c and amy.s||sp1.sTcom. From the SE-BRANCH rule in ~», we have that
sp1.0 = spo.o[pc +— £’]. The last step in r is obtained by applying the rule SE-ROLLBACK in=>.
From this rule, amj.o is the configuration obtained by executing one step of the non-speculative
semantics starting from amy.o. From (3), we have that amg.o = spg.c. Moreover, since (£, w’) is
a correct prediction for spg, we have that am;.oc = amg.o[pc +— ¢’]. Hence, amj.0 = sp;.0.

We now show that amj.s||sp1.s[com. From the SE-BrRANCH rule in ~», we have that sp;.s =
decr(spo.s)-(spo.o, spo.ctr,w’, £’). Since (¢/, w") is a correct prediction for spy, however, sp1.s [ com =
decr(spo-s) Icom = decr(spo.slcom). Moreover, from r, it follows that ami.s = amg.s. Hence,
amy.s||sp1.s[com follows from (3), amy.s = amg.s, and sp1.s[com = decr(spo.s) [com.

(f): Here we prove that INV (amy, sp1) holds. INV(am],sp7) can be proved in a similar way. To
show INV (ami,sp1), we need to show that |amj.s| = |sp1.sTcom| and for all i < i < |amy.s|,
minWndw(spi.s teom®!) < wndw(amy.sb).

We first prove |ami.s| = |sp1.STcom|- From (4), we have |amg.s| = |spo.s[com|- From the run r,
we have that am;.s = amyg.s and, therefore, |am;.s| = |amy.s|. From the SE-BRANCH rule in ~»,
we have that sp1.s = decr(spo.s) - (spo.o, spo.ctr,w’, £’). Since (¢/,w’) is a correct prediction
for spg, we have that sp1.slcom = decr(spo.s) [com- Hence, |sp1.sTcom| = [spo.sTcom|. From
lamo.s| = |spo-sTcoml, [sp1-STcom| = Ispo-STcom|, and |amy.s| = |amy.s|, we therefore have that
lamy.s| = |sp1-STcoml-

We now show that for all 1 < i < |amy.s|, minWndw(sp1.slcom’) < wndw(ami.s"). Observe
that amy.s = amq.s and sp1.s = decr(spo.s) - {(spo.o, spo.ctr,w’, £’). Since (¢/,w’) is a correct
prediction for spg, we have that sp1.scom = decr(spo.s) [com- Let i be an arbitrary value such
that 1 < i < |amy.s|. Then, wndw(ami.s’) = wndw(amg.s') and minWndw(spi.s Peom') =
minWndw(decr(spo.s) rcami). From (4), we have that minWndw(spo.s teom®) < wndw(amg.s?).
From this and wndw(am;.s’) = wndw(amg.s'), we get minWndw(spo.s[com’) < wndw(amy.s).
From the definition of decr(-), we also have minWndw(decr (spo.s) lcom’) < minWndw(spo.slcom').
From this and minWndw(spy.s Peom') < wndw(amy.st), we have minWndw(decr(spo.s) fcomi) <
wndw(amy.s'). Hence, minWndw(sp1.scom’) < wndw(amy.s') for all 1 < i < |am;.s| (since
we have proved it for an arbitrary i).

(g): The observations are 7 = start spo.ctr - pc £ and r = start spy.ctr - pc £'. From this, O(spo.o,
P, spo-h) = O(sp(.a, p, sp(-h), and spo.ctr = spy.ctr (from (2)), we get 7 = 7’

This completes the proof of this case.

(', w’) is a misprediction w.r.t. spo: We first show that (¢’,w’) is a misprediction w.rt. spj as well.
From (6), we know that the trace produced starting from amg and amy are the same. From this,
amg.o(pc) = spo.o(pc), and p(spo.o(pc)) is a branch instruction, we have that the always mispredict
semantics modifies the program counter pc in the same way in amg and amg when applying the
Se-BraNCH in==. Hence, am.c(x) = am;.c(x). From this and (3), we also have spy.o(x) = spj.o(x).

Thus, (¢, w’) is a misprediction w.r.t. sp(') as well.
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Let n = 1. We obtain amg = am, and amg = am] by applying once the rule SE-BRANCH in==.

From (5) and (6), we have that 7y = 7;. Moreover, by applying the rule SE-BRANCH once in > we

also get spo -5 sp1 and sp; z spi-
We have already shown that (a) and (b) hold. We now show that (c)—(g) hold as well.
(c): To show that am; = ami, we need to show amy.ctr = am'l.ctr, ami.c ~pc ami.a, and
amq.s = am’l.s. First, amq.ctr = am;.ctr immediately follows from amg.ctr + 1 = amj.ctr,
am(’).ctr +1= ami.ctr, and (1). Second, am;.0 ~pc am'l.O' follows from 7y = T6 (i.e., the program
counter is modified in the same ways in both runs). Finally, to show that am;.s = am; .S, we
need to show that amg.ctr = amy.ctr, min(w, wndw(amy.s) — 1) = min(w, wndw(amy.s) — 1),
ng = nj, amo.c ~pc amg.o, and amg.o ~npext amy.c (since amy.s = amq.s - {(amo.o, amo.ctr,
min(w, wndw(amy.s) — 1), no) and am/.s = amy.s - (amg.c, amy.ctr, min(w, wndw(amg.s) — 1),
ng)). Observe that amg.ctr = amy.ctr follows from (1), min(w, wndw(amg.s) — 1) = min(w,
wndw(amg.s) — 1) also follow from (1), np = nj follows from 7o = 7} (which indicates that
pc is modified in a similar way), amg.c ~p¢ am(’].a follows from (1), and amgy.o ~pnext am6.0
follows from 7y = T(’) (i.e., since we mispredict in the same direct, then the outcome of the branch
instruction must be the same according to the non-speculative semantics).
(d): To show that sp; = sp7, we need to show spy.ctr = spj.ctr, sp1.0 ~pe $p;.0, sp1.s = sp1.s,
and sp1.h = sp’.h. First, spy.ctr = sp].ctr immediately follows from spy.ctr = spo.ctr + 1,
spy.ctr = sp(.ctr + 1, and (2). Second, sp1.0 ~pc sp;.o follows from (2) and O(spo.a, p, spo.h) =
O(spg.0, p, spy-h) (so the program counter is updated in the same way in both configurations).
Third, spy.s = sp}.s follows from (2), sp;.s being decr(spo.s) - (spo.o, spo.ctr, w’, £’), sp].s being
decr(sp;.s) - {spy.0, spy.ctr,w’, '), spo.ctr = spy.ctr (from (2)), spo.c ~pe spg.o (from (2)), and
$P0-0 ~next sp(').O' (we proved above that spg.o(x) = sp(’).a(x); from this, it follows that the
outcome of the branch instruction w.r.t. the non-speculative semantics is the same). Finally,
sp1.h = sp].h immediately follows from (2), sp1.h = spo.h - {spo.c(pc),spo.ctr,t’), sp1..h =
spg-h - (spg-o(pe), spy.ctr, £), spo.ctr = sp(.ctr (from (2)), and spg.a(pe) = spy.o(pe) (from (2)).
(e): To show am||sp1 Aami||sp], we need to show am1.0 = sp1.0, am/.c = sp].0, amy.s||sp1.s[com.
and am7.s||sp].slcom. In the following, we show only ami.oc = spi.c and amy.s||sp1.s[com
(am}.o = spj.o and sp.slcom can be derived in the same way). The Se-BrancH rule in both
semantics only modify the program counter. From this and (3), for showing am;.c = sp;.0, it is
enough to show am;.o(pc) = sp1.0(pc). From the SE-BRANCH rule in the speculative semantics
~, we have that sp;.0(pc) = £’. There are two cases:
spo.o(x) = 0: From thisand (£, w’) being a misprediction for spy, it follows that £’ = spg.c(pc)+
1. Moreover, from spg.c(x) = 0 and (3), we also have that amg.c(x) = 0. From this and the Se-
BRANCH rule in=, we have amj.o(pc) = amg.o(pc)+1. Therefore, amy.o(pc) = spo.o(pc)+1
(because amg.o(pc) = spo.o(pc) follows from (3)). Hence, amj.o(pc) = spi.o(pc). Thus,
ami.o = sp1.0.

spo.o(x) # 0: From this and (¢/, w") being a misprediction for spy, it follows that ¢’ = £. More-
over, from spg.o(x) # 0and (3), we also have that amg.o(x) # 0. From this and the SE-BRANCH

rule in=>, we have am;.c(pc) = . Hence, am;.c(pc) = sp1.o(pc). Thus, am;.o = sp1.0.
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We still have to show that amj .s||sp1.s [ com. From the SE-BRANCH rule in=>, we have that am;.s =
amy.s-{amg.c, amy.ctr, min(w, wndw(amg.s) —1), £’} (note that the prediction is £’ as we showed
above). In contrast, from the SE-BRANCH rule in ~», we have that spy.s = decr(spo.s) - (spo.o,
spo.ctr,w’, £’). Since (¢, w') is a misprediction for spy, we have that sp1.s [ com = decr(spo.s) I'com-
(spo.o, spo.ctr,w’, £"). Observe that amy.s||decr(spo.s) [ com immediately follows from (3). Hence,
we just have to show that (amy.o, amy.ctr, min(w, wndw(amy.s) — 1), £')||{spo.o, spo.ctr, w’, £’).
Since the prediction is the same in both speculative states, this requires only to show that
amy.o = spo.o, which follows from (3).

(f): Here we prove that INV (amy, sp1) holds. INV (am],sp7) can be proved in a similar way. To
show INV (amy,sp1), we need to show that |amj.s| = |sp1.sTcom| and for all i < i < |amy.s|,
minWndw(spi.s teom®’) < wndw(amy.sb).

We first prove |ami.s| = |sp1.S[com|- From (4), we have |amg.s| = [spo.slcom|- From the SE-

BrANCH rule in=>, we have that am;.s = amy.s - (amg.o, amg.ctr, min(w, wndw(amg.s) — 1), £’)

(note that the prediction is ¢ as we showed above). Hence, |am;.s| = |amg.s| + 1. From the

SE-BRANCH rule in ~», we have that sp1.s = decr(spo.s) - {spo.o, spo.ctr,w’, £’). Since (£, w’)

is a misprediction for spg, we have that sp1.slcom = decr(spo.s) com - {spo.0, spo.ctr,w’, £").

Hence, |sp1.sTcom| = |spo-sTcom| + 1. From |amg.s| = |spo.Slcoml, l[ami.s| = |amg.s| + 1, and

|sp1-STcom| = Ispo-sTcom| + 1, we therefore have |am;.s| = [sp1.S[com|-

We now show that for all i < i < |am;.s|, minWndw(sp1.s Meom') < wndw(amj.s'). Observe that

amy.s = amy.s - {amg.o, amg.ctr, min(w, wndw(amyg.s) — 1), £’) and sp1.s = decr(spg.s) - (spo.0,

spo-ctr,w’, €Y. Since (¢/, w’) is a misprediction for spo, we have that sp;.s I'com = decr(spo.s) [com:

(spo.0, spo.ctr,w’, £’). There are two cases:

i = |amy.s|: From the SE-BRANCH rule in=>, we have that wndw(am;.s*) = min(w, wndw(amg.s)—
1). From the SE-BRANCH rule in ~», we also have that minWndw(sp1.s teom®) = min( minWndw(spg.s Peom')—
1,w”). Moreover, we have that (1) w’ < w (since O has speculative window at most w), and (2)
minWndw(spo.s teom') = 1 < wndw(amg.s) — 1 (since we have minWndw(spo.s teom?) <
wndw(amyg.s) from (4) because amg.s = amg.s’). As a result, we immediately have that
min(minWndw(spo.scom’)—1, w') < min(w, wndw(amg.s)—1). Hence, minWndw(sp1.s lcom’) <
wndw(am;.s').

i < |amy.s|: Wehave wndw(am.s") = wndw(amyq.s") (because am;.s* = amq.s*) and minWndw(sp1.s lcom’) =
minWndw(spo.s teom') — 1 (because sp1.S Neom! = decr(spo.s teom')). From (4), we also have
that minWndw(spo.s teom') < wndw(amyg.s'). Therefore, minWndw(spo.s teom')—1 < wndw(amyg.sb).
From this, wndw(am; .s) = wndw(amyg.s'), and minWndw(sp1.s Neom!) = minWndw(spo.s Neom')—
1, we have minWndw(sp1.s Neom’) < wndw(amy.sb).

(g): The observations are 7 = start spo.ctr - pc £’ and r = start spg.ctr - pc £. From this, O(spo.o,
P, spo-h) = O(sp.a, p, sp(.h), and spo.ctr = spg.ctr (from (2)), we get 7 = 7',
This completes the proof of this case.
This completes the proof of this case.
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p(spo.o(pc)) is not a branch instruction: Let n = 1. We obtain amy = am; and amy = am/ by
applying once the rule SE-NoBraNcH in==. From (5) and (6), we have that 7o = r;. Moreover, by applying
the rule Se-NoBRrANCH once in ~» we also get spo -5 sp1 and spy z spi.

We have already shown that (a) and (b) hold. We now show that (c)—(g) hold as well.

(c): To show that am; = am], we need to show amj.ctr = am].ctr, ami.c ~pc amj.o, and amy.s = am/.s.
First, amy.ctr = ami.ctr immediately follows from amg.ctr = amj.ctr, amf).ctr = am;.ctr, and (1).
Second, amy.0 ~pe am].c follows from (1) and the fact that — modifies the program counters in
amg.o and amy).o in the same way (if the current instruction is not a jump, both program counters
are incremented by 1 and if the instruction is a jump, the target is the same since 79 = ;). Finally,
ami.s = am].s follows from (1), am;.s being either decr’ (amy.s) or zeroes’(amy.s) (depending on
amyq.pc), and am].s being either decr’ (amy.s) or zeroes’(amy.s) (depending on am.pc).

(d): To show that sp; = sp|, we need to show spy.ctr = sp.ctr, sp1.0 ~pe sp;.0, sp1.s = sp].s, and
sp1-h = sp].h. First, spy.ctr = sp].ctr immediately follows from spo.ctr = spy.ctr, sp.ctr = spj.ctr,
and (2). Second, sp1.0 ~pc sp].o follows from (2) and the fact that — modifies the program counters
in spo.o and spj.o in the same way (if the current instruction is not a jump, both program counters
are incremented by 1 and if the instruction is a jump, the target is the same since 7 = 7/, which we
prove in (g) below). Third, spy.s = sp].s follows from (2), sp;.s being either decr(spo.s) or zeroes(spo.s)
(depending on spy.pc), and sp] s being either decr(sp),.s) or zeroes(spy.s) (depending on spg.pc). Finally,
sp1.h = sp|.h immediately follows from (2), sp1.h = spo.h, and sp{.h = sp(.h.

(e): To show amy||sp1 A am/||sp], we need to show ami.0 = sp1.0, amj.c = sp].0, amy.s|[sp1.5[com.

’

’ ’ 0 ’ K ’
and am{.s|[sp].slcom- From the SE-NoBrANCH, we have that amg.c — ami.0, amj.c — am].o,

spo.o 5 $p1.0, $p}.0 kR sp].0. From this and (3), we have that ami.c = sp1.0 and am|.c = sp|.c

(since amg.o = spo.o, amy.o = sp;.0). Moreover, amy.s||sp1.scom, and am] s||sp].s [ com immediately

follow from (3), sp1.s being either decr(spo.s) or zeroes(spo.s) (depending on spy.pc), and sp.s being

either decr(spj.s) or zeroes(sp|).s) (depending on sp(.pc), which only modify the speculation windows.
(f): For simplicity, we show only INV (amy,sp1), the proof for INV (am, sp}) is analogous. To show

INV (amy, sp1), we need to show that |am.s| = |[sp1.5[com| (Which immediately follows from INV (amy,

spo) and the fact that we do not add or remove speculative states) and for all i < i < |amy.s|,

minWndw(spi.s teom') < wndw(am;.s'). There are two cases:

i = |amy.s|: Ifthe instruction is not spbarr, then wndw(am .s') = wndw(amy.s')—1 and minWndw(sp1.s com’) =
minWndw(spg.scom') — 1. From (4), we also have that minWndw(spo.s[com’) < wndw(amg.s).
Hence, minWndw(sp1.stcom’) < wndw(ami.s').

If the executed instruction is spbarr, then wndw(ami.s') = 0 and minWndw(sp1.slcom’) = 0.
Therefore, minWndw(sp1.s teom?) < wndw(amj.sb).

i < |amy.s|: If the executed instruction is not spbarr, then wndw(ami.s’) = wndw(amq.s') (be-
cause ami.s' = amg.s’) and minWndw(sp1.s Yeoml) = minWndw(spo.s teom') — 1. From (4), we
also have that minWndw(spo.s teom!) < wndw(amg.s'). Therefore, minWndw(spg.s Neom?!) —
1 < wndw(amy.s'). From this, wndw(am;.s') = wndw(amg.s'), and minWndw(sp;.s teom!) =

minWndw(spg.s Neom!) — 1, we have minWndw(spi.s rcomi) < wndw(amy.st).
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If the executed instruction is spbarr, then wndw(ami.s') = wndw(amg.s’) (because am;.s' =
amy.s') and minWndw(sp1.s Meom') = 0. From this, we immediately have minWndw(sp1.sFcom®) <
wndw(am;.s').

(g): From (3), we have that amg.c = spg.c and am{.c = spj.o. From the SE-NoBRaNCH, we have that

’

To , Ty , T ’ i ’ . _ ) _
amgy.c — ami.0, am,.c — am,.0, $Pg.0 —> $P1.0, $P,.0 —> $pP;.0. That is, 7p = 7 and Ty="71. From

this and 79 = r(’), we get T =1'.
This completes the proof of this case.
This completes the proof of this case.
minWndw(spo) = 0: Let i,i’ be the largest values such that minWndw(spo.s') > 0 and miandW(sp(').si,) > 0. We
now show that i = i’. From (2), we have that spg.s = sp(.s which means that the speculative states in spo.s
and spj.s are pairwise similar. As a result, the remaining speculative windows are pairwise the same. Hence,
minWndw(spy.s') = miandw(sp(’].si/) forall 1 < i < |spg.s|. Observe also that each pair of speculative states
in spo.s and spj.s results either in two commits or two rollbacks (again from (2)).
There are two cases:
We can apply the SE-CommIT rule in spy: Hence, spg.s = sp - (00, ido, 0, ) - $1, 00 LR o1, enabled(sy),

’
1°

idy = idj, and o7 (pc) = £;. As a result, we can apply the Se-CommiT rule also to sp;. Therefore, we have

and o1(pc) = &. From (2), we have that sp(.s = s - (o[, id}, 0,£)) - 57, enabled(s), o, LN a1, to = £,

1b id}- !
sp1 and spy M sp.
0

1b idy-
spo L 2R,

Let n = 0. Therefore, we have amy="° am;, am(’):> am’,

B
We have already shown that (a) and (b) hold. We now show that (c)-(g) hold as well.

’
1

(d): To show that sp; = sp|, we need to show spy.ctr = sp].ctr, sp1.0 ~pe sp;.0, sp1.s = sp].s, and

amg = amy, and amg = am.

(c): am; = am| immediately follows from (1), amg = amy, and am;, = am.
sp1.h = sp{.h. First, spy.ctr = sp].ctr immediately follows from spg.ctr = spy.ctr, spj.ctr = sp].ctr, and
(2). Second, sp1.0 ~pc sp;.o follows from (2), sp1.0 = spo.o, and spj.0 = sp;.o. Third, sp1.s = sp].s
follows from (2), sp1 = so - s1, and sp] = s - s7. Finally, sp1.h = sp].h immediately follows from
(2), sp1.h = spo.h - {oo(pc), ido, 51 (pc)), and spy.h = spj.h - {0y (pe), idy, o] (pe)), ido = idy (from (2)),
oo(pe) = o;(pe) (since all configurations in the speculative states are pairwise pc-agreeing), and
o1(pc) = a1 (pc) (since all configurations in the speculative states are pairwise next-step agreeing).

(e): Here we prove only am; ||sp1 (am||sp] can be proved in the same way). To show am;||sp1, we need to
show amj.c = sp1.0 and am;.s||sp1.5 [ com. From the SE-CoMMIT rule in ~», we have that sp1.0 = spg.o7.
Moreover, am; = amy and, therefore, amj.0 = amg.o. From (3), sp1.0 = spo.o1, and amj.0 = amy.o, we
have amj.0 = sp;.0. Observe also that amj .s||sp1.s[com follows from am;.s = amy.s (since amy = amy)
and sp1.Scom = $Po-S[com (since the removed speculative state is one leading to a commit).

(f): For simplicity, we show only INV (amy, sp1), the proof for INV(am], sp}) is analogous. To show
INV (amy, sp1), we need to show that |amj.s| = |sp1.5[com|andforalli < i < |amy.s|, minWndw(sp1.slcom') <
wndw(amy.s'). Observe that amy.s = amy.s (because am; = amg) and sp1.5 [ com = 5P0.5 [com (because
we remove a committed speculative state). As aresult, both |[am;.s| = |sp1.$[com| and minWndw(sp;.s teom?) <
wndw(amy.s') for all i < i < |am;.s| immediately follow from (4).

(g): The observations 7 and 7, are respectively commit idg and commit idy. From (2), we have that

spo.s = sp(.s which implies idy = id}. Hence, 79 = 7.
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This completes the proof of this case.

We can apply the SE-RoLLBACK rule in spy: Hence, spg.s = so - {00, ido, 0, &) - s1, 00 i o1, enabled(sy),
and o1 (pc) # &. From (2), we have that sp].s = s; - (o, id;,0,£3) - s, enabled(s]), o 2, o1, fo = £,
idy = idj, and o] (pc) # £;. As a result, we can apply the SE-RoLLBACK rule also to sp;. Therefore, we have

1b idy- :
spo sp1 and spy) M spy.

In the following, we denote by idx the index of spy.s’s i + 1-th speculative state (i.e., the one that we are

rlb idy-pc oy (pc)
AAAAAAAAAAAAAAAAS

rolling back) inside its commit-free projection spg.s [com., i.., the i + 1-th speculative state in spg is the
idx-th state in spg.s ['com. Observe that idx is also the index of sp('),s’s i + 1-th speculative state, which we
are rolling back, inside sp(').s Teom.-

Let id be the transaction identifier in the idx-th speculative state in amyg.s. From (1), it follows that id is
also the identifier in the idx-th speculative state in amy.s. According to the always mispredict semantics,
there are k, k’ such that:

v k rlb id-pc £
r = am0:> ama p—— 1 ami

, , v K , rlb id-pc ,
r'=amy = am) =——= am]

From (1) and (6), we immediately have that k = k', v =1’, and ¢ = ¢]. Hence, we pick n to be k + 1.

We have already shown that (a) and (b) hold. We now show that (c)-(g) hold as well.

(c): To show that am; = am], we need to show amj.ctr = am].ctr, ami.c ~pc amj.o, and amy.s = am/.s.
First, amy.ctr = am].ctr follows from (1) and v = V. Second, am;.0 ~pc am.o follows from (1) (since
the configurations in the speculative states in amg.s and amy.s are pairwise next-step agreeing and
no intermediate steps in r, r’ has modified the state that we are rolling back in the last step). Finally,

amp.s = am'l.s follows from (1), amy.s = amg.sidx-1 idx—1

,and am’l.s = am(’).s

(d): To show that sp; = sp{, we need to show spy.ctr = sp].ctr, sp1.0 ~pe sp;.0, sp1.s = sp].s, and
sp1.h = sp].h. First, spy.ctr = sp].ctr immediately follows from spo.ctr = spy.ctr, sp).ctr = spj.ctr,
and (2). Second, sp1.0 ~pc sp;.o follows from (2) (since the configurations in the speculative states
are pairwise next-step agreeing). Third, sp1.s = sp].s follows from (2), sp1.s = spo.s’, and sp].s =
sp(’).si. Finally, sp1.h = sp].h immediately follows from (2), sp1.h = spo.h - {oo(pc), ido, o1(pc)), and
spy-h = spy.h - {og(pe), idy, o] (pe)), ido = idy (from (2)), oo (pe) = o (pe) (since all configurations in
the speculative states are pairwise pc-agreeing), and o1 (pc) = o7 (pc) (since all configurations in the
speculative states are pairwise next-step agreeing).

(e): Here we prove only am ||sp1 (am||sp] can be proved in the same way). To show am;||sp1, we need to
show amj.o = spj.0 and am;.s||sp1.5 [ com. From the SE-ROLLBACK rule in ~», we have that sp1.0 = o7,
which is the configuration obtained by executing one step starting from the configuration oy in the
i + 1-th speculative state in spg.s. From the run r, am; is obtained by applying the SE-ROLLBACK
rule in=>. As a result, am; .o is the configuration obtained by executing one step starting from the
configuration in idx-th speculative state in amyg.s. Observe that, from (3), oy is exactly the configuration
in the idx-th speculative state in amg.s (because the i + 1-th state in spg.s that we are rolling back is
also the idx-th state in spg.slcom). Hence, amj.c = sp1.0. Moreover, observe that amj.s|[sp1.sTcom

immediately follows from (3), amj.s being amg.sidx—1, sp1.STcom = spo.si Teom.-
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(f): For simplicity, we show only INV (amy, sp1), the proof for INV(am],sp}) is analogous. To show
INV (amy, sp1), we need to show that |amj.s| = |sp1.5[com|andforalli < i < |am;.s|, minWndw(sp1.slcom') <
wndw(am; .sb).
First, l[amy.s| = |sp1.STcom| follows from (4), amy.s = amg.s'9%~1 (because we are rolling back the
idx-th transaction in the speculative state and the semantics only modifies the last speculative state),
sp1-Slcom = spo.si lcom, and |spo.si Fcom| = idx—1 (because spg.s’s i+1-th speculative state corresponds
to spo.s[com s idx-th state by construction).
We now show that for all 1 < j < |amq.s|, minWndw(sp;.s teom?) < wndw(ami.s’). Let j be
an arbitrary value such that 1 < j < |amj.s|. Observe that amy.s’) = amg.s/ and sp1.$ Neom? =
spo.s Neom? (since j < |amj.s| < idx). From this and (4), we therefore immediately have that min Wndw(sp;.s Neom?) <
wndw(amy.s/).
(g): The observations 7y and 7 are respectively rlb idy - pc o1(pc) and rlb idj - pc o7 (pc). From (2), we
have that spg.s = sp(’).s which implies idy = id(’). Moreover, we also have that oy ~pext 06 and, therefore,
o1(pc) = a1 (pc). Hence, 79 = 7.
This completes the proof of this case.
This completes the proof of this case.

This completes the proof of our claim. O

G.4.3 Completeness. In Proposition 8, we prove the completeness of the always mispredict semantics w.r.t. the

speculative semantics.

Proposition 8. Let w € N be a speculative window and o, ¢’ € InitConf be two initial configurations. If {pl}w (o) #
{plw(c’), then there exists a prediction oracle O with speculation window at most w such that [p] o (o) # [p]o(c”).

Proor. Let w € N be a speculative window and o, ¢’ € InitConf be two initial configurations such that {p[}., (o) #
{pbw(a).

We first analyze the case when the program does not terminate. There are two cases: either {p}+,(0) = LA{p[}w(c’) #
Lor {plw(o) # L A{plw(c’) = L. Consider the first case {p}w(c) = L A {p}w(c’) # L (the proof for the
second case is similar). Since speculative execution does not introduce or prevent non-termination, we have that
[plo(e) = L A[p]lo(c”) # L for all prediction oracles O. Hence, there is a prediction oracle with speculative window
at most w such that [p]o (o) # [p]o(c”).

We now consider the case where both {p}(c) # L and {p[w(c’) # L. From this and {p}., (o) # {p}w(c’), it

follows that there are n, k, k’ € N, extended configurations amy, ams, ami, am’z, final extended configurations ams, amé,

and sequences of observations 7, tam,1, Tam,2> Ty 15 T

’
am.2 such that 74m,1 # 7,

~ ’ .
m,1» @M1 = am} and:

T n Tam,1 Tam,2 k
(0,0,6)= am) —= amy —— am;s

’ T/ k/

T n , Tam,l ’ amz2 ’
0,0,6)= am] —= am) =——= amj
We claim that there is a prediction oracle O with speculative window at most w such that (1) (0,0, ¢, &) A sp1
and sp1.c = amy.c and INV2(spy, amy), and (2) (0, 0", ¢,€) %" sp] and spj.o = am}.o and INV2(sp], am}), and (3)
sp1 = spi.
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’
1

it follows that the only possible rules are SE-NOBRANCH and SE-BRANCH (since applying the

C .. . . . Tam,1
We now proceed by case distinction on the rule in= used to derive amy == amy. Observe that from am; = am

a
and tgm,1 # Tom.1>

SE-RoLLBACK rule would lead to tam,1 = 7, ;):

SE-NOBRANCH: From the rule, we have that p(am;.c(pc)) # beqz x, £, enabled’ (am;.s), and am;.c N ams.c.

From am; = am, we also have p(am}.c(pc)) # beqz x, £ (since am;.0(pc) = am}.c(pc)) and enabled’ (am/.s)

1

’

Tam,
1 GIN am;, is obtained by applying the SE-NoBraNcH rule. Therefore,

(since am/.s = amj.s). Hence, also am

, Tam,1 ,
aml 0O —> amz.(r.

From our claim, we have (1) (0,0, ¢, ¢) %" sp1, sp1.0 = amy.o, and INV2(sp1, amy), and (2) (0,07, ¢, €) A sp]

’
1

ami.c(pc)) # beqz x, £, we immediate ave p(sp;.o(pc)) # beqz x, £, an sp1.0(pc)) # beqz x, £. More-
p( (pc)) # beq diately have p(sp].o(pc)) # begq d p(sp1.0(pc)) # beq

and spj.0 = am/.c and INV2(sp], am}). From sp1.0 = amy.0, sp|.o = am].0, p(am].o(pc)) # beqz x, £, and

over, from enabled’ (am; .s), enabled’ (am.s), INV2(sp1, amy), and INV2(sp7, am}), we also have enabled(sp1)

and enabled(sp7). Hence, we can apply to both configurations the SE-NOBRANCH rule in v>. As a result, sp; AR

7. . . . . Tsp,1
sp2 and sp] ~E sp; where the traces are derived using the non-speculative semantics sp;.c —— spz.c and
o
spil . . .
sp].0 — sp,.0. From this, sp1.c = amy.0, spj.c = am].0, and the determinism of the non-speculative

semantics, we have that 7sp,1 = 7am,1 and 7, b1 = This, together with 74,1 # 7/, |, leads to 75p 1 # 7]

p.1
Observe also that both Tsp,1 and T; 1 Are observations in ExtObs. Therefore, there are sequences of observations

p,p’ such that [p]o(c) =v-15p1 - p and [p]o(c’) =v- rs’pl -p’. Asaresult, [p]o(o) # [plo(d’).
SE-BRANCH: From the rule, we have that p(am;.c(pc)) = beqz x, £’/ and enabled’ (am; .s). From am; = am’,, we also

’
Tam,l . m,1°

have p(am].c(pc)) = beqz x, £”” (since am;.o(pc) = am].o(pc)) and enabled’ (am.s) (since am}.s = amy.s).

’
7’

Tum,l . . .
1 == amy, is obtained by applying the Se-BraNcH rule. Therefore, 74m,1 = start am;.ctr-pc £

Hence, also am

, , , ' if amy.o(x) £ 0
and 7, = start am].ctr-pc £, where £ =
’ ami.o(pe)+1 ifamj.o(x) =0
I ifamj.o(x) #0
and ¢/ = . Since amy.ctr = amy.ctr (from am{.s = amy.s) and tam,1 # 7, ;,

amj.o(pc) +1 ifam].o(x)=0
we have that either am;.0(x) = 0 A am].0(x) # 0 or amy.o(x) # 0 A am].o(x) = 0. Without loss of generality,
we assume that am;.o(x) = 0 A am}.o(x) # 0 (the proof for the other case is analogous).
We now executes two steps starting from sp; and sp] with respect to ~», and we construct sp; SEL spy L2 sps

7! 7/
and sp{ N spé VSN spg. From our claim, we have (1) (0, o, ¢, £) wr sp1, sp1.0 = amy.o, and INV2(spy, amy),

and (2) (0, 0", &, &) %" sp} and spj.o = am].0 and INV2(sp/, am}),and (3) [sp1.h| = |sp].h|. From sp1.c = am; .0,
sp1.0 = amj.0, p(am].a(pc)) = beqz x,¢”’, and p(am;.o(pc)) = beqz x, ¢’’, we immediately have O(sp1.0,
p.sp1.h) # L, O(spl.0o,p,sp1.h) # L, p(spj.o(pc)) = beqz x, ¢, and p(sp1.o(pc)) = beqz x, ”’. Moreover,
from enabled’ (am .s), enabled’ (am].s), INV2(sp1, amy), and INV2(sp], am]), we also have enabled(sp1) and

enabled(sp]). Hence, we can apply to both configurations the SE-BRANCH rule in ~». From spy.0 = am;.o,

’
1

which we construct O (see below), we have that O(sp1.0, p, sp1.h) = O(sp;.0, p, sp].h) = (¢£”/,0). By applying

sp].0 = am}.0,and am; = am], we immediately have that sp1.o(pc) = sp;.o(pc). From this, (3), and the way in

the SE-BRANCH rule to sp; we get sp; el sp2, where 75p1 = start spy.ctr - pc €, spa.ctr = spy.ctr + 1,

sp2.0 = sp1.o[pc — €], spa.s = decr(sp1.s) - (sp1.0,sp1.id, 0, £”), and spa.h = sp1.h - (sp1.0(pc), sp1.id, £").
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o
Similarly, by applying the SE-BRANCH rule to sp] we get sp] ~L sp), where T;p,l = start spj.ctr-pc £,
spy.ctr = spy.ctr + 1, spy.0 = spr.olpe = €], spy.s = decr(spy.s) - {sp].0,sp}.id, 0,£"’), and spy.h = sp].h -
(sp1.0(pc), spy.id, £””). Observe that 75p1 = r;p,l immediately follows from (3).

Since sp2.s = decr(sp1.s) - (sp1.id,0,n,sp1.0) and sp;.s = decr(sp;.s) - {sp].id, 0,n, sp].0), we can commit or
rollback the transactions associated with the last speculative states in spz.s and spj.s (i.e., the transactions

; 7.
we started in the step sp; ~£% spy and sp] ~E spy). We start by considering spy. From amj.o(x) = 0 and

sp1.0 = amy .o, we have that sp1.0(x) = 0. From this, p(sp1.0(pc)) = beqz x, £’/,and O(sp1.0, p, sp1.h) = (£, 0),
the configuration o obtained as sp;.c L o is such that o(pc) = ¢”". Hence, we can apply the SE-CommIT rule to

sp2 and obtain spy A sp3, where 7sp 2 = commit spy.ctr, sps.ctr = spa.ctr, sp3.0 = sp3.0, sp3.s = decr(sp1.s),

and sp3.h = sps.h. Consider now spy. From am].o(x) # 0 and sp].0 = am].o, we have that sp{.c(x) # 0. From
this, p(sp1.0(pc)) = beqz x, ¢, and O(sp].0, p, sp1.h) = (£”/,0), the configuration ¢’ obtained as sp].c 5o
is such that ¢’ (pc) = sp].0(pc) + 1. From this and the well-formedness of p, we have that o’ (pc) # £”. Hence,

we can apply the SE-ROLLBACK rule to sp) and obtain sp; 82, spy, where T;p , = rlb spj.ctr - pc o’ (pe),
spy.ctr = spy.ctr, spi.o = o', sps.s = decr(sp].s), and sp5.h = spj.h - (sp1.o(pc), sp.ctr, o’ (pc)). Therefore,
there are sequences of observations p, p’ such that [p]o(0) = v-7sp,1-7sp2-p and [p] o (c”) = v- Ts’p 1 'Ts,p 5P
where 751 = T;P’l and 7gp 2 # Tslp,Z' As aresult, [p]o(0) # [p]o(c).

This completes the proof our claim.

Constructing the prediction oracle O. Here we prove our claim that there is a prediction oracle O with speculative
window at most w such that (1) (0, o, ¢, &) nr sp1 and sp1.0 = amy.o and INV2(sp1, amy), and (2) {0, 07, ¢, €) nr spi
and sp].0 = am}.c and INV2(sp|, am}), and (3) sp1 = sp].
We denote by RB the set of transaction identifiers that occur amj.s. Observe that from (0, o, ¢) =T>n amy and (0, o,
£) =T>n am/ it follows that RB is also the set of transaction identifiers occurring in amj.s. The set RB identifies which
branch instructions we must mispredict to reach the configuration am.
We now construct a list of predictions (£, w). In the following, we write amy instead of (0, o, £). We construct the
list by analyzing the execution amyg =T>n am; (observe that deriving the list from (0, o, ¢) =T>n am’| would result in
the same list). The list L is iteratively constructed as follows. During the execution, we denote by idx the position
of the configuration in the execution from which we should continue the construction. Initially, idx = 0. At each
iteration, we find the smallest idx” € N such that idx < idx” < n and the extended configuration am;q,’ is such that
amy éldx amgy, and p(am;qy .o(pc)) = beqz x, ¢ and enabled’ (am;qy .s) (i-€., the next step in the execution is
obtained using the SE-BRANCH rule). Next, we proceed as follows:
amjg,’.ctr € RB In this case, we mispredict the outcome of the corresponding branch instruction. The prediction
associated with the branch instruction is (¢”/, w), where ¢/ = am;qy.0(pc) + 1 if amg,r.0(x) =0and ¢ = ¢
otherwise. Concretely, we update L by appending (¢’/, w) and setting idx to idx’+1 (i.e., we continue constructing
L by analyzing the next step in the execution).

amyq,/.ctr ¢ RB In this case, we correctly predict the outcome of the corresponding branch instruction. The prediction
associated with the branch instruction is (¢”/,0), where ¢ = ¢ if amyg,.0(x) = 0 and £"" = am;q.0(pc) + 1

otherwise. Concretely, we update L by appending (¢/,0) and we update the index idx to idx” + k + 2 where the

) 7 idx start amygy .ctr-pc ¢’ v k rlb amgy .ctr-pc ¢
value k € Nis such that amy = amiqy’ > AMygy 11 == AMigy’ 1y —————————————>

amigy’ +k+o- That is, we ignore the portion of the execution associated with the speculative transaction am;q, .ctr
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and we continue constructing L after the transaction am;q,.ctr has been rolled back. Observe also that idx” +
k +2 < n (otherwise am;q,.ctr would have been included into RB).
Finally, if the configuration am; in (0, o, €) =T>n am; is such that p(am;.o(pc)) = beqz x, £ and enabled’ (am.s), we
append to L the prediction (, 0).
The prediction oracle O is defined as follows, where #(h) is the number of unique transaction identifiers in h:

@, w'y if#(h) +1 < |LI A Llypy41 = (€', w") A (p(o(pc)) =beqz x, £’ Vv £’ = a(pc) +1)
O(o,p,h) =

{£,0) otherwise (where p(a(pc)) = beqz x, £)
Observe that O is a prediction oracle as it depends only on the program counter, the program itself, and the length of
the history. Moreover, its speculative window is at most w (since the predictions contain either w or 0 as speculative
window). The key property of O is that “when the execution starts from o (or 6”), O follows the predictions in L for the
first |L| branch instructions and afterwards always predicts the branch as taken”.
n n

From (0, 0, £) N amy, {0, g, &) = am{, and the way in which we constructed O, we have that (1) {0, 0, ¢, &) A sp1
and sp1.c = amy.c and INV2(spy, amy), and (2) (0, 0", ¢, €) %" sp] and spj.o = am}.o and INV2(sp], am}), and (3)
sp1 = sp;. The proof of this statement is similar to the proof of Appendix G.4.2. O

Lemma 18 (B: AM and Oracle coincide). If

ZStates

(1) = %4 Xp by Base and

@) Si s 3. and
(3) minWndw(Zp) > 0

4) Xop=0
Then
1) x, 59 x

Proor. Since minWndw(Zy) > 0 we know that the next step is not a rollback. From minWndw(Z3) > 0 and

z%smm Xi we have INV2(Zp, Xp) and we get minWndw(Xg) > 0 as well.

T
We proceed by inversion on Xy =/9p 2/.:

>

Rule AM-NoBranch From the rule, we have that 3.0 L5 6.

The case is analogous to the corresponding case in Lemma 67 (S: AM and Oracle coincide).
Rule B:AM-barr-spec, Rule B:AM-barr From the rule, we have that 5.0 — 3/, 0.

The case is analogous to the case above.
Rule B:AM-Spec Then, 7 is generated by the step 2.0 55 o generated by Rule B:AM-Spec.

The case is analogous to the corresponding case in Lemma 67 (S: AM and Oracle coincide).

H SEMANTICS FOR /3,
H.1 /);: Always Mispredict Semantics

Speculative program states 3.7 are defined as stacks of Speculative instances 57. A speculation instance ®; = (p, ctr, o, n)
contains the program p, a ctr € N to count the transactions, the current configuration ¢ and the speculation window n.

The speculation window n is a natural number n or L when there is no speculative transaction ongoing.
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Speculative States % ::= 5]
Speculative Instance @7 = (p, ctr, o, n)ﬁ
T u=startyctr| rlbyectr
First, we keep track of all possible allowed jump targets in the program. We collect the instruction number for each
endbr instruction into a labelset L defined as follows: L, = {i | Vi € N. p(i) = endbr}. We will omit p in L, if it is clear

from context and we assume L, is ordered.

We use Jx C e.x € Regs to indicate that the jump is really indirect. This means one subexpression of e is a register.

T
207 State 3; small-steps to 3, and emits observation 7.
T — —
@ :Z?] CI>} Speculative instance @y small-steps to CID‘/ and emits observation 7.
3y U? D State 3 big-steps to 2’ and emits a list of observations 7.
p X InitConf ﬂaf’ T Program p and initial configuration ¢ produce the observations 7 during execution.
2] fﬁ] Z}

(:AM-Context)

T =
=7 5

— [ —
Dy D5 =7 Dy - Dy
(J:AM-Rollback)
n’ =0 or p is stuckif ctr > ctr’ then ctr’ = ctr else ctr’ = ctr’

_ rlbyetr
@5 - (p,ctr,o,n) - (p,ctr’,o’,n"y —==/77 ®; - (p, ctr’”’, 0, n)
L
7L Py
(J:AM-barr) (J;AM-barr-spec)
p(o(pc)) =spbarr o S p(o(pc)) =spbarr o 5o
T T
(p,ctr,o, L) =97 (p,ctr,c’, L) (p,ctr,o,n+1) =)y (p,ctr,c’,0)
(JAM-NoSpec) (J:AM-General)
p(o(pe)) # jmp x,spbarr, Z o 5 o’ T=pcn|startyn
T r
(p,ctr,o,n+1) =7 (p,ctr,o’,n) 5. Ak 5
(J:AM-Spec)

p(o(pe)) = jmp x o5 o j =min(w,n)
3x Ce.x € Regs  (p,ctr+1,a,j) FE\Mo pel @
@)= 6,,/ - @y

z —
(petroo,n+ 1) <L)y {p,ctr,o’,n)e - ©5- Oy, o' (pe)-start ctr

T 5/
274525
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(J;AM-Single)
():AM-Reflection) _ T
T " _— ’
ST e b R ks
Ty =] Ty
S5t
(Helper-Ind)

(Helper-Base) _
leS (pctr,o,n) pS\ @y

(p.ctr,on) +2 @ (p, ctr, o, n) S (p, ctr,o[pc > 1],n) ‘5]

(JAM-Init) (AM-Fin)
Zy3=(p,0,0,1) o € InitConf Sy={p,ctr,o, 1) o(pc)=1
[ 2]: init [ Z]: fin

():AM-Initial-State)

it (p, o) = (p,0,0, L)
(Helper-Ind)

(Helper-Base) ; —
(p, ctr + 1,0, n) S ki

(p.ctrom) Hll @ (p, ctr, o, n) ST (p ctr +1, 0 pe - 1]) - @y

Notie the helper predicate Rule Helper-Ind generating all speculative states needed in Rule 7:AM-Spec

p X InitConf ﬂ“; T

(J:AM-Trace)
_ (:AM-Beh)
3, k3 fin zg(p, o) 1 =
o m[f = Beh.‘;’(p) = {7 | Yo € IitConf. p,c Q.‘;’ T}

We define the behaviour of a program p, written Beh”]J (p), as the set of traces that are generated starting from an initial

configuration o.

H.2  /);: Oracle Semantics

We use an oracle O to decide where to jump to as well as a new speculation window w for that transaction. So O(p, n, h)

returns ({true, false}, w). We keep track of the history h of decisions. Our speculation instances are now defined as:
Speculative States Xy ::= ?7
Speculative Instance Wy = (p, ctr, o, h, n)% where b € {true, false, ¢}
T = | commity ctr

Here ¢ is used as annotations for all speculative instances with n = L. If a rule does not change the value of b we will

omit this annotation.
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Xy 5? X 3 State X7 small-steps to X§ and emits observation .

b @? 5’7 Speculative instance ¥; small-steps to @_;' and emits observation .

Xy Oﬁ ;X; State Xy big-steps to X‘; and emits a list of observations 7.

p X InitConf Q? T Program p and initial configuration ¢ produce the observations 7 during execution.
x; 59 X/

(J:SE-Context)
¥y 5(7) ?7' 7 ¥y = (p. ctr,g, h,n) B
if p(o(pc)) = spbarr then ¥y, = zeroes(¥7) else ¥y; = decr(¥7)

— 00— —
Yy ¥ 55 ¥ - ¥y
(J:Rollback)

n’ =0 or p is stuck

o
V) (p,ctro,hon) - (pct’,of Wy Felse W L W (p,etr’ o,y n)

(J:Commit)

s commity ctr
AANAAAAAAS

_ _ o _ _
¥y - (p,ctr, o, h,n)b Ap,ctr’, o’ W, 0)ITHE Py 7 ¥y 4p ctr',a',h',n)b . ‘I’;,

():General)
T=pcn|startyn

— 0 —
¥y V5, 57 ¥y ¥y

(J:barr) (J:barr-spec)
p(o(pc)) =spbarr o 5o p(o(pc)) =spbarr o 5o

(p,ctr,o,h, 1) 5»(/) (p.ctr,a’,h, L) (p,ctr,o,h,n+1) 5»(,) (pctr, 0, h,0)
(J:NoSpec)
p(o(pc)) # jmp x,spbarr o 5o

(p,ctr,o,h,n+1) 5(7) (p,ctr,o’, h,n)
():Spec)

p(o(pe)) =jmp e oo O(p.n.h) = (L)
dx Ce.x € Regs [e](a) 2] o" =oc[pc—1] K =h-(c(pc),l)

o
(p,ctr,oh,n+1) Ly (p,ctr,o’, b/ ,n) - (p,ctr+1,0", I, w)ércur;”(])c)'st (ctr)

():Spec-Exe)

p(a(pe)) =jmpe oS0 O(pnh) = (L)
Jx Ce.x € Regs [e](a)=1 K =h-{a(pc)l)

se

o 1
(p,ctr,o,h,n+1) «5] (p,ctr,o’,h,n) - (p,ctr+ 1,0’ , I, w)ﬁ (ctr)

O, b
Xy 34X




Detecting speculative leaks with compositional semantics - Technical Report 51

(J:Single)

(J:Reflection) Io)

xR xpsPx
07
Ky 0

X iex] X5 ﬁ;{x;

(/SE-Init) (J:SE-Fin)
Xy = (p,0,0,¢6,L) o € InitConf Xy= (p,ctr,o,h, L)y o(pc) =L
I-X]: init I—X]:ﬁn

(J:SE-Initial-State)

Xt (p,0) = (p,0,0,¢ L)

p X InitConf ﬂ? T

(J:SE-Trace)
ini o
X F X fin XP(p0) $1X]
; . : 5 4 -
(p, o) ﬂ? 7 Beh] (p) ={7 | Yo € IitConf. (p, o) m] 7}

(SE-Beh)

We define the behaviour of a program p, written Beh? (p), as the set of traces that are generated starting from an initial
configuration o.

H.3  /);: Symbolic Semantics

The symbolic semantics is similar to the AM semantics. Instead of concrete configurations o and the non-speculative

semantics, it uses symbolic configurations o g and the symbolic non-speculative semantics — g. The symbolic states N

e

S Ihs 58’
Z./’ g4 i} Z./’

(J:Sym-Context)

S ThS
q>7 "QZ (D]S

=

S anS T .
Oy 7 =07 Bjs - P
(J:Sym-Rollback)

n’ =0 or p is stuck

_ rlbb/ ctr _

Ojg - (p.ctros.n) - (p.etr’ oln’) —===7 ®j5 - (p.ctr’, o5.n)

S In T
7 =25 Py
():Sym-barr) (J:Sym-barr-spec)
p(o(pe)) = spbarr 05 55 p(o(pe)) = sparr o5 55 o
‘hs a8
(p,ctr,os, L) :17] (p, ctr, O'é, 1) (p,ctr,os,n+1) :’ﬁ/ (p, ctr, O'é, 0)
(J:Sym-NoSpec) ():Sym-General)
p(o(pc)) #jmp e, spbarr, Z o5 —g oy T=pcn|startyn

Ths , oS_ =pS oS
(p. ctr,ds,n+1)tﬁ] (p,ctr,o%, n) Ipr 247 T ip
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(J:Sym-Spec)
po(pe)) =jmpe o5 sl j=min(w,n)
Ug.és =0y 85 dx C e.x € Regs
(p, ctr, cr L)) P el g Dig
Ty =B - BT

(p,ctr,os,n+1) ﬂ (p, ctr, a ,ny - (Dis fpco' (pe)-start; cr

SUT Z'S

():Sym-Single)

():Sym-Reflection) — T
Z}SSUTZS" Z,S”TZ?“]SZF?I

S
S'ng SU N ZS’
7

Let us define what it means for a state to be initial or final.

(J:Sym-Init) (J:Sym-Fin)
2‘78 =(p,0,05,1) og € InitConf 2‘79 =(p,ctr,o8,L) os(pc) =

I—Z}S: init I—Z?]S:ﬁn

(J:Sym-Initial-State)

t
25" (p.0s) = (p,0,05, 1)

(p X InitConf) SQ‘]" T

():Sym-Trace)
7’
32?]9 F ZS : fin ](p, os) SUT 23
S = (= : -
(p,0s) Sm] T Beh] (p) ={7 | Yog € InitConf. (p, o) S[ﬂ] 7}

(J:Sym-Beh)

We define the behaviour of a program p, written Beh‘79 (p), as the set of traces that are generated starting from an initial
configuration og.

I PROOFS FOR /);:

Our main result for /77 is the following
THEOREM 6 (/)7 1s WFSS). + /7 WFSS

Proor. Immediately follows from Theorem 10 (7 Oracle Overapproximation), Theorem 9 (7 Symbolic Consistency),

Theorem 8 (}: Behaviour of non-speculative semantics and AM semantics) and Theorem 7 (7 SE: Behaviour of non-

speculative and oracle semantics). O
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1.1 J: Relating Non-speculative and Oracle Semantics

Theorem 7 (7 SE: Behaviour of non-speculative and oracle semantics)
1

[ \

Lemma 23 (7 SE: Completeness of the speculative semantics)  Lemma 25 (7 AM : Soundness of the AM semantics w.r.t. non-speculative semantics)

Lemma 24 (7 SE: Non-speculative execution for rolled back transactions)

| |

Lemma 20 (7 SE: Soundness single step No Speculation)  Lemma 22 (7 SE: Single Step Speculation)

Lemma 21 (7 SE: Single Step Instance Non Speculative)

THEOREM 7 (] SE: BEHAVIOUR OF NON-SPECULATIVE AND ORACLE SEMANTICS). Let p be a program and O be a prediction
oracle. Then Behns(p) = Beh70 () Tns

Proor. We prove the two directions separately:
& By the definition of Beh? (p) we have an initial configuration o such that (p, o) [ﬂ? 7.

By definition of (p, o) [ﬂ? 7, we know there exists a state X 3 such that X&: fin and an initial state X §"” (p,o)

such that X;”it(p, o) Oi ;X;
Analogous to the corresponding case in Theorem 12 (S SE: Behaviour of non-speculative and oracle semantics)
by using Lemma 19 (] SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).
We thus have ((p, 0)) [5g7 ns € Behns(p) by Rule NS-Trace.
= Assume that ((p, 0)) Q47 € Behns(p). We thus know there exists o’ € FinalConf such that ¢ |7 o”.
Analogous to the corresponding case in Theorem 12 (S SE: Behaviour of non-speculative and oracle semantics)
by using Lemma 23 (7 SE: Completeness of the speculative semantics).
We thus have (p, o) Q]O 7.7 e Beh? (p), where 77 [ 5 = .

1.2 Soundness

Lemma 19 (7 SE: Soundness of the speculative semantics w.r.t. non-speculative semantics). If
(1) Xy.0=0and
(2) +o Xy: noongoing and
@ %%,

Then there exists ¢’ such that
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I ifrp X}: noongoing then o |z}, o andX}.a =o' and
II lfl—’o X;: biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction
id that will be rolled back and is still active then o Upelper(z,i) 0’ and o’ is the configuration with the instance

with ctr = i.
0,
Proor. We proceed by induction on X7 5;X ;

o,
Rule J:Reflection Then we have Xj igX 7 with X ; = Xy and by Rule NS-Reflection we have

I 0, o witho=0".

I o hetper(e.i) o’ witho =0o’.
Rule J:Single We have X 03 ;/'TX_} and by Rule J:Single we get X Oi ;,X’;' and X;’ @SO X;.
We need to proof
Iifrp X} noongoing then o |z.7}, o and X}.o =0’
I if I—‘O X ; biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest
transaction id that will be rolled back and is still active then o peiper(z.7,i) ¢ and o is the configuration
for the instance with ctr = i.

0,
We apply the IH on Xy 5;,)( ;' and have a ¢’” where ¢’/ is the configuration for some instance in X ;’ such that.

I ifrp X;’ : noongoing then o |z, _,» and X;’.O’ =o”
Ir' if l—jo X ;/: biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest
transaction id that will be rolled back and is still active then & [perper(z,j) ' and o’ is the configuration

with the instance with ctr = j.
4
7

no ongoing transactions in X J” Then X ;’ has no ongoing transactions, meaning + o X%’ : noongoing and we

have o |z}, ¢” and X%’.O’ = ¢’ by IH.
I Thentp X’: noongoing and we need to prove o |77}, o and X}.O’ = ¢’. We now proceed by inversion

i
o
on X}' 57 X;:

We proceed by case analysis on X.

Rule ]:Rollbéck Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the specu-
lative semantics w.r.t. non-speculative semantics).

Rule J:Spec The contradiction is analogous to the case of Rule S:Store-Skip in Lemma 45 (S SE:
Soundness of the speculative semantics w.r.t. non-speculative semantics) and the fact that the
created transaction will be rolled back.

otherwise We know that ¢’’ = X '7' .0.Since ko X ;’ : noongoing, there no ongoing transactions that
need to be rolled back.

Furthermore, no transaction that will be rolled back is created in the step X }' @? X ; because
Fo X; noongoing.
The case is analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-
speculative semantics) by using Lemma 20 (7 SE: Soundness single step No Speculation).

II Then X 3 has ongoing transactions, meaning l—b X§ biggestongoingtransactionirolledback and we need

to prove o llhelpe,(;.fyi) o’ and ¢’ is the configuration for the instance with ctr = i.

We now proceed by inversion on X;’ 5? X.;:
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Rule J:Spec Since we know a new transaction was created that will be rolled back, we also know
that id = i.
We know that, because o X;’ : noongoing, so there was not another ongoing transaction.
The case is analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-
speculative semantics) together with Lemma 22 (7 SE: Single Step Speculation).

otherwise By definition of r—iO X&: biggestongoingtransactionirolledback we know that there exists

10)
arlbyiin the execution X ; $;ﬁ Xy i with no matching start i observation in that execution.
The contradiction can be derived in the same way as in the analogous case in Lemma 45 (S SE:
Soundness of the speculative semantics w.r.t. non-speculative semantics).
ongoing transactions in X' ]” Then X 7 has ongoing transactions, meaning I—JO X ,;’ : biggestongoingtransactionirolledback
and we have o Upeiper(z,j) 0 and o” is the configuration for the instance with ctr = j.

I Thentp X?: noongoing and we need to prove o |77}, o and X;.O’ = ¢’. We now proceed by inversion
” L0 /. ‘
on Xy %7 Xy

Rule J:Rollback and 7 = rlbj j Choose ¢’ = ¢’’. Since 7 - 7[5 = helper(7, j) we can use IH
 Unetper(z.j) o'
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).

otherwise Then 7 # rlby j.
Deriving the contradiction is analogous to the corresponding case in Lemma 45 (S SE: Soundness
of the speculative semantics w.r.t. non-speculative semantics).

II Then l—i) X; biggestongoingtransactionirolledback and we need to prove o Upeiper(z.7,i) 0 and o’ is
the configuration for the instance below the instance with ctr = i.

We now proceed by inversion on X/’ NEO X.;:

Rule J:Rollback Then 7 = rlby id. We do a case analysis if id = j or not.
id = j Contradiction, analogous to the corresponding case in Lemma 45 (S SE: Soundness of
the speculative semantics w.r.t. non-speculative semantics).
id # j Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics).
otherwise Then 7 # rlby id.
Then helper(7 - 7,i) = helper(7, i)
We choose ¢’ = ¢’/ and derive a step by Rule NS-Reflection.
The rest is analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-

speculative semantics).

Lemma 20 (7 SE: Soundness single step No Speculation). If
(1) +o Xj: noongoing and
o
(2) X557 X; and
3) o X%: noongoing and
(4) o=Xj.0
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Then there exists o’ such that

Iol,, o and
II X}.O‘ =0

Proor. We proceed by inversion on Xy @? X.j',:
Rule J:General Thus, we have Xj =¥ - Vig.e and X 3 =¥ Y15 with ¥;.0 = 0.
By the definition of @? only Rule 7:Spec and Rule 7:Spec-Exe add observations to p.
These observations are either start id or bypass n.
By the definition of [,s, we have 7[5 = ¢.
Thus, we have o ;. o by Rule NS-Reflection.
Rule J:Commit Then the generated observation is 7 = commit id. Furthermore, commit id[,s = e.

’

By the definition of the rule, we have X;.0 = X7.a and with this we get X%.a =o.
Thus, we can derive 0 {commit idf,,, O-
Rule J:Rollback Contradiction, since ¢ X7: noongoing and Definition 18 (Well orderedness of rollback and start).

Rule J:SE-Context We have X; = ?7 - ¥yand X 3 = W}/ . ?/] with ¥y @? @}. By Lemma 21 (] SE: Single Step Instance

Non Speculative) we have o LiLEN o’ with ¢ = ¥5.0 and ?3.0 =0

Lemma 21 (7 SE: Single Step Instance Non Speculative). If
(1) Xy= ?‘7 . ‘3] and
2) X} =V¥;- ‘I”; and o XJ’,: noongoing and
3 ¥ 59 ¥ and
(4) 0=V¥y.0

Then there is a o’ such that

Tlns
I 0 — ¢’ and

11 ?l].a =0

Proor. We proceed by case analysis on the rule used to derive ¥y @_(7) ‘I’j’7

Rule J:barr or Rule J:barr-spec Thus, we have p(o(pc)) # jmp and n # 0. We show the proof for Rule 7:barr, the
proof for Rule :barr-spec is analogous.
By Rule J:barr we know o L ¢ and ‘P} ={p,ctr,o’,h,n — 1).
Thus ¢/ = ‘I’}.O‘ and 7 = € = €ps.
Rule J:NoSpec We have o 5o’ as premise of the applied rule and ‘I”7 ={(p,ctr,o’ h,n—1).
Thus, ¢’ = \I’:’TU.
Because the rule used the observation received from the step o N , we have 7,5 = r and are finished.

Rule J:Spec Contradiction, because there are no ongoing transactions in X.j'7 by the fact o X Jf(: noongoing.
Rule J:Spec-Exe By definition ?2 =(p,ctr,o’, h,n)-(p,ctr’, o’ b, 0’ )ﬁ. By premise of the rule we do the step o o
The generated trace is r = 7’ and r 5 = 7.

Thus, the step o L & is what we look for and by construction ?Q.a =o'
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Lemma 22 (7 SE: Single Step Speculation). If
(1) Xy= ?; ¥y and +¢ Xj: noongoing
2) X} = ?; . ?{7 and I—’b X}: biggestongoingtransactionirolledback and
3) ¥ .59 ¥, and
(4) 0=V¥y.0
Then

Tlns
I 0 — o and

II ¢’ is the configuration for the instance with ctr =i in X']

Proor. We proceed by inversion on ¥y 5_70 @}:

Rule J:AM-Spec Then we have

g —0

?’7 ={(p,ctr,o’,n) !

T
We have 0 — o’.

Since ¢ X7: noongoing we know that 7ns = 7 = pc o’ (pc).

Since a transaction with id = ctr was started and we have o X7: noongoing, we know that i = ctr.

Notice that ¢’ is the configuration for the instance ctr = i by definition.

This completes the case.

Jpc o’ (pe)-starty ctr

57

otherwise Contradiction, because ¢ X7: noongoing and '_iO X}: biggestongoingtransactionirolledback, we know that

a transaction has to be started that will be rolled back.

1.3 Completeness

Lemma 23 (7 SE: Completeness of the speculative semantics). If
(1) o € InitConf and
2) oz 0’ and
(3 X;= XMt (g)
Then
%
1X;$,X! and
- T .7p
IIvp X}: noongoing and
I o = X;.U and
IV T =7 s and
Vp=e
Proor. We proceed by induction on o |7 ¢’

Rule NS-Reflection Then we have ¢ ||, ¢’ with o = ¢”.



Rule NS-Single Then we have o ||z ¢’/ and ¢”’ 5 ¢’.
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0,
I-IV By Rule J:Reflection we have X3 igX;
By construction +¢ X;: noongoing and Xy.0 = o.
Since £[,s = ¢ we are finished.
’
We need to show
O -
1X;7%), X/ and
U S
I +p XJQ: noongoing and
I o = X}.O’ and
V7T 1=7 7"Ins
We apply the IH on o |7 ¢’/ we get
O -
r X; iix" and
7T p
I +o X’?’ : noongoing and
Tp
Ir o = X}'.a and
IV T=7ps
V p=c¢
To account for possible outstanding commits, we use Lemma 9 (Executing a chain of commits) on X ;’ and get
2) X7’ Oi 7 X/
7T
miandW(X;") >0

""" ¢ = commit id for some id € N

By ¢) and the definition of ths we have 777 s = e

Because only Rule 7:Commit was used we have X»’;' ! )= X»’;' o We now do a case analysis on the instruction

p(a” (pe)):

p(c”’(pc)) # jmp Then either Rule J:barr, Rule J:barr-spec or Rule 7:NoSpec in conjunction with Rule 7:SE-
Context was used to derive the step X}" 5\;? X}

Here, 7’ is generated from X%” o0 andX%.o = ¢’ Analogous to the corresponding case in Lemma 100 (SLS

SE: Completeness of the speculative semantics).
p(c” (pc)) = jmp Then depending on the oracle decision, either Rule 7:Spec or Rule 7:Spec-Exe is used in
conjunction with Rule }:.SE-Context:

O(p,n, h) = (I, w) (Rule J:Spec-Exe) Then we jump to the original target.

0
We derive X 3’ rstartyid 7 X 3 by using Rule 7:Spec-Exe and produce the observation 7’ = r, where
T =pcl € Obs.

Analogous to the corresponding case in Lemma 100 (SLS SE: Completeness of the speculative
semantics).

O(p,n,h) = (I’,w) (Rule J:Spec) Then we jump to a different target ’. We derive a step by using Rule 7:Spec.
This produces the observation 7/, where 7’/ = pc [ and the step X ;’ ' o 2 6" is made.
Analogous to the corresponding case in Lemma 100 (SLS SE: Completeness of the speculative

semantics).

Notice that p is empty for all the cases, because we discharge all the observations immediately using Rule 7:General.
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Lemma 24 (7 SE: Non-speculative execution for rolled back transactions.). If
(1) X; Oigx; and
(2) T=t-startid-7 - rlb id and
(3) 0=Xj.0

Then

I there is a configurations ¢’ with X.J',.O' =¢’ and

Io m o’ and
1) —

Proor. Let Xy Oi;X; be an execution with trace T = 7 - start id - 7' - rlb id. Let 0 = Xy.0

We know Rule 7:Spec was used to start the speculative transaction.

By this rule we know, there is a configuration ¢’ with ¢ 5o

By definition of [,s we have 7[,s = 7[5 = 7, where the last steps is because of the fact 7 € Obs.

Thus, we have o KALIN o’

Now we need to show that ¢’ = X 3.0’, which is analogous to Lemma 50 (S SE: Non-speculative execution for rolled

back transactions). O

1.4 J: Relating Non-speculative and AM Semantics

Theorem 8 (J: Behaviour of non-speculative semantics and AM semantics)
1

[ \

Lemma 28 (7 AM: Completeness of the speculative AM semantics)  Lemma 25 (7 AM : Soundness of the AM semantics w.r.t. non-speculative semantics)

Lemma 29 (7 AM: Non-speculative execution for rolled back transactions)

|

Lemma 26 (7 AM: Soundness single step No Speculation) = Lemma 27 (7 AM: Single Step Speculation)

THEOREM 8 (J: BEHAVIOUR OF NON-SPECULATIVE SEMANTICS AND AM SEMANTICS). Let p be a program. Then
Behns(p) = Beh3J (P) Tns

Proor. The proposition can be proven in similar fashion to Theorem 12 (S SE: Behaviour of non-speculative and

oracle semantics). We prove the two directions separately:
< Assume that7 € Beh"f (p)-
By the definition of Behf;’ (p) we have an initial configuration o such that (p, o) ﬂ? .
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The proof proceeds in similar fashion to the analogous case in Theorem 7 (7 SE: Behaviour of non-speculative
and oracle semantics) by using Lemma 51 (S AM : Soundness of the AM semantics w.r.t. non-speculative
semantics).
We can now conclude that ((p, o)) QT Ins € Behns(p) by Rule NS-Trace.
= Assume that ((p, 0)) Q47 € Behns(p).
We thus know there exists ¢’ € FinalConf such that o |7 o’.
We apply Lemma 28 (7 AM: Completeness of the speculative AM semantics) with Xy = 23‘”19, o and get
Zf;’itp, o U?l 2} with o 23: noongoing, o’ = 29,0 and 7 =7 ps.
Because of o 23: noongoing and o’ = Z}.a we know that r 23: fin.
We thus have (p, o) Q;‘) T e Beh;) (p)-

1.4.1 Soundness.

Lemma 25 (7 AM : Soundness of the AM semantics w.r.t. non-speculative semantics). If
(1) ¥y.0=0 and
(2) +o Zy: noongoing and
_NT S/
() % ll] 2]
Then there exists ¢’ such that

I ifrp Z';: noongoing then o |z, o and Z'}.O' =0’ and
II lfl—’O Z}: biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction

id that will be rolled back and is still active then o Upeiper(z,i) ' and o’ is the configuration for the instance with

ctr =1.

Proor. We proceed by induction on %y U? Zf]

Rule J:AM-Reflection Then we have Xy U‘; ¥y with 2’7 = X7 and by Rule NS-Reflection we have
I 0, o witho=0".
I o Uhetper(eiy ' witho =0,
=4 —r T
Rule :AM-Single We have X5 UT}, T 23 and by Rule J:AM-Single we get %5 U§ 23’ and 23’ =7 23.
We need to prove
Iifrp Z}: noongoing then o 7., o and 23.0 =0’
I if |—i0 Z’]: biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest
transaction id that will be rolled back and is still active then & [ jeiper(7.7,i) 0 and o’ is the configuration
for the instance with ctr = i.
We apply the IH on 3y ll?i, Z}’ and have a ¢’” where ¢”’ is the configuration for some instance in 2’7’ such that.
rif l—(? 2}': noongoing then o ||z, 5~ and Z}'.O’ =o"
r if l—JO 2’7’ : biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest
transaction id that will be rolled back and is still active then o Upeiper(z,j) 0" and o’ is the configuration
with the instance with ctr = j.

We proceed by case analysis on 2’7’ .
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no ongoing transactions in Z}’ Then 2.(7' has no ongoing transactions, meaning o 2}' : noongoing and we
have o |7, ¢’ and Z’}’.a = ¢’ by IH.
I Thentp 2']: noongoing and we need to prove o 7.7}, o and Zf}.a = o’. We now proceed by inversion
A .

on 23’ =y 23:

Rule :AM-Rollback Then 7 = rlbjy id.
Contradiction. Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the
speculative semantics w.r.t. non-speculative semantics).

Rule J:AM-Spec Contradiction. Analogous to the corresponding case in Lemma 45 (S SE: Soundness
of the speculative semantics w.r.t. non-speculative semantics).

otherwise We know that ¢’/ = Z}’.O'.
T
Furthermore, no transaction that will be rolled back is created in the step Zf}’ iZ?] Z’], because
Fo Zf]: noongoing.

T
We can now apply Lemma 26 (7 AM: Soundness single step No Speculation) with 2’7’ =117 Z%
and get

o_// UTFHSU/

r

-0 =0

Since Tlps - Tlns = T - Tlus (because 7 # rlby id), we are finished.

II Then ¥ has ongoing transactions, meaning l—iO >

7 J
to proof o Uhelper(?-r,i) o’ and ¢’ is the configuration for the instance with ctr = i.

: biggestongoingtransactionirolledback and we need

We now proceed by inversion on 23’ jﬂ; 2}:

Rule J:AM-Spec Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the specu-
lative semantics w.r.t. non-speculative semantics) together with Lemma 27 (7 AM: Single Step
Speculation).

otherwise By definition of '_i() 2(7: biggestongoingtransactionirolledback we know that there exists

a rlbyiin the execution Z} U;ﬁ "%y fin with no matching starty i observation in that execution.
Contradiction, analogous to the corresponding case in Lemma 45 (S SE: Soundness of the

speculative semantics w.r.t. non-speculative semantics).

’’

ongoing transactions in 27 Then %/ has ongoing transactions, meaning l—é )4

7
and we have o U peiper(z,j) 0’ and o’ is the configuration for the instance with ctr = j.

: biggestongoingtransactionirolledback

I Thentp 2(7: noongoing and we need to prove o z.;}, o and 2’7.0 = ¢’. We now proceed by inversion
A .

on 2\’7’ =17 Z}:
Rule :AM-Rollback and 7 = rlbj j Choose ¢’ = ¢’’. Analogous to the corresponding case in
Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).
otherwise Then 7 # rlby j.
Contradiction, analogous to the corresponding case in Lemma 45 (S SE: Soundness of the
speculative semantics w.r.t. non-speculative semantics).
II Then l—i0 Z}: biggestongoingtransactionirolledback and we need to prove o Upeiper(7.7,i) 0 and o’ is

the configuration for the instance below the instance with ctr = i.
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We now proceed by inversion on ij’ jﬁ] Zf]:
Rule J:AM-Rollback Then 7 = rlb id. We do a case analysis if id = j or not.
id = j Contradiction, analogous to the corresponding case in Lemma 45 (S SE: Soundness of
the speculative semantics w.r.t. non-speculative semantics).
id # j Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics).
otherwise Then r # rlbyid.
Then helper (7 - t,i) = helper (T, i)
We choose ¢’ = ¢’ and derive a step by Rule NS-Reflection.
The rest is analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative

semantics w.r.t. non-speculative semantics).

Lemma 26 (7 AM: Soundness single step No Speculation). If

(1) ro ¥ y: noongoing and
() 2707 %) and

(3) ro Z}: noongoing and
(4) 0=%j5.0

Then there exists ¢’ such that

Tlns
I 0 — ¢’ and

I 2(7‘0' =0
T
Proor. We proceed by inversion on %7 /75 2’7:

Rule J:AM-General Thus, we have ;= 5] . (b]ﬁ“r' Contradiction. By the definition of i%?] only Rule :AM-Spec
adds observations to p.
Since p = p’ - 7 is non-empty, there is a speculative transaction currently ongoing.
However, this contradicts the assumption o 2;: noongoing.
Rule J:AM-Rollback Contradiction, since o X7: noongoing and Definition 18 (Well orderedness of rollback and
start).
Rule J:AM-Context We have ;= 5] - ®yand 23 = 5/7, . 5} with @y T?Tﬁ] 5}
We proceed by case analysis on the rule used to derive @ Jﬁ b CD}.
Rule J:AM-Spec Contradiction, because this starts a speculative transaction that needs to be rolled back. This
cannot happen because of ¢ 2}: noongoing.
Rule J:AM-barr or Rule J:AM-barr-spec Thus, we have p(c(pc)) # jmp and n # 0. We show the proof for
Rule 7:AM-barr, the proof for Rule 7:AM-barr-spec is analogous.
By Rule J:AM-barr we know o 5 ¢’ and 5,] =(p,ctr,o’,n—1).
Thus o’ = 5}.0 and 7 = € = €ps.

. Tl ns
Thus, we have an execution 0 —— ¢’ and ¢’ = Z’].a as needed.
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Rule J:AM-NoSpec Thus, we have p(c(pc)) # jmp and n # 0. We have ¢ 5 o as premise of the applied
rule Rule :AM-NoSpec and 5_’7 =(p,ctr,o’,n—1).
Thus, choose ¢’ = 5}.0.
Because the rule used the observation received from the derived step o NP , we already get 75 = 7 and
are finished.

Lemma 27 (7 AM: Single Step Speculation). If
(1) 29= ?7 . ?’] and F.O ¥ y: noongoing
2) 27] =&y -dyand I—lo 2’7: biggestongoingtransactionirolledback and
L ;
(3) ®; =/ ®; and
(4) 0=20y.0
Then

Tlns
I 0 — ¢’ and

II ¢’ is the configuration for the instance with ctr = i in 2’7

T —
Proor. We proceed by inversion on ®; </ <IJI7:
Rule J:AM-Spec Then we have
5o

4 ’ 4

CD] ={(p,ctr,o’,n) - <I)_7
We have ¢ — o’
Since k¢ Xy: noongoing we know that 7[,s = 7 = pc n.
Since a transaction with id = ctr was started and we have o Xy: noongoing, we know that i = ctr.

Notice that ¢’ is the configuration for the instance ctr = i by definition.

This completes the case.

otherwise Contradiction, because o X7: noongoing and I—’O 2}: biggestongoingtransactionirolledback, we know that
a transaction has to be started that will be rolled back.

1.4.2  Completeness.

Lemma 28 (7 AM: Completeness of the speculative AM semantics). If
(1) o € InitConf and
(2) 070" and
. — yinit
3) 2] = Z] o
Then
T s
I3y ll] Z]p and
I +p 2 : noongoing and

7

I o = 2’7.0 and
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IV T=7ps and

Vp=e

Proor. We proceed by induction on o |7 ¢’

Rule NS-Reflection Then we have ¢ ||, ¢/ with o = 0o’
I-V By Rule J:AM-Reflection we have % U; %7. By construction ¢ X7: noongoing and ¥j.0 = ¢. Since
£lns = € we are finished.
Rule NS-Single Then we have ¢ ||- ¢’ and o’/ = ¢’.
We need to show
137077 3 and
II +p 2% : noongoing and

J
Il o' = 2’].0 and
V7T 1=7 7Ins
We apply the IH on o |7 ¢”’ we get
4 T s
r Xy U] Z]p and
II' +o 2 : noongoing and

p
I ¢’ = Z'}’.O' and
IV T=7 [ns
V p=¢

We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) # jmp Analogous to the corresponding case in Lemma 23 (7 SE: Completeness of the speculative

semantics).
p(o(pc)) = jmp Analogous to the corresponding case Lemma 23 (7 SE: Completeness of the speculative
semantics), which is when the oracle mispredicted in the proof, together with Lemma 29 (7 AM: Non-

speculative execution for rolled back transactions).

Lemma 29 (7 AM: Non-speculative execution for rolled back transactions.). If

(1) 2y 1@ %/, and
(2) T=t1-startid-7 - rlb id and
(3) o=%y.0

Then there exists a configuration o’ such that

I 277.0 =o' and
Tl
I ¢ — ¢’ and

I Tips =71

Proor. Let 3y U? 2’7 be an execution with trace 7= 7 - start id -7’ - rlb id. Let 0 = 27.0.
The proof proceeds analogously to Lemma 29 (7 AM: Non-speculative execution for rolled back transactions).
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1.5 J: Relating Symbolic and AM semantics
THEOREM 9 (J: SymBoLIC CONSISTENCY). Beh?/;’ (p) = ,u(Beh‘; )

Proor. The proof is analogous to Proposition 3 (3: Symbolic Consistency) using Lemma 30 (J: Soundness of the AM

semantics w.r.t. symbolic semantics) and Lemma 32 (J: Completeness of the symbolic semantics). O

Theorem 9 (7: Symbolic Consistency)

/ \

Lemma 30 (7: Soundness of the AM semantics w.r.t. symbolic semantics) Lemma 32 (J: Completeness of the symbolic semantics)

Lemma 31 (J: Soundness single step) Lemma 33 (J: Completeness single step)

1.5.1 Soundness.

Lemma 30 (7: Soundness of the AM semantics w.r.t. symbolic semantics). If
(1) =S SUTS 23 and
@ pE pthCnd(zf’)
Then ‘
1) U (s
Proor. We proceed by induction on 27 SUTS ZIS’
Rule J:Sym-Reflection Then we have ZS SUE ZS with 28 = 239.Using Rule 7:AM-Reflection we gety(Z}g) Sﬂg(s) p(Z}S,)
and are finished.
Rule J:Sym-Single We have 2 SUTS s ZS and by Rule J:Sym-Single we get £5 SUTS ZS” and ZS ﬂs ZS’
We need to prove
W pEH U =)
We apply the IH on ZS SUTS ZS and have a 2?7’ = ,u(Z}S”) such that:
(1) p(z$) 1) 27 and
The result follows by applying Lemma 31 (J: Soundness single step) on ZS" Tﬂs ZS and get a step

2// ﬁ][l(zsl)

We now use Rule 7:AM-Single and get an execution y(ZS) U”(TS) ulzs) y(ZS

) as required.

Lemma 31 (J: Soundness single step). If
) 25 =15 55" and
@ pE pthCnd(Zf’)

Then

I ;1(25) “n 105"

T
Proor. We proceed by inversion on 2*79 :ﬁ‘? Z}S ",
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Rule J:Sym-Rollback Analogous to the corresponding case in Lemma 108 (SLS: Soundness single step).

T —
Rule J:Sym-Context We then have CD‘?S *Z?}S (D}S. Thus, we know <I>f]9.n > 0and y(@*?).n > 0 as well. We proceed by

inversion on <I>S = ﬁs (D.,fs:
Rule J:Sym- General Analogous to the corresponding case in Lemma 108 (SLS: Soundness single step).
Rule J:Sym-NoSpec Analogous to the corresponding case in Lemma 108 (SLS: Soundness single step).
S a8 ¢S’ S’ S S 1 oS oS o S
Rule J:Sym-barr Then we have <I>] f:ﬁ] <1>] WhereCI)] =(p, <I>7 .ctr,<I>7 .O'S,CD] .n—1) with CD] 08 0.
Analogous to Rule 7:Sym-NoSpec using Rule 7:AM-barr.
Rule]Sym -barr-spec Then we have CI>S ﬁs dDS where <I>S =(p, <I>S ctr, @S .o CDS,n—l) with CI>}S.0' T—S>S

7 7
. Analogous to case Rule 7:Sym- NoSpec us1ng Rule 7AM -barr- spec

Rule J:Sym-Spec We have CDS ﬁs @, (Note that multiple speculatlve instances are created). Let ® I =

<I>‘790 CD‘]SI CD‘? Furthermore, we have CD‘?S o —>S GS with <I>] .08 = O'S and for each [ € L we have

O'S = og[pc > 1], (note that [ is always concrete).

We use Lemma 3 (NS: Soundness Symbolic Added rules) on CID .08 —’S 0 and get ,u(<I>S og) — u(TS)

(o). Let o = (o).
Choose @ = y(fb‘?) and note that a jmp instruction is executed.

u(rs)
We now derlve a step using Rule :AM-Spec @y 7—4? b @ 7 together with the non-speculative step

y(CID*]S.O'S) —> y(aS) above and define for each I € L ¢’ = p(og)[pe — 1].

We now show that ;1(5]8) = 5]. Since [ is concrete and p(d>f.03) = o, it follow by definition that
y(ag =olforalll € L.

By p(fbf) = &5 we have CDf.ctr = ®j.ctr and @f.n =®y.n.

— — u(zs) —
Now, we have y(®y;) = @5 and thus y(<I>‘]S) ==/ u(®y,) as needed.

1.5.2  Completeness.

Lemma 32 (J: Completeness of the symbolic semantics). If
T 5/
(1) =5 U] Z] and
2) 27=p(z3)

Then there is a valuation yi, a symbolic trace Tg' and a final state Z‘]S’ such that

I 23 SUTS 23 and
bl Z' y(Zs ) andt = p(tg’) and
I p e pthCnd(Z‘;S )

Proor. We proceed by induction on Xs U? %L

Rule J:AM-Reflection Then we have g Uf %7 with X5 = 2.

I-III By Rule J:.Sym-Reflection we have 2 SUE ZS By construction 2‘79 = 2*73,. We now trivially satisfy all

conditions.
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Rule J:AM-Single We have 3¢ UT T ¢ and by Rule S:AM-Single we get Zs UTS 27 and 3¢ *%?‘79 ZL.

We need to prove

(1) 35 U 35 and

(2) Z} = ,u(Z}S Yand 7' -7 = p(rg’ - tg) and

(3) u ¥ pthCnd(s5")
We apply the IH on Xy UTS Z’ ’ and obtain a 2‘79 such that:

> SuTS 25” and

(2) 23' = /1(2] ) and 7’ = p(7g’) and

G) pE pthCnd(E}S "y

T
The result follows from applying Lemma 33 (J: Completeness single step) on Z}' L7 Z']:

Lemma 33 (J: Completeness single step). If
(1) 2707 % and
) p(zf) =3 and
(3) pE pthCnd(z_f)
Then
I Z}S ,%?39 Z}SI and
ig p(zf’) =3/ and
Iy e pthCnd(Z}S,) andpu(t’) =1

T
Proor. We proceed by inversion on 27 /77 X

Rule J:AM-Rollback Since p does not change the speculation window and ctr and ,u(Z}S) = 2y, we have Xy.n =
Zf.n =0and Xy.ctr = 2?.ctr.
Analogous to the corresponding case in Lemma 111 (SLS: Completeness single step).

Rule J:AM-Context We then have ®y *&? 7 5}. Note that ®7.n > 0 and as such for all symbolic states where
p(d)‘]s) = @y as well. We proceed by inversion on @5 :%?] 5}:
Rule J:AM-General Analogous to the corresponding case in Lemma 111 (SLS: Completeness single step).
Rule J:AM-barr Analogous to the corresponding case in Lemma 111 (SLS: Completeness single step).
Rule J:AM-barr-spec Analogous to the barrier case above.

Rule ;AM-NoSpec The case is analogous to Rule J:AM-barr above using Rule J:Sym-NoSpec.

Rule J:AM-Spec We have CD ﬂ b <I>7S (Note that multiple speculative instances are created). Let <I>7 =
q)g . q)} . cpr]l
Furthermore, we have ®5.0 5 6’ and with CD%.O' = ¢’ and for each I € L we have ¢! = o[pc — ], (note
that [ is always concrete).
We use Lemma 5 (NS : Completeness Symbolic Added) on ®7.0 5 o’ and get <I>‘]9.0'5 T—S>S d’s, where
y(@}s) = @y as per assumption, p(rg) = 7 and y(afg) =o'
Choose @5 = ,u(fbf) and note that a jmp instruction is executed.
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S o —
We now derive a step using Rule J:Sym-Spec <I>?]S f?ﬁ}s @, together with the non-speculative step

CD‘]S,GS T—S>3 0:9 above and define for each I € L o = u(og)[pc + 1.
We now show that /1(573) = ®. Since [ is concrete and ,u(fbfjs.os) = o, it follow by definition that
p(0") = o' foralll € L.

By p(fb‘?) = &5 we have @‘?.ctr = ®y.ctr and CID‘]S,n =®y.n.

_ _ S o —

Now, we have y(®y;) = @5 and thus <I)‘]S f?ﬂ}s @, as needed.

It remains to show that y F pthCnd(E]S). Since CI>.‘7SO.55 = 0':9.58 and we have ik pthCnd(a:S) from
above we get 1 k pthCnd(CD;gO).

For the remaining CID‘TSi we have <I>,‘79i.05.53 = 0565, Since pi E pthCnd(og) we have i E pthCnd((ID‘]S)i
and combined we have u pthCnd(ays).

1.6 J: Relating Oracle and AM semantics via SNI

First the definition of the element function we are gonna use: elem_of _states({p, ctr, o, n)) = (p, ctr, o)

The proof structure looks like this:

Theorem 10 (J: Oracle Overapproximation)

Proposition 9 (- Sound and Completeness between Spec and AM semantics)
1

Lemma 34 ( Initial states in ~) ~ Lemma 37 (J: Soundness Am semantics w.r.t. speculative semantics) Lemma 41 (J: Completeness AM semantics w.r.t. speculative semantics)

Lemma 38 (J: Soundness Big-step Am semantics w.r.t. oracle semantics) ~ Lemma 43 (J: Stronger Soundness for a specific oracle and for specific executions)

Lemma 40 (: Soundness Single Step AM) Lemma 44 (7 AM: Strong Soundness Single Step)
|

Lemma 35 (7 AM: Single step preserves =)  Lemma 36 (J SE: Single step preserves =)

THEOREM 10 (7: ORACLE OVERAPPROXIMATION). A program p satisfies SNI for a security policy P and all prediction
oracles O with speculative window at most w iff for all initial configurations 5,0’ € InitConf, ifo ~p ¢’ and ((p, 9)) [T,
((p,0") AT, then (p,o) AL 7', (p, o) AL 7"

PRroOF. Let p be a program, P be a policy and w € N be a speculative window. We prove the two directions separately.
(=) We have
(1) o ~p ¢’ and
@) ((p.0) ApsT's ((p,0") AT and
(3) p satisfies SNI for policy P and all prediction oracles O with speculative window at most w
and we need to show that (p, o) Q‘]" ', (p,o’) Q?’ 7" holds.
We unfold the definition of SNI we have for all O with speculation window at most w, for all initial configurations
0,0, if ¢ ~p o’ and ((p, 0)) AT, ((p. o)) LT then (p, o) [ﬂ? 7 and (p,o’) [ﬂ? 7.
We fulfill all premises of SNI by 1) and 2) for p and get (p, o) m? 7 and (p,o’) m? 7.
We use Proposition 9 (7: Sound and Completeness between Spec and AM semantics) with (p, o) Q]O 7 and
(p, o) Q? 7 to get (p, o) Q‘;’ T’ (p,a’) ﬂ‘}) 7"/, This completes the proof.
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(&) We have
(1) o ~p ¢’ and
@) ((p.0)) Plyg?> (P, 0")) Alyg? and
(3) if o ~p o’ and ((p.0)) AlysT. ((.0")) AT, then (p.o) AC T, (p,0') A2 7"
Note that we got assumptions 1) and 2) by the unfolding of the definition of SNI. We need to show that
(p,0) @? 7 and (p,o’) @? 7 holds.
By using assumption 1) and 2) for assumption 3), we get (p, o) [ﬂ‘j;) T’ (p,a’) Q?’ .
Let O be an arbitrary prediction oracle with speculative window at most w.
From Proposition 9 (J: Sound and Completeness between Spec and AM semantics) with (p, o) Q‘}) ', (p, o) [ﬂ‘;’ 7’
we get back (p, o) ﬂ? 7, (p,d’) ﬁ? 7. Consequently, p satisfies SNI w.r.t. P and O.
Since O was an arbitrary prediction oracle with speculation window at most «, then p satisfies SNI for P and

all prediction oracles with speculation window at most w.

]

Proposition 9 (J: Sound and Completeness between Spec and AM semantics). Let p be a program, w € N be a
speculative window, o, ¢’ € InitConf be two initial configurations. We have (p, o) Q‘)‘T’ T and (p,o”) ﬂ‘f T iff (p, o) [ﬂ? T,

(p, o) ﬂ? 7’ for all prediction oracles O with speculative window at most @.

Proor. The proposition immediately follows from Lemma 37 (J: Soundness Am semantics w.r.t. speculative semantics)

and Lemma 41 (7: Completeness AM semantics w.r.t. speculative semantics) O

Lemma 34 (7: Initial states in =). Let p be a program, w be a speculation window and O be an oracle with speculation

window at most . If

1) 0,0 € InitConf an
(1) 0,0’ € InitC d
) 2%"”1),0 and 2?7"”19, o’ and
(3) X" (p, o) and X" (p, o")
Then
(1) X" (p,0) = X" (p,0") and
2) Zi,"”p, o= Z’%””p, o’ and
3) 2?7"”;), o~ X;””(p, o) and Zi]””p, o = X.;"it(p, o’) by Rule Single-Base and
Proor. We have
(1) 0,0’ € InitConf and
(2) 2?7"”19, o and Zijmtp, o’ and
(3) X" (p. o) and X" (p, 0")
Notice that by definition of X ;"”() and Zi]"it we have:
X" (p,0) =(p.0,0,0, L)
X" (p.o') =(p.0.0,0, 1)
=Mp, o =(p,0,0, L)
=Mp, 0" =(p,0,0, 1)
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I Immediate
II Immediate

III Immediate using Rule Single-Base

Lemma 35 (7 AM: Single step preserves ). If
(1) 2y, = Xy, and

T T
@) 23, <y 2_,7 and %5, </7; 2_,7’
Then

(1) 3 = 2’7’

Proor. We have

(1) X5, =2y, and

r ’

(2) 3, =5 Z} and 2, ;ﬂ} Z}'
Because of (1), we know that the same rule was used to derive the steps %7, :%?7 Z} and %7, :%?] 23’ .
We know that Z.’Tctr = 23’.ctr, 23.n = 23’.n, Z?T.b = 23’.!) , because of (1) and the fact that the same rule was used to
derive the step.

The proof is analogous to Lemma 60 (S AM: Single step preserves =).

Lemma 36 (7 SE: Single step preserves =). If
(1) Xy, = Xy, and
o o
2) X5, 59 X; and Xj, 55 X7
Then

(1) X’T = X;’ and
Proor. We have
(1) Xfl = ())(]2 and o
@ Xj 57 Xjand Xj, 57 X7/
T T
Because of (1), we know that the same rule was used to derive the steps X7, /77 X ; and Xy, /75 X;' .

We know that X}.ctr = X;’.ctr, X}.n = XJ’,’.n, X;,.b = X;’.b (where b marks if it is a misprediction or not), because of
(1) and the fact that the same rule was used to derive the step.

The proof is analogous to Lemma 61 (S SE: Single step preserves =). O

1.7 Soundness

Lemma 37 (7 Soundness Am semantics w.r.t. speculative semantics). Let p be a program, w € N be a speculative

window.
If
(1) o,0" € itConf and
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@ (p.o) Q7 (p.o') A2 F
Then for all prediction oracles O with speculation window at most w.
I(p.o) A7, (p.o) A7
Proor. Let w € N be a speculation window and o, ¢’ € InitConf be two initial configurations. We have:

1) (po) A9 7 (p.o) A0 T
Furthermore, let O be an arbitrary prediction oracle with speculative window at most w.
The reasoning ins analogous to Lemma 63 (S: Soundness Am semantics w.r.t. speculative semantics) using Lemma 38 (7:
Soundness Big-step Am semantics w.r.t. oracle semantics) together with Lemma 34 (7: Initial states in =).

O

Lemma 38 (}: Soundness Big-step Am semantics w.r.t. oracle semantics). Let p be a program, o € N be a speculative

window.
If

() 2y =2y,

(2) Xy, =Xy, andp=0

(3) 2, = X5, and 27, = X3,

. T 5/ . Ty

4) 2]1 .U} 2»71 and 2]2 U] 2»72

Then for all prediction oracles O with speculation window at most w.

25 07
I X5y X)X, X,

Iy =y
J1 J2
r o~ ! - _
i X»71 = X]2 andp =@
A VAR
v 2I71 = XI71 and 2.72 = X.Tz
V ?/ — ?/I

: T 5/ T 5
Proor. By Induction on X7, U] 2.71 and %, U] 2‘72'

Rule :AM-Reflection We have %, % Z}l and %5, U; Z}z, where Z}l =%y and Z}z =27,

0, 0,
Furthermore, we use Rule JReflection to derive X7, igX%, X, i-b(;z with X%l = Xy, and X§2 = Xj,.
We now trivially satisfy all conclusions.

— T — T
Rule :AM-Single We have %7, ll; >/ with 2’7 =17 2’71 and %7, U; > and 2’7' =17 2'72.

7 7
We now z(i)pply IH on (Z)h U§ Z} and 27, U§ z}’ and get
7 7
(a) Xy, $LX7, X7, 41X/
(b) Z’] = 2’]'
(© X;=X/andp' =0
’ ! "o
(d) 2~ Xjand 37 ~ X7
(e) ?/ — ?//
We proceed by inversion on = in 2’7 ~ X 3 and 2’7’ ~ X%’ :
com-single-base We thus have Zf7 ~ X% leom and INV (X, X%) (Similar for 2’7’ and X;’).

We only show the proof for X 3 here. The proof for X%’ is analogous, because of X ; =X 3’ .
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Notice that if minWndw(X ;) = 0 then the transaction with n = 0 has to be one that will be committed.
Otherwise, they would be related by Rule Single-Transaction-Rollback.
The case is analogous to the corresponding case in Lemma 64 (S: Soundness Am semantics w.r.t. speculative
semantics with new relation between states) using Lemma 40 (}: Soundness Single Step AM).
com-single-oracle We thus have
X[ =X, - (p, ctr, o, hn’”) - (p, ctr’, o, hon")!
Z} =Xy, - (p, ctr,o,n) - {p, ctr’ o’ n’) - %y,
X=Xy, - {p, ctr, o, h, n'")
Ty =2y, (p, ctr, o, n)
Z] "’X] Fcom
The form of X J’I’ and 2’7’ is analogous.
The case is analogous to the corresponding case in Lemma 64 (S: Soundness Am semantics w.r.t. speculative
semantics with new relation between states).
com-single-rollback We have
X; =Xy, - (p, ctr,o,h,n”") - (p, ctr’, 0", W, 0)! X7,
23 =%y, - {p, ctr,o,n) - (p, ctr’, o, n’yfalse . %y,
Xy =X]3 -(p, ctr,o, h, n'’)
3y :Zf3 -{p, ctr,o,n)

2y ~Xjlcom
n’ >0
The form of X ;’ and 2’7’ is analogous.
Additionally, we know that the transaction terminates in some state X 7 U? Z’]' ’. There are two cases

depending on n’.

T
n’ > 0 Then we know that 2’7 =5 2771 is not a rollback for ctr and Rule 7:AM-Context or Rule J:AM-

Rollback for a different transaction with a different ctr was used.

The case is analogous to the corresponding case in Lemma 64 (S: Soundness Am semantics w.r.t.

speculative semantics with new relation between states).

T
n’ =0 Then we know that Z} Ak 2’71 was created by Rule 7:AM-Rollback and is a rollback for ctr.
o . o
I Here we prove that X} RUS X}l and X%’ RS X;Z.
Since in X } and X .j'j’ we have a state with n = 0 and we mispredicted, we know that Rule 7Rollback
applies.
7 To ’

So X, M? X7 and X ;’ ib? X ;2 are derived by Rule J:Rollback.

The rest of the case is analogous to the corresponding case Lemma 64 (S: Soundness Am

semantics w.r.t. speculative semantics with new relation between states).
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Since the Oracle semantics creates only one speculative state depending on the oracle and the AM semantics
creates all possible speculative states depending on L, we need to be careful on how to relate them.

In our relation, we have an invariant on the speculative states when speculation is started.

We notice that in the AM semantics we can reorder the created speculative states. The same actions are
visible on the trace, just in a different order. This way, we can put the speculative state in the AM semantics
that jumps to the same location as the oracle speculative state, in the desired position in the AM state. This

again allows us to relate the AM state and Oracle state.

Lemma 39 (7: Reorder of the speculative states). If
-/
(1) Dy fﬂ] @3 . (Dj and

S sl .0
2) CD]—CD] . <I>]/7

Then for all permutations of the state 5}1 = perm(a}) we have:
(1) @@ U7 @ and
2) d>}-5}/ Ugﬁ CD}' and
(3) CI>3’ = @}[ctr — ctr’’]
(4) there exists a permutation f such that f(7) =7’

Proor. NS trace is the same. So it does not influence the architectural execution.

We know that all speculative transactions terminate. Thus, all speculative transactions in 53 and 53/ are terminated
by Rule J:AM-Rollback.

Thus, after all speculative transactions are terminated, we have <I>3 left. Rule :AM-Rollback only changes the counter
of the state below. So we know that the new counter of CD}’ is the counter of the last speculative transaction that is
rolled back.

Thus, the same state is reached after speculation.

Next, the same speculative states <I>§ are in 5’] and 53', Since the semantics is deterministic, we know that each
speculative state generates one trace 7" which is pairwise equivalent between the permutation and the original order
for each @'

J
Thus, the same actions are generated. Just in a different order. [}

Lemma 40 (J: Soundness Single Step AM). Let p be a program, w € N be a speculative window, O be a prediction oracle
with speculative window at most @, X7, = 2’7 . (IY], Ty, = 2’7' . CI)’7' be two speculative states for the always mispredict
semantics and Xy, X7,, be two speculative states for the speculative semantics.

If the following conditions hold:
(D) 2y, =25,
(2) Xy, =Xy, andp =0
(3) 2y = X5y and 2y, = X;

" ’”
T

) "o ’
(4) ©3=L15 25 and @ =/15 3%,

then there are instances X’h, X;Z for the speculative semantics such that:
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0 0
I Xpy baXi, and Xy, 805,

Iy =y
1 J2
’ o~ v/ = _
i X]1 = X]2 andp =@
AR YY)
IV 35 = X and3y, X3,
V=1

’" "
T

. . , ’ "
Proor. We proceed by inversion on <I>] =/ 2‘71 and CIJ,] =172 (X

Rule J:AM-General We choose X}l = X; and X§2 = X}' . The case is analogous to the corresponding case in
Lemma 65 (S: Soundness Single Step AM).

Rule J:AM-Spec There are two cases depending on the output of the oracle O.
(w,1) and correct prediction w.r.t XJ’ The execution jumps to the correct address

I We use Rule J:Spec-Exe to derive the steps X7, fé’ﬂo X} and X7, fé»? X;’

Furthermore, we execute Rule J:General once, because Rule J:Spec-Exe creates one observations in
. We now have X31 = X; with an empty p.

The rule only emits the observation but does not change the state apart from p. As a result we have
x;, % X/ and X, Oig,x_;z.

II By Lemma 35 (7 AM: Single step preserves =).

II By Lemma 36 (] SE: Single step preserves =) for X, f&? X\; and X7, f&»? X?’ and the fact that the
use of Rule J:General does not change the states and the p of both oracle states are equal. Notice
that p is empty after applying Rule J:General twice.

IV We have

X'f1 =X7, - (p, ctr,a’, h,n) - {p, ctr’, 0’ I, ng)
2']1 =37, - {p, ctr, o', n1) -5_,]

X/

s =X]; {p,ctr,o’, h,n)

234 =%y, - {p, ctr,a’, n1)

The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 65 (S: Soundness
Single Step AM),
V The observations are T = pc [ - start ctr; and 7 = pc [ - start ctrs.
The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 65 (S: Soundness
Single Step AM).
(w,1) wrong prediction w.r.t X ; The indirect jump jumps to the wrong target.

o o
a) We use Rule 7:Spec to derive the steps X§ RO X.§1 and X%’ RS X%Z.

Furthermore, we execute Rule 7:General once, because Rule :Spec creates one observations in p. We
now have X;l = X; with an empty p.
The rule only emits the observations but does not change the state apart from p. As a result we have
x5, %1x7 and x;, %1 x!

UG 2 Ty
Notice that the observations in p are equal between Xy, and Xy,, because of (2). We have Xy, .ctr =

X,-ctr and X 71-0 ~pe X7,-0 from our relation.
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b) By Lemma 35 (7 AM: Single step preserves =).

¢) By Lemma 36 (7 SE: Single step preserves =) for Rule 7:Spec and Rule }:General twice. Notice that p is
empty now.

d) We have:

X0 =Xy (p.ctr.o’ h.n) - (p,ctr’,o””" B, no)
3 =Xy, (p,ctr,o’,ny) -3

X;4 =X]; {p, ctr, o', h,n)

’

2}74 =%y, - (p, ctr, o’ ny)

We now use Lemma 39 (J: Reorder of the speculative states) to reorder the speculative states created
in 2’71 and 2’72 which are ®; to have the speculative instance with o””’.pc = I (which exists since
I € L) to be last. Le. 5] =0y- 5_/], where ®7.pc = 1.

Now, we can again instantiate the relation The rest of the case is analogous to the Rule S:AM-Store-
Spec wrong prediction case in Lemma 65 (S: Soundness Single Step AM).

e) The observations are

7 =pc o’ (pc) - start Xy,.ctr
7’ =pc o’ (pc) - start Xy,.ctr

The case is analogous to the misprediction case in Lemma 65 (S: Soundness Single Step AM).
Rule J:AM-barr and Rule :AM-barr-spec We prove this for Rule 7:AM-barr-spec. The proof for Rule }:AM-barr is
analogous.
The proof is analogous to the corresponding case in Lemma 65 (S: Soundness Single Step AM) using Lemma 35 (}
AM: Single step preserves =) and Lemma 36 (7 SE: Single step preserves =),
Rule J:AM-NoSpec Most cases are analogous to the barrier case.
d) The proof proceeds in the same way as in the barrier case above. The argument for INV(Z}fX’h) is is

analogous to the corresponding case in Lemma 65 (S: Soundness Single Step AM).

1.8 Completeness
Definition 31 (J: Constructing the AM Oracle). Constructing the prediction oracle Oum’. We build our oracle based on
.. - Tam . - T;m
the executions 2?7"’[19, o U; S5 =27 29, 23"”1), o’ U; th —7 2}2 where Tam # Tom-
Let us denote by the set (RB, I) the ids and jump locations | of the path of nested speculative transactions in 3y, that
were made to reach the difference. Since %7, = Z’h we know that the same transaction ids are still ongoing in E’h as well.
The set RB describes the jump instructions that we need to mispredict to reach the difference in the trace.

We write (RB, 1) to indicate the first projection applied to every element in the set. Our oracle is now defined as follows:

(L) if |h] € (RB,)' A p(c(pc)) = jmp xe
(', 0) otherwise (where p(a(pc)) = jmp xe)

Oam’(p,n,h) =
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Lemma 41 (F: Completeness AM semantics w.r.t. speculative semantics). Let p be a program, o € N be a speculative
window, 0,0’ € InitConf be two initial configurations. If
(1) p,om? Tandp,o’ Q“?) 7 and
2 t+7
Then there exists an oracle O such that
Ipo Q? Ty and p, o’ ﬁ? 7 and
I 71 #7]
Proor. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. We have If
1) p,o Q;J Tand p,o’ [ﬂ?’ 7/ and
2 T+7
By definition of Q’;’ we have two final states 3 and 23F such that Z””tp, o UT P Z"’”p, o’ UT Z' . Combined
with the fact that 7 # 7, it follows that there are speculative states 29529 >’ 2’7 and sequences of observations

7 5
== =7 ’ ’ ~ 3/ 3
T, Tends Typpgs Tams Tam such that 7qm # 74, 2]1 = 2]1 and:

210 U5 2y ?ﬁ] 27, U?Jend 29F

init T end
>1p ol U2 ﬁ72]z“] i

We claim that there is a prediction oracle O with a speculative window at most w such that
o o
a X}””(p, o) iZXh and Xy,.0 = 2y,.0 and INV2(X7,,27,) and
o o
init ’ T3t ’ 5
b Xt (p, o) ivxh and X/ .o =3/,
~ ’
C X]l le
We get this by applying Lemma 43 (J: Stronger Soundness for a specific oracle and for specific executions) on the

.o and INV2(X/ ,2’71)

Am execution up to the point of the difference 2”’”p, o UT %4, with the Oum’ and ZS tates peing all the states in
Z""tp o UT %y, (similar for ZS“”“ for Z"”tp o’ llT ) .

States

We now show that 27, ~¢_ Xy, is derived by Rule Single-Base-Oracle (similar for 3, = 02 5 X7p)-

We do a case distinction if there are ongoing transactions in X7, or not

no ongoing transactions in Xj; Then >y, =, Xy, can only be derived Rule Single-Base-Oracle and £, has no
ongoing transactions as well. Then we have by INV2(Zy,, Xj,) and 2j,.n = L that Xj,.n = L.

ongoing transactions in X; By the definition of the oracle O, we know that the for the transaction id where the
difference 74 # Tam happens, the oracle mispredicted with a speculation window of w. This is also the topmost
transaction in Xj.
Furthermore, we know that X;,.n > minWndw(Xy,) by definition of the oracle Oam’ and minWndw().
Since the next rule cannot be Rule :AM-Rollback, we know that ¥7,.n > 0 and by INV2(Zy,, X7,) we get
minWndw(X3,) > 0 (Similar for X7 because of 2y, = Zh)
If>5, =0, X7, by rollback rule, we would have a contradiction because we would need the topmost speculation
window of X7,.n = 0. But we know that minWndw(Xy,) > 0, because the speculation window of the topmost
instance was created with a speculation window of w.

we know that Xj, =¢g_ ¥y, by Rule Single-Base-Oracle.
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T

We now proceed by case analysis on the rule in =/7 7 used to derive Xy, Tcglﬂ] %, Because %y, = ¥’

- _ =
7 and 71 =77,

T;m
we know that the same rule was used in 2’71 ==y 2}2 as well.
Rule :AM-Rollback Contradiction. Because 2y, = 2’1 we have for all instances ®1.ctr = CID'1 .ctr.

3
Since the same instance would be rolled back, we have 74, = 77,,,.

Tam —
Rule :AM-Context By inversion on Rule :AM-Context for the step 3y, =/77 £y, we have £, = &5 ®5and
- Tam _ —
%y, = @7 @ with &; ==/7; @,
Tam Tam —
We now do inversion on £y, ==/75 25, and &7 ==/ <I>/S:
Rule :AM-General Contradiction. By %y, = 2']1 we know that %y,.p = 2’]1 .-
This immediately implies that 74, = 74n, Which is not true by assumption.
Rule J:AM-barr-spec, Rule :AM-barr Contradiction. Since these rules do not generate any observation by
definition.
This leads to 7gm = Tam’-
Rule J:AM-NoSpec, Rule J:AM-Spec We fulfil all assumptions for Lemma 42 (7: AM and Oracle coincide)
o] ’
and get Xs; J4%¢ Xs, and X¢, Jam, X,

Since Tam # Ty, by assumption we are finished.

This completes the proof of our claim.

Lemma 42 (J: AM and Oracle coincide). If
ZStates

(1) =y zo)zn[ by Base and
T
(2) 270 23 and
(3) minWndw(Zy) >0
4) X1.p=9
Then

0 v/
(1) X557 X]

Proor. Since minWndw(2y) > 0 we know that the next step is not a rollback. From minWndw(X;) > 0 and

:%Stms X7 we have INV2(XZ5, X7) and we get minWndw(X3) > 0 as well.

T
We proceed by inversion on %7 =/77 2?7:

2y

Rule :AM-NoSpec From the rule, we have that 2y.0 5 Z’].a.

The case is analogous to the corresponding case in Lemma 67 (S: AM and Oracle coincide).
Rule J:AM-barr-spec, Rule :AM-barr From the rule, we have that ;.0 — 23.0.

The case is analogous to the case above.
Rule J:AM-Spec Then, 7 is generated by the step X7.0 5 2’7.0 generated by Rule J:AM-Spec.

The case is analogous to the corresponding case in Lemma 67 (S: AM and Oracle coincide).
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Lemma 43 (7: Stronger Soundness for a specific oracle and for specific executions). Specific executions mean that there

is a difference in the trace but before there is none. We use the oracle Oam° as it is defined by Definition 31 (J: Constructing
the AM Oracle) for the given execution. If

(1) 2y, =2y,
(2) Xjy =Xj, andp=0

States ZStates

(3) 2y ) y o “"dziz o

4 25, 1% 7 '] and %y, U]
5) thates — 2‘ i U? 231 and thates — 2]2 U?} 5

X7,

and our oracle is constructed in the way described above Then

Ixhi7x Xh%Jx

=

i Z}l = Z'
il Xj’, :Xﬂ andp =@
ZStates EStates
’ ! ’ ~ 2
v 2/71 Ngamf X3, andZy, = Oam’ T2
V=t

Proor. Notice that the proof is very similar to Lemma 64 (S: Soundness Am semantics w.r.t. speculative semantics
with new relation between states). The only different thing is that (1) the specific oracle only mispredicts so there is one
less case in the relation and (2) we have a different invariant for that specific oracle i.e., INV2(%7, X7)

For these reasons, we will only argue why INV2(Z! 1,X ’71) holds in the different cases and leave the rest to the old
soundness proof.

i T 5/ T 3/
By Induction on 2y, U] 2]1 and Xy, 5 Z]

Rule J:AM-Reflection Analogous to Lemma 68 (S Stronger Soundness for a speciﬁc oracle and for specific executions).
Rule S:AM-Single We have %, UT Z with 2 ﬁ] 2 and %5, UT 2" and Z" ’Z?] 2]2
We now apply IH on %3, UT Z] and %9, U§ 23’ and get
(a) Xhil XM%LX’

(b) 2’] = 2’7’

(c) X§ X"andp =9

d 2 zstates d Z“ NZ.ZStates X//

(d) o X; and 3 ~ Oum! T

(e) —I _ ?//

States States States
We do a case distinction on zzo , in Z} f) ; X’ an dZ}’ zf)z ; X" by inversion:
Rule Single-Base-Oracle We thus have Z’; amX fcom, mmWnd:v”EX ) > 0 and INVZ(Z', }) (Similar for Z’]’
and X }’ ).

T T
We now proceed by inversion on the derivation 2’ =y 2’ and 2’ ' =Ny 2’
Rule J:AM-Rollback Contradiction, because of mmWndw(X ) > O and INVZ(Z’ , 7)
Rule J;AM-General INV2() trivially holds, because it does not change the speculatlon window of the
states.
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T — T —
Rule ;AM-Context We have ®; /77 ®s and @’7 Ak CD/S . We fulfil all conditions for Lemma 44 (7 AM:
Strong Soundness Single Step) which gives us the desired result. Especially, that the resulting state is
in th ates which follows by definition of 5%4¢€s

Rule Single-Transaction-Rollback-Oracle We have
X; =Xy, - (p, ctr, o, h, n'y - {p, ctr’, 6" W, O)f“lse - X,
2_’7 =37, - (p ctr,o,n) - (p, ctr’, o, n')false 39,
X5 =X]3 -{p, ctr,o, h, n'’)
2y :Z‘;3 -{p, ctr,o,n)
27 ~Xjlcom
INV2(33,X7)
n’ >0
The form of X ;f and Z}’ is analogous.
Additionally, we know that the transaction terminates in some state Xy U; 23’ ’. There are two cases
depending on n’.
n’ > 0 Then we know that Zf] ;ﬁ] 231 is not a rollback. Because X7 and X7 do not change, INV2(27, X7)
does not change as well.
The states are still related by Rule Single-Transaction-Rollback-Oracle after the step.

T
n’ =0 Then we know that 2’] 5 2’]1 was created by Rule S:AM-Rollback and is a rollback for ctr.
Notice, that the only difference between X7 and X is the updated ctr, because of the rollback.

Updating the counter does not change the invariant INV2(). This means INV2(X, X7) (with updated
ctr) still holds.

O

Lemma 44 (7 AM: Strong Soundness Single Step). Let p be a program, w € N be a speculative window, O be a prediction
oracle with speculative window at most w, £y, = Z’] . CI>’], %y, = 2’}' . ’]’ be two speculative states for the always mispredict
semantics and X7,, X7,, be two speculative states for the speculative semantics.

If the following conditions hold:
(1) Z]l =~ 2]2
(2) X5, 2 Xy, andp =@

thates
3) 29, = ;
( ) N Oam/

zgtates
Oami
1 T/I
4) CIY] =7 231 and <1>']’ =5 Z’]Z and
’ States ’ States
(5) 271 €3] and 2]2 €3y

Xy, and %y, = Xy,

then there are instances X}l, X}z for the speculative semantics such that:

0; 1 0; 7
I X5, $4X) and Xy, X/,
/AP
Iz =25,
mX, =X

1T ‘}2 andp =02
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v Z, Z.IStates XI dzl Z_ZStates
i A;Oam] N1 an Oam‘/y J2
Vi=r

Zl

Proor. The proof is very similar to Lemma 65 (S: Soundness Single Step AM). The only different thing is that (1) the
specific oracle only mispredicts so there is one less case in the relation and (2) we have a different invariant for that
specific oracle i.e., INV2(Z 5»X ])

For these reasons, we will only argue why INVZ(Z;' " X ;1) holds in the different cases and leave the rest to the old
soundness proof.

Now we do case distinction on the instruction executed:

not indirect jump instruction Analogous to the corresponding case "not store instruction" in Lemma 69 (S AM:
Strong Soundness Single Step)

Rule J:AM-Spec We know that our oracle only mispredicts. That is why only rule 7:Spec will be used for oracle states.

!

Xy 1

mmWndw(X"') manndw(decr(X )) = minWndw(X ) -1

—X}” . \I/]

117

X7 o —>X7 .o
, =24
Z'f’.n :Z'Tn -1

] o5 Z']" o

Note that the step mmWndw(decr(X ) = manndw(X') — 1 comes from the fact that mmWndw(X )= Z'
and Xy.n > 0 by assumption.
Depending on the output of the oracle we switch the relation
O(p,o,h) = (1,0) We need to show that INVZ(Z}”,X}") holds. The argument is the same as above for not

indirect jump instruction. We now fulfil all premises to relate by Rule Single-Transaction-Rollback-Oracle.
O(p,o,h) = (I, w) We need to show that INVZ(E"’ @5, X"' ®7) holds. The argument for INVZ(Z"' X’]") is

the same as above.

Furthermore, we know that ¥7.n = w by the output of the oracle and ®7.n = min(w, Z}.n —1).

There are two cases depending on min(w, X7.n - 1).

®j.n = w Then by definition ’.n = 1 and from Z’ X’ we get 2

7
they would not be related.

7| = |X.§| =1and X}n = 1. Otherwise,

Since L > wand L — 1 = L, we have miandw(X’ ) = w and Z%l.n = w and are finished.
CDjn—Z}n—l Then n # J_andweknowthatZ"’ n—Z’Yn—l

Furthermore we know that INV2(Z'"” ,X o ) holds

So manndw(X”') Z'f’ n. Since 2’7" n < w we know that manndw(X"’) < w.

From this we can follow that manndW(X' ) < w (because ¥7.n = w).

Now we have mmWndW(X’l) = manndw(X"’ ¥y = mmWndW(X"') and Z}l.n =X n-1=

7
1444
Zy.n

Thus, by INVZ(Z"' X';") we have INVZ(Z'l,X’h)

We can relate by Rule Smgle—Transaction—Rollback—Oracle.
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J SEMANTICS FOR /)5

We use a stack p to declutter our semantics such that only one action is emitted per rule.

pu=¢| p-1wheret e Obs

It is a stack of observations that is either empty or has an observation 7 at the top that will be emitted next. If we do

not write a stack p besides a speculative instance then it is empty.

Furthermore, we have the metaparameter Z which is a list of instructions i. We will later instantiate this Z to define

the combined semantics.

J.1 /)s: Always Mispredict Semantics
Speculative program states 3 are defined as stacks of Speculative instances ®s. A speculation instance ®s = (p, ctr, o, n)
contains the program p, a ctr € N to count the transactions, the current configuration ¢ and the speculation window n.
The speculation window n is a natural number n or L when there is no specualtive transaction ongoing.
Note that we define n + 1 to match L as well.
Speculative States X5 ::= D
Speculative Instance ®s == (p, ctr, o, n)5

T == bypass n | starts ctr | rlbs ctr

Notice that start ctr and rlb ctr are now indexed by the speculative semantics they came from _ Judgements | —

T
s =5 E'S State X5 small-steps to Z'S and emits observation 7.

T — j—
®s =/ <I>’S Speculative instance ®s small-steps to ®s” and emits observation 7.
s Uz P State =5 big-steps to =% and emits a list of observations 7.

(p x InitConf) ALT  Program p and initial configuration o produce the observations 7 during execution.

T
Zs =/0s 2

(S:AM-Context)

T =
@5 =/)s D

_ T _ o,
s - Ds =/Js Ds - g
(S:AM-Rollback)

n’ =0 or p is stuck

rlbs ctr

Os - (p, ctr,o,n) - (p,ctr’, o’ 0’y —==/Is Os - {p, ctr’, o, n)

T —
@s /s D
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(S:AM-barr) (S:AM-barr-spec)
p(o(pc)) =spbarr o 5o p(o(pc)) =spbarr o RN
T T
(p,ctr,o, L) =15 (p, ctr,o’, L) (p, ctr,o,n+ 1) =/]s (p, ctr,0’,0)
(S:AM-NoBranch) (S:AM-General)
p(o(pe)) # store x, e,spbarr, Z & 5 o T =bypass n | starts n
T z
(p,ctr,o,n+1) =/)s (p, ctr,o’, n) Osp.r s Osp

(S:AM-Store-Spec)

p(o(pc)) = store x, e 5o
o’ =cl[pc— o(pc)+1] j=min(w,n)

T
(p;ctr,o,n+ 1)7) =Ls {p,ctr, o', ")5 Ap,ctr+1,0", j)ﬁbypass o(pe)-starts ctr

Fabian et al.

For now it is easiest to think of Z as the empty list of instructions. Later on we will use a different value for Z to

combine the semantics.

s Ut
(S:AM-Single)
(S:AM-Reflection) _ T
TS UERY 3 s B
s € 25 .
S %s T3

Let us define what it means for a state to be initial or final.

(S:AM-Init) (S:AM-Fin)
35 ={p,0,0,L) o € InitConf 3s={(p,ctr,o,L) o(pc)=L
F Xs: init FXs: fin

(S:AM-Initial-State)

S (p,0) = (p,0,0, 1)

(p X InitConf) AT

(S:AM-Trace) _ (S:AM-Beh)
3. +3lifin Xpo) I 3L _ —
0.0) [ﬂ?? Behg’ (p) =A{7 | Yo € IitConf. (p,0) Q{SUT}

We define the behaviour of a program p, written Beh? (p), as the set of traces that are generated starting from an initial

configuration o.

J.2  /Js: Oracle Semantics

We use an oracle O to decide if a store instruction should be skipped or not as well as a new speculation window w for

that transaction. So O(p, n, h) returns ({true, false}, »). We keep track of the history & of decisions. Our speculation
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instances are now defined as:

Speculative States Xs ::= @4

Speculative Instance ¥s ::= (p, ctr, o, h, n)% where b € {true, false, ¢}

T u=.. | commits ctr

Here ¢ is used as annotations for all speculative instances with n = L. If a rule does not change the value of b we will
omit this annotation. The oracle semantics uses the same trace model as the AM semantics extended with commits ctr

observation. The ctr is used to annotate traces so one can find starts ctr, rlbs ctr and commits ctr pairs.

Xs «550 X State Xs small-steps to X! and emits observation .

033 @g 35 Speculative instance ¥s small-steps to @4' and emits observation .
0, _

Xs i;Xé State Xs big-steps to X! and emits a list of observations 7.

(p X InitConf) [ﬂg T  Program p and initial configuration o produce the observations 7 during execution.

o
s X¢

Xs &

(S:SE-Context)
Py @? L% ¥s = (p, ctr,o, h,n)
if p(o(pc)) = spbarr then Wy = zeroes(¥y) else W41 = decr(¥y)

— O — —
Yy ¥s Gg Pqp - ¥y
(S:Rollback)

n’ =0 or p is stuck

_ _ o0 _
Yy - (p,ctryo,hon) - (p,ctr’, o’ B 0’ yirue W, R, - (p, et o, by n)

(S:Commit)

_ _ . o _ _
Wy - (p, ctr, o, b, n)? - (p, ctr’, o 0, 00 abse . SN Wy - (p, et ol B, )P -y
(S:General)

T =bypassn | startn

— 0 —
Yy Y550 5s Ya - Ysp

P «5? e
(S:barr) (S:barr-spec)
p(o(pc)) =spbarr o 5o p(o(pc)) =spbarr o 5o
(p,ctr,o, h, L) J»go (p.ctr,a’,h, L) (p,ctr,o,h,n+1) J»? (pctr, o, h,0)

(S:NoBranch)

p(o(pc)) +# store x, e, spbarr o NS

(p.ctr,o,h,n+1) 5? (p, ctr,o’, h,n)
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(S:Store-Skip)

p(o(pc)) =store x,e o 5o O(p,n, h) = (true, )
o =o[pc o.pc+1] h =h-{o(pc), true))

o
(p.ctr.o hon+1) 5o (poctr,o’ b n) - (petr+1,0", b, @) o(pe)-st (ctr)

(S:Store-Exe)
p(o(pc)) =storex,e o 5o O(p,n, h) = (false, w)
k' =h-{o(pc), false))

o 1
(p,ctr,o,h,n+1) LS (p,ctr,o’,h,n) - (p,ctr+ 1,0, I, w)ﬁs(em)

In commit we forget the previous state because the committed state is the new one. We carry b because the previous

state could have been created by speculation.

We add rules to define a run of the program

(@)
Xs $2X!

(S:Single)

o o
Xs 32XV XU ES X!

(S:Reflection)

O,
S O,
Xs s X5 %5 X!
T
0,
where Xs i;xg denotes a program run for program p starting in the speculative state Xs, terminating in the state X!
creating the observations 7.

Let us define what it means for a state to be initial or final.

(S:SE-Init) (5:SE-Fin)
Xs ={(p,0,0,¢,L) o € InitConf Xs ={(p,ctr,o,h, L) o(pc) =L
+ Xs: init FXs: fin

(S:SE-Initial-State)

Xsi””(p, o) = (p,0,0,¢ L)

(p x InitConf) Q??
(S:SE-Trace) ) h
3x’ X’ xinit Oi S x7 (CSEBeh)
¢ FXC:fin Hpo) 12 XS 5 5
(1,0) [ﬂ?? BehZ (p) = {7 | Yo € InitConf. (p,0) AT}

We define the behaviour of a program p, written Behg (p), as the set of traces that are generated starting from an initial
configuration o.

J.3  /s: Symbolic Semantics

The symbolic semantics is similar to the AM semantics. Instead of concrete configurations o and the non-speculative

semantics, it uses symbolic configurations og and the symbolic non-speculative semantics — g. The symbolic states Zf.

S IS 58’
z"S WQS z"S
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(S:Sym-Context)

z —
o5 =% o

— T — —
S =S ¢
Psg - D5 23 Psg "I’Ss
(S:Sym-Rollback)
n’ =0 or p is stuck

rlbs ctr

Dsg - (p, ctr,os,n) - {p, ctr’, O'é, n')y —== g Dsg - (p, ctr’, 05, N)p.pc o5 (po)
z —
o5 = s
(S:Sym-barr) (S:Sym-barr-spec)
p(o(pc)) =spbarr o LS o p(o(pc)) =spbarr  og ;S o
T S , T S ,
(psctr,as, L) =5 (p,ctr, o5, L) (p ctr, o8, n+ 1) =77 {p, ctr, 0, 0)
(S:Sym-NoBranch) (5:Sym-General)
p(o(pc)) # store x, e, spbarr, Z  og 1’8 O'é 7 =bypassn | startsn
T S InS pS
Lctr,os,n+1) =05 (p, ctr, o' n (I)Sﬁ-r L3 q)Sﬁ
P S s P S
(S:Sym-Store-Spec)
s ,
p(o(pc)) = store x, e g5 —s 0

O'g =o[pc+ o(pe) +1] ag.(SS = 03.53 Jj =min(w,n)

T
(p,ctr,os,n+ 1>ﬁ **Z?;S (p, ctr, U{g; n)f) Ap,ctr+1, a’, j)ﬁ»bypass o(pc)-starts cir

S TS’
5 se %

(S:Sym-Single)
T nw X S v
Zs GUE 2T XY =07 2

S TS 98/
2S SUS ZS

(S:Sym-Reflection)

S £ vS
23 SUS 23
Let us define what it means for a state to be initial or final.

(S:Sym-Init) (S:Sym-Fin)
259 =(p,0,05,1) og € nitConf Zf =(p,ctr,o5,1) og(pc)=_1
S. S.
F S init F2J: fin

(S:Sym-Initial-State)

= (p,os) = (p.0,0s, L)

(p x InitConf) (AT

(S:Sym-Trace) B (5:Sym-Beh)
35 +3fin 32po) GUT 3L
(p.os) 07 Behs (p) = {7 | Yos € InitConf. (p,0) (AL 7}

We define the behaviour of a program p, written Behgs (p), as the set of traces that are generated starting from an initial

configuration og.
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K PROOFS FOR /)s:

Our main result for /75 is the following
THEOREM 11 (/)5 18 WESS). + /95 WFSS

Proor. Immediately follows from Theorem 15 (S: Oracle Overapproximation), Theorem 14 (S: Behaviour of AM and
symbolic semantics), Theorem 13 (S AM: Behaviour of non-speculative semantics and AM semantics) and Theorem 12 (S

SE: Behaviour of non-speculative and oracle semantics). O

K.1 S:Relating Non-speculative and Oracle Semantics

Theorem 12 (S SE: Behaviour of non-speculative and oracle semantics)
1

[ \

Lemma 49 (S SE: Completeness of the speculative semantics)  Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics)

Lemma 50 (S SE: Non-speculative execution for rolled back transactions)

| |

Lemma 46 (S SE: Soundness single step No Speculation)  Lemma 48 (S SE: Store step)

Lemma 47 (S SE: Single Step Instance Non Speculative)

THEOREM 12 (S SE: BEHAVIOUR OF NON-SPECULATIVE AND ORACLE SEMANTICS). Let p be a program and O be a

prediction oracle. Then Behns(p) = Behg) (p) Tns

Proor. We prove the two directions separately:
& Assume thatT € Behso (p).
By the definition of Behg (p) we have an initial configuration o such that ((p, o)) ﬁ??.
By definition of (p, og Q??, we know there exists a state X! such that - X! : fin and an initial state Zé”” (p,o)
such that Z’S"”(p, o) $;X§
We apply Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics) with
- 0, .
Zg”[ (p,o) igX !, because Z’S"’t(p, o) has no speculative transactions by definition.
We get
(1) exists o’ and ¢ is the configuration for some instance in X! and
(2) if o X{: noongoing then o ||z, and
3) if I—’O X : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest

transaction id that will be rolled back and is still active then o {peiper(z,i) o’
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Since - X! : fin, we have g X!: noongoing and as such o |z}, o’ by 2).

Since Xé has only one instance, we have Xé.a =0’

Furthermore, because of + X! : fin, we know X!.c € FinalConf.

We can now conclude that ((p, o)) Q5T Ins € Behns(p) by Rule NS-Trace.

= Assume that ((p, 0)) ﬂg)? € Behns(p). We thus know there exists o’ € FinalConf such that o |7 o.

Let Xs = Xs’;"it (p, o). We now apply Lemma 49 (S SE: Completeness of the speculative semantics) and get
(1) X{ with +¢ Xs: noongoing
(2 o' =Xlo
3) x. % 5 X! and
(4) T=7"Ins.

Since o’ € FinalConf, we know that X.o € FinalConf.

We now show how we can reach a final state X’. We apply Lemma 8 (Reaching Final state from final configuration

(Finish commit instances)) on Xé and get
o
’ S 17
(1) XL 35X
(2) Vr € 7.7 = commit id for some id € N
(3) FXZ: fin
’ — 44
4) Xlo=X0o o
We now have an execution Xs 3;,'?,,X§’ , since the oracle semantics are deterministic.
Note that by 2) we have 7/ [ ;s = e and thus 7/ - T/ [ s = T Ihs.
By 3) we have that + X!': fin.

We thus have ((p, 0)) Qg?' S BehSO (p).

Note that doing the induction without the condition ) : noongoing does not work. In the induction case
for the step, our IH only tells us about the execution until that point. But if that execution is currently
speculating, the non-speculative semantics should not do a step, but wait until the speculation is finished.
Without the additional information from + : noongoing and o 11 biggestongoingtransactionirolledback we

would be stuck, because the IH is unusable.

K.1.1 Soundness.

Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics). If

(1) Xs.oc =0 and

(2) ro Xs: noongoing and
05

(3) Xs $2X!

Then there exists o’ such that

I ifro X{: noongoing then o |z}, o and (if start id € X!.p then X! = Wy - (p,ctr,o’, h,n) and Ds.c = o else
X{.0=0")and
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II lfl—’o X! : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction
id that will be rolled back and is still active then o Upeiper (z,i) o’ and o’ is the configuration with the instance

with ctr = i.

o,
Proor. We proceed by induction on Xs igXé

Rule S:Reflection Then we have Xs Oi EXS with Xé = Xs and by Rule NS-Reflection we have
I ol,, o withe=0".
Io Uhelper(s,i) o’ witho =0o’.
Rule S:Single We have Xs Oig,_TXé and by Rule S:Single we get Xs % ;,Xé’ and X7’ 5? X:.
We need to prove
I if g X!: noongoing then o 7.7}, and X!.0 = ¢’
I if I—i() X!: biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest
transaction id that will be rolled back and is still active then o peiper(z.7,i) ' and o’ is the configuration
for the instance with ctr = i.
We apply the IH on Xs % ;,Xé’ and have a o’ where ¢’ is the configuration for some instance in X!’ such that.
U if kg X!": noongoing then o ||z}, o~ and X{'.0 = o”
r if r—jo XZ': biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest
transaction id that will be rolled back and is still active then o U4eiper(z,j) 0" and o’ is the configuration
with the instance with ctr = j.
We proceed by case analysis on X!'.
no ongoing transactions in X" Then X" has no ongoing transactions, meaning +¢o X!": noongoing and we
have o |z, ¢ and X" .o = ¢’" by TH.
I Then +¢ X!: noongoing and we need to proof o |z.;}, o and X/.c = o’. We now proceed by inversion
on X 59 x:
Rule S:Rollback Then 7 = rlb id.

Contradiction. Since kg X!': noongoing there does not exists a rlb id observation that does

not have a corresponding start id observation in the execution Xs Oi ;Xé’. Sor #rlbid.
Rule S:Store-Skip Then we know that p = bypass X".a(pc)-start id for X{. Contradiction. Since
Fo X! : noongoing, there exists a start id for every rlb id in the execution Xéﬁ Oi %ﬁnXgﬁn and
Bstartidep.rlbidet
But we have a start id € p by definition and since that was created by Rule S:Store-Skip, we
know it belongs to a transaction that will be rolled back.
Since all transactions are terminated, we know there exists rlb id.
Now we have a contradiction.
otherwise We know that ¢’ = X'.0.
Since kg X!': noongoing, there no ongoing transactions that need to be rolled back.
Furthermore, no transaction that will be rolled back is created in the step é’ @? Xé, because

Fo X{: noongoing.



Detecting speculative leaks with compositional semantics - Technical Report 89
We can now apply Lemma 46 (S SE: Soundness single step No Speculation) with X¢’ @SO X
and get

’” ’
o ’UT Tns g
X.o=0

Since Tlps - Tlns = 7 - Tns (because 7 # rlb id), we are finished.
II Then X! has ongoing transactions, meaning l—iO X! biggestongoingtransactionirolledback and we need
to prove o Upelper(z.7,i) ¢ and o’ is the configuration for the instance with ctr = i.
We now proceed by inversion on X!’ @SO X
Rule S:Store-Skip Then we know that p = bypass X’.a(pc) - start id for X!.
Since we know a new transaction was created that will be rolled back, we also know that id = i.
We know that, because o X!’ : noongoing, so there was not another ongoing transaction.

We can now apply Lemma 48 (S SE: Store step) and get

,) storemlns
NS

o’is the configuration for the instance with ctr = i in X¢

By IH we have ¢ |7}, 0" where X!".c = o”".

Using o store mlys

o’ weget o Uz}, .store mi,, O

Since +o X!': noongoing we have store ml,s = store m and thus 7l,s - storem = 7 -
store m{ps.

We are now finished.

otherwise By definition of '_i() X{: biggestongoingtransactionirolledback we know that there exists

o,
arlbiin the execution X{ ﬁ;ﬁ Xs fin with no matching start i observation in that execution.

This means the start i has to happen before in the execution Xs Oi %TXé.
By definition of g X{": noongoing, we have that all r1b id’ have a matching start id’ in the
execution X! % ’i'?ﬁnXS fin-
Now we have a contradiction, since rlb i does not have a matching start i.
ongoing transactions in X!’ Then X!’ has ongoing transactions, meaning l—jO X?': biggestongoingtransactionirolledback
and we have o [peiper(z,j) 0 and o” is the configuration for the instance with ctr = j.
I Then +g X!: noongoing and we need to prove o 7.7}, o and X!.o = o’. We now proceed by inversion
on X! «Sg X:
Rule S:Rollback and 7 = rlb j Choose ¢’ = ¢”’. Since T - tl,s = helper(7, j) we can use IH
0 Uhelper(z,j) o and Rule NS-Reflection.
The rollback deletes all states higher up the stack then the instance with ctr = j.
By definition, ¢’ is the configuration for the instance with ctr = j and by rule S:Rollback we
know that we keep the configuration of this instance. which is now at the top after the rollback.
So X{.o = ¢’ and we are finished.

otherwise Then 7 # rlb j.
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Since ko X{: noongoing, there does not exists r1b id without matching start id in the execution
0,
’ S
X! i?ﬁnxs fin-
Because I—JO X' : biggestongoingtransactionirolledback, there exists a a smallest r1b j that does

o,
.. . 17 S
not have a start j in the execution X{ if.;ﬁnXSﬁn'
Since v # rlb j, rlb j would need to exist in 7.

0,
Contradiction, because it would not have a matching start j in the execution Xé i%i Xs fin-

II Then i—b X(: biggestongoingtransactionirolledback and we need to prove o Upeiper(z.7,i) 0 and o’ is

the configuration for the instance below the instance with ctr = i.

n 70

. . ;.
We now proceed by inversion on X" 55" X{:

Rule S:Rollback Then 7 = rlb id. We do a case analysis if id = j or not.

id = j Contradiction. Then there is no ongoing transactions in X/, because j is the oldest
ongoing transaction in X¢'.
id # j Then i = j. Since no transaction was started and j is still ongoing.
We choose o’ = ¢’/ and derive a step by Rule NS-Reflection.
We have helper (7 - t,i) = helper(7, i) = helper (T, j).
By IH 0 Upeiper(z.j) 0
Because the transaction j is still ongoing, we know that the configuration ¢’/ is still below

the instance with ctr = j in X{.

otherwise Then r # rlb id.

Then helper(7 - 7,i) = helper(7, i)

We choose ¢’ = ¢’ and derive a step by Rule NS-Reflection.

Note that i = j, since 7 # rlb id.

This means the transaction j is still not finished and active in X! as well.

Thus it is the smallest transaction in X¢ as well.

Then helper(7 - 7,i) = helper(7, i) = helper (7, j) and by IH we have o |peiper(z j) 0”-

Since the observation was not a rollback, we know that the instance with ctr = j still exists in
X:.

Because ¢’ is the configuration for the instance with ctr = j, it is the configuration for the

instance with ctr = j in Xé as well.

Lemma 46 (S SE: Soundness single step No Speculation). If

(1) +o Xs: noongoing and

@ Xs 59 X! and

(3) +o X!: noongoing and

(4) 0=Xs.0

Then there exists o’ such that

Iolg,, o and
IXl.o=d
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and o’ is the configuration for some instance in X!. (Case where we do a store step then its not the topmost one).

Proor. We proceed by inversion on Xs @? XZ:
Rule S:General Thus we have Xs = ¥y - Y5z and Xé =y, Y5 with ¥s.0 = 0.
By the definition of ¥s @? Xs only Rule S:Store-Skip and Rule S:Store-Exe add observations to p.
These observations are either starts id or bypass n.
By the definition of [,5 we have 71,5 = £ and we have o |, o by Rule NS-Reflection.
Rule S:Commit Then the generated observation is 7 = commit id. Furthermore, commit id[,s = ¢
By the definition of the rule, we have Xs.o = X!.o and with this we get X{.0 = 0.
Thus, we can derive 0 {commit id],,, O-
Rule S:Rollback Contradiction, since o Xs: noongoing and Definition 18 (Well orderedness of rollback and start).
Rule S:SE-Context Thus we have Xs = ¥4 - ¥s and Xé =y, ?:1 with ¥s @50 ?; By Lemma 47 (S SE: Single Step

. Tlns . —
Instance Non Speculative) we have 0 —=» ¢ with ¢ = ¥s.¢ and ‘I’:l.a =o0.

Lemma 47 (S SE: Single Step Instance Non Speculative). If
(1) Xs = @4 - ¥s and
(2 Xl = v, ~§; and g X{: noongoing and
3) ¥ &2 ¥, and
(4) 0=Ys.0

Then there is a ¢’ such that

Tlns
I 0 — ¢’ and

I ?;.0' =0

ProoF. We proceed by case analysis on the rule used to derive %7’ A? L.

Rule S:barr-spec, Rule S:barr We show the proof for Rule S:barr, the proof for Rule S:barr-spec is analogous.
By Rule S:barr we know o L ¢ and ?:1 =(p,ctr,o’,h,n —1).
Thus ¢’ = ?;.0' and 7 = £ = €ps.
Rule $:NoBranch We have 0 — o’ as premise of the applied rule and @; =(p,ctr,o’,h,n — 1).
Thus, ¢/ = ?2.0.
Because the rule used the observation received from the step o NP , we have 7,5 = 7 and are finished.

Rule S:Store-Skip Contradiction, because there are no ongoing transactions in X/ by the fact ko X! : noongoing.
Rule S:Store-Exe By definition @; =(p,ctr,o’, h,n)-(p, ctr’, o’ , W', n’ >F' By premise of the rule we do the step o .

The generated trace is 7 = 7/ and 7|5 = 7’. Thus the step o L, ¢’ is what we look for and by construction

— ,
Y4.0=0".

Lemma 48 (S SE: Store step). If

(1) Xs = ¥, - ¥s and Fo Xs: noongoing
(2 Xl = v, ~§; and l—io X : biggestongoingtransactionirolledback and
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3) ¥s &2 ¥, and
(4) 0=Ys.0
Then

Tlns
I 0 —> o and

I o’ is the configuration for the instance with ctr = i in X!

Proor. We proceed by inversion on ¥s @S ?:1:

Rule S:Store-Skip By definition ¥, = (p, ctr, o1, h,n) - (p, ctr + 1,02, K/, 0/ Yrart ctr-bypass oy (pe)-
By premise of the rule we do the step o Store m, o1 for some m € N. Since g Xs: noongoing we know that
store ml,s = store m.
Choose ¢’ = o1 and thus the step o SLOTE M, &7 is what we look for.
Furthermore, notice that the transaction created has id ctr.
Since ko Xs: noongoing, we know that this is the oldest transaction that is still ongoing in X?.
We thus have i = ctr.
By construction, ¢’ is the configuration of the instance with ctr = i and we are finished.

otherwise Contradiction, because +¢ Xs: noongoing and I—b X! : biggestongoingtransactionirolledback, we know that

a transaction has to be started that will be rolled back.

K.1.2  Completeness.

Lemma 49 (S SE: Completeness of the speculative semantics). If

(1) o € InitConf and
(2) 070 and
(3) Xs = XM (p, o)
Then
O,
IXs $2X! and
7 Sp

II +¢ X{: noongoing and
I o' = X!.0 and
IV T =7 Ips and

Vp=e¢

Proor. We proceed by induction on ¢ |7 ¢’

Rule NS-Reflection Then we have ¢ ||, ¢’ with o = ¢’.
I-IV By Rule S:Reflection we have X5 Oi ?Xg. By construction ¢ Xs: noongoing and Xs.o = 0. Since € s = €
we are finished.
Rule NS-Single Then we have o ||z ¢’ and ¢’ 5.
We need to show
I Xs Oi;vr,xg and
I +p Xé: noongoing and
I ¢’ = X{.0 and
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V7T 1=7 7Ins
We apply the IH on o |7 ¢”” we get
I Xs Oig,xg’p and
I +o Xé’p: noongoing and
I’ ¢” = X!".0 and
IV T=7 ps
V p=¢
To account for possible outstanding commits, we use Lemma 9 (Executing a chain of commits) on X" and get
a) XV Oﬁg,,,xg"
b) minWndw(X{"") >0
c) Yr €.t = commit id for some id € N
d) X!'.o=X!".0
By c) and the definition of ,s we have T/’ [ ;5 = .
Because only Rule S:Commit was used we have X" - p = X" - p.
We now do a case analysis on the instruction p(¢”’ (pc)):
p(c”’ (pc)) # store x,e I Then either Rule S:barr, Rule S:barr-spec or Rule S:NoBranch in conjunction with
Rule S:SE-Context was used to derive the step XZ”/ l;? X2

Here, 7’ is generated from X!".c Z, & and Xto=d
Since — is deterministic, we know that 7’ = 7.

II Since no speculative transaction is started and we have g X!': noongoing by TH, we have ¢
X : noongoing.

III By definition and determinism of —.

0,
IV Now we have Xg’ 5;,'?,,,1,)(3 Looking at the trace that is generated we have

= =/ ’ ’
T T T lpstT =7

=7 -7 - s T generated by —

=/ =/ rn

7T s TT  Tns=¢

=7 ps - Tby IH
=T-7

and thus, are finished.
p(c” (pc)) = store x, e There are two cases depending on the decision of the oracle O.
O(p,n, h) = (false,w) Then we do not skip the store instruction.

I We derive X/’ Oi istart ;4X¢ by using Rule S:Store-Exe in conjunction with Rule S:SE-Context
and produce the observation 7’/ = 7, where 7 = store m € Obs.
Afterwards, we need to discharge the observation in p that was generated by Rule S:Store-Exe
(which is always a start id).
The only rule that can be used when p is non-empty is Rule S:General, which produces start id.

By Rule S:Store-Exe, we know that the step X!"’.c 5 o’ is made.
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II No speculative transaction was started that needs to be rolled back. By o X!": noongoing and
Fo X!'': noongoing we get o XI': noongoing.

IIT By definition and determinism of —.

IV We now have:

77" ¢ - start id|ps Def. and 77/ [ps = ¢

=4 ’ ’
=T T lps T =7

=7 - 7lps 7 generated by —
=7 ps - Tby IH
=T-T

and are finished.
O(p,n, h) = (true, w) Then we skip the store instruction.
I We derive a step by using Rule S:Store-Skip in conjunction with Rule S:SE-Context This produces

. L .
the observation 7'/, where 7’” = store m and the step X{"".c — ¢’’’ is made.

’

. . . T’ T
Since — is deterministic and the fact that ¢’/ — ¢’”/, ¢’/ — ¢’ and Xé”.o = ¢/, we have

o =0’ and 7"’ =1
Since Rule S:Store-Skip pushes two observations into p, Rule S:General applies twice and
produces bypass id and start id.

O,
We thus have X"/ $S Xs3.

7/-start id-bypass n
o,
Since all transactions are eventually closed, we know there exists Xg such that Xg i;n b dxg.
We now apply Lemma 50 (S SE: Non-speculative execution for rolled back transactions) on the
O T/I
. 117 S n ’7 773 n i
execution X! ir“start id-bypass n7-r1b s and get 0’ — ¢’ and X!.0 = 0”.
II Since the speculative transaction that was started was also rolled back and the fact that +p
XZ': noongoing by IH and o X' : noongoing, we have o X: noongoing.
IIT Follows by definition and I).

IV By definition 7"/ - start id---rlb id|,s = 7"/ [ns = 7”7

7T -startid-T" - rlb idps Def. and 777 s = €
-/ ’ ’’

=T T |psT =7

=7 - rps 7 generated by —

=7 s - Tby IH

=T-T

Note that p is empty for all the cases, because we discharge all the observations immediately using Rule S:General.

O

Lemma 50 (S SE: Non-speculative execution for rolled back transactions.). If

0,
(1) Xs $2X! and
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(2) T=t1-startid-7 - rlb id and
3) 0=Xs.0

Then

I there is a configurations ¢’ with X{.0c = ¢’ and

o iEiS—» o’ and
I Ty = 7

Proor. Let Xs Oi;Xé be an execution with trace 7 = 7 - start id -7 - rlb id. Let 0 = Xs.0

We know Rule S:Store-Skip was used to start the speculative transaction.

By this rule we know, there is a configuration ¢’ with o 5.

By definition of ',s we have 7,5 = 75 = 7, where the last steps is because of the fact that 7 was generated by —.

Thus, we have ¢ [z}, o’ by Rule NS-Reflection and o 5o

Now, we need to show that ¢’ = X{.0. We know that Rule S:Store-Skip created a new speculative instance ¥ used
for speculation that is at the top.

Thus the state after Rule S:Store-Skip has this form X Wy - s - ‘I’é and since Rule S:Rollback deletes the instance ‘Pé
and every other instance higher in the stack, we have the old ¥s at the top of the stack.

Now X!.0 = ¥s.0 = ¢’ and we are finished. O

K.2 S: Relating Non-speculative and AM Semantics

These proofs are very similar to the corresponding proofs for the oracle semantics. They are a bit easier

because we do not need to handle commits. This means we can reuse a lot of the reasoning.

Theorem 13 (S AM: Behaviour of non-speculative semantics and AM semantics)
1

[ \

Lemma 54 (S AM: Completeness of the speculative semantics)  Lemma 51 (S AM : Soundness of the AM semantics w.r.t. non-speculative semantics)

Lemma 55 (S AM: Non-speculative execution for rolled back transactions)

|

Lemma 52 (S AM: Soundness single step No Speculation) ~ Lemma 53 (S AM: Single Step Speculation)

THEOREM 13 (S AM: BEHAVIOUR OF NON-SPECULATIVE SEMANTICS AND AM SEMANTICS). Let p be a program. Then
Behns(p) = Beh? (P) ns
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Proor. The proposition can be proven in similar fashion to Theorem 12 (S SE: Behaviour of non-speculative and

oracle semantics). We prove the two directions separately:

& Assume that 7 € Beh (p).
By the definition of Beh? (p) we have an initial configuration ¢ such that ((p, 0)) Q7.
The proof proceeds in similar fashion to the analogous case in Theorem 12 (S SE: Behaviour of non-speculative
and oracle semantics) by using Lemma 51 (S AM : Soundness of the AM semantics w.r.t. non-speculative
semantics).
We can now conclude that ((p, 0)) AT Ins € Behns(p) by Rule NS-Trace.
= Assume that ((p, o)) Q7 € Behns(p)-
We thus know there exists ¢’ € FinalConf such that o |z o’.
We apply Lemma 54 (S AM: Completeness of the speculative semantics) with X = Zé"” (p, o) and get Zé”” (p,
o) Ug’ 3% with ko %% : noongoing, o’ = 3.0 and 7 =7’ [ps.
Because of g X7 : noongoing and ¢’ = X{.0 we know that + 3¢ : fin.
We thus have ((p, 0)) A97" € Beh (p).

K.2.1 Soundness.

Lemma 51 (S AM : Soundness of the AM semantics w.r.t. non-speculative semantics). If
(1) ¥s.0 =0 and
(2) ro Es: noongoing and
(3) s UT %

Then there exists o’ such that

I ifro Z%: noongoing then o |z}, o and 2.0 = ¢’ and

I 1fl—’0 %7 : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction
id that will be rolled back and is still active then o peiper(z,i) ' and o’ is the configuration for the instance with
ctr = L.

Proor. We proceed by induction on Xs Ug DA

Rule S:AM-Reflection Then we have Xg Ug s with Z’S = X5 and by Rule NS-Reflection we have
I o, o witho =o'
I o hetper (e o’ witho =o’.
Rule S:AM-Single We have 3 U?T %7 and by Rule S:AM-Single we get 35 Ugl %Y and X :Zﬂg D
We need to prove
I if g 3¢ : noongoing then o |77}, o and 2.0 = ¢’
I if k-, X% biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest
transaction id that will be rolled back and is still active then o Ypeiper(z.7,i) ' and o’ is the configuration
for the instance with ctr = i.
We apply the IH on 3¢ UZ %7 and have a ¢’’ where ¢” is the configuration for some instance in %7’ such that.

U ifrp 2 noongoing then o |z, o~ and 2.0 = ¢”
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I if l—é 3¢ biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest
transaction id that will be rolled back and is still active then & |perper(z,j) ' and o’ is the configuration
with the instance with ctr = j.

We proceed by case analysis on %7’
no ongoing transactions in X7 Then X’ has no ongoing transactions, meaning ¢ 2 : noongoing and we
have o |z, ¢ and 2.0 = ¢’ by IH.
I Then +o X% : noongoing and we need to prove o 7.7}, o and =¢.0 = o’. We now proceed by inversion
on Z'S’ @g Z'S:
Rule S:AM-Rollback Then 7 = rlb id.
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).
Rule S:AM-Store-Spec Then we know that p = start id - bypass XZ.o(pc) for 2¢.
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).
otherwise We know that ¢’ = > 0.
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics) together with Lemma 52 (S AM: Soundness single step No
Speculation) with % @SO 3.
Il Then >{ has ongoing transactions, meaning I-lO %, : biggestongoingtransactionirolledback and we need

to proof o Upeiper(7.1,i) o’ and ¢’ is the configuration for the instance with ctr = i.

We now proceed by inversion on XY/ Jﬁs DA

Rule S:AM-Store-Spec Then we know that p = start id - bypass 2¢".a(pc) for Z¢.
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics) together with Lemma 53 (S AM: Single Step Speculation).

otherwise By definition of l—i) %7 : biggestongoingtransactionirolledback we know that there exists

arlbiin the execution Xt U; " 3 fin With no matching start i observation in that execution.
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).
ongoing transactions in X7 Then X’ has ongoing transactions, meaning l—é %Y biggestongoingtransactionirolledback
and we have & Upeiper(z,j) 0’ and o’ is the configuration for the instance with ctr = j.
I Then +¢ X7 : noongoing and we need to proof o |z, o and 3.0 = ¢’. We now proceed by inversion
on3! 59 50
Rule S:AM-Rollback and 7 = rlb j Analogous to the corresponding case in Lemma 45 (S SE:
Soundness of the speculative semantics w.r.t. non-speculative semantics).
otherwise Then 7 # rlb j.
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).
II Then l—i0 X, biggestongoingtransactionirolledback and we need to proof o Upeiper(z.,i) 0" and o’ is
the configuration for the instance below the instance with ctr = i.

T
We now proceed by inversion on = =/9s 3:
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Rule S:AM-Rollback Then 7 = rlb id. We do a case analysis if id = j or not.
id = j Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics).
id # j Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics).
otherwise Then 7 # rlb id.
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics

w.r.t. non-speculative semantics)

Lemma 52 (S AM: Soundness single step No Speculation). If
(1) +o Zs: noongoing and
T
(2) 2s =/7s Z,S and
(3) ro Z%: noongoing and
(4) 0=3s.0
Then there exists o’ such that

Tlns
I 0 —> o and

Ixo=0

and o’ is the configuration for some instance in 3.

T
ProoF. We proceed by inversion on s =/9s 2¢:

Rule S:AM-General Thus, we have 3g = ®s - q)Sﬁ’~r- Contradiction. By the definition of i%?s only Rule S:AM-Store-
Spec adds observations to p.
Since p = p’ - 7 is non-empty, there is a speculative transaction currently ongoing.
However, this contradicts the assumption g Xs: noongoing.
Rule S:AM-Rollback Contradiction, since Fp Xs: noongoing and Definition 18 (Well orderedness of rollback and
start).
Rule S:AM-Context We have 35 = @s - @5 and ¥ = 5'5, . 5’5 with ®g ;ﬁs 5’5.
We proceed by case analysis on the rule used to derive ®s ;ﬂs @
Rule S:AM-barr-spec, Rule S:AM-barr We have p(o(pc)) # store x, e and n # 0: We show the proof for
Rule S:AM-barr, the proof for Rule S:AM-barr-spec is analogous.
By Rule S:AM-barr we know o £, 5" and 5'5 =(p,ctr,o’,n—1).
Thus ¢’ = 5’5.0 and 7 = ¢ = €ps.
Thus, we have an execution o T—rg ¢’ and o’ = Z}.O‘ as needed.

Rule S:AM-NoBranch Thus, we have p(o(pc)) # jmp and n # 0. We have o 5o’ as premise of the applied
rule Rule S:AM-NoBranch and 35 =(p,ctr,o’,n—1).
Thus, choose ¢’ = ®s.0.
Because the rule used the observation received from the derived step o 5o, we already get 7[s = 7 and

are finished.
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Rule S:AM-Store-Spec Contradiction, because there are no ongoing transactions in %, by the fact +¢

%% : noongoing.

Lemma 53 (S AM: Single Step Speculation). If
(1) 35 = ®s - D5 and Fo Zs: noongoing
(2 %= s -5,5 and |—i0 . : biggestongoingtransactionirolledback and
(3) ®s < B and
(4) 0 =ds.0
Then

Tlns
I 0 — ¢’ and

;. . . . s ’
I o’ is the configuration for the instance with ctr = i in 3¢

Proor. We proceed by inversion on ®g jﬁs 5/5:
Rule S:AM-Store-Spec By definition 35 = (p, ctr,o1,n) - {p, ctr + 1,02, 0 )start cir-bypass o (pe)-
Analogous to the corresponding case in Lemma 48 (S SE: Store step).
otherwise Contradiction, because +¢ Xs: noongoing and I—b 3% biggestongoingtransactionirolledback, we know that

a speculative transaction has to be started that will be rolled back.

K.2.2 Completeness.

Lemma 54 (S AM: Completeness of the speculative semantics). If

(1) o € InitConf and
2) oz 0’ and
(3) =5 =32"(p. o)
Then
I3s|E Z'Sp and
I +¢o 2 : noongoing and
Il ¢’ =3%.0 and
IV T =7 s and

Vp=e¢e

Proor. We proceed by induction on o |7 ¢’

Rule NS-Reflection Then we have ¢ ||, ¢’ with o = ¢”.
I-IV By Rule S:Reflection we have g Ug Ys. By construction ¢ Xs: noongoing and 5.0 = o. Since e[ps = €
we are finished.
Rule NS-Single Then we have o ||z ¢’ and ¢’ 5.
We need to show
I 3577 5/ and
I +g %%: noongoing and
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Il ¢’ =X%.0and
V7T 1=7" 7Ins
Vp=e¢
We apply the IH on o |7 ¢”" we get
I' 25T 5 and
I +o Z’S’p: noongoing and
I’ ¢” =3%7.0 and
IV T=7 Iy
V p=e¢
We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) # store x, e Analogous to the corresponding case in Lemma 49 (S SE: Completeness of the speculative
semantics).
p(o(pc)) = store x, e Analogous to the corresponding case Lemma 49 (S SE: Completeness of the speculative
semantics), which is when the oracle mispredicted in the proof, together with Lemma 55 (S AM: Non-
speculative execution for rolled back transactions).

Notice that p is empty for all the cases, because we discharge all the observations immediately using Rule S:AM-

General.
O
Lemma 55 (S AM: Non-speculative execution for rolled back transactions.). If
(1) Zs % 2% and
(2) T=t-startid-7' -rlb id and
3) 0=3s.0
Then
I theje is a configurations o’ with (.0 = ¢’ and
Io M o’ and
Il Tips =1
Proor. Let Xg Uz E’S be an execution with trace 7 = 7 - start id -7’ - rlb id. Let 0 = 5.0
The proof proceeds analogously to Lemma 50 (S SE: Non-speculative execution for rolled back transactions). |

K.3 S:Relating Symbolic and AM semantics

THEOREM 14 (S: BEHAVIOUR OF AM AND SYMBOLIC SEMANTICS). Beh? (p) = ,u(Beh‘SS (»)

Theorem 14 (S: Behaviour of AM and symbolic semantics)

/ \

Lemma 56 (S: Soundness of the AM semantics w.r.t. symbolic semantics) Lemma 58 (S: Completeness of the symbolic semantics)

Lemma 57 (S: Soundness single step) Lemma 59 (S: Completeness single step)

Now onto theorems for the new speculative semantics. We want to show Soundness and Completeness.

We lift y1 to speculative states Z*SS in the following way by applying p pointwise for each instance in the state ESS.
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K.3.1 Soundness.

Lemma 56 (S: Soundness of the AM semantics w.r.t. symbolic semantics). If

1) =5 U= 55 and
(2) u F pthCnd(=S")
Then

1 p(s$) Y p(z) and

Proor. We proceed by induction on Z‘SS Sﬂgs Zfl

Rule S:Sym-Reflection Then we have Zg Slé Zf/ with Zgl = 259. Using Rule S:AM-Reflection we getp(Zg) Sug(g) p(Zf/)
and are finished.
_, — T
Rule S:Sym-Single We have Zg S &S 2;9' and by Rule S:Sym-Single we get 259 SU? 259” and 259” fz?g 259,.
We need to prove
T ’
W uES) P w8
We apply the IH on Z‘SS SUES ZSSH and have a 3 = ,u(Z‘SS”) such that:
M p(z$) 14 57 and

T,

S
The result follows by applying Lemma 57 (S: Soundness single step) on Z‘SSN iZ?‘SS Z‘SS’ and get a step

n(ts) =
Y —=/s ,u(Z‘SS’). We now use Rule S:AM-Single and get an execution ,u(Z“SS) Ug(m) H(zs) ,u(Z‘SS,) as

required.

Lemma 57 (S: Soundness single step). If
S IhS s
(1) 22 =08 ¢ an’d
(2) p E pthCnd(sS")

Then
S u(r) S’
I .U(ZS ) ==/)s ,U(ZS )

T
Proor. We proceed by inversion on Zf :ﬁg Zf’:

Rule S:Sym-Rollback Since p does not change the speculation window and ctr and ;1(2?) = X5, we have Xs.n =
Zg.n =0and Xs.ctr = Z‘Sg.ctr.

s éﬁs Z‘SS/ We can use Rule S:AM-Rollback to derive X ;ﬂs %L

p(Z*SS/) =3 The rule only deletes the topmost instance and changes the ctr of the instance below. Since
Ss.ctr = Z‘Ss.ctr, we have ,u(Z‘SS/) =3

HE pthCnd(Z‘ss’) and p(7’) = ¢ Since the Zs.cir = Z‘SS.ctr we already have u(7’) = 7. For p E pthCnd(Z‘Ssl),
notice that y k pthCnd(Z‘Ss/) =pu E pthCnd(Z‘Ss) because the rule only deletes a speculative instance.
Thus, we are finished.

T —
Rule S:Sym-Context We then have (IJ‘SS :ﬂg CID/SS. Thus, we know <I>§S > 0 and ,u(tb‘ss) > 0 as well. We proceed by

. . s .5 =
inversion on @7 =/7¢ &
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s
Rule S:Sym-General Then <D‘SS T?ﬂ‘ss Os55\rg- By /,t(CI)‘SS) = @5 we know that y(pg) = p. Furthermore, pg is
non-empty because the rule was used. This means p is non-empty as well. This means Rule S:AM-General
T
applies. Since that rule does not change the state ®s except for p we have &s /75 ®s5\;.

Now we have p(rg) = 7 and ,u(CD = @55\, by construction.

S ps\zs)
7§
Rule S:Sym-NoBranch Then we have dD‘SS =S @S where <I>S = (p, <I>S ctr, <I>S CD“SS.n — 1) with
s
CI)‘SS.O'S —s 0. B
Since we have i £ pthCnd(®sg.0s) (by assumption) we can use Lemma 3 (NS: Soundness Symbolic Added

rules) on @59.0'5 T—S>S 0':9 and get ,u(CI)SaS) L—)% p(O' ), where u(®s.0g) = ®s.0 as per assumption.

Now choose CDS ‘o= 0’:5. and let it otherwise be equal to ®¢. We can now use Rule S:Sym-NoBranch to
derive the step CIDS ﬁ‘s <I>S using the derived — g step and trivially satisfy y(<I> ) = L.
Rule S:Sym-barr Then we have <I>‘SS TTZ?‘SS CID‘SS where dD‘SS =(p, dD‘SS.ctr, <I>‘SS.US, CD“SS.n — 1) with CD“SS.U T—S>S
G:S. Analogous to Rule S:Sym-NoBranch using Rule S:AM-barr.
7§
Rule S:Sym-barr-spec Then we have <I>SS :Tﬂ*ss QD‘SS’ where <I>‘SS’ = (p, CD‘SS.ctr, dD‘SS.a:S,CID“SS.n — 1) with
T,
<I>‘SS.0' = S 0’ Analogous to case Rule S:Sym-NoBranch using Rule S:AM-barr-spec.
s — —
Rule S:Sym-Store-Spec We have CD‘SS T?ﬁ‘ss @gsﬁ_bypass 5 pe-start @S .cir where @5, = (p,CD .ctr, O'S,

S L HS S s , ’”
<DS n—1)- (p,<I> ctr + 1, ch,mm<I>S .n, ). Furthermore, we have <I>S o — ag and og = 0§ [pc —
<I>S,c7 s(pc) + 1] (note that pc is always concrete).

We use Lemma 3 (NS: Soundness Symbolic Added rules) on <I> .08 —)5 o’ and get p(CDS og) —— p(TS) S

u(o’s).
Choose &5 = ,u(CDEg) and note that a storeinstruction is executed. We now derive a step using Rule S:AM-

Store-Spec together with the non-speculative step ,u((IJS os) —S)> S y(as) above and define ¢’ =

olpc — o(pc) +1]: @ ﬁg @5 with Os = (p, Ps.ctr,o’,®s.n — 1) - {p, Ds.cir + 1,0, min Os.n, w).
We now show that ,u(tbgs) = ®s. Since pc is concrete and y(cbgg.a) = o, it follow that y(o'S) =o".
By y((I)S) = ®s we have CDS ctr = ®&s.ctr and <I>S n = ®s.n.

Now, we have ;1(<I>55) = @5 and thus y(CIJS) ﬁg p(tbss) as needed.

K.3.2 Completeness.

Lemma 58 (S: Completeness of the symbolic semantics). If
(1) 25 T 3% and
(2) 25 = p(=9)
Then there is a valuation yi, a symbolic trace T’ and a final state Z‘SS/ such that
I ZSS SU? Z‘SS/ and
I3= ;1(259/) andt = p(7’) and
I p & pthCnd(zS")

Proor. We proceed by induction on Xs Ug DA
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Rule S:AM-Reflection Then we have 3¢ Ug Z¢ with 3 = XL,
I-III By Rule S:Sym-Reflection we have Z‘SS sle Zf'. By construction ZSS, = Efl. We now trivially satisfy all
conditions.
— —_— T
Rule S:AM-Single We have 25 ||” ' £ and by Rule S:AM-Single we get s & %/ and =¥/ :ﬂg %L
We need to prove
1) 35 U™ 55 and
2) 3 = u(3Syand 7 - v = u(75’ - r5) and
s = Hlag HTS - TS
(3) p k pthCnd(sS")
We apply the IH on =5 Ugs 27 and have a Zgu such that:
S I 8"
1) 29 gl¢ Z/s, and
2) 37 =pu(=S") and 7 = p(73’) and
(@) 2 = p(E5 uts
3) u k pthCnd(=5")
T
The result follows from applying Lemma 59 (S: Completeness single step) on X =/9s 3¢:

Lemma 59 (S: Completeness single step). If

T

(1) 2s =/7s Z,S and

@) p(=3) =35 and

(3) p E pthCnd(2S)

Then
N ,Tf/ S vS8’/
138 ”@S 32 and
I p(=8") =3 and
Iy e pthCnd(Z‘SS,) andpu(t’) =1

T
Proor. We proceed by inversion on X5 =/9s X.:

Rule S:AM-Rollback Since p does not change the speculation window and ctr and ,u(Z‘SS) = Xs, we have Zs.n =
Zg.n =0and Xs.ctr = 2§.ctr.

4 , 7’ ,

259 :Z?g 259 We can use the rule Rule S:Sym-Rollback in the symbolic semantics to derive Zf fﬂg 259 .

,u(E;CSyI) = Z;y The rule Rule S:Sym-Rollback only deletes the topmost instance and changes the ctr of the
instance below. Since Xs.ctr = 2§.ctr, we have y(Zg,) =3

u E pthCnd(7’) and p(7’) = © Since the 3s.ctr = Z‘Ss.ctr we already have p(7’) = 7. For y E pthCnd(Zg,),
notice that y E pthCnd(Z‘SS,) =pu E pthCnd(Z‘SS) because the rule only deletes a speculative instance.
Thus, we are finished.

Rule S:AM-Context We then have &g ;ﬁg 5,5. Note that ®s.n > 0 and as such for all symbolic states where
y(d)‘ss) = &g as well. We proceed by inversion on ®s :%?5 35:
Rule S:AM-General Then ®s izﬁg Psp\.- By ,u(tbés) = &5 we know that y(pg) = p. Furthermore, p is non-

empty because the rule was used. This means pg is non-empty as well. This means Rule S:Sym-General

S

s
applies. Since that rule does not change the state <I>§9 except for p we have fo T?ﬁgg s F5\es”

Now we have p(rg) = 7 and ,u(CID‘SS)ﬁ\,S = @55\, by construction.
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T
Rule S:AM-barr Then we have &5 =/9s @, where & = (p, ®s.ctr, &s.¢’, ds.n — 1) with &s.0 L o' We use

Lemma 5 (NS : Completeness Symbolic Added) on ®s.c — ¢’ and get <D5S.03 T—S>S o', where p(®s) = ®s

as per assumption, yi(zs) = v and p(0’) = o’. Now choose (I)‘SS,.O' = 0’ and let it otherwise be equal to @¢.

s
We can now use Rule S:Sym-barr to derive the step CI>§ f?ﬁf <I>§SI using the derived — g step and trivially
. ’
satisfy ,u(cbgg ) =@

Rule S:AM-barr-spec Analogous to the barrier case above.

Rule S:AM-NoBranch The case is analogous to Rule S:AM-barr above using Rule S:Sym-NoBranch.
T — —
Rule S:AM-Store-Spec We have ®s =/7s ®s5.bypass . pe-start @s.ctr Where s = (p, @s.ctr,0’, @s.n—1) - (p,

®s.cir + 1, 0”/, min ®s.n, w). Furthermore, we have ®s.0 — ¢’ and ¢’/ = o[pc — ®s.0(pc) + 1]
We use Lemma 5 (NS : Completeness Symbolic Added) on ®s.o 5 o’ and get <D‘SS.JS T—S>S o'y, where
p(<I>‘SS) = ®s as per assumption, y(rg) = 7 and p(o’s) = o’

7

Next, we define o’y = QD‘SS.JS [pc — @s.o(pc) + 1] (per assumption pc is concrete).
It follows that p(0’g) = o’ by ;1(<I>‘SS,0') =o.

Since a store is executed, we can use Rule S:Sym-Store-Spec to derive a step and get <I>§ jfsﬁg {p, CDgg.ctr+ 1,
@g.as,d)g.n -1)-{p, <I>§9.ctr +1, 0”2, min Cbg.n,w)ﬁbypass @S pe-start & ctr

By p(d)‘sg) = @5 we have CD;S.ctr = ®s.ctr and @g.n = ®s.n.

Now, we have /1(553) = ®s and p(rg) = 7.

It remains to show that p £ pthCnd(®s;). Since @sg.05 = o', ag.(ss = 0:3.53 and we have y k
pthCnd(U:S) from above we have y & pthCnd(®sg).

K.4 S: Relating Oracle and AM semantics via SNI

First the definition of the element function we are gonna use: elem_of _states({p, ctr, o, n)) = {p, ctr, o)

The proof structure looks like this:

Theorem 15 (S: Oracle Overapproximation)

Proposition 10 (S: Sound and Completeness between Spec and AM semantics)
L

Lemma 62 (: Initial states fulfill properties)  Lemma 63 (S: Soundness Am semantics w.r.t. speculative semantics) Lemma 66 (5: Completeness Am semantics w.r.t. speculative semantics)

Lemma 64 (S: Soundness Am semantics w.r.t. speculative semantics with new relation between states)  Lemma 68 (S: Stronger Soundness for a specific oracle and for specific executions)

Lemma 65 (S: Soundness Single Step AM) Lemma 69 (S AM: Strong Soundness Single Step)
L

Lemma 60 (S AM: Single step preserves =) ~ Lemma 61 (S SE: Single step preserves =)

We define a few Lemmas

Lemma 60 (S AM: Single step preserves =). If

(1) 251 = Zsp and
T T
(2) Es1=/)s 2L and Zsy </Is I

Then

(1) =L =37
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Proor. We have
(1) 51 = 25y and
(2) S /s 3L and Bsp /9 B
Because of (1), we know that the same rule was used to derive the steps 35, T—;Z?s %7 and 3 ;ﬂs %Y.
We know that Z’S.ctr = Zg’.ctr, E’S.n = Z’S’.n, Z’S.b = Zg’.b, because of (1) and the fact that the same rule was used to
derive the step.
For 2.0 ~pe 2 .0, notice that the same instruction was executed and every change to the pc is reflected in the trace
7, which is equal between the two executions i.e., for branches we know the same branch was taken because their

traces are equal.

We now can conclude that Z’S = Z’S’ . O

Lemma 61 (S SE: Single step preserves =). If
(1) Xsq = Xs5 and
@) Xs; 59 X! and Xs, 52 X!/

Then
(1) X! = X! and

Proor. We have
(1) Xsq = Xs9 and
@) X5y 52 X! and X5, 59 X7

Because of (1), we know that the same rule was used to derive the steps Xs; :zﬁg X{ and Xs; :zﬁg XZ.

We know that Xé.ctr = Xg’.ctr, Xé.n = Xé’ln, Xé.b = Xé’.b, because of (1) and the fact that the same rule was used to
derive the step.

For X!.0 ~pe X' .0, notice that the same instruction was executed and every change to the pc is reflected in the
trace 7, which is equal between the two executions i.e., for branches we know the same branch was taken because their
traces are equal.

We now can conclude that X¢ = X' m]

THEOREM 15 (S: ORACLE OVERAPPROXIMATION). A program p satisfies SNI for a security policy P and all prediction

oracles O with speculative window at most w iff for all initial configurations o, o’ € InitConf, ifo ~p ¢’ and ((p, o)) ApnsT
((P, 0'/)) QNS?’ then ((p, o')) Q(SU?U’ ((P, O'/)) Q(SA)?//

PRrOOF. Let p be a program, P be a policy and w € N be a speculative window. We prove the two directions separately.

(=) We have
(1) 0 ~p o’ and
@) ((p. ) AysT ((.6")) flysT and
(3) p satisfies SNI for policy P and all prediction oracles O with speculative window at most w
and we need to show that ((p, o)) A27", ((p,¢”)) AL7” holds.
We unfold the definition of SNI we have for all O with speculation window at most w, for all initial configurations
0.0t 0 ~p o and (9. 0)) AygT. ((p.0")) AT, then ((p, ) AT and ((p, ")) AT
We fulfill all premises of SNI by a) and b) for p and get ((p, o)) Q??’ and ((p, o’)) [ﬂg?’.
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We use Proposition 10 (S: Sound and Completeness between Spec and AM semantics) with ((p, o)) QSO?’ and
((p, ")) Qg?’ to get ((p, 0)) ALT”, ((p,0”)) ALT”. This completes the proof.
(&) We have
(1) 0 ~p ¢’ and
@) ((p.0) AnsT's ((p.0") AT and
(3) ifo ~p o and ((p,0)) Alyg® ((p,0")) Flygh then ((p,0)) AT, ((p,0")) AT
Note that we got assumptions a) and b) by the unfolding of the definition of SNI. We need to show that
((p,0)) A97 and ((p, o)) A7 holds.
By using assumption a) and b) for assumption c), we get ((p, 0)) AL7T”, ((p, ")) ALT".
Let O be an arbitrary prediction oracle with speculative window at most w.
From Proposition 10 (S: Sound and Completeness between Spec and AM semantics) with ((p, o)) [ﬂ‘s"?”,
((p,0")) Q‘S‘)?" we get back ((p,0)) 7, ((p,0”)) QSO?. Consequently, p satisfies SNI w.r.t. P and O.
Since O was an arbitrary prediction oracle with speculation window at most w, then p satisfies SNI for P and

all prediction oracles with speculation window at most w.
m}
Proposition 10 (S: Sound and Completeness between Spec and AM semantics). Let p be a program, w € N be a specu-

lative window, 0,0’ € InitConf be two initial configurations. We have ((p, 0)) 2T and ((p, ")) QL7 iff ((p, 0)) Qg?’,

((p,0)) Qg?’ for all prediction oracles O with speculative window at most w.

Proor. The proposition immediately follows from Lemma 63 (S: Soundness Am semantics w.r.t. speculative seman-

tics) and Lemma 66 (S: Completeness Am semantics w.r.t. speculative semantics) O

Definition 32 (S: Relation between AM and spec for all oracles). We define two relations between AM and oracle

semantics. = ~

(Single-Base)
Zs ~ Xslcom  INV(Zs,Xs)
D=0 Ys = Xs

(Single-OracleTrue)

(Base)

%s ~ Xsleom — 2¢ UL Z" where transaction with id ctr is rolled back

Xs =X, - (p,ctr,o,h,n"") %5 =3, - (p, ctr, o, n) INV(Zs, Xs)

Z’S -A{p, ctryo,ny - {p,ctr’,o’,n’) - Tsy = Xé Ap,ctr,a, h,n'’y - {p, ctr’, o, h, 0’y THE
(Single-Transaction-Rollback)

3~ X eom w20 XU Ug 3" where transaction with id ctr is rolled back
Xs = Xé -{p, ctr,o,h,n"") s = Z’S -{p, ctr, o, n) INV(Zs, Xs)

3L (petrooin) - (p,etr’, o .n/Ye Sy~ XU (p, ctr, o hon’”) - (p et o’ B, 0)e - X,

(Single)

(Base) ’ — ’ ’ ’
25 =X 2g ~X¢

@~ Z’S -{p, ctr, o, n)b ~ Xé -{p, ctr’, o, h, n’)b
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Later on, we will use the more general definition of ~ defined in Definition 41 (Relation between AM and
Oracle States General). We can recover 2s = Xs by instantiating the general relation with a definition of

elem_of_states found in Appendix R.15.

Lemma 62 (S: Initial states fulfill properties). Let p be a program, w be a speculation window and O be an oracle with

speculation window at most . If
(1) o,0" € InitConf and
(2) ZMit(p,0) and 2 (p,0”) and
(3) X1 (p, ) and X (p, o")
Then
(1) Xsi””(p, o) = Xsi””(p, o’) and
2) Zénit(p, o) = Zé””(p, ¢’) and
(3) Zg‘”(p, o) = Xsi”it(p, o) and Zg’"t(p, o) ~ Xé"”(p, c’) by Rule Single-Base
Proor. We have
(1) 0,0’ € InitConf and
(2) Zg‘”(p, o) and Zg”it(p, ¢’) and
(3) XM (p, o) and X1 (p, o)
Notice that by definition of Xg"” () and Zé”” () we have:
XMt (p, o) =(p,0,0,@, L)
X" (p, ") =(p,0,0,2, 1)
2 (p, o) =(p,0,0, 1)
=it (p, o) =(p, 0,0, L)
I Immediate

II Immediate

III Immediate using Rule Single-Base
m]

Lemma 63 (S: Soundness Am semantics w.r.t. speculative semantics). Let p be a program, o € N be a speculative

window.
If
(1) 0,0’ € IitConf and
@) ((p.0) AT, ((p.0") AT
Then for all prediction oracles O with speculation window at most w.
I ((p,0) A7, ((p, o)) AIT
ProoF. Let w € N be a speculation window and o, ¢’ € InitConf be two initial configurations. We have:

1) ((p.o) AT, ((p.0”") ALT
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Furthermore, let O be an arbitrary prediction oracle with speculative window at most w. Then we know there are
- _ . o
executions " ((p, ) £ 2, and 3 (p, o”) 3%2’5' where + 2"5 finand v =¥ fin.
We unfold the definition of () QSO and get Xémt(p, o) and Xs’"’t(p, ¢’) as initial states.
- = . O,
We need to find + X! : fin,r X' fin such that Xé"”(p, o) JZ X and Xé””(p, o) ﬁ;Xé’
Since we know by Lemma 62 (S: Initial states fulfill properties) that our initial states fulfill all the premises for

Lemma 64 (S: Soundness Am semantics w.r.t. speculative semantics with new relation between states) we get:

SX/

o o
X4 XM (p.o7) $§”X§2

T

- o)
(1) XM(p,o) %
! ~ 4
(2) =L =37
3) Xél =X/,andp=0
(4) 3¢ = Xél and 2} = Xéz
G) T =1"
We now argue, how we obtain final states from the oracle states X! and X/,
Notice that because of + X7 : finand + X7 : fin that 2! ~ X!, and 2{ ~ X!, can only be related by Rule Single-Base,
because there are no ongoing transactions in 3¢ and X¢’.
We now do a case analysis on the length ofXé1 and Xéz' Since Xél = Xéz’ we know that |X§1| = |X§2|,
|X§1| =1 We know that ¥{ = X{, and + 27 fin.
Because of %7 : fin, we know that {.o € FinalConf.
Thus, by 2{ ~ X!, we have X/, .0 € FinalConf since X!,.0c = 2{.0.
Because |X§1| =1, we also have Xél.n =1.
We can now conclude that - Xél : fin.
|X§1| > 1 We know that 3¢ = Xél and + 3¢ fin.
Because of X7 : fin, we know that 2¢.o € FinalConf and ¢ 3 : noongoing
Thus, by 3! ~ X!, we have X! .o € FinalConf since X!,.0 = 3{.0 and +¢ X! : noongoing,
Since X!, .0 € FinalConf and |X{ | > 1, we know there are speculative instances that need to be committed.
We can now apply Lemma 8 (Reaching Final state from final configuration (Finish commit instances)):
0,
’ S ’
1 X, il?,,xs
(2) Y €7'.7 = commit id for some id € N
(3) FXI: fin
’ — !
() Xlo=X o
Because of Xél = ng, we know that Xé , generates the same trace with the same ids for the commits. Thus,
F X fin
The case for X!, are analogous and not shown here.
Thus, ((p,0)) A97 77, ((p.o") AT - 7. =

Lemma 64 (S: Soundness Am semantics w.r.t. speculative semantics with new relation between states). Let p be a
program, @ € N be a speculative window.
If
(1) Zsy = sy
(2) Xs1 =2 Xsyandp=0
(3) 51 = Xs1 and sy = Xs
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(4) Zs1 UL 2 and 35, JT 37,
Then for all prediction oracles O with speculation window at most w.

I Xs; Oig,xgl,xszoi;,
m, =,
o Xt =X, andp =0
IV 3, = X, and >, =~ XU,

-/ —=I’
VT=1

’
XS 2

Proor. By Induction on Xs; Ug Z’Sl and Xsq Ug 2’52.

Rule S:AM-Reflection We have 3s; [ 27, and 25 £ 22

’ — ’ —
Go» Where £ =3s; and 27, = Zs».

0,
Furthermore, we use Rule S:Reflection to derive Xs igXé ”
We now trivially satisfy all conclusions.
= T — T
Rule S:AM-Single We have 35, lg’ 2% with 2¢ fié?g Z’Sl and sy |2 3 and 3 =/s 2’52.
We now apply [Hon sy | 2 and %5, | 27 and get
0 s 0; s
@) Xs i?,xg, Xsy i?,,xg’
(b) =L =3Y
(© X, =X!andp' =2
(d) 3¢ = X! and 3 =~ X
(e) ?/ — ?N
We proceed by inversion on = in £ = X! and ¢ ~ X"
v4-com-single-base We thus have 2! ~ X{[com and INV (2], X!) (Similar for 2" and XZ’).
We only show the proof for X! here. The proof for X!" is analogous, because of X! = X’

o
Xsy $5X0, with X!, = X5 and X!, = Xs,.
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Notice that if minWndw(X{) = 0 then the transaction with n = 0 has to be one that will be committed.

Otherwise they would be related by Rule Single-Transaction-Rollback.

To account for possible outstanding commits, we can use Lemma 9 (Executing a chain of commits) on X!’

and get
f) X! 05;,,,X§”
g) minWndw(X{") >0
h) Vr € 7”.7 = commit id for some id € N
i) Xlo=X!".c

By h) and the definition of s we have 7"/ ;s = €.

Furthermore, X! com = X&'’ com by definition of [com (we only executed commits) and |XZ [com| =

|Xé” Fcom|-
Thus, Z'S ~ Xg" I coms INV(Z',Xg") and we have Z’S =~ Xé” by Rule Single-Base.

T T
We now proceed by inversion on the derivations ¢ </Js Z’Sl and %7 =/Js 2’52.

Note that by 3¢ = ¢’ and the fact the same traces are generated, we know that the same rule was used to

derive the step.

T p— p— — —
Rule S:AM-Context We have ¥ =/ \P:; and ¥ .5, ‘P:/ where X = ¥y - ¥/ and =¥ = ‘I’:;/ i 24

Furthermore, note that all states point to the same instruction by b)-d).
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T — p—
Using Lemma 65 (S: Soundness Single Step AM) on ¥{ /75 ‘I’:l and ¥ .5, ‘I’Z’ we get the desired

result.

Rule S:AM-Rollback Contradiction, because minWndw(XZ"") > 0 and INV (27, XI"").

v4-com-single-oracle We thus have

XS
DX
Xs
%s
2s

=Xs3 - {p, ctr,o, b0’y - {p, ctr’, o, b0’ YITHE
=Xs3 - (p, ctr,o,n) - (p, ctr’,o’,n’) - Ysq
=Xs3 - {p, ctr,a, h,n"")
=3s3 - (p, ctr, o, n)
~Xs[com

INV (25, Xs)

T
The form of X!" and X7’ is analogous. We now apply inversion on 2 =/3s ¢ .
Rule S:AM-Context We choose X!, = X! and X!, = X!

I ByIH a)

II By Lemma 60 (S AM: Single step preserves =).

III Since Xél = Xé

and Xé 5= Xé' , we are finished using IH c).

IV We show that X, ~ 2, by Rule Single-OracleTrue. The proof for X¢, = >¢, is analogous.

Since we did not roll back the transaction with id ctr’, we have that 35 does not change.

Since Xs remains the same as well, we have 35 ~ Xs I'com and INV(Zs, X5)Xs ['com by assump-

tion.

Thus, we fulfill all premises for Rule Single-OracleTrue.

V ByIHe).

Rule S:AM-Rollback There are two cases depending on the transaction id of the rolled back transaction:

id > ctr Then an inner transaction w.r.t our ctr transaction was finished.

We choose Xél

- ’ ’ — 14
=X andXSz =X,

The rest of the proof is analogous to the context case above.

id = ctr Most cases are similar to the context case above. Only the relation changes. We choose
’ ’ . 44
X =X and X¢, = XC

I By IHa)

IV Here, we only show 2{, ~ X{, by Rule Single-Base. The proof for 2{, ~ X{, is analogous.
Notice that Z’Sl =3s3 - (p, ctr’”’, o, n) (updated ctr) after the rollback.

Combined with the constructed X!

we have 2’51 ~ Xél I'com and INV (2! Xgl) by our

ST’ Sr

assumptions.

So we can use Rule Single-Base and have X | ~ X{ .

V ByIHe)
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v4-com-single-rollback We have

X! =Xs3 - {p,ctr,o,h,n""y - (p,ctr’,a”" K, 0yfalse . xe,
3% =%s3 - p, ctr,o,n) - {p, ctr’, o, n’)f“lse DIN
Xs =Xs3 - {p, ctr, 0, h,n"")
35 =3s3 - (p, ctr, o, n)
25 ~XsTcom
INV(Zs, Xs)

n’ >0

The form of X!’ and X’ is analogous.
Additionally, we know that the transaction terminates in some state Xs Ug Z’S’ ’. There are two cases
depending on n’.
n’ >0 Then we know that X :Zﬂg DA | is not a rollback for ctr and Rule S:AM-Context or Rule S:AM-
Rollback for a different transaction with a different ctr was used.
Because of IH b), we know that the same rule was used for %’ Jﬁg 2'52 as well.
We choose X! | = X! and X/, = X7'.
The resulting proof obligations are exactly the same to the context case of the v4-com-single-oracle
case above.
n’ =0 Then we know that 3¢ :%?5 X%, was created by Rule S:AM-Rollback and is a rollback for ctr.
I Here we prove that X! 1%? X!, and X?/ lb? X,
Since in Xé and Xé’ we have a state with n = 0 and b = true, we know that Rule S:Rollback
applies.
So X! f&? X!, and X¥' fé»so X!, are derived by Rule S:Rollback.
II By Lemma 60 (S AM: Single step preserves =)
IIT By Lemma 61 (S SE: Single step preserves =) with fact V).
IV Here, we only show X7 ~ X/, by Rule Single-Base. The proof for 2{, ~ X, is analogous.
We know that the states after rollback are

Xél = Xs3 - {p, ctr’,a, b’ ,n"”
2151 =53 {p, ctr’, o, n)

Notice, that the only difference to Xs and X5 is the updated ctr. We also know by assumption
that 35 ~ X5 ['com and INV(Zs, Xs).

By construction of)(g1 and Z’Sl, we can conclude that %% ~ X§1 Meom and INV(E’Sl,Xél).
This allows us to use Rule Single-Base to derive X7 ~ Xél.

V Here 79 = rlb ctr’ and 7; = rlb ctr’”’. Because of IH b) we know that ctr’ = ctr’”’ and thus 7 = 1.
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Lemma 65 (S: Soundness Single Step AM). Let p be a program, o € N be a speculative window, O be a prediction oracle
with speculative window at most w, 3sq = Zf - ®¢, X5y = ZU - ® be two speculative states for the always mispredict
semantics and Xs1, Xs3, be two speculative states for the speculative semantics.

If the following conditions hold:

(1) Zsq = Xsy
(2) XSl = XSZ and/_)= %)
(3) Zs1 = Xsq and sy = Xsy

7 7
4) (D’S =/s 2’51 and (D,S, =/s 2’52

then there are instances X!

1> XE, for the speculative semantics such that:

I X5y Oiixgl and Xs, Oii,xgz
ns =3,
o X!, =X{, andp =2
IV 2, =X, and 2%, ~ XU,
Vre=r

'’

T//
Proor. We proceed by inversion on @, ==/)s Z'Sl and &7 =/)s Z’SZ:

Rule S:AM-General We choose X!, = X! and X!, = X?'.
I By Rule S:Reflection.
II Notice that by Rule S:AM-General we have Z’SI = Xs; and z/sz = X9, because the rule only emits the
observations in p. We are finished by using assumption 1).
I Since X!, = X{ and X{, = X!, we are finished using assumption 3).
IV Here, we only show X ~ X! by Rule Single-Base. The proof for X{, = X{, is analogous.
The use of Rule S:AM-General does not change the state. That is why 2¢, = Zs; p\r-
By our assumptions we have 2s; ~ Xs1 [com and INV(Zsq, Xs1).
After substitution we have 2'51 ~ Xél l'com and INV(Z’SI, Xél). Thus, we fulfill all premises for Rule Single-
Base and X | ~ X{,.
V Since Rule S:Reflection only emits the empty trace, they are trivially equal.
Rule S:AM-Store-Spec There are two cases depending on the output of the oracle O.
(true, ) correct prediction w.r.t Xg The store instruction is not skipped and is executed normally.
I We use Rule S:Store-Exe to derive the steps Xs; fi’»? X{ and Xs, lbg X
Furthermore, we execute Rule S:General once, because Rule S:Store-Exe created one observation in
p. We now have X! = X! with an empty p.
The rule only emits the observation but does not change the state apart from p. As a result we have
Xs; Oiéxg and Xs, %s x1 .
7 51 7°°S2
IT By Lemma 60 (S AM: Single step preserves =)
III By Lemma 61 (S SE: Single step preserves =) for Xs; f&so X! and Xs, f\bg X!" and the fact that the
use of Rule S:General does not change the states and the p of both oracle states are equal. Notice

that p is empty after applying Rule S:General once.
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IV We have

X4y =Xs5 - pctr,a’ hn) - (p,ctr’, o’ B ng) ™
S, =Xy {p.tr,o’m) - (petr, 0", ma)
Xé4 :Xsé . <P, ctr, O',, h, n>

34, =2s3 - (p,ctr,a”’ n1)

We now show that {, ~ X{,.

125, = 1X¢, Tcom| First, notice that |Xs; Tcom| = |XZ, [com|, because the rule does not change b.
Similarly, [2s;| = |2%,| and by our assumption [2s;] = |Xs1 [com| We get after substitution:
|2/54| = |Xé4 Peoml-

¢’ = ¢’ We know that Xs;.0 o, X!, 0and 3.0 5 3,0
Because of ¥s; ~ Xs; and the fact that — is deterministic, we know that X7 ,.0 = X{,.c. Thus,
o =d"

We can now conclude that 2,54 ~ X§4 Teom-

We now show that INV(Z’S4,Xé4) holds.

|Z’S4| = |X§4 lcom| Already shown above.

1<i< |Z'S4|, miandw(X§4 Teom') < 2'54’.n There are two cases:

Either 37 '.n = Xsy.n— 1 (if i = [, ) or 2., ".n = 3sy.n.

We will prove it for X, 4’.n = ¥s1.n — 1, because that automatically yields us the the result for
3, n=3sn

From Rule S:Store-Exe (which does not change older labels b) and the fact that we have a correct
prediction we have minWndw (X!, Neom?) = minWndw(decr(Xs1) Icom’).-

From the definition of decr() we get minWndw(decr(Xs1) lcom') < minWndw(Xs1 [com')-
Also, minWndw(decr(Xs;) lcom') < =s1.n — 1, because n > 0 and INV(Ss1, Xs1). If n was 0,

we would have executed Rule S:AM-Rollback instead of the store. Now we get:
minWndw(Xs Feom?) < Zgli.n
minWndw(decr(Xs) Teom') < Ss1'.n -1
minWndw(decr(Xs1) rcomi) < Z'S4i.n
minWndw(X{, Feom?) < 2'54i.n

which proves our claim.
We now show by which rule =7, ~ X!, are related.
For that, we do a case distinction if there are transactions that need to be rolled back or not in Xél.
We have to do this, because we only know that minWndw(Xs,) > 0 before we did the step. So it
could happen that miandw(Xél) = 0 for some transaction that needs to be rolled back (we can
ignore transactions that will be committed).
No Transaction that needs to be rolled back in Xél with window 0 Then we can relate by Rule Single-

OracleTrue because we showed that we fulfill the premises.
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Transaction that needs to be rolled back in X! , with window 0 Then we relate by Rule Single-
Transaction-Rollback, because there is an instance in Xél with speculation window 0 that needs
to be rolled back.

Notice that the topmost state in X! cannot be the transaction that will be rolled back, because
we know that it will be committed.
We showed that we fulfil all premises above.

V The observations are 7 = store m - start ctry and 7’ = store m’ - start ctry for some m, m’ € Vals.

From Xs; = Xsy we know that Xs1.0(pc) = Xsy.0(pc) and Xs.ctr = Xso.ctr.

As aresult, by Xsq.ctr = ctr; and Xso.ctr = ctry we have ctry = ctra.

Since Xs; = X5, we have Xs;.0 = Xsq.0 (similar for X5, and Xs5,).

We know that the observation "/ = store m is generated by 2s;.0 SN 3{,.0and Zsy.0 SAN 3,0

t t ’
in the step Rule S:AM-Store-Spec and similarly Xs.0 o, Xél.O' and Xsjy.0 SLALIN Xéz.O'

Since — is deterministic, we have 7/ = store m and ¢’/ = store m’.
Now everything combined results in 7 = 7’ and we are finished.

(false, ) wrong prediction w.r.t X{ The store instruction is skipped.

I We use Rule S:Store-Skip to derive the steps X! f»%so X!, and X f&»? XL,
Furthermore, we execute Rule S:General twice, because Rule S:Store-Exe created two observations
in p. We now have X! = X! with an empty p.
The rule only emits the observations but does not change the state apart from p. As a result we have
Xop 35X, and Xsy %5 XL,
Notice that the observations in p are equal between Xs; and Xs,, because of (2). We have Xs;.ctr =
Xsgy.ctr and Xs1.0 ~pe Xs3.0 from our relation.

IT By Lemma 60 (S AM: Single step preserves =)

III By Lemma 61 (S SE: Single step preserves =) for Rule S:Store-Skip and Rule S:General twice. Notice
that p is empty now.

IV We have:

Xél :ng Ap, ctr,o’ hny - (p, ctr’, 0" I, no)false

5, s {p.ctr,o’m) - (p. et 0", o)

Xl =Xs5 - {p,ctr,a’, h,n)

3, =%s3 - (p.ctr,o’,ny)

We now show that =7 | ~ X!, and INV(Z. , X{,) hold.
Notice that we assume X .~ X! 4 lcom and INV (=5 4,X§ 4)» because the proofs are exactly the same

as above.
: ’ ’ .
We start by showing 27| ~ X :
|Z'51| = |X§1 I'com| We have |X§1 Feom| = |X§4 Meom|+1and |Z’Sl| = |E’S4| + 1, because we mispredict.
By assumption 2¢, ~ X!, we have |27 | = |X{, Icom| and are thus finished.
177

o’ = ¢”" Since the rules applied, changed Xs;.0 and ¥s;.0 in the same way and the fact that

Xs1.0 = ¥sq.0 we get o’ = o”’.
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We can now conclude that Z'Sl ~ Xél —

Now for INV(2{,, X )):

|Zg1| = |X§1 leom| Already shown.above. A

1<i< |2’Sl|, miandw(Xé1 Peom') < 2’Sll.n There are two cases:
Either =7 '.n = min(2g4:n +1Lo) ({fi=[2 [)or =, 'n="3s1.n
We will prove it for Z’Sl'.n = min(Z’S4.n + 1, ), because we have the result for i < |2’Sl| by
assumption INV(Z’S4,Xé4).
By INV(Z’S4, X§4) we know this holds for 2’54 and X§4.
Notice that miandw(Xé1 leom) < miandw(Xé4 Feom)-
Furthermore, 3¢ PR Z'Sl.n (the 1 comes from the fact that the window is reduced when
executing the store normally), because Z'SI =min(2{,.n + 1, w) and the fact that all possible
values for n are bound by w.

Now we have:
minWndw(Xs1 [com') < Zs1'n
minWndw(decr(Xs1) Meom?’) < Zsli.n -1
minWndw(decr(Xsq) Teom') < Z'S4i.n
minWndw(X{, Meom?) < Z'S4i.n minWndw(XZ | lcom) < minWndw(X{, I com)
minWndw(XZ, Teom') < 4, n 3L, n <L n
miandw(Xé1 Meom’) < Z'Sli.n

and we are finished.

Similar to above, we need to check if there are transactions that need to be rolled back after taking a

step in X .

No Transaction that needs to be rolled back in Xél with window 0 Then we can relate by Rule Single-
Base because we showed above, that we fulfill the premises.

Transaction that needs to be rolled back in X{ , with window 0 Then we can relate by Rule Single-
Transaction-Rollback for the same reasons above in the case of a correct prediction, since we
fulfil all the premises.

V The observations are

T =store m- start Xsy.ctr - bypass Xsy.0(pc)

7/ =store m’ - start Xsy.ctr - bypass Xsy.0(pc)

for some m, m’ € Vals.
From (2) we have Xsq.ctr = Xsj.ctr and Xs1.0 ~pc Xs2.0.

. . T// T//
We know that the observation 7’/ = store m is generated by ¥s;.0 — (.0 and 2s3.0 — X{,.0
store m’ store m’

in the step Rule S:AM-Store-Spec and similarly Xs;.0 ———— X! .0 and Xs3.0 ——— X/,.0.
Since — is deterministic, we have "/ = store m and 7’/ = store m’.

Thus, by the determinism of S wehave7=7.
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Rule S:AM-barr and Rule S:AM-barr-spec We prove this for Rule S:AM-barr-spec. The proof for Rule S:AM-barr is
analogous.
I Because of 3) and 1), we can apply Rule S:barr-spec once for Xs; and Xs,.
We get X! f&g X!, and X7 J&g XL,
II By Lemma 60 (S AM: Single step preserves =).
IIT By Lemma 61 (S SE: Single step preserves ).
IV After the spbarr instruction, we know that there could be speculative transactions in Xél that has a
speculation window of 0.
We prove that Z’Sl ~ X§1 I'com- The proof for Z,Sz ~ Xéz I'com is analogous.
Zgl.(f = Xgl.a We know by 3) that 5.0 = Xs;.0.
Since the rules applied change the configuration ¢ in the same way by using—, and— is deterministic,
we know that they remain equal.
|X§1 Feom| = |Zg1| Since the executed rule does not add or remove speculative instances, we know that
this holds by assumption.
We prove INV(Z’SI, Xél) still holds. The proof for INV(Z’SZ, Xéz) is analogous.
We need to show that |Z’Sl| = |Xé1 Peom| and forall 1 < i < |2’Sl|, miandw(Xé1 Feom') < 2’51111.
|Z’Sl| = |X§1 lcom| Follows from above.
1<i< |Z’S|, miandW(Xé Teom') < 2’51’.n Since the executed instruction was a barrier instruction, we
know that minWndw (X! [com') = 0.
There are two cases dependent on the chosen i:
i= |Z’sl| Then Z’Sli,n = 0, because of the spbarr instruction and therefore miandw(Xg1 Peom’) <
DA li ..
i< |Z'Sl| ThenX{ | .n = X7.nand we have minWndw(XZ, Icom') < Z’SII.n, since minWndw(XZ, lcom') =
0.
Now, we do a case distinction if there is a speculative transaction with speculation window 0 and that
needs to be rolled back in Xél. Note that by assumption 1) that a similar transaction exists then in Xéz as
well.
no transaction with speculation window 0 Then we have Z’Sl x Xél by Rule Single-Base using the
facts 2/51 ~ Xél Mcom and INV(Z'SI,Xél)A
transaction with speculation window 0 We know by construction, that there exists a speculative trans-
action in 2’51 with the same transaction id. We showed that 2’51 ~ Xgl Mcom and INV (2’51,X§1) hold.
Thus we fulfill all conditions for Rule Single-Transaction-Rollback.

V From our relation, we have that Z’S.a = Xg.o:

From the applied rules, we have 3.0 T—”> 2’51 and Xs;.0 o, Xél. Similarly, 3s,.0 T—”> Z'SZ and Xsy.0 BN
X! 50
Since the non-speculative execution is deterministic we have 7’/ = 7y and 7"’ = 7 and thus 7y = 73.
Rule S:AM-NoBranch Most cases are analogous to the barrier case.
d) The proof proceeds in the same way as in the barrier case above. The argument for INV(2{ , X! ) is the
same as for the store instructions above.



Detecting speculative leaks with compositional semantics - Technical Report 117

Definition 33 (Constructing the Oracle). Constructing the prediction oracle Oup°. We build our oracle based on the

.. - Tam - - Tam
executions Z’S’”t(p, o) U 351 =05 Zso, Z’S’”t(p, o') UE 28, ==/3s EL, where tam # T4y,

Let us denote by the set RB the ids of all ongoing transaction ids in ¥s. Since X5y = X[, we know that the same
transaction ids are still ongoing in X7 | as well. The set RB describes the store instructions that we need to mispredict to
reach the difference in the trace.

Our oracle is now defined as follows:

S (false, ) if |h| € RB A p(o(pc)) = store x, e
Oam™ (psn, h) =
(false, 0) otherwise (where p(o(pc)) = store x, e)
Note that we use the length of h to reconstruct the ctr. Both start at 0 and are increased when a speculation starts. Since

this oracle only mispredicts, we know that the ctr of the always mispredict run and the ctr of the oracle runs are equal.

Why we need the (true, 0) case in our AM Oracle (This is fairly technical and not important at first read)
Consider a program that has a store at location 1 and a store at location 1000 and the store at line 1000 is
vulnerable to a V4 Spectre attack. The misprediction of the store at line 1 does not influence the vulnerability
(assuming a spec. window of 200) in the AM semantics. Only the topmost speculative instance speculation
window is reduced and is then deleted. However, in the oracle semantics, all speculative instances are reduced. If
the first store is mispredicted and execution continues then we would not cover the same amount of instructions
during the speculation as the AM semantics and the executions would get out of sync. That is why we instantly
roll back this misprediction.

It works in all other cases because the speculation window in AM is also reduced with each newly created

speculative instance because of min(w, i) where i is the current speculation window.

For a given execution X ﬂiy /. we can extract all the states into a set Z5¢a¢es,

ZStates

Definition 34 (S: Relation between AM and Spec for oracles that only mispredict). We define one relation, X s

States
between AM and oracle semantics. Note that zz s is indexed by an oracle and only holds for a specific part of an

am

execution indexed by $51%€S_ This oracle has to always mispredict.

zStates

Ys =
> T Oum®

Xs

(Single-Base-Oracle)

(Base-Oracle)
s~ Xsleom  INV2(Ss,Xs)  minWndw(Xs) >0 g e sStates

zStates States
@ z()ams & 2s zz(:)ams
(Single-Transaction-Rollback-Oracle)
3~ X eom w20 EU Ug 3" where transaction with id ctr is rolled back
Xs =X - {p, ctr,o,h,n"") X5 =3¢ - (p, ctr,o,n) INV2(Zs, Xs)
3L - (p,ctr,o,n) - (p, ctr’, o’, n/)false .5, ¢ yStates

Xs

EStates

0.5 X, -Ap, ctr,o,h,n"") - (p, ctr’, 0", R, 0)false

T {p, ctr,o,n) - {p, ctr’, o', n/)false 3o~
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Why is the relation indexed by the oracle and a specific execution? We prove Completeness via the
contrapositive. Thus, we have two AM executions that differ in their traces and need to find two Oracle
executions that differ as well for a specific oracle. We use the AM execution to guide the oracle to the
difference in the trace. This means that the oracle always mispredicts. Furthermore, the relation we define
only holds up to that point of the AM execution where the difference is. The reason has to do with how in
the Oracle semantics the speculation window is reduced for all states per step, instead of only the topmost
one. This results in INV2() not being provable after the difference in the traces. Otherwise, we could not

instantiate INV2() after doing the single step in Lemma 69 (S AM: Strong Soundness Single Step).

We again, showed here an instantiated version of a more general version of the relation for easier explanation. The

more general version can be found in Definition 44 (Relation between AM and Spec for oracles that only mispredict).

Lemma 66 (S: Completeness Am semantics w.r.t. speculative semantics). Let p be a program, o € N be a speculative
window, 0,0’ € InitConf be two initial configurations. If
(1) (p.0) AT and (p,o") AL and
2 T+7
Then there exists an oracle O such that
I (p,0) A7 and (p,0’) A97] and
I7#7
Proor. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. We have If
(1) (p,o) A¥T and (p,0’) ALT and
IE T
By definition of () ¥ we have two final states Xsp and Z’SF such that Zénit(p, 0) ﬂg SsF Zé"it(p, o) Ug/ Z’SF.

Combined with the fact that 7 # 7', it follows that there are speculative states 3, Zs, 3"

’
51> 25, and sequences of

observations 7, ?end’?:end’ Tams Tom Such that 7gm # 74, Tsq = Z’Sl and:
init 7 Fam Tend
E(p o) IS Zs1 ==L Tsz U BsF

X (p.o") VT 34y =05 34 UEFH 24
We claim that there is a prediction oracle O with speculative window at most w such that
a XSi”it(p, 0) Oi 2Xsq and Xs1.0 = 3sq.0 and INV2(Xs4, 5s1) and
b XM (p,0") %$5X2, and X!,.0 = 3% .o and INV2(X.,, 52)
¢ Xsp = X{,
We get this by applying Lemma 68 (S: Stronger Soundness for a specific oracle and for specific executions) on the
Am execution up to the point of the difference Zé"”(p, o) ﬂg Ss; with the Ogm° and metes being all the states in
2t (p, o) UT X5y (similar for 3579¢5 for XMt (p, o’) |IT 37 ). ‘
We now show that Xs; zzofmt:s Xs is derived by Rule Single-Base-Oracle (similar for s, zzit’:t:s Xso).

am
We do a case distinction if there are ongoing transactions in Xs; or not
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EStates

no ongoing transactions in Xs; Then Xs; zolams Xs1 can only be derived Rule Single-Base-Oracle and ¥s; has no
ongoing transactions as well. Then we have by INV2(Zs, Xs1) and Xs1.n = L that Xs;.n = L.

ongoing transactions in Xs By the definition of the oracle O, we know that for the transaction id where the difference
Tam # Tam happens, the oracle mispredicted with a speculation window of w. This is also the topmost transaction
in Xs.
Furthermore, we know that Xs;.n > minWndw(Xs;) by definition of the oracle Og;,° and minWndw().
Since the next rule cannot be Rule S:AM-Rollback, we know that Xs;.n > 0 and by INV2(Zs1, Xs1) we get
minWndw(Xs{) > 0 (Similar for Xél because of Xy = 2’51).

ZStates L
If 35 zol s Xsp by rollback rule, we would have a contradiction because we would need the topmost

speculation window of Xs;.n = 0. But we know that minWndw(Xs1) > 0, because the speculation window of
the topmost instance was created with a speculation window of w.

States

Thus, we know that X5 z? . Zsp by Rule Single-Base-Oracle.

Tam
We now proceed by case analysis on the rule in =/7s used to derive Xs; ==/)s Xs,. Because Xs; = Z'Sl and 71 = Ti,

T:Zm
we know that the same rule was used in Z'Sl /s Z’SZ as well.

Rule S:AM-Rollback Contradiction. Because Xg; = Z'Sl we have for all instances ®1.ctr = <I>1 .ctr.
Since the same instance would be rolled back, we have 74y, = 7/,,,.
Rule S:AM-Context By inversion on Rule S:AM-Context for the step X5 jfi"ﬂg Y5y we have gy = @ - Os and
Sy = Bs - DL with Ds =5 e,
We now do inversion on Xs; iﬂfﬁ”ﬁg Y59 and Og ignﬁg 5,5
Rule S:AM-General Contradiction. By Xs; = X7 we know that ¥s;.p = X/ .p.
This immediately implies that 74, = 74p, which is not true by assumption.
Rule S:AM-barr-spec, Rule S:AM-barr Contradiction. Since these rules do not generate any observation by
definition.
This leads to 74m = Tam’.

Rule S:AM-NoBranch, Rule S:AM-Store-Spec We fulfill all assumptions for Lemma 67 (S: AM and Oracle
0 , 0
coincide) and get Xs; %5 Xs; and X! | @, X7,

Since 7gm # 74, by assumption we are finished.

This completes the proof of our claim.

Lemma 67 (S: AM and Oracle coincide). If

ZStutes
(1) =5 zOXS . by Base and

am

(2) S5 /s 5% and
(3) minWndw(2s) > 0
(4) Xsp=0

Then

o
(1) Xs Ls Xé
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Proor. Since minWndw(Zs) > 0 we know that the next step is not a rollback. From minWndw(Zs) > 0 and

z?)smm Xs we have INV2(Zs, Xs) and we get minWndw(Xs) > 0 as well.

T
We proceed by inversion on X5 =/)s X:

2s

Rule S:AM-NoBranch From the rule, we have that 5.0 5 Z’S.a.

From Xs.o0 = 5.0, we have that Rule S:NoBranch was used to derive Xs i;g Xé. From Rule S:NoBranch we
have that 7/ comes from Xs.o 5 Xs.0.
Combined with Xs.0 = ¥s.0, and the determinism of the non-speculative semantics we have 7 = 7’.
Rule S:AM-barr-spec, Rule S:AM-barr From the rule, we have that ¥s.0c — 2’5,0.
The case is analogous to the case above.
Rule S:AM-Store-Spec Then, 7 is generated by the step 5.0 5 ..o generated by Rule S:AM-Store-Spec.
From the fact that Xs.o = 3s.0, INV2(Xs, 25), and from the way we construct the oracle (see above), we have
that O(p, Xs.0(pc), Xs.h) = (false, w) and it follows that Rule S:Store-Skip applies to Xs.
From Rule S:Store-Skip, we have Xs JV;S X! and we know that Xs.o T—’> X!.a/

Because the non-speculative semantics — is deterministic, we have 7 = 7/

O

Lemma 68 (S: Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there
is a difference in the trace but before there is none. We use the oracle Ogm° as it is defined by Definition 33 (Constructing

the Oracle) for the given execution. If
(1) ¥sy = Zsp

Zistates thates
(3) Bsi=, o XspandZsy = o Xsp
(4) 251 UL 2, and 25, I 50,
(5) 331ates = 5y [T 3L and 35191 = 5, |T 31,
and our oracle is constructed in the way described above Then
O,
I X5, i;xg
Is =3,
o X!, =X!, andp =2

o,
S ’
1 Xs2 i?”st

States States
~21 NZZ

’ ! ’
IV 2%, ~ 0u X, and X3, ® 0

-/ =/’
V=T

/
XS 2

Proor. Notice that the proof is very similar to Lemma 64 (S: Soundness Am semantics w.r.t. speculative semantics
with new relation between states). The only different thing is that (1) the specific oracle only mispredicts so there is one
less case in the relation and (2) we have a different invariant for that specific oracle i.e., INV2(Zs, X5s)

For these reasons we will only argue why INVZ(Z’SI, Xél) holds in the different cases and leave the rest to the old
soundness proof.

By Induction on Xs; Ug 3{, and Zsy Ug 3,

Rule S:AM-Reflection We have 351 £ X! and ¥s3 | =7, where 2{ = X5y and I’ = Xs5. We choose X, = X7 and
3, =2



Detecting speculative leaks with compositional semantics - Technical Report 121
: : 2 Sy’ 0 Sy’ : ’ ’
We further use Rule S:Reflection to derive Xs; $5X51, Xs, ifxsz with X{, = Xs1 and X{, = Xs,. We now
trivially satisfy all conclusions.
— T — T
Rule S:AM-Single We have 3s; 15 %L with %7 f?g 2’51 and Bs, |7 37 and 2 <95 2'52.
We now ag)ply IH on %)51 Uf 3% and Zsp I 2 and get
(@) X5y Y2XL Xsp $2,XV
!~ "
(b) 2% =37
!~ I —r _
() X! =Xandp" =2

, thates , , Z_ZStates .
d) = ~ Ouns X{ and 27 0 X!
(e) 7/ =7"
States yStates yStates
We do a case distinction on ~, s in 3¢ zol o X,and %Y zOZ s X! by inversion:
Rule Single-Base-Oracle We thus have Xt ~ X! [com, minWndw(X(!) > 0 and INV2(ZZ, X{) (Similar for %7’
and X?').

We now proceed by inversion on the derivation % :%?5 Z’Sl and 27 ;ﬁs 2’52.

Rule S:AM-Rollback Contradiction, because of minWndw(X(!) > 0 and INV2(3, X).

Rule S:AM-General INV2() trivially holds, because it does not change the speculation window of the
states.

Rule S:AM-Context: We have ®¢ :%?5 @< and <I>g Jﬂs 5’5 . We fulfill all conditions for Lemma 69 (S
AM: Strong Soundness Single Step) which gives us the desired result. Especially, that the resulting
state is in th“tes , which follows by definition of 35¢ates

Rule Single-Transaction-Rollback-Oracle We have

X{ =Xs3 - (p,ctr,o, 0"y - (p, ctr’, 0", W, 0)false . x.,
L =S5 - {p, ctr,a,n) - (p, ctr’, o’ n’ YA . 5q,
Xs =Xs3 - {p, ctr, o, h,n"")
35 =253 - (p, ctr,o,n)
25 ~XsTcom
INV2(Zs, Xs)

n’ >0

The form of X!’ and X’ is analogous.

Additionally, we know that the transaction terminates in some state Xs Ug %7’. There are two cases

depending on n’.

n’ > 0 Then we know that X ;ﬁs Z'Sl is not a roll back. Because X5 and Xs do not change, INV2(Zs, Xs)
does not change as well.
The states are still related by Rule Single-Transaction-Rollback after the step.

n’ =0 Then we know that 2{ :%?5 Z’Sl was created by Rule S:AM-Rollback and is a rollback for ctr.
Notice, that the only difference to Xs and Xs is the updated ctr, because of the roll back. Updating

the counter does not change the invariant INV2(). This means INV2(Zs, Xs) (with updated ctr) still
holds.
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]

Lemma 69 (S AM: Strong Soundness Single Step). Let p be a program, » € N be a speculative window, O be a prediction
oracle with speculative window at most @, 3sq = X% - @, 3y = X - O be two speculative states for the always mispredict
semantics and Xs1, Xs, be two speculative states for the speculative semantics.
If the following conditions hold:
(1) Zsy = sy
(2) Xs1 =2 Xsypandp =@

ftates thates
(3) 251 zo s XS] andZsZ zO s XSZ
am am
’ 1

T T
(4) ©. =/)s Z’Sl and @ =/)s Z,Sz and
Stat Stat
5) 2’ € xyrares andZ’Sl € yytares
then there are instances Xél, éz for the speculative semantics such that:
I Xy iixgl and Xs, ii,xgz
I Z’Sl ] Z’SZ
o Xt =X, and/_): @
Egtates ZStates
v 2’

’
Oams andZ Oams XSZ
Vi=r

Proor. The proof is very similar to Lemma 65 (S: Soundness Single Step AM). The only different thing is that (1) the
specific oracle only mispredicts so there is one less case in the relation and (2) we have a different invariant for that
specific oracle i.e., INV2(Zs, Xs)

For these reasons, we will only argue why INVZ(ZSl, él) holds in the different cases and leave the rest to the old
soundness proof.

Now we do case distinction on the instruction executed:

not store instruction We prove that INVZ(ZSl, ;) still holds. The proof for INVZ(ZSZ, X! ,) is analogous.

Note that |Xscom| = |Xs| for all states Xs, because our oracle only mispredicts. We need to show that
2%, 1= 1X{, | and minWndw(X{)) = =
%% = 1X¢ .| Since the rules that apply here do not create or remove a speculative instance we have

=5, | =1X¢, |

=51 =1X¢]

which we know by the assumption INV2(3(, XY).
minWndw(X{) = Zgl.n Since the executed instruction was not a store instruction instruction, we have two
cases
barrier instruction Then miandw(Xél) = minWndw(zeroes(X()) = 0 and Z'Sl.n = 0 and we satisfy
INV2(S, |, X.,).
not barrier Then minWndw(X({) = minWndw(decr(X{)) and 3¢ .n=3{.n - 1.

ZS tates

By definition of INV2(Z, X{) we have minWndw(X{) = 2{.n and by =~ 0, in the base case, we

know that n > 0. Note that this means that there is no instance in X{ w1th a speculation window of
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0. We can now conclude that minWndw(decr(X{)) = minWndw(X{) — 1.
minWndw(X{) =2¢.n
minWndw(X¢) -1 =3{.n—1
minWndw(decr(X{)) =3¢,.n
minWndw(X{ ) =%%,.n

Rule S:AM-Store-Spec We know that our oracle only mispredicts. That is why only rule S:Store-Skip will be used for

oracle states.
! 17
X5y =X ¥s
minWndw(X{") =minWndw(decr(X!)) = minWndw(X¢) - 1
Xé,o’ i)Xé“.o’
%, =5,
' n=2{n-1
Z'S.U 5 Z'S".(r

Note that the step minWndw(decr(X{)) = minWndw(X() — 1 comes from the fact that minWndw(X{) = %{.n
and Xs.n > 0 by assumption.
Depending on the output of the oracle we switch the relation
O(p, 0, h) = (true,0) We need to show that INV2(ZZ’, X!’’) holds. The argument is the same as above for not
store instruction. We now fulfill all premises to relate by Rule Single-Transaction-Rollback-Oracle.
O(p, 0, h) = (true, @) We need to show that INV2(ZY” - ®s, X!"’ - ds) holds. The argument for INV2(2Z”, XI"")
is the same as above.
Furthermore, we know that ¥s.n = o by the output of the oracle and ®s.n = min(w, Z'S.n -1).
There are two cases depending on min(w, Xs.n — 1).
®s.n = w Then by definition £¢.n = L and from X% ~ X! we get |Z| = |X{| = 1 and X!.n = L. Otherwise
they would not be related.
Since L > wand 1L — 1 = 1, we have miandw(Xél) = w and Zgl.n = w and are finished.
®s.n=3%Ln—1 Thenn # 1 and we now that =".n = Z{.n - 1.
Furthermore we know that INV2(2Z”, X{"") holds.
So minWndw(X!'") = 2.n. Since ".n < w we know that minWndw(X!"’) < w.
From this we can follow that miandw(Xél) < w (because ¥s.n = w).
Now we have minWndw(X!,) = minWndw(X!" - ¥s) = minWndw(X!”) and =, .n =3{.n-1=
2 n.
Thus, by INV2(2?”, X!"") we have INV2(Z{ |, X!,)

Sp
We can relate by Rule Single-Base-Oracle.
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L SEMANTICS FOR /)i

We change Speculation instances to contain the RSB R. The RSB is a stack containing return addresses.

Speculative State X ::= O
Speculative Instance Oy == (p, ctr, o, R, n>ﬁ

r u=starty ctr | rlbg ctr

L.1  /Jr: Always Mispredict Semantics

T
Sk =k =) State S small-steps to 3, and emits observation 7.

T — —
dr =/ r <I>:< Speculative instance ® small-steps to CDIR and emits observation 7.
>R UE 3 State 3 big-steps to 3, and emits a list of observations 7.

(p x InitConf) AT  Program p and initial configuration ¢ produce the observations 7 during execution.

T
— ’
Zr =R 2}

(R:AM-Context)

z —
Or </ Oy

— T — —
Op - D =r Or - Dy
(R:AM-Rollback)

n’ =0 or p is stuck

_ rlbg ctr _

D - (p, ctr, o, R,n) - (p,ctr’, o, R,n' Y —===/p By - (p, ctr’, 0, R, n)
T

O =R T,
(R:AM-barr) (R:AM-barr-spec)
p(o(pc)) =spbarr o 5o p(o(pc)) =spbarr o 5o
T T
(p,ctr,o,R, LY =/)p (p, ctr,o’,R, L) (p,ctr,o,R,n+1) = (p, ctr,0’, R, n)

(R:AM-NoBranch)

’

p(o(pc)) #ret,spharr,call f,Z o Lo

T
(p,ctr,o,R,n+1) =/ {p, ctr,0’, R, n)
(R:AM-Ret-Spec)
p(o(pc)) =ret oS0 R=R'-1
1+ m(a(sp)) o” =oc[pcr Lsp a(sp)+8] j=min(w,n)

(p,ctr,o,R,n+1) :zﬁu (p.ctr,a’,R',n) - (p,ctr+1,6", R/, j)ret I-starty crr
(R:AM-Ret-Same)
p(o(pc)) =ret o 5L¢ R=R;l
I=m(a(sp))

(p,ctr,o,R,n+1) fbu (p,ctr,o’,R,n)
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(R:AM-Call-Full)

p(o(pe)) =call f o5 o
|R| > RSBsize

(R:AM-Ret-Empty)

p(o(pc)) =ret o 5o

T
=, ’ T
{pctr,0.0.n+1) =0 (p cir. 0", 0.m) (psctr,o,R,n+1) <k {p, ctr,o’,R, n)

(R:AM-Call)

p(o(pc)) = call f oo
R’ =R (a(pc) +1) |R| < RSBsize

T
(p,ctr,o,R,n+1) = {p, ctr,o’, R, n)
(R:AM-General)
T=retn|startgn

T
Prp.c /s Prp

T v/
e Uy 2
(R:AM-Single)
(R:AM-Reflection) _ T
7 mEy oy
Sl 2R =
R % T %,
Let us define what it means for a state to be initial or final.
(R:AM-Init) (R:AM-Fin)
3k =(p,0,0,6,L) o € InitConf Sp=A(p,ctr,o,R, L) oa(pc)=_1
F 2R init F2ZR: fin

(R:AM-Initial-State)

S (p, o) = (p.0,0,¢ L)

(p x ImitConf) QYT

(R:AM-Trace)
3, w2 fin EP0p0) UF 2
(p.o) AUT Beh{) (p) = {7 | Vo € mitConf. (p,0) A7}

(R:AM-Beh)

We define the behaviour of a program p, written Beh;

(p), as the set of traces that are generated starting from an initial
configuration o.

L.2 /Jr: Oracle Semantics

The oracle is defined as O(p, n) and returns a speculation window size n. The reason being, that speculation of return
addresses is deterministic in nature. We annotate speculation instances with the jump location / because we need them

for SE-Commit and SE-Rollback to check if the jump location with correct (rule R:SE-Commit) or not (rule R:SE-Rollback).
Speculative State Xp ::= ¥p

Speculative Instance ¥y, ::

(p,ctr,o:R,h,n)lﬁl eNorl=¢

T

.. | commitg ctr

Here ¢ is used as annotations for all speculative instances with n = L and we will omit this annotation.
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Xp @(R) X, State Xp small-steps to X}, and emits observation 7.

YR 58 @E Speculative instance ¥y small-steps to ?;{ and emits observation 7.

Xp Oi ;Xé State Xp big-steps to X}, and emits a list of observations 7.

(p X InitConf) @RO? Program p and initial configuration ¢ produce the observations 7 during execution.
Xr J»f ¢4

(R:SE-Context)
W 58 vy Y = (p, ctr,o,R, h,n)
if p(o(pc)) = spbarr then Wiy = zeroes(¥y) else Yry = decr(()¥r)

— O — —

P LR SR TR £
(R:SE-Rollback)

n’=0 orpisstuck

_ _ o _
Yp - (p,ctr,o,R h,n) - (p,ctr', o’ R K, p/ Malse .y MR Yy - (p,ctr’,o,R, h,n)
(R:SE-Commit)

_ — ; o _ _
Ve - (p,ctr,o, R, hn)! - (p, ctr’, o’ R/, B, 0) e . O’ MR Ve - (p,ctr', o’ R, W, )l - T’
(R:SE-General)
r=retn]|startgn

p— 0 p—
¥r - ¥rp.r Hp YR Yoy

o
P “"[ﬂl ‘I’[’Q

(R:SE-barr) (R:SE-barr-spec)
p(o(pc)) =spbarr o o p(o(pc)) =spbarr o 5o
(p,ctr,o,R, h, L) @ff (p,ctr,o’,R,h, L) (p,ctr,o, R, h,n+1) Jﬂ? (p,ctr,c’,R, h,0)

(R:SE-NoBranch)

p(o(pc)) # ret,spbarr,call f o 5o

(p,ctr,o,R,h,n+1) Jﬂ? (p,ctr,o’,R, h,n)

(R:SE-Ret)
p(o(pc)) =ret o5 o R=R"-1
O(p,o(pc))=w o' =0d'[pc—1] K =h-(c(pc),w))
<Pa ctr, o, h’ n+ 1> “'T—H({) <Pa ctr, oJ’ R,’ h/’ n> ) <P’ ctr + 1’ OJ” R/’ h,’ w>:’;t(];2::rt1< ctr
(RSERet-Empty) (R:SE-Call-Full) )
z o(pc))=callf o —>o
o(pc)) =ret o —> o’ p(a(pe)
p(o(pc)) IR| > RSBaize

TO ’
(p.ctr,o,0.h.n+1) Sy (p.ctr,o’, 0, b, n) (p,ctr,o,R,h,n+1) @‘(3 (p,ctr,o’,R, h,n)

(R:SE-Call)

p(o(pe)) =call f o5 o
R’ =R- (a(pc) +1) |R| < RSBsize

T
(p,ctr,o,R,n+1) =p {p, ctr,0’,R’, n)
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O,
Tk i;z&

(R:SE-Single)

77 1—0

(R:SE-Reflection) _
T 144 !
2R llR Zp IR R 2

0, R
i 0;
p 53R i 5'%.,%

Let us define what it means for a state to be initial or final.

(R:SE-Init) (R:SE-Fin)
XRZWR'\PR @RZS XRZWR"{IR WRZS
Yy = (p,0,0,6,6,1) o € InitConf ¥ =(p,ctr,o,R h, L) o(pe) =L
F Xp: init I—XR:ﬁn

(R:SE-Initial-State)

XMt (p,0) = (p,0,0,6,6,1)

(p x InitConf) Qg?

(R:SE-Trace)

o 19)
X, kX, fin X[M(p,o) i;w’

R

(p.0) A0 Beh (p) = {7 | Yo € itConf. ((p,0)) A97}

(R:SE-Beh-V4)

We define the behaviour of a program p, written Behl? (p), as the set of traces that are generated starting from an initial

configuration o.

L.3 /Jr: Symbolic semantics

Again the only difference to the AM semantics are the symbolic configurations and the symbolic non-speculative

semantics.

zs
S 1S 58’
= =AR 2

(R:Sym-Context)

T —_—
S =S $S
CDR "ﬁwz Rt

P 75 _—
Sy - <I>|§ fﬁf ®Sp - 05,
(R:Sym-Rollback)

n’ =0 or p is stuck

rlbg ctr J—
Sy, - (p,ctr,o8,R,n) - (p,ctr', oG, R, n')l —— f oSy, - (p,ctr', o5, R, n)
S 1hS 58’
o =0y =Y
(R:Sym:AM-barr) (R:Sym-barr-spec)
75 , S ,
p(o(pe)) =spbarr o5 —5 o p(o(pe)) =spbarr o5 —5 o

s 78
(p,ctr,o8,R, L) = }?(p, ctr,o, R, L) (p,ctr,o8,R,n+1) = ‘E(p, ctr, o, R, n)
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(R:Sym-NoBranch)

p(o(pc)) # ret,spbarr,call f,Z o T—S>3 o

(p,ctr,os,R,n+1) TT%S T? (p, ctr, 0' R, n)
(R:Sym-Ret-Spec)
p(o(pe)) =ret os T—S>S 0:9 R=R'-1
I # read(sm,sa(sp)) " =o[pcr Lspr a(sp) +8] o”.65= Ué.és j=min(w,n)

8
(ps ctr,o8,Ron+1) =% (p, ctr, o, R, n) - (p, ctr + 1,04, R, j)ret Lstarty er
(R:Sym-Ret-Same)

p(o(pe)) =ret os 23 oy R=R;l
I =read(sm,sa(sp)))

s
(p,ctr,o,Ron+1) = f (p,ctr,o’,R,n)

R:Sym-Call-Full
(R:Sym-Ret-Empty) (RiSym-Call-Full)

75 ,
p(o(pe)) =ret o3 Ti)g o plo(pe)) =call f o5 —s 0y

|R| > RSBsize
)
_—nS
(p.ctr,os,0,n+1) =/77 (p, ctr, 05, 0,n) (p,ctr,os,R,n+ 1) S (pctr, 0%, R, n)
(R:Sym-Call)
plo(pe)) =allf o5 s

R’ =R (os(pc) +1) |R| < RSBsize

X
(p, ctr,crs,]R,n+1):*[7]‘{g (p, ctr, cr ,R’,n)

(R:Sym-General)
s =retn|startgn

Fabian et al.

|\ ST Tﬁ R Ps
S T vS’
P sUR 2R
(R:Sym-Single)
(R:Sym-Reflection) S S T S <8’
T
R Sﬂ S 2 Z ﬁ Z
(IR ;
S S UTS s ZS
Let us define what it means for a state to be initial or final.
(R:Sym-Init) (R:Sym-Fin)
Z‘RS =(p,0,05,R, L) og € nitConf Z*g =(p,ctr,o,R, L) og(pc) =
S, S.
F 2P init FER: fin

(R:Sym-Initial-State)

init
25" (p.0) = (p.0, 05,6 L)

(p x ImitConf) QYT
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(R:Sym—;r?rc;; - (R:Sym-Beh)
33, k3L:fin 32 (0po) gUE 2R
(pos) AT T

Behﬁ9 (p) ={7 | Yos € InitConf. (p,os) Smf{) 7}

M PROOFS FOR /);:

Our main result for /7 is the following
THEOREM 16 (/)i 18 WESS). + /9 WFSS

Proor. Immediately follows from Theorem 20 (R: Oracle Overapproximation), Theorem 19 (/7y: Behaviour of
AM and symbolic semantics), Theorem 18 (R AM: Behaviour of non-speculative semantics and AM semantics) and

Theorem 17 (R SE: Behaviour of non-speculative and oracle semantics). m]

M.1 R:Relating Non-speculative and Oracle Semantics

Theorem 17 (R SE: Behaviour of non-speculative and oracle semantics)
1

[ \

Lemma 75 (R SE: Completeness of the speculative semantics)  Lemma 70 (R SE: Soundness of the speculative semantics w.r.t. non-speculative semantics)

Lemma 76 (R SE: Non-speculative execution for rolled back transactions)

| |

Lemma 71 (R SE: Soundness single step No Speculation)  Lemma 74 (R SE: Return step Speculation)

Lemma 72 (R SE: Single Step Instance Non Speculative)

THEOREM 17 (R SE: BEHAVIOUR OF NON-SPECULATIVE AND ORACLE SEMANTICS). Let p be a program and O be a

prediction oracle. Then Behns(p) = Behg () Tns

Proor. We prove the two directions separately:
< By the definition of Beh]? (p) we have an initial configuration o such that ((p, o)) QRO?.
By definition of ((p, o)) QRO?, we know there exists a state Xé such that + X}'{ : fin and an initial state Zg‘it (p,o)
such that 23‘” (p, o) 03 ;XF{
Analogous to the corresponding case in Theorem 12 (S SE: Behaviour of non-speculative and oracle semantics)
by using Lemma 70 (R SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).

We thus have ((p, o)) [A47 Ins € Behns(p) by Rule NS-Trace.
= Assume that ((p, o)) Q5T € Behns(p). We thus know there exists o’ € FinalConf such that o |7 o’
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Analogous to the corresponding case in Theorem 12 (S SE: Behaviour of non-speculative and oracle semantics)
by using Lemma 75 (R SE: Completeness of the speculative semantics).
We thus have ((p, 0)) A97 -7 € Beh? (p).

Lemma 70 (R SE: Soundness of the speculative semantics w.r.t. non-speculative semantics). If
(1) Xg.oc =0 and
(2) +o Xr: noongoing and
O Ry
3) Xr i?XR
Then there exists o’ such that

I 1fl—0 X},: noongoing then o |z, o and X},.c = ¢’ and
II lfl—’O X}, biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction
id that will be rolled back and is still active then o Upelper(z,i) 0’ and o’ is the configuration with the instance

with ctr = i.
. . O Ry
Proor. We proceed by induction on Xy é?XR

Rule R:SE-Reflection Then we have X 0§ ,';XR with X[’{ = Xy and by Rule NS-Reflection we have
I o, o witho =o'

I 0 Upetper(e,i) o’ witho =0o’.

Rule R:SE-Single We have Xy Oﬁ;.rxrle and by Rule R:SE-Single we get Xp % ;,Xé’ and X/ @g X,
We need to proof
I if o X}, : noongoing then o 7.7}, o and X[,.0 = ¢’

I if I—i) X},: biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest
transaction id that will be rolled back and is still active then o Upeiper(z.7,i) ' and o’ is the configuration
for the instance with ctr = i.

We apply the IH on X 05 ';,XI'{' and have a 0" where ¢’ is the configuration for some instance in X" such that.
U if kg X[/ : noongoing then o ||z}, o~ and X[).0 = "

I’ if l—g X[): biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest
transaction id that will be rolled back and is still active then & [perper(z,j) ' and o’ is the configuration
with the instance with ctr = j.

We proceed by case analysis on X/
no ongoing transactions in X/’ Then X/ has no ongoing transactions, meaning +¢ X} : noongoing and we
have o |z, ¢ and X//.0 = ¢’’ by TH.
I Then +g X}, : noongoing and we need to prove ¢ 7.7}, o and X},.0 = ¢’. We now proceed by inversion
on XI,{I «Sg Xl’{:
Rule R:SE-Rollback Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the
speculative semantics w.r.t. non-speculative semantics).

Rule R:SE-Ret and the top value of R is different to the saved return address in m(a(sp)) Then

’
R’

tradiction is analogous to the case of Rule S:Store-Skip in Lemma 45 (S SE: Soundness of the

we know that p = ret [ - start id for X/, where [ is the value at the top of the R. The con-
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speculative semantics w.r.t. non-speculative semantics) and the fact that the created transaction
will be rolled back.

otherwise We know that ¢’’ = X[/.0. Since ¢ X[} : noongoing, there no ongoing transactions that
need to be rolled back.
Furthermore, no transaction that will be rolled back is created in the step X/ @S X}, because
ko X}, noongoing.
The case is analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-
speculative semantics) by using Lemma 71 (R SE: Soundness single step No Speculation).

II Then X}, has ongoing transactions, meaning I-iO X+ biggestongoingtransactionirolledback and we need

to prove o Upeiper(7.,i) o’ and ¢’ is the configuration for the instance with ctr = i.

We now proceed by inversion on X}/ 58 X

Rule R:SE-Ret and the top value of R is different to the saved return address in m(a(sp)) Then
we know that p = ret [ - start id for X.
Since we know a new transaction was created that will be rolled back, we also know that id = i.
We know that, because o X[ : noongoing, so there was not another ongoing transaction.
The case is analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-
speculative semantics) together with Lemma 74 (R SE: Return step Speculation).

otherwise By definition of l—io X[, : biggestongoingtransactionirolledback we know that there exists

arlbiin the execution X}, 05 ;ﬁnXR fin With no matching start i observation in that execution.
The contradiction can be derived in the same way as in the analogous case in Lemma 45 (S SE:
Soundness of the speculative semantics w.r.t. non-speculative semantics).
ongoing transactions in X/’ Then X/ has ongoing transactions, meaning "](') X[/ : biggestongoingtransactionirolledback
and we have & Upeiper(z,j) 0’ and o’ is the configuration for the instance with ctr = j.
I Then +g X},: noongoing and we need to prove o |lz.;}, o and X},.c = ¢’. We now proceed by inversion
on X/ J,”? X
Rule R:SE-Rollback and 7 = rlb j Choose ¢’ = ¢”’. Since T - 7|5 = helper(7, j) we can use IH
 Unetper(z.jy o'
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).
otherwise Then r # rlb j.
Deriving the contradiction is analogous to the corresponding case in Lemma 45 (S SE: Soundness
of the speculative semantics w.r.t. non-speculative semantics).
II Then l—iO X}, + biggestongoingtransactionirolledback and we need to prove o Upeiper(z.7,i) 0 and o’ is
the configuration for the instance below the instance with ctr = i.
We now proceed by inversion on X}/ @RO Xk
Rule R:SE-Rollback Then 7 = rlb id. We do a case analysis if id = j or not.
id = j Analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-
speculative semantics).
id # j Analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-

speculative semantics).
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otherwise Analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-

speculative semantics).

Lemma 71 (R SE: Soundness single step No Speculation). If

(1) +o XRr: noongoing and
@) Xp 59 X, and

(3) +o X},: noongoing and
(4) 0 =Xp.o

Then there exists o’ such that

Iolg,, o and
II X.o=0o

. . o
ProoF. We proceed by inversion on X 5 X[:

Rule R:SE-General Thus we have X = ¥y, - ¥r5.r and Xl = Y - ¥r5 with ¥p.o = 0.
By the definition of ¥y @RO Xr only Rule R:SE-Ret adds observations to p.
These observations are only start n and ret [.
By the definition of [,5 we have 71,5 = £ and we have o |, o by Rule NS-Reflection.
Rule R:SE-Commit Then the generated observation is 7 = commit id. Furthermore, commit id[,s = e.
By the definition of the rule, we have Xi.o = X{,.c and with this we get X/,.0 = 0.
Thus, we can derive o {commit idt,, O
Rule R:SE-Rollback Contradiction, since g Xp: noongoing and Definition 18 (Well orderedness of rollback and
start).
Rule R:SE-Context We have Xp = ¥y - ¥ and Xh = ?’R’ -?l’z with ¥p @ff ?;{ By Lemma 72 (R SE: Single Step

. ! . o
Instance Non Speculative) we have o0 ——> ¢’ with ¢ = ¥3.0 and ‘}’f<.0' =o'

Lemma 72 (R SE: Single Step Instance Non Speculative). If

(1) Xg =¥y - ¥ and

(2 X, = Yy ~§;{ and ¢ X[, : noongoing and
3) ¥ 59 ¥, and

(4) 0 =Y¥Yr.0

Then there is a o’ such that

Tlns
I 0 — o and

I @;{.0 =0

Proor. We proceed by case analysis on the rule used to derive ¥y @8 .
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Rule R:SE-Ret Then we have:

0 —0

R=R"-1

’

0" =c[pc > L sp — a(sp) + 8]

¥y =(p, ctr,a’,R', 1 ,n) - {p,ctr + 1,6" ,R’, I, a))l

ret l-start ctr

Then we have o - o/, R=R"-land 6" = o[pc — L, sp — a(sp) + 8] and ¥ = (p,ctr,o’,R’, W ,n) - {p, ctr+ 1,
o RH, ) oy s (ctr)’
There are two cases depending if the return address on top of the R and on the stack match:
m(a(sp)) =1 This is a commit. We know show that ¢’ = ¢”’.
Since p(o(pc)) = ret we know that Rule Retwas used in—. Thus ¢’ = o[pc — m(a(sp)),sp — a(sp) +8].
Because m(a(sp)) = [ we have '’ = ¢’ = o[pc — m(a(sp)),sp — a(sp) +8].
Thus, o’ = ¥}.0.
Because the rule used the observation received from the the step o 5o , we have 7,5 = 7 and are
finished.
m(a(sp)) # | Contradiction, because this starts a speculative transaction that needs to be rolled back.
This cannot happen because of - X}, : noongoing.
Rule R:SE-Ret-Empty We have o 5o as premise of the applied rule and Eie ={(p,ctr,o’,R,h,n — 1).
Thus, o/ = ?:{.0.
Because the rule used the observation received from the the step o NP , we have 7,5 = 7 and are finished.
otherwise Thus, we have p(o(pc)) # ret and n # 0 and can apply Lemma 73 (R SE: no Ret speculation). We get get an

. Tlns
execution 0 — ¢’ and 0’ = Xl’{.ot

Lemma 73 (R SE: no Ret speculation). Let p be a program, O be a prediction oracle. If
(1) ¥p = (p, ctr,o,R, h,n) and
(2) ¥r @ff ?;g, and
(3) p(o(pc)) # ret and
(4) n#0

Then there is a ¢’ such that

Tlns
I 0 — o and

e =00
PRrOOF. Let p be a program, O be a prediction oracle.
We have
(1) Yr =(p, ctr,o,R, h,n) and
2) ¥ & ¥ and
(3) p(o(pc)) # ret and
(4) n#0

By inversion on ¥ @S X[, and the fact that p(a(pc)) # ret and and n # 0 we have three cases.
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Rule R:SE-barr or Rule R:SE-barr-spec We show the proof for Rule R:SE-barr, the proof for Rule R:SE-barr-spec is
analogous.
By Rule R:SE-barr we know o % o' and @:{ ={p,ctr,o’,R,h,n — 1).
Thus ¢/ = ?f{.a and 7 = ¢ = €ps.
Rule R:SE-NoBranch We have ¢ — o’ as premise of the applied rule and @fi =(p,ctr,o’,R,h,n —1).
Thus, ¢’ = ¥}.0.
Because the rule used the observation received from the the step o 5o , we have 7,5 = 7 and are finished.
Rule R:SE-Call-Full or Rule R:SE-Call We have o — o’ as premise of the applied rule and ?E = (p, ctr,a’,R, h,
n-—1).

The case is analogous to case Rule R:SE-NoBranch.

Lemma 74 (R SE: Return step Speculation). If
(1) Xp =% - ¥ and Fo Xr: noongoing
2 X}, = vy @;{ and l—iO X[, : biggestongoingtransactionirolledback and
() ¥ 50 T
(4) 0 =¥Yr.0o

!
,» and

R

Then

Tlns
I 6 — ¢ and

I o’ is the configuration for the instance with ctr = i in X},

. . O —
Proor. We proceed by inversion on ¥ 5 ¥p:

Rule R:SE-Ret Then we have

T
o —0

R=R"-1

" =c[pc +— I, sp — a(sp) + 8]

1

T3 7 !’ 7 1’ 7 ’
Yr =(p,ctr,a’ ,R',h",n) - (p,ctr+1,6"",R", h ’“’)ret l-start ctr

There are two cases depending if the return address on top of the R and on the stack match:

m(a(sp)) =1 Contradiction, because then no speculative transactions will be started that will be rolled back.
This cannot happen, because of |—i0 X+ biggestongoingtransactionirolledback.

m(a(sp)) #1 We have o 5.
Since ¢ Xp: noongoing we know that 75 =7 =ret L.
Since a transaction with id = ctr was started and we have ¢ Xp : noongoing, we know that i = ctr.
Notice that ¢’ is the configuration for the instance ctr = i by definition.
This completes the case.

otherwise Contradiction, because - Xr: noongoing and I—io X},: biggestongoingtransactionirolledback, we know that

a transaction has to be started that will be rolled back.
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M.1.1  Completeness. We proceed with the Completeness direction

Lemma 75 (R SE: Completeness of the speculative semantics). If

(1) o € InitConf and
(2) oz 0 and
(3) Xp =X} (0)
Then
o R yr
I Xp $8X) and
7 Rp

I +¢ X, : noongoing and
I o' = X}.o0 and
IV T=7 ps and

Vp=e
Proor. We proceed by induction on o |7 ¢’

Rule NS-Reflection Then we have ¢ ||, ¢’ with o = ¢”.
I-IV By Rule R:SE-Reflection we have X Oi EXR. By construction ¢ X : noongoing and Xp.o = o. Since
£lns = € we are finished.
Rule NS-Single Then we have ¢ |7 ¢’’ and ¢’/ 5.
We need to show
I Xq Oi';,.r/x[g and
I +¢o X[,: noongoing and
I ¢’ = X],.0 and
WVW7Tor=7 0 pns
We apply the IH on o 5o we get
T Xp Oi';,xgp and
I +o Xr,z,p: noongoing and
I’ ¢” = X//.0 and
IV T=7 ps
V p=e¢
To account for possible outstanding commits, we use Lemma 9 (Executing a chain of commits) on X/ and get
a) X/ Oig,,,xé"
b) minWndw(X[/") >0
c) Yr€7"”.r = commit id for some id € N
d) X/.o=X"0
By c) and the definition of s we have 77/ [ ;5 = .
Because only Rule R:SE-Commit was used we have X"’ o= Xy o We now do a case analysis on the instruction
p(a(pe)):
p(o(pc)) # ret I Then either Rule R:SE-barr, Rule R:SE-barr-spec, Rule R:SE-Call-Full, Rule R:SE-Call or

, 0
Rule R:SE-NoBranch in conjunction with Rule R:SE-Context was used to derive the step X" Zsp X[.

’
. T
Here, 7’ is generated from Xé”.a — o,

Since — is deterministic, we know that 7’ = 1.
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II Since no speculative transaction is started and we have o X]: noongoing by IH, we have ¢
X[} : noongoing.

III By definition and determinism of —.

0, . .
IV Now we have X}/ ﬁ;,_?,,,.T,XI’g. Looking at the trace that is generated we have
?/ . ?III . z_I rns?lll rns =¢
-

_ ’ ’_
=T T lpsT =7

=7 - s T generated by —

=7 Ips - Tby IH

=T-T

and thus, are finished.
p(o(pc)) = ret Then either Rule R:SE-Ret or Rule R:SE-Ret-Empty is used in conjunction with Rule R:SE-
Context:
Rule R:SE-Ret-Empty The case is analogous to the case above.
Rule R:SE-Ret There are two cases depending if m(a(sp)) = I.
m(a(sp)) =1 Commit step
I We derive X[/ % 55 tart igXp Dy using Rule R:SE-Ret in conjunction with Rule R:SE-Context
and produce the observation 7’ = 7, where 7 = ret [.
Afterwards, we need to discharge the observation in p that was generated by Rule R:SE-Ret
(which is always a start id).
The only rule that can be used when p is non-empty is Rule R:SE-General, which produces
start id.
By Rule R:SE-Ret, we know that the step X|".c 5 o’ is made.
II No speculative transaction was started that needs to be rolled back. By ¢ X[ : noongoing
and g X]/”: noongoing we get +o X[ : noongoing.
IIT By definition and determinism of —.
IV We now have:

7 -7 ¢ - start id|ps Def. and 77/ [ps = ¢

=4 ’ ’
=T T lps T =7

=7 - 7lps 7 generated by —
=7 Ins - T by IH
=T.-7

and are finished.

m(a(sp)) # 1 A speculative transaction is started that will be rolled back
I We derive a step by using Rule R:SE-Ret in conjunction with Rule R:SE-Context This produces

. L .
the observation 7/, where 7"/ = store m and the step X".c — ¢’ is made.
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Since — is deterministic and the fact that ¢/’ T—”> ", a" 5 o’ and Xé’ "0 =0¢",we have
o’ =0’ and 7"’ =1

Since Rule R:SE-Ret pushes two observations into p, Rule R:SE-General applies twice and
produces ret [ and start id.

O i
We thus have X’ $R Xr3-

r’-start id-ret |

[
Since all transactions are eventually closed, we know there exists X I’{ such that X S i;n b i dX [’g
We now apply Lemma 76 (R SE: Non-speculative execution for rolled back transactions) on
o o
: 1" R n 7 11 n___ 1
the execution X ir’-star‘t id-bypass n7-r1b Xk and get 0’ — ¢’” and X[.0 = 0"
IT Since the speculative transaction that was started was also rolled back and the fact that
Fo X[ : noongoing by IH and +¢o X[”: noongoing, we have o X[} : noongoing.
III Follows by definition and I).

IV By definition 7”7 - start id---rlb idl,s = "' ITphs = 7.

77" ¢ -start id-7" - rlb idps Def. and 777 [ 5 = €
-/ ’ 1’

=T T |psT =7

=7+ 15 7 generated by —

=7 Ips - by IH

=T-T

Notice that p is empty for all the cases, because we discharge all the observations immediately using Rule R:SE-

General.

Lemma 76 (R SE: Non-speculative execution for rolled back transactions.). If
O
(1) Xp i;Xl'{ and
(2) T=t1-startid-7 - rlb id and
3) 0 =Xp.o
Then
I there is a configurations o’ with X/,.c = ¢’ and

Io m o’ and
I Ty =7

Proor. Let X Oing’{ be an execution with trace 7 = 7 - start id -7 - rlb id. Let 0 = Xp.o

We know Rule R:SE-Ret was used to start the speculative transaction.

By this rule we know, there is a configuration ¢’ with o 5.

By definition of [,s we have 7[,s = 7[ns = 7, where the last steps is because of the fact 7 € Obs.

Thus, we have o ||z}, o by Rule NS-Reflection and o 5o

Now we need to show that ¢’ = X},.o, which is analogous to Lemma 50 (S SE: Non-speculative execution for rolled

back transactions). O
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M.2  R: Relating Non-speculative and AM Semantics

Theorem 18 (R AM: Behaviour of non-speculative semantics and AM semantics)
1

[ \

Lemma 80 (R AM: Completeness of the speculative AM semantics)  Lemma 77 (R AM : Soundness of the AM semantics w.r.t. non-speculative semantics)

Lemma 81 (R AM: Non-speculative execution for rolled back transactions)

|

Lemma 78 (R AM: Soundness single step No Speculation) =~ Lemma 79 (R AM: Single Step Speculation)

THEOREM 18 (R AM: BEHAVIOUR OF NON-SPECULATIVE SEMANTICS AND AM SEMANTICS). Let p be a program. Then
Behns(p) = Beh(‘RJ (P) Tns

ProoF. The lemma can be proven in a similar fashion to Theorem 13 (S AM: Behaviour of non-speculative semantics

and AM semantics). We prove the two directions separately:

& Assume that T € Beh{)(p).
By the definition of Beh{; (p) we have an initial configuration ¢ such that ((p, 7)) AR,
The proof proceeds in similar fashion to the analogous case in Theorem 13 (S AM: Behaviour of non-speculative
semantics and AM semantics) by using Lemma 77 (R AM : Soundness of the AM semantics w.r.t. non-speculative
semantics).
We can now conclude that (p, o) [T Ins € Behns(p) by Rule NS-Trace.

= Assume that (p, 0) [T € Behns(p). We thus know there exists o’ € FinalConf such that ¢ |7 ¢”.
We can now apply Lemma 80 (R AM: Completeness of the speculative AM semantics) and get Zf{’it (p,o) UE %,
with o X, : noongoing, ¢’ = ¥/,.c and 7 = 7’ Ips.
Because of g 2, : noongoing and ¢’ = %,.0 we know that + X/, : fin.
We thus have ((p,0)) A{T" € Beh( (p).

Lemma 77 (R AM : Soundness of the AM semantics w.r.t. non-speculative semantics). If

(1) Zp.0c =0 and
(2) Fo ZRr: noongoing and
3) = IT 3,

Then there exists o’ such that

I ifro 2} : noongoing then o |z, o and>},.0 = o’ and
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II lfl—’o 3, : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction
id that will be rolled back and is still active then o peiper(z,i) ' and o’ is the configuration for the instance with

ctr = 1.

; ; T g
Proor. We proceed by induction on 2y |} £,

Rule R:AM-Reflection Then we have X Uf{ Yr with Z’R = 3 and by Rule NS-Reflection we have
I o lgp,, o witho=0".

0o Uhelper(s,i) o’ witho =0o’.

Rule R:AM-Single We have S, || 7 3/, and by Rule R:AM-Single we get =y |7 3// and =/ BN =/
We need to prove
I if g 3, : noongoing then o 7., o and 3.0 = o’

I if I-lO %!, : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest
transaction id that will be rolled back and is still active then & [ jeiper(7.7,i) 0 and o’ is the configuration
for the instance with ctr = i.

We apply the IH on 3y Ug/ %7 and have a " where o’ is the configuration for some instance in X} such that.
rif ko %7 : noongoing then o ||z, o~ and 3.0 = o”

I if l—JO %7 biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest
transaction id that will be rolled back and is still active then & [peiper(z,j) ' and o’ is the configuration
with the instance with ctr = j.

We proceed by case analysis on 3.
no ongoing transactions in Z’R’ Then 21/2/ has no ongoing transactions, meaning ¢ Zg : noongoing and we
have o |z, ¢ and =/.0 = ¢’ by IH.
I Then +g X, : noongoing and we need to proof o |z.7}, o and 3},.c = o’. We now proceed by inversion
on X[ T?TQR DAY
Rule R:AM-Rollback Then r = rlb id.
Analogous to the corresponding case in Lemma 70 (R SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).
Rule R:AM-Ret-Spec Then we know that p = ret [ - start id for 3[,.
Analogous to the corresponding case in Lemma 70 (R SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).
otherwise We know that ¢’ = >{/.0.
Analogous to the corresponding case in Lemma 70 (R SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics) together with Lemma 78 (R AM: Soundness single step No
Speculation) with 37/ :%?R 3.
II Then X}, has ongoing transactions, meaning l—’b %, : biggestongoingtransactionirolledback and we need
to proof & Ypeiper(7.7,i) ¢ and o’ is the configuration for the instance with ctr = i.
We now proceed by inversion on Xf] *EQR DX
Rule R:AM-Ret-Spec Then we know that p = ret I - start id for 2.
Analogous to the corresponding case in Lemma 70 (R SE: Soundness of the speculative semantics

w.r.t. non-speculative semantics) together with Lemma 79 (R AM: Single Step Speculation).
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otherwise By definition of l—io 3, : biggestongoingtransactionirolledback we know that there exists

a rlb i in the execution 2;{ U;ﬁ " ¥R fin With no matching start i observation in that execution.
Analogous to the corresponding case in Lemma 70 (R SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).

Jj

¢ ThenX{ has ongoing transactions, meaning v, >{: biggestongoingtransactionirolledback

ongoing transactions in 3
and we have & Upeiper(z,j) 0’ and o’ is the configuration for the instance with ctr = j.
I Then +o %, : noongoing and we need to proof o |z.r}, o and 2.0 = o’. We now proceed by inversion
on X Lg DX
Rule R:AM-Rollback and 7 = rlb j Analogous to the corresponding case in Lemma 70 (R SE:
Soundness of the speculative semantics w.r.t. non-speculative semantics).
otherwise Then 7 # rlb j.
Analogous to the corresponding case in Lemma 70 (R SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics).
II Then I—b %, : biggestongoingtransactionirolledback and we need to proof & Unetperz-,i) o’ and ¢’ is
the configuration for the instance below the instance with ctr = i.
We now proceed by inversion on X ;ﬂR DX
Rule R:AM-Rollback Then 7 = rlb id. We do a case analysis if id = j or not.
id = j Analogous to the corresponding case in Lemma 70 (R SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics).
id # j Analogous to the corresponding case in Lemma 70 (R SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics).
otherwise Then 7 # rlb id.
Analogous to the corresponding case in Lemma 70 (R SE: Soundness of the speculative semantics

w.r.t. non-speculative semantics)

Lemma 78 (R AM: Soundness single step No Speculation). If
(1) Fo ZR: noongoing and
(2) =r :%?R %, and
(3) o 2,: noongoing and
(4) 0 =3p.0
Then there exists o’ such that

Iolyg,, o and
IIs,o=d¢

T
Proor. We proceed by inversion on 2 </ 2}
Rule R:AM-General Thus we have X = &y Prp.p and Zf{ =Py -®p5 with &r.o = 0. Contradiction. By the definition
T
of =/)s only Rule R:AM-Ret-Spec adds observations to p.

Since p = p’ - 7 is non-empty, there is a speculative transaction currently ongoing.

However, this contradicts the assumption g Xp : noongoing.
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Rule R:AM-Rollback Contradiction, since ¢ Zr: noongoing and Definition 18 (Well orderedness of rollback and
start).
Rule R:AM-Context We have 3 = @ - dp and 2& = 5:\: 5& with & T?Q?R 5&
We proceed by case analysis on the rule used to derive ®p :EQR U
Rule R:AM-Ret-Spec Contradiction, because this starts a speculative transaction that needs to be rolled back.
This cannot happen because of g 2, : noongoing.
Rule R:AM-barr or Rule R:AM-barr-spec We have p(o(pc)) # ret and n # 0.
We show the proof for Rule R:AM-barr, the proof for Rule R:AM-barr-spec is analogous.
By Rule R:AM-barr we know o 5 ¢’ and 5& =(p,ctr,o’,R,n—1).
Thus o’ = @:{.0' and 7 = £ = €ps.
Rule R:AM-NoBranch We have p(o(pc)) # ret and n # 0.
We have o 5 o’ as premise of the applied rule and @; ={(p,ctr,o’,R,h,n — 1).
Thus, o’ = 5&.0.
Because the rule used the observation received from the step o 5o , we have 7,5 = r and are finished.
Rule R:AM-Call We have o — o’ as premise of the applied rule and @, = (p, ctr,o’,R,n — 1).
The case is analogous to case Rule R:AM-NoBranch.
Rule R:AM-Call-Full We have o — ¢’ as premise of the applied rule and 5;3 ={(p,ctr,o’,R,n—1).
The case is analogous to case Rule R:AM-NoBranch.
Rule R:AM-Ret-Empty We have o 5o as premise of the applied rule and 5& ={p,ctr,d’,R,h,n — 1).
Thus, ¢’ = 5;{.0.
Because the rule used the observation received from the step o 5 o’, we have 7,5 = r and are finished.
Rule R:AM-Ret-Same We have o — o’ as premise of the applied rule and 5:{ ={(p,ctr,o’,R,h,n—1).
The rest is analogous to the case for Rule R:AM-Ret-Empty.

Lemma 79 (R AM: Single Step Speculation). If

(1) =g =y - O and Fo ZR: noongoing

(2 2 = [ -5& and I-iO 3, : biggestongoingtransactionirolledback and
z —

(3) qDR TZ?R ®R and

(4) 0 =dr.0

Then

Tlns
I 0 — ¢’ and

;. . . . s ’
I ¢’ is the configuration for the instance with ctr = i in 3,

z —
Proor. We proceed by inversion on & =/9r Pp:
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Rule R:AM-Ret-Spec Then we have
o5
R=R"-I
m(a(sp)) #1
" = o[pc L sp — a(sp) + 8]

ER = (p, ctr, o R, W, n) - (p,ctr + 1, o’ R,K, w)ﬁet I'st (ctr)

We have o 5 o’

Since ¢ g : noongoing we know that 7[5 =7 =ret L.

Since a transaction with id = ctr was started and we have ¢ g : noongoing, we know that i = ctr.
Notice that ¢’ is the configuration for the instance ctr = i by definition.

This completes the case.

otherwise Contradiction, because -9 = : noongoing and l—io %, : biggestongoingtransactionirolledback, we know that
a transaction has to be started that will be rolled back.

M.2.1  Completeness.

Lemma 80 (R AM: Completeness of the speculative AM semantics). If
(1) o € InitConf and
2) oz 0’ and
(3 2 =5 (0)

Then

=

125 ZEP and

IT +¢ %[, noongoing and
oI ¢’ =%},.0 and
IV T =7 s and

Vp=e

Proor. We proceed by induction on o |7 ¢’
Rule NS-Reflection Then we have o ||, ¢’ with o = ¢’.
I-V By Rule R:AM-Reflection we have 3 UE 2r. By construction ¢ Xy : noongoing and Xp.0 = o. Since
£l ns = € we are finished.
Rule NS-Single Then we have o Lo ando” 5o,
We need to show
I 3 ;" =} and
I +¢g %, : noongoing and
Il ¢’ = 3.0 and

WV7Tor=7 0|pns



Detecting speculative leaks with compositional semantics - Technical Report 143

We apply the IH on o 5o we get
r oz T 5/, and
I +o Egp: noongoing and
Ir ¢’ =%}.0and
IV T=7ps
V p=c¢
We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) # ret Analogous to the corresponding case in Lemma 75 (R SE: Completeness of the speculative
semantics).
p(o(pc)) = ret Analogous to the corresponding case Lemma 75 (R SE: Completeness of the speculative seman-
tics), which is when the oracle mispredicted in the proof, together with Lemma 81 (R AM: Non-speculative
execution for rolled back transactions)

Notice that p is empty for all the cases, because we discharge all the observations immediately using Rule R:AM-

General.
m]
Lemma 81 (R AM: Non-speculative execution for rolled back transactions.). If
T 3/
(1) Zr U} 2}, and
(2) T=r-startid-7' -rlb id and
3) o=3.0
Then there exists a configuration o’ such that
I3),.0=0"and
Io Elns, o’ and
I Thys = 7
Proor. Let X ﬂg Z;{ be an execution with trace 7= 7 - start id -7’ - rlb id. Let 0 = Zp.0
The proof proceeds analogously to Lemma 76 (R SE: Non-speculative execution for rolled back transactions). O

M.3 R:Relating Symbolic and AM semantics

These proofs are conceptually very similar to the proofs of S.

THEOREM 19 (/)r: BEHAVIOUR OF AM AND SYMBOLIC SEMANTICS). Beh{)(p) = ,u(Beh;? ()

Theorem 19 (/9r: Behaviour of AM and symbolic semantics)

/ \

Lemma 82 (R: Soundness of the AM semantics w.r.t. symbolic semantics) Lemma 84 (R: Completeness of the symbolic semantics)

Lemma 83 (R: Soundness single step) Lemma 85 (R: Completeness single step)

Now onto theorems for the new speculative semantics. We want to show Soundness and Completeness.
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M.3.1 Soundness.

Lemma 82 (R: Soundness of the AM semantics w.r.t. symbolic semantics). If
= 7’
(1) =5 ST =8 am’i
(2) p E pthCnd(s3")
Then
1aES) W (28’ and

Proor. We proceed by induction on ZS SUTS ZS’

Rule R:Sym-Reflection Thenwe have S SUS 2‘5 with ZS = ZS Using Rule R:AM-Reflection we getp(Z‘S) Sﬂﬁ(g) ,u(Z“RS/)
and are finished.
Rule R:Sym-Single We have Z SHTS s ZS and by Rule R:Sym-Single we get Z Sllrs ZS and Zg QS ZS/.
We need to prove
1) w(ES) P y(=S)
We apply the IH on =5 SUTS ZS and have a 3] = ,u(Zg”) such that:
W uES) V™) 37 and
@) p kpthCnd(=S")
The result follows by applying Lemma 83 (R: Soundness single step) on Z‘g// Eﬂg Z*RS/ and get a step
%y iféb]? ,u(Z‘RS). We now use Rule R:AM-Single and get an execution ,u(Z;\,S) U‘g(ﬁ)'”(%) ,u(Z‘RS,) as

required.

Lemma 83 (R: Soundness single step). If
7§
S =nS S
(1) 27 =07 23 ar’ld
(2) p E pthCnd(s3")
Then

I p<zs> ﬁR u(=s)

Proor. We proceed by inversion on Zg ;ﬁg Zg’:
Rule R:Sym-Rollback Since p does not change the speculation window and ctr and ,u(Z‘RS) = Xp, we have 2Xp.n =
Z‘Rs.n =0and Xp.ctr = Z‘Rs.ctr.
Analogous to Lemma 57 using Rule R:AM- Rollback

Rule R:Sym-Context We then have <D QS (DS . Thus, we know <I>S > 0 and ;1(<I> ) > 0 as well. We proceed by
inversion on CI>S = QS CDS
Rule R:Sym-General Then (D *ﬁ R F5\es”
Rule R:Sym—NoBranch Rule R Sym:AM-barr, Rule R'Sym—barr-spec, Rule R:Sym-Call-Full, Rule R:Sym-Ret-Empty, Ru
S 218 S’ S’ S o S N : N s
Then we have &7 ﬁ @7 where O7 (p, 2 .ctr, OF <I>R R o7.n—-1) with@P .05 —g o:’s.
Since we have p £ pthCnd (<I>S R.OS) (by assumptlon) we can use Lemma 3 (NS: Soundness Symbolic Added

Analogous to Lemma 57 using Rule R:AM-General.

rules) on <I>‘RS.0'S T—S>S 0':9 and get ,u(CDEQO'S) ”—(TS—L .“(O'Zg)’ where p(®s.0g) = ®s.0 as per assumption.
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Now choose CDS’ = G':S. and let it otherwise be equal to ®,. We can now use Rule S:Sym-NoBranch to
derive the step CIJS ﬁs <I>S usmg the derived — g step and trivially satisfy /,l(CDS ) =®L.

Rule R:AM-Call Then we have <I)S QS tI)S where <I)S =(p, tI)S ctr, (I)S o R/, <I>S n—1) with (I)R .08 _’S
U:S and R’ = @g.R.@f.a s(pc) + 1. Since the symbolic R only contains entries created with the pc register,
all entries in the symbolic R are always concrete. The rest of the case is analogous to case Rule S:AM-barr
in Lemma 57 (S: Soundness single step).

s _— _—

Rule R:Sym-Ret-Spec We have d)g.R =R’ -l and @g T?L?F{g chRﬁ-ret Istarty @5 .cir where @Sy = (p,

@f.ctr, cr:S, CD;?.R, (bhs.n -1y - {p, @g.ctr+ 1, ag,R’,minCD‘g.n, ).

T,
Furthermore, we have <I>S.0' SN 0':9 and 0'” =og[pc ' — sa(sp) +8].

We use Lemma 3 (NS: Soundness Symbolic Added rules) on CI>|, .08 —>S O' and get y(CI) .0S) —(—S—)—>S

(o).

Choose ¢ = (<I> ) and note that a ret instruction is executed. We now derive a step using Rule R:AM-

Ret-Spec together with the non-speculative step y(CD .03) ——S)—>S p(o’s) above and " = olpe — I,

u(r,
f— a(sp) + 8] P —= ﬁl{ CI>R with CDR = <p Dp.ctr, p(O' ) dp.n — 1> (p Dp.ctr+1, o’ mlnCDR n, CL))
By definition we have ;1(0:3’) = ¢’/, because pc and sp are always concrete. We now show that /1(<I>‘S R) =

By y(@l*{s) = & we have Cbg.ctr = ®p.ctr and CIDI‘{S.n = ®p.n and by construction y(CID_SR) = @ and thus

s p(zs) —
p(®) —==r p(®Sy) as needed.

M.3.2  Completeness.

Lemma 84 (R: Completeness of the symbolic semantics). If
(1) ZR EZ& and
(2) 2k = p(?)
Then there is a valuation yi, a symbolic trace T’ and a final state Z‘RS, such that
S T S’
157 SUE ZR, and
Iy, = p(Z‘RS ) an’d? =pu(7’) and
II i E pthCnd(5")

Proor. We proceed by induction on 3 UT %
Rule R:AM-Reflection Then we have =, |, %, with 3 = %,
I-IIT By Rule R:Sym-Reflection we have ZR st ZS By construction ZS = ZS We now trivially satisfy
all conditions.
Rule R:AM-Single We have 2 UT " %, and by Rule R:AM-Single we get Zp llT‘S %Y and 2 ﬁ‘s %
We need to prove
(1) = SuTS s 25" and
) Z’R = ,u(Z‘RS Yand 7' -7 = p(7g’ - rg) and
(3) p F pthCnd(25")
We apply the IH on g UTS %7 and have a ZS such that:
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< ’”
@ =5 U Z§ and
@ 3= ,u(Z‘RS )and 7’ = p(7g’) and
(3) p & pthCnd(25")
T
The result follows from applying Lemma 85 (R: Completeness single step) on %] </9r 2], and get a step

T8 To-
2‘3” :Z?‘RS Z‘RS. We now use Rule R:Sym-Single and get an execution Z“RS SUES s /,1(2‘3,) as required.

Lemma 85 (R: Completeness single step). If

(1) =g :%?R %, and p(25) = 3 and
(2) p F pthCnd(53)
Then
138 5pS 38 and
I p(sS") =3, and
I p E pthCnd(Z‘RS,) and u(tg) =7

T
Proor. We proceed by inversion on 3p =/9r Z:

Rule R:AM-Rollback Since p does not change the speculation window and ctr and y(Zhs) = Xp, we have Xp.n =
Z‘s.n =0and Zp.ctr = Z‘RS.ctr. The rest of the proof is analogous to the corresponding case in Lemma 59 (S:
Completeness single step)

Rule R:AM-Context We then have ®p :%?R 51{ Note that ®z.n > 0 and as such for all symbolic states where
,u(fbg) = ®p, as well. We proceed by inversion on & :EQR 5&:

Rule R:AM-General Analogous to the corresponding case in Lemma 59 (S: Completeness single step).

Rule R:AM-NoBranch, Rule R:AM-barr-spec, Rule R:AM-barr, Rule R:AM-Call-Full, Rule R:AM-Ret-Empty, Rule R:AM
Then we have & :%?R @], where @, = (p, Dp.ctr, Op.0’, Op.R, Dp.n — 1) with Op.0 5o Analogous to
the corresponding case in Lemma 59 (S: Completeness single step).

Rule R:AM-Call Then we have ®p frﬁR @f, where @, = (p, Dp.ctr, @z.0’,R’, ®p.n — 1) with &p.0 5 o’ and
R’ = ®p.R.®p.0(pc) + 1. Since the symbolic R only contains entries created with the pc register, all entries
in the symbolic R are concrete. The rest of the case is analogous to case Rule S:AM-barr in Lemma 59 (S:
Completeness single step).

Rule R:AM-Ret-Spec We have ®3.R = R’ - [ and dp f—%}R ERﬁ.ret I-starty dn.cer Where @p = (p, Op.ctr, o’
DR, Pp.n— 1) - (p, Pp.ctr +1,0”, R/, min &F .n, ).

Furthermore, we have ®.c Lo and o’ = alpc L'— a(sp) +8].

We use Lemma 5 (NS : Completeness Symbolic Added) on @p.o 5 o’ and getog T—S>S o’s with p(og) = o,
u(rg) =tand '”(U:S) =¢’andp E pthCnd(a:S).

Choose O = y(CI)[‘{S) and note that a ret instruction is executed. We now derive a step using Rule R:Sym-Ret-
Spec together with the non-speculative step y(CI)‘RS.JS) ﬁ(—TS—LS p(o’s) above and 6"’ = o[pe — o(pe) +1]:
CD[‘? gﬂg <I¥R with ng ={p, <I>I*{S.ctr, UZS’ @;{S.R, Op.n—1) - {p, <I>]‘{S.ctr +1,0", @I{S.R’, min <I>]‘{S.n, ).

By definition we have y(ag) = ¢”’, because pc and sp are always concrete. We now show that ,u(dig) = Dp.
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By y(d)f) = & we have CD‘RS.ctr = ®p.ctr and <I>‘R9.n = ®p.n and by construction y(KD_SR) = @y, and thus

s p(zs) —
p(@) ==/ (@S ) as needed.
Since ®Sp.0 = ¢’ and ¢”’.6S = ¢’.5S we have u E pthCnd(c”’) by u E pthCnd(c”) from above.

M.4  R:Relating Oracle and AM semantics via SNI

First the definition of the element function we are gonna use: elem_of _states({p, ctr, o, R, n)) = (p, ctr, o, R)

The proof structure looks like this:

Theorem 20 (R: Oracle Overapproximation)

Proposition 11 (R: Sound and Completeness between Spec and AM semantics)
I

Lemma 88 (R: Initial states fulfill properties) ~ Lemma 89 (R: Soundness Am semantics w.r.t. speculative semantics) Lemma 92 (R: Completeness AM semantics w.r.t. speculative semantics)

Lemma 90 (R: Soundness Am semantics w.r.t. speculative semantics with new relation between states)  Lemma 94 (R:Stronger Soundness for a specific oracle and for specific executions)

Lemma 91 (R: Soundness Single Step AM) Lemma 95 (R AM: Strong Soundness Single Step)
L

Lemma 86 (R AM: Single step preserves =)  Lemma 87 (R SE: Single step preserves =)

We define a few Lemmas

Lemma 86 (R AM: Single step preserves =). If
(1) Ry = 3py and
(2) Zry :zﬁR %, and 3, ;ﬁR 4

Then
(1) =, =37

Proor. We have
(1) Zpy = Zpzand )
2) Try <k B and gy /2 3
Because of (1), we know that the same rule was used to derive the steps 2p frﬁR Z:Q and Xp, JQR 2;{'.
We know that Z;{.ctr = Z;{'.ctr, Z;{.n = Z;\,’.n, Z;{.l = Z;{’,l, because of (1) and the fact that the same rule was used to

derive the step.
The proof is analogous to Lemma 60 (S AM: Single step preserves =).

Lemma 87 (R SE: Single step preserves =). If
(1) Xr1 = Xpy and
@) Xiy 5 X, and Xpy 5 XY/

Then
(1) X}, = X! and

Proor. We have
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(1) Xgry = Xy and
(2) Xpy 52 X and Xp, 5 X!/

T T
Because of (1), we know that the same rule was used to derive the steps Xz </9r X/, and Xp, =/9r X} .
We know that Xé.ctr = X({’Actr, X}'{.n = X&Iﬂ: X{ell = Xé’.l, because of (1) and the fact that the same rule was used to
derive the step.

The proof is analogous to Lemma 61 (S SE: Single step preserves =). O

THEOREM 20 (R: ORACLE OVERAPPROXIMATION). A program p satisfies SNI for a security policy P and all prediction

oracles O with speculative window at most w iff for all initial configurations o, 0" € InitConf, ifo ~p o’ and ((p, 0)) LT,
((p. ")) AT, then ((p,0)) AFT", (p. o) AFT”

PROOF. Let p be a program, P be a policy and w € N be a speculative window. We prove the two directions separately.

(=) We have
(1) o ~p o’ and
@) ((p.0) Qs ((p.0")) LlygT and
(3) p satisfies SNI for policy P and all prediction oracles O with speculative window at most w
and we need to show that ((p, o)) A%7”, ((p,¢”)) AXT” holds.
We unfold the definition of SNI we have for all O with speculation window at most w, for all initial configurations
0,0,if o ~p ¢’ and ((p,0)) AygT (. 0)) AT then ((p,0)) ACT and ((p. o)) AT
We fulfill all premises of SNI by 1) and 2) for p and get ((p, o)) [ﬂf\??’ and ((p,0”)) QRO?’.
We use Proposition 11 (R: Sound and Completeness between Spec and AM semantics) with ((p, o)) [ﬂf\??' and
((p, ")) QI??' to get ((p,0)) ALT”, ((p,0”)) AF7”. This completes the proof.
(&) We have
(1) 0 ~p o’ and
@) ((p.0) AngT'» ((p.0”)) AlygT and
(3) if o ~p o’ and ((p, 0)) Flyg?. ((p, ")) Alyg® then ((p, o)) AT, ((p,0")) AL
Note that we got assumptions 1) and 2) by the unfolding of the definition of SNI. We need to show that
((p.0)) A97 and ((p, ")) AC7 holds.
By using assumption 1) and 2) for assumption 3), we get ((p, o)) A57”, ((p,0”)) ART".
Let O be an arbitrary prediction oracle with speculative window at most w.
From Proposition 11 (R: Sound and Completeness between Spec and AM semantics) with ((p, o)) [ﬂ‘é’?",
((p,a")) AT we get back ((p,0)) QRO?, ((p, o)) Qg?. Consequently, p satisfies SNI w.r.t. P and O.
Since O was an arbitrary prediction oracle with speculation window at most w, then p satisfies SNI for P and

all prediction oracles with speculation window at most w.
u]
Proposition 11 (R: Sound and Completeness between Spec and AM semantics). Let p be a program, » € N be a specu-

lative window, o, ¢’ € InitConf be two initial configurations. We have ((p, o)) AR7 and ((p, a’)) AL7 iff ((p, 0)) Q(RJ?’,

((p,0)) QI??’ for all prediction oracles O with speculative window at most w.

Proor. The proposition immediately follows from Lemma 89 (R: Soundness Am semantics w.r.t. speculative seman-

tics) and Lemma 92 (R: Completeness AM semantics w.r.t. speculative semantics) [m]
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Definition 35 (V5: Relation between AM and spec for all oracles). We define two relations between AM and oracle

semantics. & ~

(Base) (Single-Base)

2R ~ Xg lcom INV(ZR,XR)
(RN >r = Xp
(Single-OracleTrue)
SR~ Xpleom — Zf UE 37 where transaction with id ctr is rolled back
Xp =X}, - {p,ctr,a,h,n”)y  Zp =3} - (p,ctr,o,R,n)  INV(Zp, XR)

2;{ ~{p,ctryo,R,n) - {p,ctr’, o', R/, n’) - Zpy = Xr,e ~{p,ctr,o, R, b0’y - {p, ctr’, o, R’ h, 0"’ y1rue
(Single-Transaction-Rollback)

2 ~ X! Teom 1 20 3 TSI where transaction with id ctr is rolled back
Xp =X}, - (p.ctr,o,h.n"") 3p =3} - (p,ctr, o, R, n) INV (3R, Xr)

2& -Ap, ctr, o, R, n) - (p, ctr’, a',R’n’)false DN Xé Ap, ctr, o, R, b0y - (p, ctr’, 6" ,R', I, O)f“lse - X1

(Single)
B
. =X %~ X,
2~ 2& -{p, ctr, o, R, n)b ~ XI'{ -(p,ctr’,o,R, h, n’)b

Lemma 88 (R: Initial states fulfill properties). Let p be a program, o be a speculation window and O be an oracle with

speculation window at most . If
(1) 0,0’ € IitConf and
2) 2’&"”(}), o) and Zg’”(p, ¢’) and
(3) X" (p,0) and XM (p. o)
Then
(1) Xé””(p, o) = Xri{””(p, o’) and
@) =" (p.o) = 2 (p, o”) and
(3) Zg’”(p, o) = X}i”it(p, o) and Zz{'it(p, o) = Xf{"”(p, o’) by Rule Single-Base and

Proor. We have

(1) 0,0’ € InitConf and
(2) = (p,0) and £ (p, o) and
(3) X" (p,0) and X" (p, o’)

Notice that by definition of XI"{"”() and zgzit() we have:
X" (p,0) =(p,0,0,2, L)
X" (p, o) =(p,0,0,2, 1)

Ziizmt(P: o) =(p,0,0, 1)

st (p,6") =(p,0,0, 1)
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I Immediate
II Immediate

III Immediate using Rule Single-Base

]

Lemma 89 (R: Soundness Am semantics w.r.t. speculative semantics). Let p be a program, v € N be a speculative
window.
If
(1) 0,0’ € IitConf and
@) ((p.o) A7, ((p.0”) ALT

Then for all prediction oracles O with speculation window at most w.
I ((p.0) ALT ((p.0) AT
Proor. Let w € N be a speculation window and o, ¢’ € InitConf be two initial configurations. We have:

1) (o) ART, ((p,0”") ART
Furthermore, let O be an arbitrary prediction oracle with speculative window at most w.

The reasoning ins analogous to Lemma 63 (S: Soundness Am semantics w.r.t. speculative semantics) using Lemma 90 (R:
Soundness Am semantics w.r.t. speculative semantics with new relation between states) together with Lemma 88 (R:
Initial states fulfill properties).

[m]

Lemma 90 (R: Soundness Am semantics w.r.t. speculative semantics with new relation between states). Let p be a
program, @ € N be a speculative window.
If
(1) Zpy = Zpy
(2) Xpy = Xpp andp =@
(3) Zry = Xpy and Zpp = Xpy
(4) Zr1 Uf 3, and Zgy UF 3,
Then for all prediction oracles O with speculation window at most w.
I Xiy Oi*;,xl'{l, Xy Oi*;,,xlgz
I 25, = 2,
1 X}, =X}, andp =0
IV 3, X}, and%}, ~ X,

-/ =/’
V=T

Proor. By Induction on Zp; ﬂg Z{{ L and g4 ﬂg 21{2.

Rule R:AM-Reflection We have Zp; |j, 21{1 and Zpy leiz’ where Zf“ =2Xp; and 2?{2 =g
0, 0,
Furthermore, we use Rule R:SE-Reflection to derive Xy iEXF’“, Xry iEXF’Q with X}, = Xg; and X, = Xg,.

We now trivially satisfy all conclusions.
= T — T
Rule R:AM-Single We have 3p; lbg %, with =7, f@R 2;1 and Zgy [f % and = =/9r 21{2.
We now apply [H on %y ), %}, and Zp, |}, X7 and get
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@) Xp; % B X, Xez % Xy
(b) =, =37
(© X, =X/ andp’ =2
(d) =} = X}, and ) ~ X[/
(e) 7/ =7"
We proceed by inversion on ~ in X}, = X}, and 2] = X[:
v5-com-single-base We thus have X}, ~ X[, [com and INV(Z], X},) (Similar for =/ and X}).
We only show the proof for X[, here. The proof for X} is analogous, because of X, = X}.
Notice that if minWndw(X/,) = 0 then the transaction with n = 0 has to be one that will be committed.
Otherwise they would be related by Rule Single-Transaction-Rollback.
The case is analogous to the corresponding case in Lemma 64 (S: Soundness Am semantics w.r.t. speculative
semantics with new relation between states) using Lemma 91 (R: Soundness Single Step AM).

v5-com-single-oracle We thus have

X\, =Xp3 - {p,ctr,o, R, h,n"") - {p,ctr’, o, R', b, n"’)l
2;{ =Sps - (p,ctr,o,R,n) - (p, ctr’,a’ R, n") - Spy
Xp =Xps - {p, ctr,o, R, h,n"")

3k =2rs3 - (p, ctr,o,R, n)

ZR ~Xr [com

The form of X}’ and 3] is analogous.

The case is analogous to the corresponding case in Lemma 64 (S: Soundness Am semantics w.r.t. speculative
semantics with new relation between states).

v5-com-single-rollback We have

X\, =Xp3 - (p, ctr,o, R, h,n"") - (p, ctr’, 6", R', I, 0)1 - Xpy
Z& =33 - {p, ctr, o, R, n) - (p, ctr’, o', R/, n'}l 2Ry

Xg =Xps - {p, ctr,o,, R, n"")

3R =Zp3 - {p, ctr,o, R, n)

IR ~Xr Teom

n >0

The form of X/’ and X}/ is analogous.
Additionally we know that the transaction terminates in some state X UE Z?{ ’. There are two cases
depending on n’.
n’ >0 Then we know that X, :EQR %, , is not a rollback for ctr and Rule R:AM-Context or Rule R:AM-
Rollback for a different transaction with a different ctr was used.
The case is analogous to the corresponding case in Lemma 64 (S: Soundness Am semantics w.r.t.

speculative semantics with new relation between states).

T
n’ =0 Then we know that 3, =/9r %, | was created by Rule R:AM-Rollback and is a rollback for ctr.
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o o
I Here we prove that X/, 2%.p X/ and X[/ 2Ly X7,.
Since in Xl’z and Xl’{’ we have a state with n = 0 and we mispredicted, we know that Rule R:SE-
Rollback applies.
o o
So X/, oy X[, and X/ 2L X[, are derived by Rule R:SE-Rollback.
The rest of the case is analogous to the corresponding case Lemma 64 (S: Soundness Am

semantics w.r.t. speculative semantics with new relation between states).

Lemma 91 (R: Soundness Single Step AM). Let p be a program, o € N be a speculative window, O be a prediction oracle
with speculative window at most w, Ty = X{, - ®), Zpy = 2} - @] be two speculative states for the always mispredict
semantics and Xp 1, Xr2, be two speculative states for the speculative semantics.

If the following conditions hold:

(1) Zpy = 2y
(2) Xp1 =2 Xpyandp =0
(3) Zry = Xpy and Zpy = Xpy

T T
(4) Q):{ Tf’ﬂR Z:{l and(D:\,’ Tf’ﬁR 2;{2

then there are instances X/,

’ . N
& Xp, for the speculative semantics such that:

I Xp, Oiﬁxlgl and X, Oif,x(ez
11 21{1 = Zkz

I X}, =X}, andp=2
v 21{1 zX['{1 andei2 ~ X/

R2
V=1

T// "
Proor. We proceed by inversion on ®/, ==/9z ¥/, and ®// ==/r 3/.:
p y R R1 R R2

Rule R:AM-General We choose X/, = X], and X|, = X[/. The case is analogous to the corresponding case in
Lemma 65 (S: Soundness Single Step AM).
Rule R:AM-Ret-Spec There are two cases depending on the output of the oracle O and the top of the R which we
denote as I:
(0) and m(a(sp)) = I, correct prediction w.r.t X/, The execution jumps to the correct return address.
I We use Rule R:SE-Ret to derive the steps X f&,? X[, and Xg, fl»]? X[/
Furthermore, we execute Rule R:SE-General twice, because Rule R:SE-Ret created two observations
in p. We now have X/, | = X/, with an empty p.
The rule only emits the observation but does not change the state apart from p. As a result we have
X, OiEXIQ and Xy, %R xr
7R1 7R
IT By Lemma 86 (R AM: Single step preserves =).
III By Lemma 87 (R SE: Single step preserves =) for Xp; f&RO X[, and Xp, fJ»RO X[/ and the fact that the
use of Rule R:SE-General does not change the states and the p of both oracle states are equal. Notice

that p is empty after applying Rule R:SE-General twice.
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IV We have
Xl =Xgh - (p.ctr,o’ R hn) - (p,ctr’, o’ R, W, ng)
3hy =Zrs - {psctr,d’,Rony) - (p, ctr’, 6", R/, na)

X}, =Xry - (p, ctr, o’ ,R, h,n)

3, =Zrs - (p, ctr, 0’ R, ny)

The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 65 (S: Sound-
ness Single Step AM) replacing Rule Single-OracleTrue and Rule Single-Transaction-Rollback with
Rule Single-OracleTrue and Rule Single-Transaction-Rollback.

V The observations are 7 = ret m - start ctr; and 7’ = ret m’ - start ctry for some m, m’ € Vals.
The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 65 (S: Soundness
Single Step AM).

() m(a(sp)) # I, wrong prediction w.r.t X/, The execution jumps to the wrong return address.

o o
a) We use Rule R:SE-Ret to derive the steps X, 2 X[, and X/ ZLy X[,

Furthermore, we execute Rule R:SE-General twice, because Rule R:SE-Ret created two observations
in p. We now have Xr’u = X, with an empty p.
The rule only emits the observations but does not change the state apart from p. As a result we have
0] o)
X, i;xrgl and Xp, i;,xﬁz.
Notice that the observations in p are equal between Xy and Xp,, because of (2). We have Xp;.ctr =
Xpgp-ctr and Xp1.0 ~pe Xpg.0 from our relation.
b) By Lemma 86 (R AM: Single step preserves =).
¢) By Lemma 87 (R SE: Single step preserves =) for Rule R:SE-Ret and Rule R:SE-General twice. Notice
that p is empty now.
d) We have:
’
Xiy
2, =Zrs - (pctr,o’ . R,ny) - (p. ctr’, 0" R/ ng)

=Xpj - (p, ctr, ', R, h,n) - (p, ctr’, """, R’, I, ng)

X}y =Xr5 - (p, ctr,0’,R, h,n)
3hy =2rs - (pctr,o’, R ny)
The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 65 (S: Sound-
ness Single Step AM) replacing Rule Single-OracleTrue and Rule Single-Transaction-Rollback with
Rule Single-OracleTrue and Rule Single-Transaction-Rollback.
e) The observations are
T=retm-start Xpy.ctr - ret Xgy.0(pc)
T =ret m’ - start Xgy.ctr - ret Xg,.0(pc)

for some m, m’ € Vals.

The case is analogous to the misprediction case in Lemma 65 (S: Soundness Single Step AM).
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Rule R:AM-barr and Rule R:AM-barr-spec We prove this for Rule R:AM-barr-spec. The proof for Rule R:AM-barr
is analogous.
The proof'is analogous to the corresponding case in Lemma 65 (S: Soundness Single Step AM) using Lemma 86 (R
AM: Single step preserves =) and Lemma 87 (R SE: Single step preserves =),

not a barrier instruction The rules that are included here are: Rule R:SE-NoBranch, Rule R:SE-Ret-Empty, Rule R:SE-
Call-Full and Rule R:SE-Call. Most cases are analogous to the barrier case.
d) The proof proceeds in the same way as in the barrier case above. The argument for INV (2;<1’XF/{1) is

analogous to the corresponding case in Lemma 65 (S: Soundness Single Step AM).

O

Definition 36 (R: Constructing the Oracle). Constructing the prediction oracle Ogm". We build our oracle based on the

’

. — Tam . — Tam
executions Zﬁ’”t(p, o) U, Zr1 ==40r ZRZ,Z’R”’t(p, a’) I} 2&1 —=/r Zf{z where Tam # T,
Let us denote by the set RB the ids of all ongoing transaction ids in 3 . Since Zp; = X

’
R1

as well. The set RB describes the return instructions that we need to mispredict to

we know that the same

’

transaction ids are still ongoing in %, |

reach the difference in the trace.
Our oracle is now defined as follows:
(@) if || € RB A p(a(pc)) = ret
Oam : (p,n, h) =
(0) otherwise (where p(o(pc)) = ret)
Note that we use the length of h to reconstruct the ctr. Both start at 0 and are increased when speculation starts. Since

this oracle only mispredicts, we know that the ctr of the always mispredict run and the ctr of the oracle runs are equal.

States

Definition 37 (R: Relation between AM and Spec for oracles that only mispredict). We define a relation ~p R between

am
AM and oracle semantics.

ZStates
ZR zo v XR
(Base-Oracle) (Single-Base-Oracle)
Yk ~ Xg com INV2(Zg, XR) minWndw(Xg) > 0
zstates ZStates
" Oam” 2 2R zoamu XR

(Single-Transaction-Rollback-Oracle)
Y~ X Teom n' 20 Z E %1 where transaction with id ctr is rolled back
Xp = XF{ -{p, ctr,o, R, h,n'"") Sp = 2& -{p, ctr, o, R, n) INV2(2R, XR)

ZStutes

2{{ . <P, ctr, o, R, n> . <P, ctr’, U’,R'n')false . le zO )

Xt Ap ctr,o, R0y - (p, ctr’, 0", R/, I, o)false

We again, showed here an instantiated version of a more general version of the relation for easier explanation.
The more general version can be found in Definition 44 (Relation between AM and Spec for oracles that

only mispredict).

Lemma 92 (R: Completeness AM semantics w.r.t. speculative semantics). Let p be a program, w € N be a speculative

window, 0,0’ € InitConf be two initial configurations. If
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(1) (p,o) QL7 and (p,d’) Q‘ﬁ’?' and
2 T+7

Then there exists an oracle O such that

I (p,o) Qg?l and (p,o’) Qg?g and
Iz # ?;

ProoF. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. We have If

(1) (p.o) AT and (p, o) f‘;?' and
2 T#7

By definition of () A1) we have two final states Zpp and Z’RF such that foit(p, o) UE SRF Z:{”it(p, o) UE’ E’RF.

Combined with the fact that 7 # 7', it follows that there are speculative states Xy, Zg, 2, ., 3/

%, and sequences of

’
R1’
observations T, Ty, ?énd’ Tams Tom Such that 7gm # 75, Tpy = Z’Rl and:

. - Tam =
t — en
S (p, o) UF Bri =Lk Srp U5 Srp
init NIT s Tan ’opT ’
mnt T =) end
2P o) U Ziy =R Xy U™ 2
We claim that there is a prediction oracle O with a speculative window at most  such that

- O

a X[z{mt(p, o) ‘iL\XRl and Xp.0 = 2py.0 and INV2(Xp, 2Zr;) and
. o

b XMt(p, o) “$5X/, and X} .o =3 .0 and INV2(X},3},)

C XRl = Xf’il

We get this by applying Lemma 94 (R:Stronger Soundness for a specific oracle and for specific executions) on the Am
execution up to the point of the difference i.e., Zg‘”(p, o) Ug ¥R and Zf“”es being all the states in Zg’”(p, 0) UE 2R

P States init "N T s/
(similar for % for 2" (p, o”) U, ERI).
States States

We now show that Zp zf)‘ « Xpri is derived by Rule Single-Base-Oracle (similar for 2p, 22

0. R XRZ)-

am
We do a case distinction if there are ongoing transactions in X or not

s States . .
no ongoing transactions in Xp; Then Xp; zOl . Xprj can only be derived Rule Single-Base-Oracle and X has

no ongoing transactions as well. Then weaﬁave by INV2(3r1,Xr1) and Zpq.n = L that Xp;.n = L.

ongoing transactions in X By the definition of the oracle O, we know that the for the transaction id where the
difference 74m # Tam happens, the oracle mispredicted with a speculation window of w. This is also the topmost
transaction in Xp.
Furthermore, we know that Xp.n > minWndw(Xg) by definition of the oracle Oam" and minWndw().
Since the next rule cannot be Rule R:AM-Rollback, we know that Zp{.n > 0 and by INV2(Zr, Xg) we get
minWndw(Xr) > 0 (Similar for Xél because of Spy = Z;{l).

States

>
If 3p4 zol « Xr1 by rollback rule, we would have a contradiction because we would need the topmost

speculation window of Xp.n = 0. But we know that minWndw(Xr;) > 0, because the speculation window of

the topmost instance was created with a speculation window of .
States

x
we know that Xp zol « 2Rr1 by Rule Single-Base-Oracle.

am
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Tam

a
We now proceed by case analysis on the rule in =/7r used to derive Zp; ==/Jr Zr,. Because Xp; = 2&1 and 7y = ?;,

Tt;m
we know that the same rule was used in Efu =/r 2}, ,as well.

Rule R:AM-Rollback Contradiction. Because Xp; = X}, , we have for all instances @;.ctr = @].ctr.
Since the same instance would be rolled back, we have 74, = 7/,,,.
Rule R:AM-Context By inversion on Rule R:AM-Context for the step Zp; TTE?TQR 3ry we have Zpy = @y, - Dy and
Sy = By - B with b~ B
We now do inversion on Xp ;gnﬁ R 2Ry and Op ignﬁR 5’3:
Rule R:AM-General Contradiction. By Xy = X}, we know that ¥z1.p = 2 .p.
This immediately implies that 744, = 74p, which is not true by assumption.
Rule R:AM-barr-spec, Rule R:AM-barr Contradiction. Since these rules do not generate any observation
by definition.
This leads to 7gm = Tam’-
Rule R:AM-Ret-Same, Rule R:AM-Ret-Empty, Rule R:AM-Call-Full, Rule R:AM-Call Contradiction.
Since 2p; = X, | we know the same instruction is executed.
However Rule R:AM-Ret-Same, Rule R:AM-Ret-Empty only produce ret observations, which would
contradict 7gm # T/,
Similarly, Rule R:AM-Call-Full, Rule R:AM-Call produce call f observations again contradicting our
assumption 7gm, # ‘r"lm.
Rule R:AM-NoBranch and Rule R:AM-Ret-Spec We fulfill all assumptions for Lemma 93 (R: AM and Oracle

o] ’
P T, r 7 ’
coincide) and get Xpy ~¥hp Xpp and X[, e Xp,.

Since 7gm # Ty, by assumption we are finished.

This completes the proof of our claim.

Lemma 93 (R: AM and Oracle coincide). If
States
(1) =p zOX” « by Base and
T

(2) g =k 2], and

(3) minWndw(Zr) > 0

4) Xpp=02
Then

1) Xp 59 X!

(D) Xr ~R AR

Proor. Since minWndw(Zr) > 0 we know that the next step is not a rollback. From minWndw(Zr) > 0 and

zStates

Ip =g Xr we have INV2(Zg, Xr) and we get minWndw(Xr) > 0 as well.
T
We proceed by inversion on X =/Jr 2}

Rule R:AM-NoBranch From the rule, we have that 3.0 5 Zfi.a.
The case is analogous to the corresponding case in Lemma 67 (S: AM and Oracle coincide).
Rule R:AM-barr-spec, Rule R:AM-barr, Rule R:AM-Ret-Same, Rule R:AM-Ret-Empty, Rule R:AM-Call-Full, Rule R:AM-Call

From the rule, we have that X;.0c — ZI/Q.O'.
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The case is analogous to the case above.
Rule R:AM-Ret-Spec Then, 7 is generated by the step 2.0 5 %,.0 generated by Rule R:AM-Ret-Spec.

The case is analogous to the corresponding case in Lemma 67 (S: AM and Oracle coincide) using Rule R:SE-Ret
]

Lemma 94 (R:Stronger Soundness for a specific oracle and for specific executions). Specific executions means that there
is a difference in the trace but before there is none. We use the oracle Ogm," as it is defined by Definition 36 (R: Constructing
the Oracle) for the given execution. If

(1) Zr1 = Zpg
(2) XRl = XRZ andﬁ =0
States zstates ZStates

b
(3) Zpy zol v XRr1 and zol R To R Xrao
am am am

(0 ey UF 5, and 5, UF 3,
(5) B9 = Bos1 UE s B oy and T314 = Tsi 55 U B
and our oracle is constructed in the way described above Then
I Xp, Oig,x
I Z'Rl = 2&2
I X}, =X}, andp=2
W, A
R1 " Oum
v =1

0,
R
fps Xr2 i?uXéz

, , Z.ZStates
R XR1 andZRz zoamu R2

Proor. Notice that the proof is very similar to Lemma 64 (S: Soundness Am semantics w.r.t. speculative semantics
with new relation between states). The only different thing is that (1) the specific oracle only mispredicts so there is one
less case in the relation and (2) we have a stronger invariant for that specific oracle.

For these reasons, we will only argue why INVZ(Z’RI, X, |) holds in the different cases and leave the rest to the old
soundness proof.

By Induction on X, Ug 2, and Zp, Ui 2,

Rule R:AM-Reflection We have Xy [ 2}, and Zg, I 2, where X}, = ¥y and 2] = X,. We choose X}, | = %]

R
’ N

and >}, =2 o .

We further use Rule R:SE-Reflection to derive Xy iEXF{r Xro iEXr/ez with X/, | = Xp; and X/, = Xpp. We

now trivially satisfy all conclusions.
= T — T
Rule R:AM-Single We have Zp; lbrs %, with 27, i?é?R Z’Rl and g, U, % and 2 =/ 2&2.

We now a(l);)ply IH on E([){l U 2}, and gy |, Z7 and get

@) Xp; i‘;,xr’{, Xis i';,,xr’g

(b) = =37

~ =/ —_—
(c) X, =X/ andp’ = @

, Z.IStates , , Z_ZStates .
d) > =~ . X! and X!/ =~ . X
(d) ,R (25""}\ R RZ0.mk “R
(e) T =7

L . ESlales . ESlates . .
We do a case distinctionon ="' | inX/ = X/ and X! =2 _ X! by inversion:
0, Yy
R R ~Oam R R %0 ® R

v5-com-single-base We thus have % ~ X[ Teoms miandw()z';’:) > 0 and INV2(2}, X},) (Similar for =}/ and
X).
R
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’
R1°

Rule R:AM-Rollback Contradiction, because of minWndw(X}) > 0 and INV2(2], X},).

Rule R:AM-General INV2() trivially holds, because it does not change the speculation window of the

T
We now proceed by inversion on the derivation X}, =/Jr >

states.
T — T —
Rule R:AM-Context We have ®; =/ ®r and <I>;2 =/r CI>:< . We fulfill all conditions for Lemma 95 (R
AM: Strong Soundness Single Step) which gives us the desired result.

v5-com-single-rollback We have
Xf, =Xp3 - (p,ctr,o, R h,n"") - (p, ctr’, 6", R/, 1, 0) - Xpy
3, =Sps - (pctr,o,Ron) - {p,ctr’, 0’ R ,n’) - Sy
Xp =Xg3 - (p, ctr,a,h,n"’)
3R =Zps3 - {p, ctr,o, R, n)
2R ~XRr [com
INV2(Zp, XR)

n >0

The form of X/’ and =7/ is analogous.
The case is analogous to the corresponding case in Lemma 68 (S: Stronger Soundness for a specific oracle

and for specific executions).

O

Lemma 95 (R AM: Strong Soundness Single Step). Let p be a program, w € N be a speculative window, O be a prediction

oracle with speculative window at most ©, Xpy = X, - ®},, Zpy = 7, - @) be two speculative states for the always mispredict

semantics and X1, Xro, be two speculative states for the speculative semantics.
If the following conditions hold:

(1) Zry = 2y
(2) Xpy = Xpz andp =2
Eftates zgtates
(3) Zpy 0w Xr1 and 2y ~ 0 XR2
o "
4) CD,R =/r Z’RI andCI)&’ =/r 2%2
(5) 3}, € 331415 and 3, € m5tates

then there are instances Xél, XF/<2 for the speculative semantics such that:

o 0,
I X, i*;x,'{landxm ¢

R2

’ ~ ’
I 2R1 = 2Rz

Y - _
Jiig XRl = XRZ andp =@

, thates , , zgtates
IV 2g, X Ot Xgy and 2, ® 0wt R2
V=1

PRrooF. The proof is very similar to Lemma 65 (S: Soundness Single Step AM). The only different thing is that (1) the
specific oracle only mispredicts so there is one less case in the relation and (2) we have a different invariant for that
specific oracle i.e., INV2(Zg, Xr)
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’

For these reasons, we will only argue why INV2(X], ,

Xllu) holds in the different cases and leave the rest to the old
soundness proof.

Now we do case distinction on the instruction executed:

not ret instruction or ret instruction and R is empty This includes the rules Rule R:SE-NoBranch, Rule R:SE-
Ret-Empty, Rule R:SE-Call-Full and Rule R:SE-Call. We prove that INV2(Z], 1,X]'{ ,) still holds. The proof for
INVZ(Zfiz’Xllaz) is analogous.
The proof is analogous to the corresponding case 'not store instruction’ in Lemma 68 (S: Stronger Soundness
for a specific oracle and for specific executions).

Rule R:AM-Ret-Spec We know that rule R:SE-Ret applies since it is a ret instruction. We have:
’ 117
Xpy =X - ¥R
miandW(Xll{") :miandw(decr(X,'{)) = miandw(Xll{) -1
Xh.o i>X,'<”.a
’
2y

=2 n-1

"
:ZR - dp

2;{.0' 5 Z&".a
Note that the step minWndw(decr(X[,)) = minWndw(X{,) — 1 comes from the fact that minWndw(X},) = 3/,.n
and Xp.n > 0 by assumption.
Depending on the output of the oracle we switch the relation
O(p,0,h) =0 We need to show that INV2(Z]”, X["") holds. The argument is the same as above for not ret
instructions.
O(p,0,h) = v We need to show that INV2(Z/" - @, X]/” - @) holds.
The case is analogous to the corresponding case (store misprediction) in Lemma 68 (S: Stronger Soundness

for a specific oracle and for specific executions).

N SEMANTICS FOR /s

We use a stack p to declutter our semantics such that only one action is emitted per rule.

pu=¢|p-twherer € Obs

It is a stack of observations that is either empty or has an observation 7 at the top that will be emitted next. If we do
not write a stack p besides a speculative instance then it is empty.
Furthermore, we have the metaparameter Z which is a list of instructions i. We will later instantiate this Z to define

the combined semantics.
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N.1  /s.s: Always Mispredict Semantics

Speculative program states Xs| s are defined as stacks of Speculative instances ®s| s. A speculation instance ®s| s = {p,
ctr, o, n) contains the program p, a ctr € N to count the transactions, the current configuration o and the speculation

window n. The speculation window 7 is a natural number n or L when there is no speculative transaction ongoing.

Speculative States X s ::= Dq s
Speculative Instance ®s| s == (p, ctr, o, n)ﬁ

T u=bypass n | starts.s ctr | rlbs s ctr

T
Ssis Lsts 26 s State =5 s small-steps to =¢, ¢ and emits observation 7.

T — —
®si s =/s1s (ID'SLS Speculative instance ®s| s small-steps to @5 5" and emits observation r.

Ssis U5 s 3 6 State s s big-steps to ¢, ; and emits a list of observations 7.

p X InitConf A\ ;7  Program p and initial configuration ¢ produce the observations 7 during execution.

Rule SLS:AM-Rollback only triggers when the p is empty.

T
Zsis =LIsts T4 g

(SLS:AM-Context)

z —
Dsis /Ists Py s

_ T _ —
Ds s - Psis Lsts Psis - P g
(SLS:AM-Rollback)

n’ =0 or p is stuck

_ rlbg s ctr —
Q5.5 - (p, ctr,a,n) - (p,ctr’ o', 0"y —===/)s15s D55 - (p, ctr’, o, 1)
3 —
D515 =/Js1s Ds s
(SLS:AM-barr) (SLS:AM-barr-spec)
p(o(pc)) =spbarr o 5o p(o(pc)) =spbarr o Lo
T T
(p,ctr,o, L) =/Js1s (p, ctr,o’, L) (p,ctryo,n+1) =/sis {p, ctr,a’,0)
(SLS:AM-NoSpec) (SLS:AM-General)
p(o(pc)) # ret,spbarr,Z o 5o 7 =bypass n | startsis n
T r

(p,ctr,o,n+1) </sis {p, ctr,o’, n) Qs s55.. Lsts Psisp

(SLS:AM-Spec)

p(a(pe)) = ret 5o
o’ =cl[pc— o(pc)+1] j=min(w,n)

T
<P, ctryo,n+ 1) =/Jsis <P: ctr,o’,n), - <P’ ctr+1,0”, j>£~bypass o(pe)-starts s ctr
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T ’
2 USLS Zgis

(SLS:AM-Single)
— T
T r” ’ e ’
Zsls UsLs 2 29 s 2505

T v/
sl USLS Zg1s

(SLS:AM-Reflection)

Zsis I ¢ Zais

(SLS:AM-Init) (SLS:AM-Fin)
Ssis = (p,0,0,1) o € InitConf Ssis ={(p,ctr,o,L) o(pc)=L
F Ysis: init F Zsis: fin

(SLS:AM-Initial-State)

2 (p,0) = (p,0,0, 1)

p X InitConf A . 7
(SLS:AM-Trace) B (SLS:AM-Beh)
I P fin 3 (o) U 3
po A% 7 Behd) ((p) = {7 | Vo € itConf. p,o A% . 7}

We define the behaviour of a program p, written Beh(] . (p), as the set of traces that are generated starting from an

initial configuration o.

N.2  /Js.s: Oracle Semantics

We use an oracle O to decide if a ret instruction should be skipped or not as well as a new speculation window w for
that transaction. So O(p, n, h) returns ({true, false}, w). We keep track of the history & of decisions. Our speculation

instances are now defined as:

Speculative States Xs| s == Yo s
Speculative Instance ¥s| s == (p, ctr, o, h, n)% where b € {true, false, ¢}
T u=..| commits s ctr

Here ¢ is used as annotations for all speculative instances with n = L. If a rule does not change the value of b we will

omit this annotation.

Xs1s @g_s X s State Xsi s small-steps to X¢| s and emits observation 7.
0 = . = . .
D515 Hoi s CDgLS Speculative instance ¥s s small-steps to ¥s s” and emits observation 7.
0, _
Xs1s igLSXéLS State Xsi s big-steps to X! s and emits a list of observations 7.

p X InitConf [ﬂg)l_s 7  Program p and initial configuration ¢ produce the observations 7 during execution.

0
XSLS J—)ng XSLS
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(SLS:SE-Context)

o —= ’
Wsis Hg s Psis Y55 = (p, ctr, o, h,n)

if p(o(pc)) = spbarr then Y51 = zeroes(¥s.s) else ¥ sq = decr(¥s.s)

— 0 — —,
Wsis - ¥sis ~5sps Psist - Psis
(SLS:Rollback)

n’ =0 or p is stuck

o
_ —, . —
Wois - (p,ctr,o, h,n) - (p,ctr’, o', b, 0 )ITHe . P o MSLS Ysis - {p,ctr',o,h,n)

(SLS:Commit)

. o
— — . — —
Y s - (p, ctr, o, h, n)b . (p, ctr', (7,, h’, O>false - Pqs WSLS Y s - (p, ctr’, O'/, h,, n)b B RS
(SLS:General)
T =bypassn | starts s n

— 0 —
¥sis - Ysisp.r Hsis Psis - Ysisy

o
\IJSLS J—)gLs \IjéLS

(SLS:barr) (SLS:barr-spec)
p(o(pc)) =spbarr o 5 p(o(pc)) =spbarr o 5o
(p,ctr,o,h, L) @33 (p,ctr,o’,h, L) (p,ctr,o,h,n+1) @?LS (p, ctr,0, h,0)

(SLS:NoSpec)

’

p(o(pc)) # ret,spbarr o Lo

o
,ctr,o h,n+1) & ,ctr,o’, h,n
P sts P
(SLS:Spec)

p(o(pc)) =ret oS o O(p,n, h) = (true, )
l=0o(pc)+1 o”"=ocl[pc—1] H =h-{(c(pc),true))

o
7, ! R . AN true
(p, ctr,o, h,n + 1) ~SLS (p, ctr,o’, b, n> <P, cr+1,6", 1, w>bypass o(pc)-st (ctr)

(SLS:Spec-Exe)

plo(pe)) =ret oS50  O(p,nh) = (false,w)
h =h-{o(pc), false)

false

o
(p,ctr,o hyn+1) G s (pctr, o’ hon) - (p,ctr+ 1, 0", b, w)g, (etr)

[0)
Xs1s i;LsxéLS

(SLS:Single)

(SLS:Reflection) 0.
SLS yr77 17 1-0 ’

Xsts é? Xss  Xsis Psis Xgis

O,
Xsis +35Xsis Ot 515500
€ XSLS $?~1—XSLS

(SLS:SE-Init) (SLS:SE-Fin)
Xsis ={p,0,0,6,1) o € InitConf XsLs =(p,ctr,o,h, L)  o(pc) =L
F Xsis: init FXsis: fin

(SLS:SE-Initial-State)

Xsi””(p, o) = (p,0,0,¢ L)



Detecting speculative leaks with compositional semantics - Technical Report

163

p X InitConf Q?LS T

(SLS:SE-Trace)

. Io)
’ ’ . t SLS 7
X! . v XL fin XIM(p,o) i? X! .

(SLS:SE-Beh)

p,dﬂgs?

BehQ .(p) = {7 | Vo € InitConf. p,o A9 . T}

We define the behaviour of a program p, written Beths (p), as the set of traces that are generated starting from an

initial configuration o.

N.3  /Is.s: Symbolic Semantics

The symbolic semantics is similar to the AM semantics. Instead of concrete configurations o and the non-speculative

semantics, it uses symbolic configurations o g and the symbolic non-speculative semantics — g. The symbolic states

S
ZSLS‘

’

T
S S S
ZSLS WﬁSLS 2SLS

(SLS:Sym-Context)

S oS &
3 5 55 Psisg

3 S a8 & P
Psisg - P5 s L5 Poisg - Pl Ss
(SLS:Sym-Rollback)

n’ =0 or p is stuck

rlbg s ctr

6SLSS -(p,ctr,os,n) - (p,ctr’, o5, n") —

—/75 ; Beisg - (p. et o5, 1)

®S . <e5 B
SLs “4L5LS silsg

(SLS:Sym-barr)

p(o(pe)) =spbarr o5 s 0% plo(pe)) =spbarr o5 s 0%

(SLS:Sym-barr-spec)

T
(p,ctr,os, L) :Z?‘SSLS (p,ctr,o%, L)
(SLS:Sym-NoSpec)

p(o(pc)) # ret,spbarr,Z  og i’S 019

T
(p,ctr,og,n+1) :ﬁ‘; s (psctr, o, n)
(SLS:Sym-Spec)

p(o(pc)) = ret

T
(p,ctr,og,n+1) :’ﬁ‘is (p, ctr, O'é, 0)

(SLS:Sym-General)
T =bypass n | starts s n

T
S NS &S
(DSLSﬁ»T L0515 (DSLSH

s ,
oS /8§ Og

og =olpe = o(pe) +1] a§.5s = 63.58 Jj =min(w,n)

T
.S .
{p,ctr,os,n+ 1>ﬁ :Z?SLS (p, ctr, o, n>ﬁ Apsctr+1,0”, ])ﬁbypass o(pe)-starts s ctr

’

S T S
2SLS SUSLS ZSLS

(SLS:Sym-Reflection)

Zsis g5

(SLS:Sym-Single)

T
7" 1 —nS ’
ZS|_s ZSLS "QSLS 25|_s

ZS & ZS

SLS SVSLS ~SLS Zés;_s SU?‘TS »S /

Let us define what it means for a state to be initial or final.

SLS “'SLS
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(SLS:Sym-Init) (SLS:Sym-Fin)
ZESLS =(p,0,05,1) og € nitConf Z‘SSLS =(pctr,os, 1) os(pc) =1
S i S .
k2 gt init FES gt fin

(SLS:Sym-Initial-State)

init

25" (p.os) = (p.0,0s, L)

(p X InitConf) AT

(SLS:Sym-Trace)
. 0 T
FEG g fin 25 o(po) gUE s T s 3
(p.os) SQ?LS z Behg, ((p) = {7 | Yo € InitConf. (p, o) SQ(SULS 7}

(SLS:Sym-Beh)

32“',SLS

We define the behaviour of a program p, written Behg_s(p), as the set of traces that are generated starting from an
initial configuration og.

O PROOFS FOR /s s:

Our main result for /75 s is the following
THEOREM 21 (/95 5 18 WFSS). + /)5 5 WESS

Proor. Immediately follows from Theorem 25 (SLS: Oracle Overapproximation), Theorem 24 (SLS: Symbolic Con-

sistency), Theorem 23 (SLS: Behaviour of non-speculative semantics and AM semantics) and Theorem 22 (SLS SE:
Behaviour of non-speculative and oracle semantics). O

0.1 SLS: Relating Non-speculative and Oracle Semantics

Theorem 22 (SLS SE: Behaviour of non-speculative and oracle semantics)
|
[ \

Lemma 100 (SLS SE: Completeness of the speculative semantics)

Lemma 101 (SLS SE: Non-speculative execution for rolled back transactions)

|

Lemma 96 (SLS SE: Soundness of the speculative semantics w.r.t. non-speculative semantics)

Lemma 97 (SLS SE: Soundness single step No Speculation) ~ Lemma 99 (SLS SE: Single Step Speculation)

Lemma 98 (SLS SE: Single Step Instance Non Speculative)
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THEOREM 22 (SLS SE: BEHAVIOUR OF NON-SPECULATIVE AND ORACLE SEMANTICS). Let p be a program and O be a
prediction oracle. Then Behns(p) = Beths (p) Tns

Proor. We prove the two directions separately:
& By the definition of Behg_s(p) we have an initial configuration ¢ such that (p, o) [ﬂgLS T.
By definition of (p, o) le_s 7, we know there exists a state X/ . such that v X/ .: fin and an initial state

SLS SLS*
X1t (p, 7) such that X1 (p, 3) % SL5X .
Analogous to the corresponding case in Theorem 12 (S SE: Behaviour of non-speculative and oracle semantics)
by using Lemma 96 (SLS SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).
We thus have ((p, o)) A7 Ins € Behns(p) by Rule NS-Trace.
= Assume that ((p, o)) Q5T € Behns(p). We thus know there exists o’ € FinalConf such that o 7 o’
Analogous to the corresponding case in Theorem 12 (S SE: Behaviour of non-speculative and oracle semantics)
by using Lemma 100 (SLS SE: Completeness of the speculative semantics).

We thus have (p, o) QQLS 7.7 € Behg_S (p), where 7/ [ 15 = .

O.1.1 Soundness.

Lemma 96 (SLS SE: Soundness of the speculative semantics w.r.t. non-speculative semantics). If
(1) Xsis.0c =0 and
(2) +o Xsis: noongoing and

)
(3) Xsis i;‘-SXéLS

Then there exists o’ such that
I ifro X! : noongoing then o |z}, o and X! ..c = o’ and
I lfl—lo X!, s biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction

id that will be rolled back and is still active then o Upeiper(z,i) 0’ and o’ is the configuration with the instance

with ctr = i.

. . o
Proor. We proceed by induction on Xs| s igLSXéLS

@)
Rule SLS:Reflection Then we have Xg| 5 5§LSXSL5 with XéLS = Xs| s and by Rule NS-Reflection we have
I 0 lgp,, o witho=0".

II o Uhelper(s,i) o’ witho =0o’.

(0] 0,
Rule SLS:Single We have X5 s i;l‘ngLS and by Rule SLS:Single we get Xs| s i;';SXé'LS and X!/ ¢ Ags X s
We need to proof
[ if o X{ s: noongoing then o 7.7}, o and X{ ;.0 = o’

II if l—i) X{, s+ biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest
transaction id that will be rolled back and is still active then o peiper(z.7,i) ' and o is the configuration

for the instance with ctr = i.
We apply the IH on X5 s % °;°X!] ; and have a ¢’’ where ¢”’ is the configuration for some instance in X!/

P SLS
such that.

U if rg X[ . : noongoing then o |z}, o~ and X/ ..o = ¢”
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I if l—g XZ| <+ biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest
transaction id that will be rolled back and is still active then & |peiper(z,j) ' and o’ is the configuration
with the instance with ctr = j.

We proceed by case analysis on X/ ..
no ongoing transactions in X!/ . Then X/| ; has no ongoing transactions, meaning o X{/ . : noongoing and
we have o 7)o’ and X[ ;.0 = ¢” by TH.
I Then g X! .: noongoing and we need to prove o |z.7}, o and X! ..c = o’. We now proceed by
inversion on Xé/LS J*?LS XéLS:

Rule SLS:Rollback Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the
speculative semantics w.r.t. non-speculative semantics).

Rule SLS:Spec The contradiction is analogous to the case of Rule S:Store-Skip in Lemma 45 (S SE:
Soundness of the speculative semantics w.r.t. non-speculative semantics) and the fact that the
created transaction will be rolled back.

otherwise We know that ¢’’ = X!/ .0. Since Fo X{|  : noongoing, there no ongoing transactions
that need to be rolled back.

Furthermore, no transaction that will be rolled back is created in the step X{/ ¢ ggs X s
because g X ¢: noongoing.

The case is analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-

speculative semantics) by using Lemma 97 (SLS SE: Soundness single step No Speculation).

Il Then X!, . has ongoing transactions, meaning i—b X{, 5 biggestongoingtransactionirolledback and we
need to prove o Upeiper(z.7,i) 0 and o’ is the configuration for the instance with ctr = i.
We now proceed by inversion on X{/ ¢ J»SOLS X{ ¢
Rule SLS:Spec Since we know a new transaction was created that will be rolled back, we also know

that id = i.

We know that, because o X!/ . : noongoing, so there was not another ongoing transaction.

The case is analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-

speculative semantics) together with Lemma 99 (SLS SE: Single Step Speculation).

otherwise By definition of I—i() X, 5+ biggestongoingtransactionirolledback we know that there ex-

ists a rlbg s i in the execution XéLS 03 %SXSLSﬁ” with no matching start i observation in that
execution.
The contradiction can be derived in the same way as in the analogous case in Lemma 45 (S SE:
Soundness of the speculative semantics w.r.t. non-speculative semantics).
ongoing transactions in X!/ . Then X!/ has ongoing transactions, meaning l—jO X{| o+ biggestongoingtransactionirolledback
and we have o Upeiper(z,j) 0 and o” is the configuration for the instance with ctr = j.
I Then g X! .: noongoing and we need to prove o |z.7},., and X{ ..c = o’. We now proceed by
inversion on X/ @gs X! <
Rule SLS:Rollback and 7 = rlbg s j Choose ¢’ = ¢’’. Since T - 7[5 = helper(7, j) we can use IH
o Unelper(z.j) o'
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics

w.r.t. non-speculative semantics).
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otherwise Then 7 # rlbs s j.
Deriving the contradiction is analogous to the corresponding case in Lemma 45 (S SE: Soundness
of the speculative semantics w.r.t. non-speculative semantics).
II Then l—io X! o+ biggestongoingtransactionirolledback and we need to prove o Upeiper(z.,iy 0" and o’ is
the configuration for the instance below the instance with ctr = i.
We now proceed by inversion on X{/ ¢ @?LS X{ g
Rule SLS:Rollback Then 7 = rlbs| s id. We do a case analysis if id = j or not.
id = j Contradiction, analogous to the corresponding case in Lemma 45 (S SE: Soundness of
the speculative semantics w.r.t. non-speculative semantics).
id # j Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative
semantics w.r.t. non-speculative semantics).
otherwise Then r # rlbg s id.
Then helper(7 - 7,i) = helper(T, i)
We choose ¢’ = ¢’ and derive a step by Rule NS-Reflection.
The rest is analogous to Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-

speculative semantics).

Lemma 97 (SLS SE: Soundness single step No Speculation). If
(1) +o Xsi.s: noongoing and
@) Xss 59 X!, . and
(3) +o X! : noongoing and
(4 o0=Xs5.0

Then there exists o’ such that

Iolg,, o and
IX.o=d

. . o
ProoF. We proceed by inversion on Xsi s 5 s XZ| o

Rule SLS:General Thus we have Xg s = ¥, s - ¥s55. and XY ¢ = Vs s - s 55 with ¥sis.0 = 0.
By the definition of @g_s only Rule SLS:Spec and Rule SLS:Spec-Exe add observations to p.
These observations are either start id or bypass n.
By the definition of [,s, we have 7,5 = ¢.
Thus, we have o ||, o by Rule NS-Reflection.
Rule SLS:Commit Then the generated observation is 7 = commit id. Furthermore, commit id[,s = e.
By the definition of the rule, we have X5 s.0 = X{| .0 and with this we get X! ;.0 = 0.
Thus, we can derive o {commit idt,, O
Rule SLS:Rollback Contradiction, since F¢p Xs s: noongoing and Definition 18 (Well orderedness of rollback and
start).
Rule SLS:SE-Context We have Xg s = P55 - ¥s s and XéLS = @;’LS 'WQLS with s 5 @gs ?’SLS. By Lemma 98 (SLS

SE: Single Step Instance Non Speculative) we have o T—rg o’ with 0 = ¥s 5.0 and WQLS.G =0
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Lemma 98 (SLS SE: Single Step Instance Non Speculative). If
(1) Xsis = ¥sis - ¥o s and
2 X! = Ysis -@/SLS and+g X ;: noongoing and
o =
(3) ¥s S5 ¥ 5 and
(4) 0=Y¥s 5.0

Then there is a o’ such that

Tlns
I 0 — ¢’ and

II W/SLS'O- =0
Proor. We proceed by case analysis on the rule used to derive ¥s| s @g_s v ..

Rule SLS:barr or Rule SLS:barr-spec We have p(o(pc)) # ret and n # 0. We show the proof for Rule SLS:barr, the
proof for Rule SLS:barr-spec is analogous.
By Rule SLS:barr we know o L o' and ‘IléLs ={(p,ctr,o’,h,n —1).

Thus ¢/ =¥, ..cand 7 = ¢ = €[ s.

SLS
Rule SLS:NoSpec We have o 5o as premise of the applied rule and ¥, . = (p, ctr,o’, h,n - 1).
Thus, ¢/ = ‘IféLS.a.

Because the rule used the observation received from the step o N , we have 7,5 = r and are finished.
Rule SLS:Spec Contradiction, because there are no ongoing transactions in X{, . by the fact ¢ X{ . : noongoing.

Rule SLS:Spec-Exe By definition @2 = (p, ctr,o’,h,n) - {p, ctr’, o', I, n’)ﬁ. By premise of the rule we do the step

c— 0.
The generated trace is 7 = 7’ and r 5 = 7.

Thus, the step o L, & is what we look for and by construction W;.a =o'

Lemma 99 (SLS SE: Single Step Speculation). If
(1) Xsis = ¥sis - ¥sis and rg Xs.s: noongoing
(2 X! = Ysis -@/SLS and '_iO X{, s+ biggestongoingtransactionirolledback and
(3) Wais &0 ¥y s and
(4) 0=Y¥s.5.0
Then

Tlns
I 0 — ¢’ and

IT o’ is the configuration for the instance with ctr = i in X{ ¢
Proor. We proceed by inversion on ¥s| 5 @?LS @/SLS:

Rule SLS:AM-Spec Then we have

)

= ,
¥sis = (p, ctr,o’,n) - \I’SLSbypass o(pc)-startg s ctr



Detecting speculative leaks with compositional semantics - Technical Report 169

We have ¢ - o”.

Since ¢ Xs| s: noongoing we know that 7,5 = 7 =ret L

Since a transaction with id = ctr was started and we have ¢ Xs| s: noongoing, we know that i = ctr.
Notice that ¢’ is the configuration for the instance ctr = i by definition.

This completes the case.

otherwise Contradiction, because o Xs| s: noongoing and l—io X!, s+ biggestongoingtransactionirolledback, we know

that a transaction has to be started that will be rolled back.

0.1.2 Completeness.

Lemma 100 (SLS SE: Completeness of the speculative semantics). If

(1) o € InitConf and

2) oz 0’ and

(3) Xsis = XM (o)
Then

O sis
I XSLS 5?, XéLSp and
II +o X, s+ noongoing and
m o =X/,
IV T =7 Ips and

Vp=e¢

o and

Proor. We proceed by induction on o |7 ¢’

Rule NS-Reflection Then we have ¢ ||, ¢’ with o = ¢’.
I-IV By Rule SLS:Reflection we have Xs s % 25X .
By construction + ¢ Xs| s: noongoing and Xs 5.0 = o.
Since ¢',s = ¢ we are finished.
Rule NS-Single Then we have ¢ |7 ¢’’ and ¢/’ 5o
We need to show
I X% s X!, and
I +g X{ ¢: noongoing and
I ¢’ = X{ ;.0 and
WVWTor=7 0|pns
We apply the IH on o |7 0" we get
I X s Oi;,Lsxg’Lsp and
I +o Xé’l_sp: noongoing and
' ¢” = X/ ;.0 and
IV T=7ps
V p=c¢
To account for possible outstanding commits, we use Lemma 9 (Executing a chain of commits) on X!/ . and get

L
@)
17 SLS 717
a) X{g i;/”XSLS
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b) minWndw(X{’.) >0
c) Yr €.t = commit id for some id € N

4 —_ 24
d) Xl qo=X".0
By c) and the definition of [,5 we have 7"/ [ ;5 = «.
Because only Rule SLS:Commit was used we have X/|’s = X([ . . We now do a case analysis on the instruction
P )
p(a”(po)):

p(o” (pc)) # ret I Then either Rule SLS:barr, Rule SLS:barr-spec or Rule SLS:NoSpec in conjunction with
Rule SLS:SE-Context was used to derive the step XZ|’s Zigis X¢ s

,

/- " T ’ ’ o

Here, 7’ is generated from X{..c — ¢’ and X{ .o =0
Since — is deterministic, we know that 7’ = 7.

II Since no speculative transaction is started and we have - o X/ . : noongoingby IHand o X!/’ : noongoing,

we have g X/ . : noongoing.
IIT By definition and determinism of —.
o)
IV Now we have Xé,LS iE,LS,,,, ,Xé. Looking at the trace that is generated we have
T-T T

-/ =/ /7 ’
T T T s T =7

=7 7" - rps T generated by —

=/ =/ =444
=T T Tps 7T Tns=¢

=?’Fns~rbyIH

=77

and thus, are finished.
p(c”” (pc)) = ret Then depending on the oracle decision, either Rule SLS:Spec or Rule SLS:Spec-Exe is used in
conjunction with Rule SLS:SE-Context:
O(p,n, h) = (false, w) (Rule SLS:Spec-Exe) Then we do not skip the ret instruction.

)
I We derive X/ iilfsstartsw .44 s by using Rule SLS:Spec-Exe and produce the observation 7’ = 7,

where 7 =ret [ € Obs.
Afterwards, we need to discharge the observation in p that was generated by Rule SLS:Spec-Exe
(which is always a starts, s id) using Rule SLS:General.
By Rule SLS:Spec-Exe, we know that the step X!|’..c 7, & is made.

II No speculative transaction was started that needs to be rolled back. By o X!/ . : noongoing and
Fo X{|'s: noongoing we get kg X!, . : noongoing.

III By definition and determinism of —.
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IV We now have:
?/ . =/

T .1/ - starts s idps Def. and 7"/ [ps = €

st =71

1]
S

- Tlns T generated by —

I
Rl
<

=7 ps - T by IH
=TT

and are finished.
O(p,n, h) = (true, v) (Rule SLS:Spec) Then we skip the ret instruction.
I We derive a step by using Rule SLS:Spec.

. . T .
This produces the observation 7’/, where 7" = ret m and the step X{[..c — ¢’’’ is made.

’

’r
T T
— 0", 0"” = ¢’ and X!”..c = ¢’’, we have

Since — is deterministic and the fact that ¢’ s

o =¢"and 7"’ =1.

Since Rule SLS:Spec pushes two observations into p, Rule SLS:General applies twice and produces
bypass id and startg s id.

@)
224 SLS X
We thus have XSLS iT’-StartSLs id-bypass n SLS3-

0,
: . : / 3 SLS ’
Since all transactions are eventually closed, we know there exists XL s such that X i?n lbes i dXSLS.

We now apply Lemma 101 (SLS SE: Non-speculative execution for rolled back transactions) on the
O 7‘,//
. 27 SLS ’ 2 ’ 7 o
execution X/’ if,.startw id-bypass n7r1bg < W SeLs and get X{[..0c — o’ and X{ ;.0 = o”.
II Since the speculative transaction that was started was also rolled back and the fact that o
4
XSLS )
IIT Follows by definition and I).

IV By definition 7”7 - starts s id---rlbs s idlys = 7"/ Ths = 7.

: noongoing by TH and + o X([’ : noongoing, we have ¢ X/ ¢: noongoing.

77 1" starts s id - T" - rlbgis idps Def. and T Ips = €

=T 7 =1
=7’ - s T generated by —
=7'Ips - Tby IH
=7T-7
Notice that p is empty for all the cases, because we discharge all the observations immediately using Rule SLS:General.

O

Lemma 101 (SLS SE: Non-speculative execution for rolled back transactions.). If

@)
(1) Xs1 s i;LSXéLS and
(2) T=t-startid-7 - rlb id and
(3) 0 =Xs.5.0

Then
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: : ’ . 7 —_ ’
I there is a configurations ¢’ with X{ ..o = ¢’ and

o iris—) o’ and

I Tips =71

Proor. Let X5 g OigLSXéLS be an execution with trace T = 7 - starts s id - T’ - rlbg s id. Let 0 = X5, 5.0
We know Rule SLS:Spec was used to start the speculative transaction.

By this rule we know, there is a configuration ¢’ with o LNPY

By definition of [,s we have 7[,s = 7[ns = 7, where the last steps is because of the fact 7 € Obs.

Thus, we have o i) o’

Now we need to show that ¢’ = X7 ..
back transactions). O

o, which is analogous to Lemma 50 (S SE: Non-speculative execution for rolled

0.2 SLS: Relating Non-speculative and AM Semantics

Theorem 23 (SLS: Behaviour of non-speculative semantics and AM semantics)
1

[ \

Lemma 105 (SLS AM: Completeness of the speculative AM semantics)  Lemma 102 (SLS AM : Soundness of the AM semantics w.r.t. non-speculative semantics)

Lemma 106 (SLS AM: Non-speculative execution for rolled back transactions)

Lemma 103 (SLS AM: Soundness single step No Speculation) =~ Lemma 104 (SLS AM: Single Step Speculation)

THEOREM 23 (SLS: BEHAVIOUR OF NON-SPECULATIVE SEMANTICS AND AM SEMANTICS). Behns(p) = BehS, < (p) Ins

Proor. We prove the two directions separately:

& Assume that 7 € Beh&] . (p).
By the definition of Beh{] . (p) we have an initial configuration o such that (p, o) Q¢ ;7.
The proof proceeds in a similar fashion to the analogous case in Theorem 12 (S SE: Behaviour of non-speculative
and oracle semantics) by using Lemma 102 (SLS AM : Soundness of the AM semantics w.r.t. non-speculative
semantics).
We can now conclude that ((p, o)) Q5T Ins € Behns(p) by Rule NS-Trace.

= Assume that ((p, 0)) Q7 € Behns(p).
We thus know there exists ¢’ € FinalConf such that o |7 o’.

We apply Lemma 105 (SLS AM: Completeness of the speculative AM semantics) with g s = Zg’l‘_iép, o and get

init 7 ’ . . . ) I
Zdiep, o U o 5 o with ko 2 ¢+ noongoing, 0’ = ¢ c.0and T =7’ [ps.

Because of g 2 o : noongoing and ¢’ = 3 ;.0 we know that v 3 ¢ : fin.
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We thus have (p,0) A% (7' € Beh) S (p).

©
SLS

0.2.1 Soundness.

Lemma 102 (SLS AM : Soundness of the AM semantics w.r.t. non-speculative semantics). If
(1) Zs.s.0 =0 and
(2) Fo Zsis: noongoing and
(3) Ssis U o B4

Then there exists o’ such that

’
SLS

II lfl—’o 3% o : biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest transaction

I ifrg Z%, . : noongoing then o |7, o and = .0 = o’ and

id that will be rolled back and is still active then o Upeiper(z.i) o’ and o’ is the configuration for the instance with
ctr =1i.

’

sLs

Rule SLS:AM-Reflection Then we have %5 s [[¢, ¢ 2515 with Z’SLS = Y5 5 and by Rule NS-Reflection we have

I o, o witho =o'

Proor. We proceed by induction on X 5 11;5 %

I 0 Upetper(eiy 0 witho =d’.

=4 —r T
Rule SLS:AM-Single We have %g s )27 Z’SLS and by Rule SLS:AM-Single we get 215 | ¢ Z’S’LS and Z’S’LS =/Is1s
’
2SLS'
We need to prove
Iif I—Q %%, o: noongoing then o 7.4}, o and = .0 = o’
I if l—’o %% ¢ biggestongoingtransactionirolledback then by definition exists id i such that it is the smallest
transaction id that will be rolled back and is still active then & [ peiper(7.7,i) 0 and o’ is the configuration
for the instance with ctr = i.
We apply the IH on X 5 llas %7 . and have a ¢’ where ¢”” is the configuration for some instance in 2| ¢ such
that.

77
SLS

I if l—é %7 . : biggestongoingtransactionirolledback then by definition exists id j such that it is the smallest

U ifrp 3¢ o: noongoing then o |z}, o and 27 ..o = o’/
transaction id that will be rolled back and is still active then & [perper(z,j) ' and o’ is the configuration
with the instance with ctr = j.
We proceed by case analysis on 2| .
no ongoing transactions in X ¢ Then 2|  has no ongoing transactions, meaning o X¢| ¢ : noongoing and

we have o [z}, 0" and 27 .0 = o'’ by IH.

SLS*
I Then g X .: noongoing and we need to prove o |z.7}, o and 2 .0 = o’. We now proceed by
inversion on X7/ ;ﬂgLs IR
Rule SLS:AM-Rollback Then 7 = rlb id.
Contradiction. Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the
speculative semantics w.r.t. non-speculative semantics).

Rule SLS:AM-Spec Then we know that p = ret [ - start id for =¢ ..
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Contradiction. Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the
speculative semantics w.r.t. non-speculative semantics).

otherwise We know that ¢’/ = Z’S’Ls.a.

Furthermore, no transaction that will be rolled back is created in the step 7| ¢ :EQSLS XA
because ¢ 2, . : noongoing.

We can now apply Lemma 103 (SLS AM: Soundness single step No Speculation) with ¢/ ;ﬁgLs
37 ¢ and get

7 ’
o ’UTFnsU

’ _
25 5.0 =0

Since Tlps - Tlns = T - Tlns (because 7 # rlbg s id), we are finished.

Il Then ¥ . has ongoing transactions, meaning l—i0 > biggestongoingtransactionirolledback and we

’
SLS*
need to proof & Upeiper(z.z,i) 0 and o’ is the configuration for the instance with ctr = i.
T

We now proceed by inversion on 2¢ ¢ =/9s15 %, ¢

Rule SLS:AM-Spec Then we know that p = ret [ - startg s id for Z’SLS.
Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative semantics
w.r.t. non-speculative semantics) together with Lemma 104 (SLS AM: Single Step Speculation).

otherwise By definition of 'JO 3% ¢ biggestongoingtransactionirolledback we know that there ex-
ists a rlbg s i in the execution Z,SLS U;ﬂ ZsLsfin with no matching starts, s i observation in
that execution.
Contradiction, analogous to the corresponding case in Lemma 45 (S SE: Soundness of the
speculative semantics w.r.t. non-speculative semantics).

sts®
and we have o Upeiper(z,j) 0 and o” is the configuration for the instance with ctr = j.

ongoing transactions in X . Then X . has ongoing transactions, meaning 'JO 3 .. biggestongoingtransactionirolledback

I Then o Z'SLS: noongoing and we need to prove ¢ |z.;, o and Z'SLS.O' = ¢’. We now proceed by
inversion on X¢| ¢ :EQSLS DIAPN:
Rule SLS:AM-Rollback and 7 = rlbs s j Choose ¢’ = ¢’’. Analogous to the corresponding case
in Lemma 45 (S SE: Soundness of the speculative semantics w.r.t. non-speculative semantics).
otherwise Then 7 # rlbs s j.
Contradiction, analogous to the corresponding case in Lemma 45 (S SE: Soundness of the
speculative semantics w.r.t. non-speculative semantics).
II Then l—iO 3%, o+ biggestongoingtransactionirolledback and we need to prove o peiper(7.7,i) 0 and o’ is
the configuration for the instance below the instance with ctr = i.
We now proceed by inversion on | :gﬂ_q_g DIAPN:
Rule SLS:AM-Rollback Then 7 = rlb id. We do a case analysis if id = j or not.
id = j Contradiction, analogous to the corresponding case in Lemma 45 (S SE: Soundness of
the speculative semantics w.r.t. non-speculative semantics).
id # j Analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative

semantics w.r.t. non-speculative semantics).
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otherwise Then 7 # rlbg s id.
Then helper (7 - 7,i) = helper (T, i)
We choose ¢’ = ¢’/ and derive a step by Rule NS-Reflection.
The rest is analogous to the corresponding case in Lemma 45 (S SE: Soundness of the speculative

semantics w.r.t. non-speculative semantics).

Lemma 103 (SLS AM: Soundness single step No Speculation). If
(1) Fo Zsis: noongoing and
(2) Zsis s % s and
(3) +o =%, s : noongoing and
(4) 0=3s5.0

Then there exists o’ such that

Tlns
I 0 — ¢ and

Iz .o=0

T
ProoF. We proceed by inversion on 3sis </7s.s 2 o

Rule SLS:AM-General Thus, we have 35 s = ®g s - <I>5Lsﬁ/‘r. Contradiction. By the definition of :EQSLS only
Rule SLS:AM-Spec adds observations to p.
Since p = p’ - 7 is non-empty, there is a speculative transaction currently ongoing.
However, this contradicts the assumption g s s: noongoing.
Rule SLS:AM-Rollback Contradiction, since o Zs s: noongoing and Definition 18 (Well orderedness of rollback
and start).
Rule SLS:AM-Context We have 3¢ s = @s s - O s and L= E’S’LS -5’55 with ®g| 5 ;ﬁsm E,SLS.
We proceed by case analysis on the rule used to derive ®g) s i%}ng CID’SLS.
Rule SLS:AM-Spec Contradiction, because this starts a speculative transaction that needs to be rolled back.
This cannot happen because of kg X7, . : noongoing.
Rule SLS:AM-barr or Rule SLS:AM-barr-spec Thus, we have p(o(pc)) # ret and n # 0. We show the proof
for Rule SLS:AM-barr, the proof for Rule SLS:AM-barr-spec is analogous.
By Rule SLS:AM-barr we know o £ o and E,SLS =(p,ctr,d’,n—1).
Thus o’ = E’SLS,G and 7 = ¢ = € ps.
Thus, we have an execution o m o’ and ¢’ = Z’SLS.J as needed.
Rule SLS:AM-NoSpec Thus, we have p(o(pc)) # ret and n # 0. We have o 5 o as premise of the applied
rule Rule SLS:AM-NoSpec and E;LS ={(p,ctr,o’,n—1).
Thus, choose o’ = E,SLS.O'.
Because the rule used the observation received from the derived step o NP , we already get 7,5 = 7 and

are finished.

Lemma 104 (SLS AM: Single Step Speculation). If
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(1) 2515 = dq 5 - g 5 and Fo Zsis: noongoing
(2 2= D s 'E/SLS and l—i) %7 . : biggestongoingtransactionirolledback and
(3) @sis Dsis 5.5 and
(4) 0 =05 5.0
Then

Tlns
I 0 —> o and

;. . . . s ’
I o’ is the configuration for the instance with ctr = i in 37 ¢

z —
Proor. We proceed by inversion on ®s; s </9s s Dg s:

Rule SLS:AM-Spec Then we have

ro 1

- ,
CDSLS - <P, cir,o ’n> : cDSLSbypass o(pc)-startg.s ctr

T
We have 0 — o’

Since k¢ Zsis: noongoing we know that rl,s =7 =ret [

Since a transaction with id = ctr was started and we have ¢ 25 s: noongoing, we know that i = ctr.

Notice that ¢’ is the configuration for the instance ctr = i by definition.

This completes the case.

otherwise Contradiction, because g X5 s: noongoing and l—iO %%, o ¢ biggestongoingtransactionirolledback, we know

that a transaction has to be started that will be rolled back.

0.2.2 Completeness.

Lemma 105 (SLS AM: Completeness of the speculative AM semantics). If

(1) o € InitConf and

(2) oz 0’ and

(3) Zss =3Milo
Then

7 ’
I ZSLS uSLS ZSLSp and

II v+ =7, . : noongoing and

SLS*

I o’ =% ..o and

IV T=7ps and
Vp=e

Proor. We proceed by induction on o |7 ¢’

Rule NS-Reflection Then we have ¢ ||, ¢’ with o = ¢”.

I-V By Rule SLS:AM-Reflection we have 35| s U‘;_S Ysis. By construction g Zs| s: noongoing and X5 s.0 = o.

Since €[5 = € we are finished.
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Rule NS-Single Then we have o ||z ¢’’ and ¢/’ 5o
We need to show
I 2515 Ug’L'ST/ 2 s and
I +g 3, ¢ noongoing and
m o =%,
VT or=7 0|pns

.0 and

We apply the IH on o |7 0" we get
I Sos U7 o %5, and
I' +p 2 . : noongoing and

SLSp
I’ ¢” =3¢ ;.0and
IV T=7ns
V p=c¢

We now do a case analysis on the instruction p(o(pc)):

p(o(pc)) # ret Analogous to the corresponding case in Lemma 100 (SLS SE: Completeness of the speculative
semantics).

p(o(pc)) = ret Analogous to the corresponding case Lemma 100 (SLS SE: Completeness of the speculative
semantics), which is when the oracle mispredicted in the proof, together with Lemma 106 (SLS AM:

Non-speculative execution for rolled back transactions).

Lemma 106 (SLS AM: Non-speculative execution for rolled back transactions.). If
(1) 2sLs U'ELS Z’SLS and
(2) T=t-startid-7' - rlb id and
(3) 0=3s.5.0

Then there exists a configuration ¢’ such that

I 2/SLS

o Lris—) o’ and

T Thps =7

.0c=0" and

Proor. Let X5 s UELS Z’SLS be an execution with trace 7 = 7 - start id - 7’ - rlb id. Let ¢ = 25 5.0.
Let 35 s = @g s - s s Because of start id in the trace, we know that Rule SLS:AM-Spec was used to start the

speculative transaction.

This rule has the premise o 5 o’ for some configuration ¢”.

Thus 3 . = @55 - @ - @Y with @, .o=0".

By definition of [,s we have T[,s = 7[ns = 7, where the last steps follows because of the fact that 7 was generated
by —.
Thus, we have o ltf—) o’

Now, we need to show that ¢’ = ¢ ..0. We know that Rule SLS:AM-Spec created a new speculative instance ®;

used for speculation that is at the top.
Thus the state after Rule SLS:AM-Spec is of the form D5 - <I>’SLS - @  and since Rule SLS:AM-Rollback deletes the

we have @/, . at the top of the stack.

: ’’
instance ¢ LS

SLS’
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Now X{ ;.0 = @, ..0 = ¢’ and we are finished.

0.3 SLS: Relating Symbolic and AM semantics
Theorem 24 (SLS: Symbolic Consistency)

/ \

Lemma 107 (SLS: Soundness of the AM semantics w.r.t. symbolic semantics) Lemma 109 (SLS: Completeness of the symbolic semantic

Lemma 108 (SLS: Soundness single step) Lemma 111 (SLS: Completeness single step)

THEOREM 24 (SLS: SyMBOLIC CONSISTENCY). Beh) o (p) = y(BehSLS(p))

Proor. We prove the two directions separately:
< Assume that 7 € Beh‘SSLS(p)
By the definition of BehSLS(p) we have an initial configuration og such that (p,0s) A< s 7s.

We thus know there exists + Zés;_s, : fin such that Zé”l_ig (p,os) Susfs Z‘SS;_S’ and p F pthCnd(7g).
We now apply Lemma 107 (SLS: Soundness of the AM semantics w.r.t. symbolic semantics) on Z’S'l'_’é(p,

4
os) SUSLS Sis and get Xg s USLS <5 Where p(ZSLS )=2{ cand u(zg) =7
Since + Z : finand y(ZSLS ) =3 ;s we have - %[ : ﬁn as well
We can now conclude that (p, (0s)) A% o #(7s) Ins € Behd o (p) by Rule SLS:AM-Trace.
= Assume that (p, ) Q¢ T € Behd| ¢ (p). We thus know there exists - % . fin such that 23’_’; (p,o) USLS

We now apply Lemma 109 (SLS: Completeness of the symbolic semantics) on Zé’g (p,o) USLS ¢ s and get
S8 (p.0) =u(35 o)

7 !
2S|_s SUSLS 25s

’
s = /‘(ZSLS
7 =p(7)
1 E pthCnd(7)
Since + 3¢ ¢ : finand p(Z‘SSLSI) =3 ; we have - ZSSLSI : fin as well.
Thus, (p,os) A% 7s € BehS (p).

0.3.1 Soundness.

Lemma 107 (SLS: Soundness of the AM semantics w.r.t. symbolic semantics). If
s «S /
(1) ESLS slsts ZSLS and
2) p l:pthCnd(ZSLS )
Then
n(Ts) ’
I /’(Z Ls) Usis ‘U(ZSLS

S ’
Proor. We proceed by induction on ZSLS SUSLS DI
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Rule SLS:Sym-Reflection Then we have ZSLS SUés SLS, with Zis’ = Zg_s Using Rule SLS:AM-Reflection we get

y(ZSLS Sﬂ’;ﬁ? y(Z < ) and are finished.

Rule SLS:Sym-Single We have ZSLS SUgfs ts Zis’ and by Rule SLS:Sym-Single we get ZESLS Sﬂgfs ZgLsH and ZESLS” ﬁSLS
S 7’
230 -
We need to prove
w(Tzs)
@ H(ZSLS) Ugis ™ (ZSLS
144 r”
We apply the IH on ZSLS Sugﬁs ZESLS and have a 3¢ ¢ = y(ZgLs ) such that:
) ”(ZSLS HISIE?) 2 s and

s
The result follows by applying Lemma 108 (SLS: Soundness single step) on Z‘SSLSN = SSLS Z‘SSLS, and get a step

” (Ti) S/
ZSLS = 74?5\_5 II(ZSLS ) -
We now use Rule SLS:AM-Single and get an execution y(ZSLS UISIE?)"”(TS) ,u(ZSLS ) as required.

Lemma 108 (SLS: Soundness single step). If

S S 7/
(1) ZSLS QSLS ESLS, and

2) p I:pthCnd(ZSLS

Then
p(7) S
I u(E§ ) ==Dsis p(EF)

Proor. We proceed by inversion on ZSLS ﬁ‘SSLS Z‘SSLS,:

Rule SLS:Sym-Rollback Since p does not change the speculation window and ctr and y(Z‘SSLS) = Zs.s, we have

—yS
25\_5.?1 = ZSLS

7 4
YsLs =/IsLs ZS " We can use Rule SLS:AM-Rollback to derive YsLs =/IsLs Z’
,u(ZgLS/) =345 The rule only deletes the topmost instance and changes the ctr of the instance below. Since

_ _vS
.n=0and Zg s.ctr = X .ctr.

Ssis.ctr = Zfl_s ctr, we have ,u(ZSl_S ) = SLS
uE pthCnd(ZSLS ) and p(7’) = © Sincethe 3| s.ctr = Efl_s ctr we already have u(7’) = 7.Forp E pt‘hCnd(ZSLS
notice that y & pthCnd(Z Ss ) u E pthCnd (Z | ;) because the rule only deletes a speculative instance.

’

Thus, we are finished.
T p—
Rule SLS:Sym-Context We then have <I>‘SSLS :Z?‘SSLS <I>,SLSS. Thus, we know <I>S .n>0and y(<I>SLS) n > 0 as well. We
s —
proceed by inversion on (I>S ff[?is @;LSS:
s
Rule SLS:Sym-General Then CDSLS ?ﬁ‘SSLS s 5p5\rs- BY y(CD‘SSLS) = ®@g| s we know that p(pg) = p. Further-
more, pg is non-empty because the rule was used. This means p is non-empty as well and Rule SLS:AM-
General applies.

T
Since that rule does not change the state ®s s except for p we have @ s =/9s s 5157\

Now we have p(rg) = 7 and p(q)SLSpS\TS) @5 575\, by construction.

Rule SLS:Sym-NoSpec Then we have CIDSL ﬁg_s CID‘SS;_S, where CIDES;_S/ = (p, CID‘SSLS ctr, CID‘SS;_S S,CD‘SSLS -1)

78 ,
with (DSLS 05 =8 0.
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Since we have i k pthCnd(EgLSS os) (by assumption) we can use Lemma 3 (NS: Soundness Symbolic
Added rules) on ®S os) ﬁ(—TS—L “(G:S)’ where p(®s;s.05) = s 5.0 as per

assumption.

S 508 —’S o’ and get ”((DSLS

p(rs
We can now use Rule SLS:AM-NoSpec to derive the step ,u(CIJSLS) ﬁgLs @, . using the derived —

step and satisfy p(CDSLS ) = & ¢ by determinism of —.
S o @S

Rule SLS'Sym-barr Then we have CID Q‘SSLS <I>‘SSLS/ where CI)‘SSLS, =(p, <I>SLS ctr, (I)SLS 5 P55 — 1) with

<I>‘SSLS o —’S 0' . Analogous to Rule SLS: Sym NoSpec using Rule SLS:AM-barr.
Rule SLS:Sym-barr-spec Then we have CIJ QSLS Where QDESLS/ =(p, CDSLS ctr, CDSLS S,L‘IZ*‘;‘S‘LS -1)

Rule SLS:Sym-Spec We have <I>SL QSLS CIDSLSSPS bypass @5 _pe-start @5

with (Ds .o —>3 0' Analogous to case Rule SLS: Sym NoSpec using Rule SLS:AM-barr-spec.

— S
S er where <I)5L55 = (p, @ s-ctr,

G:S’(Dg_S'n - 1) {p, fb‘ssl_s.ctr + 1,0 m1n<I>S|_S n, ). Furthermore, we have <I>§S|_S.a T—S>5 0:9 and og =
oslpc— CID*SSLS.GS (pc) + 1] (note that pc is always concrete).
We use Lemma 3 (NS: Soundness Symbolic Added rules) on CDSLS os —’S 0 and get ,u(CDSLS og) — ”( il
(o). Let o’ = p(a).
Choose ®g| 5 = y(@SLS) and note that a ret instruction is executed.

Il( 7s)

We now derive a step usmg Rule SLS:AM-Spec together with the non-speculative step u(CDSLS og) —
/1(08) above and define ¢’’ = o[pc — o(pc) + 1].

u(zs)
@515 —=/s15 D515 with @sis = (p, Bt s.ctr, p(0%g), Bsis.n = 1) - (p, Bt s.ctr + 1,6”, min &5 5.n, ).

We now show that ,u(dDSLSS) = ®s . Since pe is concrete and /,t(<I>S|_S o) = o, it follow that ,u(o:SC) =o".
By p(d)SLS) = @5 5 we have CDSLS,ctr = ®g s.ctr and <I> on=s s.n.

Now, we have ,u(<I>5Lss) = &g 5 and thus /,t(CDSLS) ﬂSLs ,u(<I>5Lss) as needed.

0.3.2 Completeness.

Lemma 109 (SLS: Completeness of the symbolic semantics). If

(1) 2SLS USLS and
(2) 2sLs = ”(ZSLS)

Then there is a valuation yi, a symbolic traceTg' and a final state Zfl_s/ such that

138
I

U S
SLS SVSLS SLS

sLS
I p I:pthCnd(Z

35 " and

y(ZSLS ) andT = p(7g’) and
’

SLs

Proor. We proceed by induction on g g U;s DI

Rule SLS:AM-Reflection Then we have Xg| 5 USLS ¢ with ZSLS = Z’S Ls

I - III By Rule SLS:Sym-Reflection we have ZSLS SUSLS s - By construction ES

'_5S !

S s - We now trivially

satisfy all conditions.
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Rule SLS:AM-Single We have X s U?LST Z’SLS and by Rule SLS:AM-Single we get 3| s Ug‘fs
2/

SLS*
We need to prove

7515 ¢S !
1z SLSS SLS 2SLs and

() %= ,u(ZSLS "Yand 7 7= u(ts’ - rg) and

’
3) p l=pthCnd(ZSLS

We apply the IH on 3| s ll?s %7 . and obtain a ZSSLS” such that:

S 14
M) ZSLs SHSLS ZSLS and

(2) == p(ZSLS ") and 7 = p(7g’) and

3) ¢ t:pthCnd(ESLS

181

S s and 3¢ ﬁSLS

The result follows from applying Lemma 111 (SLS: Completeness single step) on Z¢| ¢ QSLS DA

Lemma 110 (SLS: Completeness single step). If

T
(1) Zsis <Ls1s 2§, s and
(2) IJ(Z“SSLS) =g 5 and

3) u l:pthCnd(ZSLS)

Then

S S S /
I35 6= {?SLS 25 s and
I 'U(ZSLS ZISLS
o p e pthCrwl(ZSLS Yandu(t') =1

and

Lemma 111 (SLS: Completeness single step). If

T
(1) Zsis <Ls1s 2§, s and
2) IJ(Z“SSLS) =Yg s and
3) u l:pthCnd(Z

SLs
Then
S S S /
I ZSLS ﬂSLS 25|_s and

bl /1(2 S ) = SLS and
o p e pthCnal(ZSLS Yandu(t') =71

T
ProoF. We proceed by inversion on Zsis </9s.s 2% o

Rule SLS:AM-Rollback Since u does not change the speculation window and ctr and ,u(ZggLs) = Xg5, we have

Ysis.n = 2§L5.n =0and X5 s.ctr = ZS

SLs .ctr.

SLS QSLS Z‘SSLS’ We can use the rule Rule SLS:Sym-Rollback in the symbolic semantics to derive S

S ’
z:SLS

SLS ﬁSLS

/J(ZSLS ) =3¢, The rule Rule SLS:Sym-Rollback only deletes the topmost instance and changes the ctr of the

instance below. Since Xg| s.ctr = ZS .ctr, we have ﬂ(ESLS )= SLS
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u E pthCnd(7’) and p(7’) = ¢ Since the g s.ctr = Zfl_s.ctrwe already have u(7’) = r.Forp E pthCnd(Z;gLS, ,
notice that y & pthCnd(Z‘SSLS’) =uE pthCnd(ZgLs) because the rule only deletes a speculative instance.

Thus, we are finished.

T —
Rule SLS:AM-Context We then have &5 s =/75 5 CI)'SLS. Note that ®s;s.n > 0 and as such for all symbolic states

T J—
where y(d)‘SSLS) = &g 5 as well. We proceed by inversion on ®s s =/ s dD’SLS:

T
Rule SLS:AM-General Then ®s s =/95 s @155\ By ;1(<I>‘SSLS) = ®g| s we know that u(pg) = p. Furthermore,
p is non-empty because the rule was used. This means pg is non-empty as well. This means Rule SLS:Sym-

S oS

s
General applies. Since that rule does not change the state CDESL < except for p we have <I>§9L o =55 Pg Sps\rs’

S

Now we have y(rg) = 7 and p(®g) ¢

)o\rs = PsLsp\r by construction.
T
Rule SLS:AM-barr Then we have ®s; s </3s.s ¢  where @ o = (p, ®s.s.ctr, D5 5.0", D5 s.n — 1) with
dg 5.0 L, /. We use Lemma 5 (NS : Completeness Symbolic Added) on ®s| 5.0 — ¢’ and get ¢’§9|_3~0'S T—S>5
0-:9’ where p(®s s) = ®s s as per assumption, p(rg) = 7 and ,u(cr:S) = ¢’. Now choose dDESLS/.G = 0':9 and
s
let it otherwise be equal to ®s| 5. We can now use Rule ’SLS:Sym—barr to derive the step <IJ§9LS T?Z?fl_s CID‘SSLS,
using the derived — g step and trivially satisfy “((Dés;_s )= ..
Rule SLS:AM-barr-spec Analogous to the barrier case above.
Rule SLS:AM-NoSpec The case is analogous to Rule SLS:AM-barr above using Rule SLS:Sym-NoSpec.
T J— —
Rule SLS:AM-Spec We have ®sis =/7s1s @i 5p.bypass b o.pe-start @s.ctr Where Psis = (p, @sis.ctr, o”,
O s.n— 1) - (p, Ps s.ctr + 1, 0"/, min @s| 5.1, @). Furthermore, we have ®s; s.c — ¢’ and ¢’ = o[pc —
Os s.0o(pec) + 1]
T,
We use Lemma 5 (NS : Completeness Symbolic Added) on @s| 5.0 5 ¢’ and get QJESLS.GS —S>S 0:9, where
”(‘bgl_s) = ®g| 5 as per assumption, p(rg) = 7 and /I(O':g) =0
Next, we define 0':9’ = CDfLS.O'S [pc — @ s.0(pc) + 1] (per assumption pc is concrete).
It follows that /.I(O'g) =" by ,u(cbis.a) =o.

Since a ret is executed, we can use Rule SLS:Sym-Spec to derive a step and get

5
S =S S S S 1) . S 1
oF ¢ ”QSLS P, OF .ctr + 1,05 (.05, D5 . 1) - {p, OF .ctr + 1, o'

min <I>‘SSI_S'n’ ("))ﬁbypass CI)fLs.pc-start @‘SSLS.ctr‘

By y(CD‘SSLS) = &g 5 we have <I>‘SSLS.ctr = &g s.ctr and CD‘SSLS.n = &g 5.1.

Now, we have [1(55\_58) = &g 5 and u(rg) =r.

It remains to show that y F pthCnd(angs). Since 65\_55.0'5 = o, 0§.5S = 019.53 and we have

uE pthCnd(O':s.) from above we have y k pthCnd(ESLgs).

0.4 SLS: Relating Oracle and AM semantics via SNI

First the definition of the element function we are gonna use: elem_of_states({p, ctr, o, n)) = {p, ctr, o)
The proof structure looks like this:
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Theorem 25 (SLS: Oracle Overapproximation)

Proposition 12 (SLS: Sound and Completeness between Spec and AM semantics)
1

Lemma 112 (SLS: Initial states in ~)  Lemma 115 (SLS: Soundness Am semantics w.r.t. speculative semantics) Lemma 118 (SLS: Completeness AM semantics w.r.t. speculative semantics)

Lemma 116 (SLS: Soundness Big-step Am semantics w.r.t. oracle semantics) ~ Lemma 120 (SLS: Stronger Soundness for a specific oracle and for specific executions)

Lemma 117 (SLS: Soundness Single Step AM) Lemma 121 (SLS AM: Strong Soundness Single Step)
1

Lemma 113 (SLS AM: Single step preserves =)  Lemma 114 (SLS SE: Single step preserves =)

THEOREM 25 (SLS: ORACLE OVERAPPROXIMATION). A program p satisfies SNI for a security policy P and all prediction
oracles O with speculative window at most « iff for all initial configurations o, 0’ € InitConf, ifo ~p o’ and ((p, 9)) [T,
((p.0") AT, then (p.o) A s T7 (p.o”) AL T

PROOF. Let p be a program, P be a policy and @ € N be a speculative window. We prove the two directions separately.

(=) We have
(1) o ~p ¢’ and
@) ((p.0)) s, ((p.0”)) T and
(3) p satisfies SNI for policy P and all prediction oracles O with speculative window at most «
and we need to show that (p, o) A% 7”7, (p,0’) A9 s 77 holds.
We unfold the definition of SNI we have for all O with speculation window at most w, for all initial configurations
0,0 ,if o ~p ¢’ and ((p, 0)) AyT. ((p. 0”)) ApsT: then (p, o) Q?LS 7 and (p,o’) [ﬂg{s 7
We fulfill all premises of SNI by 1) and 2) for p and get (p, o) QSLS 7 and (p,d’) QSLS T
We use Proposition 12 (SLS: Sound and Completeness between Spec and AM semantlcs) with (p, o) Q?LS T
and (p, o’) QSLS T to get (p,o) Q4 s 77, (p,0’) A o 7. This completes the proof.
(&) We have
(1) 0 ~p o’ and
(2) ((p.0)) FlysT- ((p.0")) AlysT and
(3) if o ~p o’ and ((p, 0)) AlysT. ((p.0")) AT, then (p,o) AL T/, (p.o) Y, T
Note that we got assumptions 1) and 2) by the unfolding of the definition of SNI. We need to show that
(p,0) QSLS " and (p, o) QSLS 7’ holds.
By using assumption 1) and 2) for assumption 3), we get (p, o) A% 7”7, (p,0’) AL 7.
Let O be an arbitrary prediction oracle with speculative window at most w.
From Proposition 12 (SLS: Sound and Completeness between Spec and AM semantics) with (p,0) Q¢ . 7 7,
(p.0") A T’ we get back (p, o) QSLS T, (p,0’) QSLS 7. Consequently, p satisfies SNI w.r.t. P and O.
Since O was an arbitrary prediction oracle with speculation window at most «, then p satisfies SNI for P and

all prediction oracles with speculation window at most w.
m}
Proposition 12 (SLS: Sound and Completeness between Spec and AM semantics). Let p be a program, o € N be

a speculative window, 0,0’ € InitConf be two initial configurations. We have (p, o) A% . 7 and (p,o’) Q% . 7 iff (p,

0) QSLS 7, (p,0) QSLS 7 for all prediction oracles O with speculative window at most .
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Proor. The proposition immediately follows from Lemma 115 (SLS: Soundness Am semantics w.r.t. speculative

semantics) and Lemma 118 (SLS: Completeness AM semantics w.r.t. speculative semantics) O

Lemma 112 (SLS: Initial states in =). Let p be a program,  be a speculation window and O be an oracle with speculation
window at most w. If

(1) 0,0’ € InitConf and

) Zé"”p,a and Mt p o' and

LS e
(3) XI(p.0) and X1 (p, ')
Then
(1) Xt (p, o) = XM (p,6") and
2) Zé’tiép, o= Zé”L’ép, o’ and
(3) TMitp o ~ XM (p, o) and =M p, o’ = X1 (p,6”) by sls-com-single-base
Proor. We have
(1) 0,0’ € InitConf and
(2) =Mp o and M p, o' and
(3) XI(p, o) and XI (p, o’)
Notice that by definition of XS"E’St() and Zé"L’E we have:

Xt (p,0) =(p,0,0,2, 1)
X (p.o’) =(p,0,0,2, 1)
i, o =(p,0,0, 1)
=ity o' =(p,0,0, L)
I Immediate
II Immediate

IIT Immediate using Rule Single-Base

Lemma 113 (SLS AM: Single step preserves =). If
(1) Zsisy = Zsisp and
T T
(2) Zsis1 LsLs B¢ s and Ts sy /Ds1s 28 s
Then

(1) 35 ¢ =38 ¢

Proor. We have
(1) Zsisq = Xsi s and ,
@) Tsis1 Lsis 3 s and Bsi 5, s DA
Because of (1), we know that the same rule was used to derive the steps Zs| 51 :%?SLS 3% o and Xs| sy T%?SLS D

We know that Z’SLS.ctr = Z’S'Ls.ctr, Z’SLS.n = Z’S’Ls.n, Z’SLS.b = Z’S’Ls.b , because of (1) and the fact that the same rule

was used to derive the step.
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The proof is analogous to Lemma 60 (S AM: Single step preserves =).

Lemma 114 (SLS SE: Single step preserves =). If
(1) Xsis1 = Xsisz and
o o
(2) Xsis1 Bsis X ¢ and Xsis3 Bgis X o
Then

! ~ 7
(1) X¢ =X and

Proor. We have

(1) Xsisy = Xsisp and
o o
(2) Xsis1 B XE g and Xsi 55 Gg s X[ <

T T
Because of (1), we know that the same rule was used to derive the steps Xs 51 </2s1.s X¢, s and Xs 55 /9515 X/ .

4 —_ 24 ! —_ 14 ! — 1
We know that X gectr =X cetr, X .n =X c.n, XSLS'b =X

because of (1) and the fact that the same rule was used to derive the step.

b (where b marks if it is a misprediction or not),

The proof is analogous to Lemma 61 (S SE: Single step preserves =). O

0.5 Soundness

Lemma 115 (SLS: Soundness Am semantics w.r.t. speculative semantics). Let p be a program, w € N be a speculative

window.
If
(1) 0,0’ € InitConf and
@) (p.o) AL T (po') A4 T

Then for all prediction oracles O with speculation window at most w.
o = 0 =
Proor. Let w € N be a speculation window and o, ¢’ € InitConf be two initial configurations. We have:

1) (p.o) QG T (p0") QG T
Furthermore, let O be an arbitrary prediction oracle with speculative window at most w.
The reasoning ins analogous to Lemma 63 (S: Soundness Am semantics w.r.t. speculative semantics) using Lemma 116 (SLS:
Soundness Big-step Am semantics w.r.t. oracle semantics) together with Lemma 112 (SLS: Initial states in =).

O

Lemma 116 (SLS: Soundness Big-step Am semantics w.r.t. oracle semantics). Let p be a program, » € N be a speculative
window.
If
(1) Zsis1 = Zsis2
(2) Xsis1 = Xsispandp =@
(3) Zsis1 > Xsisy and Esisz » Xsi sz
(4) Zsis1 U5 s B sy and Zsisp UG 3 s,
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Then for all prediction oracles O with speculation window at most w.

0, O,
SLSy SLSy
I Xsisy é? X{ 5 Xsis2 5?, X\ s
’ ~ 3/
I 2 5 = 2155

! ~ 4
m XSLSl = XSLSZ

’ ~ Y/
v 25L51 ~X5L51

-/ =/’
V=7

andp =@

’ ~ Y/
and 3, ¢, = X{ o,

Proor. By Induction on Zg| 54 Ug_s 3% o, and Zsisp UZ_S I sy

Rule SLS:AM-Reflection We have %5 51 £ < Z,Sle and X 55 U(‘%LS ZISLsz’ where Z;S)L51 =5 51 and szsz =3s159.
Furthermore, we use Rule SLS:Reflection to derive Xs| 54 éELSXéLSP Xs1s9 $§LSX§LSZ with XéLSl = Xs 51

and XéLSZ = XSLSZ-
We now trivially satisfy all conclusions.

=1 T —r T
Rule SLS:AM—Single We have ZSle UgLS ZISLS with ZISL§ EﬁSLS ZISLSl and ZSLSZ UgLS Z/S/LS and Z,SILS EﬁSLS Z,SLS2'

We now apply IH on g s UZS %% ¢ and Xsi sy llgts %Y ¢ and get

(@) Xsisi Og%sxé Xsis2 Oiglr/SXé'Ls
(b) 3§ ¢ =35 ¢

(© X, =X andp =2

) 2§ ¢ = X{ gand 3¢ o = X[

(e) 7 =7

. . o YY) "o .
We proceed by inversion on ~ in 57, ¢ ~ X{ c and 2 ¢ = X[ .:

com-single-base We thus have 3{ . ~ X! ¢ com and INV(Z( o, X, o) (Similar for =] ¢ and X/ ).

We only show the proof for X, ; here. The proof for X{] . is analogous, because of X! . = X!/ ..

Notice that if miandw(XéLS) = 0 then the transaction with n = 0 has to be one that will be committed.

LS’

Otherwise, they would be related by Rule Single-Transaction-Rollback.
The case is analogous to the corresponding case in Lemma 64 (S: Soundness Am semantics w.r.t. speculative
semantics with new relation between states) using Lemma 117 (SLS: Soundness Single Step AM).
com-single-oracle We thus have

X¢ s =Xsis3 - {p, ctr,o,h,n”") - (p, ctr’, o, h, n"')l

34 ¢ =Zsiss - (p, ctr,on) - (p,ctr’, 0’ n’) - B sy

Xsts =XsLs3 - (p, ctr,ah,n"")

Zsis =Xsiss - (p, ctr, on)

Zsis ~XstsTeom

124 " 3
The form of X{| . and 37/ . is analogous.
The case is analogous to the corresponding case in Lemma 64 (S: Soundness Am semantics w.r.t. speculative

semantics with new relation between states).
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com-single-rollback We have
X{ s =Xsis3 - (p, ctr,oh, 0’y - (p, ctr’, 0", B, 0y . X oy
3% =Ssiss - (pctr,oony - (p,ctr’ o’ n’) - Tsisy
Xsis =Xs53 - {p, ctr,a, h,n”")
Zsis =Zsis3 - (p cir, o, n)

Ysis ~XsLs [com

n’ >0

The form of X{{ . and X7/ . is analogous.
Additionally, we know that the transaction terminates in some state X s UgLS Z’S’L'S. There are two cases
depending on n’.
n’ >0 Then we know that % . i%?ng E/Sle is not a rollback for ctr and Rule SLS:AM-Context or
Rule SLS:AM-Rollback for a different transaction with a different ctr was used.
The case is analogous to the corresponding case in Lemma 64 (S: Soundness Am semantics w.r.t.

speculative semantics with new relation between states).

T
n’ =0 Then we know that ¢, . </)s.s Z’SLSI was created by Rule SLS:AM-Rollback and is a rollback for
ctr.
I H h ’ 70 O 7 4 1 O ’
ere we prove that X¢ ¢ <3 ¢ X and X[ o g s X

SLS1 sLs2
Since in XéLS and Xé’LS we have a state with n = 0 and we mispredicted, we know that

Rule SLS:Rollback applies.

So X! ¢ o5 X! o, and XU o “hg s X, o, are derived by Rule SLS:Rollback.

The rest of the case is analogous to the corresponding case Lemma 64 (S: Soundness Am

semantics w.r.t. speculative semantics with new relation between states).

O

Lemma 117 (SLS: Soundness Single Step AM). Let p be a program, v € N be a speculative window, O be a prediction

oracle with speculative window at most w, Ls| sy = 2¢ o - @ Tsisy = 2L o - DY 5 be two speculative states for the

/’
sLs» SLS
always mispredict semantics and Xs| s1, Xs| s, be two speculative states for the speculative semantics.

If the following conditions hold:

(1) Zsisq = Zsisy
(2) Xsis1 = Xsisp andp =@

(3) Zsis1 = Xsis1 and Zsisp = Xss9
. o

T
;. ’ o ’
(49 ® 5 =Ls1s 25 ) and O o =/s15 25 5,

Xl

then there are instances X! <

$Lsp X¢ s, for the speculative semantics such that:

0, 0,
I Xsis1 $35°XY o, and Xsisy $55°XY o,
!’ ~ ’
o2 s; =255,
o X{ o, =X .,andp=0

SLS1
= X! . and X!

’ ~
v Z5L51 SLS1 sLs2 <

V=1

’
XSLSZ
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" ’"

T T
. . ’ = ’ = 4 .
Proor. We proceed by inversion on ®f . ==/7ss 3% ¢, and @7 ¢ =/s15 DI

Rule SLS:AM-General We choose X{ o, = X{ ¢ and X{ ., = X[ .. The case is analogous to the corresponding case

SLS1 — SLS2
in Lemma 65 (S: Soundness Single Step AM).
Rule SLS:AM-Spec There are two cases depending on the output of the oracle O.

(false, w) correct prediction w.r.t X{ . The return instruction is not skipped.

I We use Rule SLS:Spec-Exe to derive the steps Xs| s 5&35 X! s and X5 5, VTJ»SOLS XY
Furthermore, we execute Rule SLS:General twice, because Rule SLS:Spec-Exe created two observa-
tions in p. We now have X{, ., = ¢, s with an empty p.
The rule only emits the observation but does not change the state apart from p. As a result we have
X1 o1 Oigsxgm and Xs. s, % XY oy

II By Lemma 113 (SLS AM: Single step preserves =).

III By Lemma 114 (SLS SE: Single step preserves =) for Xs s; f&g_S X! ¢ and Xs| 55 l%soLs X! s and the
fact that the use of Rule SLS:General does not change the states and the p of both oracle states are
equal. Notice that p is empty after applying Rule SLS:General twice.

IV We have

X ) =Xs1s5 - {p, ctr, o’ h,n) - (p, ctr’, o’ b, ng)
34 gy =Zsis3 - {p ctr, o’ ny) - {p, ctr’, a7’ ny)

X o4 =Xs155 - {p, ctr,a’, h,n)

7’ ’
55 g4 =ZsLs3 - P ctr, o', ny)

The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 65 (S: Soundness
Single Step AM)/
V The observations are 7 = ret m - starts s ctr; and 7 = ret m’ - startg s ctry for some m, m’ € Vals.
The case is analogous to the Rule S:AM-Store-Spec correct prediction case in Lemma 65 (S: Soundness
Single Step AM).
(false, ) wrong prediction w.r.t X, o The return instruction is skipped

. o o
a) We use Rule SLS:Spec to derive the steps X!, ¢ <% s X/, o, and X!/ ¢ i X/, o,

Furthermore, we execute Rule SLS:General twice, because Rule SLS:Spec created two observations

i = ’
in p. We now have X{| ¢

The rule only emits the observations but does not change the state apart from p. As a result we have

0, )
SLS yr7 SLS yo/
XSLS] i? XSLSI and XSLSZ i?, XSLSZ'

Notice that the observations in p are equal between Xs s; and Xs| 5o, because of (2). We have

= X{ ¢ with an empty p.

Xsisy.ctr = Xs| sp.ctr and Xs; 51.0 ~pe XsLs2.0 from our relation.

b) By Lemma 113 (SLS AM: Single step preserves =).

¢) By Lemma 114 (SLS SE: Single step preserves =) for Rule R:SE-Ret and Rule R:SE-General twice. Notice
that p is empty now.
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d) We have:
X§L51 :XSLSQ Ap, ctr, o’ h,ny - (p, ctr’, o”"’ b’ ng)
3o =2sis3 - {p,ctr,a’,ny) - (p,etr’, 0" ng)
XéLS4 =XSLS§ -Ap, ctr,a’, h, n)
2,SLS4 =XsLs3 - (p, ctr, o’ ni)

The case is analogous to the Rule S:AM-Store-Spec wrong prediction case in Lemma 65 (S: Soundness
Single Step AM).

V) The observations are

T=ret m-start Xs sy.ctr - bypass Xs s1.0(pc)

T =ret m’ - start Xs_sy.ctr - bypass Xs| s2.0(pc)

for some m, m’ € Vals.
The case is analogous to the misprediction case in Lemma 65 (S: Soundness Single Step AM).
Rule SLS:AM-barr and Rule SLS:AM-barr-spec We prove this for Rule SLS:AM-barr-spec. The proof for Rule SLS:AM-
barr is analogous.
The proof'is analogous to the corresponding case in Lemma 65 (S: Soundness Single Step AM) using Lemma 113 (SLS
AM: Single step preserves =) and Lemma 114 (SLS SE: Single step preserves =),
Rule SLS:AM-NoSpec Most cases are analogous to the barrier case

’

d) The proof proceeds in the same way as in the barrier case above. The argument for INV(Z{ ¢, XéLSl) is

analogous to the corresponding case in Lemma 65 (S: Soundness Single Step AM).

0.6 Completeness
T
init by

Definition 38 (Constructing the Oracle OamSLS). The oracle is built upon a specific executions: zdip,o HZLS Ysis1 ==/IsLs

P —_ T;m
init /7 ||T ’ _— ’ ’
Zsisa 2Ep 0" UG ¢ B¢ oy =Lss 2 g, where Tam # Tap.

Let us denote by the set RB the ids of all ongoing transaction ids in Xs| s1. Since X5 51 = X we know that the same

’
SLS1

’ <. as well. The set RB describes the store instructions that we need to mispredict to

transaction ids are still ongoing in 7 ¢,

reach the difference in the trace.
Our oracle is now defined as follows:
alse, ) if |h| € RB A p(o(pc)) = ret
OamSLS(P, nh) = (F f plotp
(true, 0) otherwise (where p(o(pc)) = ret)
Lemma 118 (SLS: Completeness AM semantics w.r.t. speculative semantics). Let p be a program, w € N be a speculative
window, 0,0’ € InitConf be two initial configurations. If
(1) p.o A4 Tandp, o’ AL ¢ 7 and
2T+
Then there exists an oracle O such that

I po QSLS 71 and p, o’ ﬁg_s 7 and
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OI7#7
Proor. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. We have If
(1) p,o A4 Tand p,o’ A9 7 and
R4
By definition of [1& . we have two final states X5 s and ZSLSF such that Z’Srl’_’ép, o USLS sisF Zsrl‘_’ép, i Z’SLSF

Combined with the fact that 7 # 7', it follows that there are speculative states s 51, Zsi s, ZSLS v ZSLSZ and sequences

N o )
of observations 7, T,y g, T end’ Tam» Tam Such that tgm # 7, Tsis1 = YA and:

. — Tam =
init T — Tend
Z5lsp, o Ug s Zsist ==L0sts Zsisz U Zsisp
,

init _am ’ Thnd <7
Zs sbs o USLS SLS1 =LsLs DR USLs 2SisF

We claim that there is a prediction oracle Ogm,°"° with a speculative window at most e such that

o
a XM (p, o) iSLSXSLS1 and X5 51.0 = X5 51.0 and INV2(Xs; 51, 25 51) and

sLs
init SLS ’
b XS (p,o”) i X¢ gy and X, ¢,.0 =35 .0 and INV2(XY, o, 55 )
C XSLSl = XSle

We get this by applying Lemma 120 (SLS: Stronger Soundness for a specific oracle and for specific executions) on the
Am execution up to the point of the difference i.e., Z‘S’ll_’ép o Ug_s Ss1sq with the Ogpm°"° and Zf“”es being all the states
inznitp o UELS Y55 (similar for ZSm[“ for 2t p o ;S o))

SLS SLS
zbtates Zsmtes
We now show that X s; ~01 s Xsis1 is derived by Rule Single-Base-Oracle (similar for 2| s NOZ o5 XsLs2)-
am

We do a case distinction if there are ongoing transactions in Xs| 51 or not

) . . ZStates . .
no ongoing transactions in Xs; s; ThenZXs s; = Ol s Xs1s1 can only be derived Rule Single-Base-Oracle and Es| 51

has no ongoing transactions as well. Then W;"ll’lave by INV2(Zs.s1,Xs1s1) and Xs; s1.n = L that X5 sq.n = L.
ongoing transactions in X5 s By the definition of the oracle O, we know that for the transaction id where the

difference 74 # Tam’ happens, the oracle mispredicted with a speculation window of w. This is also the

topmost transaction in Xs s.

Furthermore, we know that Xs s1.n > minWndw(Xs_s;) by definition of the oracle Ogp,°"° and minWndw().

Since the next rule cannot be Rule SLS:AM-Rollback, we know that 5| s;.n > 0 and by INV2(Zs| 51, Xs151) wWe

because of 3s; 51 = 3.

get minWndw(Xs| s1) > 0 (Similar for X SLSl).

States
If s 54 ~o st Xsis1 by rollback rule, we would have a contradiction because we would need the topmost

speculation window of Xs| s1.n = 0. But we know that minWndw(Xs s1) > 0, because the speculation window

SLSl

of the topmost instance was created with a speculation window of w.
States

b
Thus, we know that Xs| 5; zol sis 2sLs1 by Rule Single-Base-Oracle.

Tam
We now proceed by case analysis on the rule in </7s| s used to derive Xs; 51 ==/7si.s Zsi.s2. Because Zg| 5 = ZISLSl

’

Tam
and 71 = Tl, we know that the same rule was used in 25Ls1 ==/7s1s Z,SLsz as well.

Rule SLS:AM-Rollback Contradiction. Because g 51 = E,SL51

Since the same instance would be rolled back, we have 74, = 7/,

we have for all instances ®1.ctr = ‘I>’1.ctr.
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Tam

Rule SLS:AM-Context By inversion on Rule SLS:AM-Context for the step Xs; 51 ==/7s.s Zsi.sy we have Zs; 51 =

@sis - sis and Bsi sy = B s - D 5 with Ps(s iEfinﬂsw 3.

We now do inversion on Xs| 51 QTTQSLS Y5159 and &g s ia?mﬁgLs 5’5:

Rule SLS:AM-General Contradiction. By Xg 5 = Z/Sle we know that X5/ sq.p = Z/Sle'ﬁ'
This immediately implies that 74, = Tgm’, Which is not true by assumption.

Rule SLS:AM-barr-spec, Rule SLS:AM-barr Contradiction. Since these rules do not generate any observa-
tion by definition.
This leads to 74m = Tam’.

Rule SLS:AM-NoSpec and Rule SLS:AM-Spec We fulfil all assumptions for Lemma 119 (SLS: AM and Oracle
0 , 0
coincide) and get Xs; “#%¢ Xsp and X7 Jam, X,

Since 7gm # 74, by assumption we are finished.

This completes the proof of our claim.

Lemma 119 (SLS: AM and Oracle coincide). If

e

O by Base and
(2) Zsis s ¥, ¢ and
(3) minWndw(Zs.s) >0
(4) Xsisp=0

Then

o
(1) Xsis “?*SLS XéLs

(1) Ysis =

Proor. Since minWndw(Zsi s) > 0 we know that the next step is not a rollback. From minWndw(Zs s) > 0 and
Xsis we have INV2(Zs s, X5 s) and we get minWndw(Xsi s) > 0 as well.

ZStates

AsLs =g

am

We proceed by inversion on g s :EQSLS Z'SLS:
Rule SLS:AM-NoSpec From the rule, we have that 35 s.o 5 ZISLS.O'.
The case is analogous to the corresponding case in Lemma 67 (S: AM and Oracle coincide).
Rule SLS:AM-barr-spec, Rule SLS:AM-barr From the rule, we have that £ 5.0 — Z’SLS.J.
The case is analogous to the case above.
Rule SLS:AM-Spec Then, 7 is generated by the step s 5.0 5 %, .0 generated by Rule SLS:AM-Spec.

The case is analogous to the corresponding case in Lemma 67 (S: AM and Oracle coincide).

O

Lemma 120 (SLS: Stronger Soundness for a specific oracle and for specific executions). Specific executions means that
there is a difference in the trace but before there is none. We use the oracle Ogm°"° as it is defined by Definition 38 (Con-
structing the Oracle Oam°"° ) for the given execution. If

(1) Zsis1 = Zsisz

(2) Xsisy = Xsisg andp =@

Eflales zgtutes
(3) Zsisq ®o ss Xsist and 3s| sy o s Xsis2
am am
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T ’ T ’
(4) Zsis1 U s 2G5y and sisy U5 24 sy
States _ T ’ States _ T ’
() % = Zsis1 1§ 5 25,5y and 23 = Zsisz g5 2515,

and our oracle is constructed in the way described above Then

0,
I X551 é;',‘Sxéle,XSLsz 57,, X!

sLs2
’
I35, =3,
’ N -
I X¢ ¢, = XSLSz andp =@
, Z.Stutes , E.Stutes
Iv 2SLS1 OamSLS Xiigp and 2, ¢, ~ Outs KsLs2
v =7

Proor. Notice that the proof is very similar to Lemma 64 (S: Soundness Am semantics w.r.t. speculative semantics
with new relation between states). The only different thing is that (1) the specific oracle only mispredicts so there is one
less case in the relation and (2) we have a stronger invariant for that specific oracle.

For these reasons, we will only argue why INV2(X. ) holds in the different cases and leave the rest to the

SLspXéisy
old soundness proof.

By Induction on s sq | ¢ Z/Sle and Ysi sy JE o Z/SLsz'

Rule SLS:AM-Reflection We have %5 51 [ o 3¢ o and .55 [ ¢ 2% o, where 3| o = %551 and 3] ¢ = X5 55. We
7
choose ZSle ¢ and ZSLSZ DI .
We further use Rule SLS:Reflection to derive Xs| sy $§L5X§L51, Xsis2 3 XSLSz with XSLS] = Xs151 and
XéLSz = Xs| 59. We now trivially satisfy all conclusions.

Rule SLS:AM-Single We have Xg| s UELS s with ZSLS ﬁgLs ZSLS1 and Xs| s, USLS c and ZSLS ﬁSLS ZSLsz
We now apply IH on Zg| 51 USLS Ls and Ysiso ’U'SLS SLS and get

(@) Xsisi §§/ X! o XsLs2 i7';SX"

SLS
//
(b) ZSLS - ZSLS
- _
(© X§ =X andp =0
ZStates ZStates .
d 255~ Oum™* (s and X7 o ~ OS5 VSLS
am am
(e) T =7"
2191‘471‘55 , zftates » ZStates //
We do a case distinction on ~ 0 55 in%¢ ¢ anm% cand X7 o ~ 0,55 X{ ¢ by inversion:
. 5 X’ o
sls-com-single-base We thus have ZSLS ~ X{ < Teoms mmWndw(XS ) > 0 and INVZ(ZSLS, X{ <) (Similar
’ 44
for 27| ¢ and X/ ).

We now proceed by inversion on the derivation ZSLS ﬁgLs ZSL51

Rule SLS:AM-Rollback Contradiction, because of minWndw(X. LS) > 0 and INVZ(ZSLS, éLs)’

Rule SLS:AM-General INV2() trivially holds, because it does not change the speculation window of the
states.

Rule SLS:AM-Context We have &g ¢ QSLS ®¢ 5 and CDSLS bSLS E;LS . We fulfil all conditions for

Lemma 121 (SLS AM: Strong Soundness Single Step) which gives us the desired result.
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sls-com-single-rollback We have
X{ s =Xsis3 - (p,ctroa,hon”) - (p, ctr’, o’ W, 0) - X154
3% o =Zsiss - (pctr,o,ny - (p,ctr’, o’ R ,n’) - Ssi sy
Xsis =Xs153 - {p, ctr,a, h,n”")
Zsis =2sis3 - (p, ctr, o, n)
Zsis ~Xstscom

INV2(Zss, XsLs)

’

n >0
14 "
The form of X{| c and 37 . is analogous.

The case is analogous to the corresponding case in Lemma 68 (S: Stronger Soundness for a specific oracle

and for specific executions).

O

Lemma 121 (SLS AM: Strong Soundness Single Step). Let p be a program, w € N be a speculative window, O be a
prediction oracle with speculative window at most @, %si 51 = 2f o - @ o, Bsisp = 28| o - D  be two speculative states
for the always mispredict semantics and Xs| s1, Xs 52, be two speculative states for the speculatzve semantics.

If the following conditions hold:

(1) Zsis1 = Zsis2
(2) Xsis1 = Xsispandp =9

States
(3) Zsis1 = ]
Oﬂm
”

sis XsLs1 and Zsi sy =

s States
2 X

0, SLs SLS2
am

”

(4) ¢ s =Lsis 255y and O s =Lsis 2 o,

©) ZSL51

then there are instances XSLSl’

IXSLSli Sx!

States
€3] and ZSle

X!

and XSLSZ i X/

e thates

{5 for the speculative semantics such that:

SLS1 SLS2

’
D2 ¢ =25,

’ a -
o Xl =X, andp=0

, ZStatea , , zStates
IV 246 = OamSLs Xsisq and X 55 = OmS “5L52
Vre=r

Proor. The proof is very similar to Lemma 65 (S: Soundness Single Step AM). The only different thing is that (1) the
specific oracle only mispredicts so there is one less case in the relation and (2) we have a different invariant for that
specific oracle i.e., INV2(Zs s, Xs1.5)

For these reasons, we will only argue why INV2(X! ) holds in the different cases and leave the rest to the

SLS1’ SLSl
old soundness proof.

Now we do case distinction on the instruction executed:

not ret instruction This includes the rules Rule SLS:NoSpec. We prove that INV2(Z.
for INV2(X!

SLs1’ SLS1) still holds. The proof

SLs2 SLS2) is analogous.
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The proof is analogous to the corresponding case 'not store instruction’ in Lemma 68 (S: Stronger Soundness
for a specific oracle and for specific executions).
Rule SLS:AM-Spec We know that our oracle only mispredicts. That is why only rule SLS:Spec will be used for oracle

states. We know that rule SLS:Spec applies since it is a ret instruction. We have:
’ 177
Xsis1 =Xsis - Fsis
minWndw(XZ's) =minWndw(decr(X¢, 5)) = minWndw(X? ) — 1

’ T o117
X5 5.0 =X 5.0

’ N/
ZSLSI =255 - Psis
122 _3/ _

g gn =g g.n—1

’ T s
Y550 = X550

Note that the step minWndw(decr(X{ ) = minWndw(X{ 1 comes from the fact that minWndw(X{ ) =

Ls) =
%%, o.nand 3s s.n > 0 by assumption.
Depending on the output of the oracle we switch the relation
O(p, 0, h) = (true,0) We need to show that INV2(2Z/'s, X’ ) holds. The argument is the same as above for not
ret instructions.
O(p, 0, h) = (true, @) We need to show that INV2(2Z/s - ®s.s, X&' - Psi s) holds.
The case is analogous to the corresponding case (store misprediction) in Lemma 68 (S: Stronger Soundness

for a specific oracle and for specific executions).

P SPECTECTOR’S SOUNDNESS AND COMPLETENESS

Below, we provide the proof of Theorem 26, which we restate here for simplicity:

THEOREM 26 (CORRECTNESS SPECTECTOR). If SPECTECTOR(p, P, w) terminates, then SPECTECTOR(p, P, w) = SECURE iff
the program p satisfies speculative non-interference w.r.t. the policy P, , a secure speculative semantics + x WFSS and all

prediction oracles O with speculative window at most w.

Proor. Theorem 26 immediately follows from SPECTECTOR’s soundness (see Lemma 122) and completeness (see
Lemma 123). O

These proofs rely on the definition of secure speculative semantics, which we restate here for simplicity: A speculative
semantics /7, is secure (denoted + /9, WEFSS) if:

e Oracle Overapproximation: p +, SNIiff VO. p l—fc) SNI
o Symbolic Consistency: Beh¥ (p) = ,u(Beh;CS (»)
o NS Consistency: Beh$ (p) [ns = Behns(p) = Beh,? (P) Tns

Lemma 122 states that if SPECTECTOR determines a program to be secure, the program is speculatively non-interferent.

Lemma 122. Whenever SPECTECTOR(p, P, w) = SECURE, the program p satisfies speculative non-interference w.r.t. the

policy P, a secure speculative semantics - x WFSS and any oracle O with speculative window at most w.
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PRrOOF. If SPECTECTOR(p, P, w) = SECURE, then for all symbolic traces 7, MEMLEAK(7) = L and CTRLLEAK(7) = L.
Let o and ¢’ be two arbitrary P-indistinguishable initial configurations producing the same concrete non-speculative
trace 7. From NS Consistency, o and ¢’ result in two concrete speculative traces 7. and 7/ with the same non-
speculative projection. From Symbolic Consistency, 7. and 7., correspond to two symbolic traces 75 and 7. Since
CTRLLEAK(7) = L, CTRLLEAK(7{) = L, and 7 [ns = 7/ ['ns, speculatively executed control-flow instructions produce
the same outcome in 7. and 7. Hence, the same code is executed in both traces and 75 = /. From MEMLEAK(75) = L,
the observations produced by speculatively executed load and store instructions are the same. Thus, 7, = 7... Hence,
whenever two initial configurations result in the same non-speculative traces, then they produce the same speculative
traces. Therefore, p satisfies speculative non-interference w.r.t. the always-mispredict semantics with speculative
window w. From this and Oracle Overapproximation, p satisfies speculative non-interference w.r.t. any prediction

oracle with speculative window at most w. O

Lemma 123 states that the leaks found by SPECTECTOR are valid counterexamples to speculative non-interference.

Lemma 123. Whenever SPECTECTOR(p, P, w) = INSECURE, there is an oracle O with speculative window at most w such

that program p does not satisfy speculative non-interference w.r.t. O and the policy P.

ProoF. If SPECTECTOR(p,P) = INSECURE, there is a symbolic trace 7 for which either MEMLEAK(7) = T or
CTRLLEAK(7) = T. In the first case, pthCnd(t) A polEqv(P) A obsEqv(tlns) A —0bsEqv(tlse) is satisfiable. Then,
there are two models for the symbolic trace 7 that (1) satisfy the path condition encoded in 7, (2) agree on the non-
sensitive registers and memory locations in P, (3) produce the same non-speculative projection, and (4) the speculative
projections differ on a load or store observation. From Symbolic Consistency, the two concretizations correspond to
two concrete runs, with different traces, whose non-speculative projection are the same. By combining this with NS
Consistency, there are two configurations that produce the same non-speculative trace but different speculative traces.
This is a violation of speculative non-interference.

In the second case, there is a prefix v - symPc(se) of 7[se such that pthCnd(t s - v) A polEqv(P) A obsEqv(tTns) A
—(se; <> sey) is satisfiable. Hence, there are two symbolic traces 7 and 7’ that produce the same non-speculative
observations but differ on a program counter observation pc n in their speculative projections. Again, this implies,
through Symbolic Consistency and NS Consistency, that there are two P-indistinguishable initial configurations
producing the same non-speculative traces but distinct speculative traces, leading to a violation of speculative non-
interference.

In both cases, p does not satisfy speculative non-interference w.r.t. the always-mispredict semantics with speculative
window w. From this and Oracle Overapproximation, there is a prediction oracle O with speculative window at

most w such that p does not satisfy speculative non-interference w.r.t. 0. O

Thus, the proof is true for every secure speculative semantics.

Q FRAMEWORK DEFINITION

We define a general framework on how to combine different semantics.
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Q.1 Union of States

The states Xy are defined as the union of the state of its parts
Zyy n=2x Uy

Dyy =D UDy

Q.2 Unified Trace Model

Similar to the states X, the observations are defined as the union of the trace models

Obsyy = Obsy U Obsy

Q.3 Join and Projection on instances / states

We define the a join operator Liy, on instances:
Uyt (Br, ®y) > By

Note, that the join operations is only defined iff all the components ¢ in ® N®, are equal, i.e. Vc € O N®y. Oy.c = y.c.

Furthermore, we define projection functions [ as the inverse of the join function:

ny: <I>xy = (CDXsch)
We require that

ny(q)xy ny) :(ny
(ny(q)x,(by)) rxy =((Dx,q>y)
Next, we will define two more specific projection Y, and r}gy:
[‘)’gy: Dyy — Dy
Myt Oxy > Dy

They are defined as the first and second projection of the generated pair from Ix.

Q.4 AM Semantics

T
ny :ijy Z;y

(AM-Context-xy)

z —
q)xy :Z?xy q)xy

— T — —
q)xy : q)xy :’ﬁxy cbxy : (Iny
(AM-x-Rollback-xy)
— rlby ctr —
’ . ’ = 7’
n’ =0orpisstuck  Qxy - Puy - Py Iy, —Lx Pxy - Yy %y
4 — ’’ — 7
DYy =Dy QY .ctr = D .ctr

— rlby ctr —
4 _— 7
Dy - Dy - <I>xy = xy Pxy - Cbxy
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(AM-y-Rollback-xy)

rlby ctr
@;y.n =0 or p is stuck 5xy “ Dy - <I>;y [zy I ﬁy Xy ;C’y rgy
DYy = Py QY y-ctr = Dy .ctr
_ rlby ctr
Dy - Dy <I) ﬁxy Xy <I) ey

xy ”ﬂxy xy

(AM-x-step) (AM-y-: step)
T Zxylky =7 ny Xy
Cny Tiﬁy jﬁx cny r)xcy <I)J(y rxy ﬁﬁy <I)xy rxy
r = z —
(I)xy :ﬁxy ‘ny <ny :’ﬂxy (I)xy

Sy Uy Ty

(AM-Single-xy)
(AM-Reflection-xy) _ T
2xy U)Tcy Z;Cly Z;c,y Eﬂxy Z;C
Say IS, =
Xy Xy Xy xy UTT z/

Q.5 Symbolic Semantics

S a8 8
By Ly Zxy

(SymeOntext—xy)

77475 (DS

—_—

e —_—
d>§y~<1>§ s, 03,08,

(Sym-x-Rollback-xy)

_ rlby ctr ’
n’ =0 or p is stuck CDﬁy : fDﬁy : q’fy Xy — —=03 Cbxy q’gly Xy
’
oS = @S tIJS ctr =05 ctr
Xy Xy Xy Xy
_— rlbx ctr
o3, -0, - of, s, 25, a8/
(Sym-y-RoI[back-xy)
— S rlby ctr S —_— S’ ,
Py n=0orpisstuck @Y, - @3, - P y [xy = —ﬁ fxy
S8 S’/ _ S
D5y =Dy O3y wctr = <I>xyA
S < S/ rlby ctr S S o
CI)xy q)xy S Y, — —ﬁ (15 q)xy
q)S ,QS (I)S ’
(Symfxfstep) (Sym-y-: step)
s z rx —_ z
S g XY lxy S r
CI)xy iy —ix (ny F ny ”ﬁ Y xy Cbsy ny
s Sos 38 S, S, B3, oS
q)xy T?ﬂxy q)xy L *ﬁ [

ey U5y Thy
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(Sym-Single-xy)

(Sym-Reflection-xy) s/ S, y TS S’
xy Suxy ny Z?xy Zxy

Fabian et al.

x Ux 718 S'
y SvVxy xy SU e
Q.6 Oracle semantics
Xxy nyy X;‘y
(SE-Context-xy)
O j—
Py Sxg’ ‘P minWndw(¥xy - Yxy) > 0

if p(o(pc)) = spbarr then ny" = zeroes(?xy) else @xy” = decr(?xy)

-/

— Oy —
Wy - ¥xy @xyy Yoy - Yy

(SE-General-x) (SE-General-y)

Ty Ty 15, 50T, W LR S B AR N
Xy xyp.olxy ~x Pxy T ixyplxy Xy Xyp.olxy ~y  xy” Xyplxy
Yoy W 5O, v Yy ¥ R R
Xy Axyp.r xy Txyixyp xy * Exyp xy Fxyt txygy
(SE-Rollback-x)

o
_ . rlby ctr =%
n’=0orpisstuck  Wyy - ¥y, 13, A0y BTy

¥y = Pyl ctr = ¥ .ctr]

o

— _

Ty Ty Wy Uy L0 Wy WY,
(SE-Rollback-y)

n’ =0orpisstuck Wy, - ¥ y rxy Hy" \Ilr,y rxy
‘If)’c’y = Yyy[ctr = ¥y, y-ctrl

Ty Wy - Wy - Ty Son? Ty - ¥y
(SE*COmmit X)

x 44
Py - Wy I3y S Wiy 13y

\ny "ley . \y;cy . \ny, Ax;y \ny . \Il)’cfy 'Txy’
(SE-Commit- y)

‘llxy yfxy Hyy \P’yrxy

‘Ijxy . \ley . \I/)’cy . \ny' @x;y \Ijxy . ‘P)’r,y . \Ijxy’

Oxy =
\ny J—)xyy \ny
(SE-x-step) (SE-y-step)
Ory = (04,0y) Wyt 5O W 1% - y 0y
Xy = ( X> y) Xy ny ~x Xy rxy Oxy - (Ox’Oy) \Ijxy rxy ~y \yxy er
\ny Hxxy \Il ‘ny Hxxy \Ij

Xy uiy >
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(SE-Single-xy)

Oxy XY~r17 17 TS O’Cy ’
Xxy 5? Xxy Xy Xy Xxy

(SE-Reflection-xy)

Ox
Xxy yi);yXxy Oxyixy ’

Torg XY

Xxy

Let us define what it means for a state to be initial or final.

(Comb-SE:Init)

Xey=¥xy Frygley= (¥ ¥y) Wi init b ¥y: init

F Xxy: init

(Comb-SE:Fin)
Xey=¥ey Fegley= (¥ ¥y)  F¥:fin ¥y fin

F Xxy: fin

(Comb-SE-Initial-State)

X0 (p.0) = Ly (X (p, 0). X" (p. 0))
Q.7 Main definitions from the paper

Here we restate the main definitions of the paper.

Definition 39 (Secure Speculative Semantics). A semantics /), is secure (denoted v /), WEFSS) if:

e Oracle Overapproximation: YO. p I—,? SNIiff p +x SNI
o Symbolic Consistency: Beh§ (p) = /l(Beh;? ()
o NS Consistency: Beh (p) I'ns = Behns(p) = Beh,(c) (P) Tns

Definition 40 (Well-formed composition). A composition /7 of two speculative semantics /9, and /7 is well-formed,
denoted with+ /)y : WFC if:
T T
(1) (Confluence) Whenever Zxy </xy Z;Cy and Zxy <Lxy EQC’y, then Z;y = Z;’y‘
(2) (Projection preservation) For all programs p, Behg‘c’gp) = Beh, ((p)) Iy and Beh?) (p) = Behl, ((p)) rzy‘

4

T - Ux
(3) (Relation preservation) If Zxy =xy Xxy and Zxy fﬁ;y Z;Cy then Xyy oy Y X;cy and Z;Cy =xy X,

y ’,Cy'

(4) (Symbolic Preservation) Ifoy Eﬂfy Zf; and ,u(ny) = Zxy and p k pthCnd(rs) Then there exists Z;y
such that 3y #T(;)A?xy 3Ly and ,u(Z;CS;) = X%y Furthermore, if Sy T?Tﬁxy 3Ly and ,u(Z;?y) = Zxy then
ny —?ﬁfy Zf; ;1(2;?;) = Z;y, pu ok pthCnd(7’) and p(7’) =1

Q.8 Main result
Here is the main result of the paper again.

THEOREM 27 ([9xy 18 WFSS). ift /) WFSS andtv /)y WFSS and v /9y : WFC thent [y, WFSS.

Proor. Immediate from Theorem 28 (NS Consistency) and Theorem 29 (Symbolic Consistency).
Note that the last of WFSS is missing (overapproximation of oracle). Since this is technical, we delay the presentation

and refer the reader to each of the combinations. O
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Now here is one of the main results for the general case that follows from just well-formedness:

Corollary 2 (Security Decomposition). Let+ /9y, : WFC and let p be a program and w be a speculation window. If
P Fxy SNIthen p x SNI and p +y SNL

Proor. Assume p +xy SNL
From p +x SNI and p +, SNI we get:

0,0’ € InitConf
o~po
((p. ) ApsT’s ((p.0")) AnsT’

for some policy P.
We need to show that
(1) ((p, ) ALTx. ((p.0")) A7«
@ (p.0) AL7y, ((p.0) AYFy
From Projection Preservation of + /), : WFC we get Beh? (p) = Beh;’y((p)) My and Beh‘; (p) = Behij((p)) rfcly.
We show the proof for 1) via the projection to x. The proof for 2) is analogous using the projection to y.
Unfolding the definition of p kx, SNI we get:
(1) if o ~p 0" and ((p, 0)) LT, ((p, 07)) AT, then ((p, 0)) AF Ty, ((p.07)) A%y Txy
After initialization with our assumptions we have ((p, o)) Q?y?xy, ((p, ")) [ﬂ;‘c’y?xy.

By the projection to x assumption we have ((p,0)) AZTxy %y € Behg (p) and ((p,0”")) AL Txy My € Beh$ (p),
which is what we needed to show.

]

Corollary 3 (Leakage Preservation). Let+ /9y, : WFC and let p be a program and w be a speculation window. If p ¥x SNI
or p ¥y SNI, then p ¥xy SNL

Proor. By contrapositive. The contrapositive is: p +xy SNI then p kx SNI and p +, SNI This is exactly Security

Decomposition. m]

We leave the proof for Oracle overapproximation to the end of the Technical Report because we need to introduce a

few more concepts.

Q.9 NS Consistency for the general combination

We now prove one of the preconditions of + /7, WFSS for the general combination.

THEOREM 28 (NS CONSISTENCY). If
(D) v Lxy: WFC and
(2) Behyis(p) = Beh? (p) s and
(3) Behis(p) = Beh% (p) s
Then

I Behns(p) = Beh;)y(P) Mns-
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PRroOF. By definition we get 7lps =7 r,%y %y (also commutative).
From + /9, : WFC, we have that Beh;"y(p) [zy = Beh‘; (p).
Again by definition, we get Beh(; P13y = Beh“y’ () Tns (Beh“y’ (p) only has transactions of type y).
By assumption, we know that Beh’lj,’ (p) Ths = Behns(p).
Combining these facts we get:
Beh;)y (P) ns
= Beh2, (p) Iy 1%y
= BehbyJ (») riy
= Beh?; (P) Tns
= Behns(p)

and are finished. m]

Q9.1 Why the behaviour of the source semantics is not strong enough. Here we give some intuition why we need 3)
and 4) of the WFC of the combination. For example, one could think that we could rely on Symbolic Consistency of
the source: Beh? (p) = u(Behs (p)) and Oracle over-approximation: YO. p +< SNIff p r, SNI in the proofs for the
combination.

However, this does not work. Consider this small example and the combination of V1 and V4 into V14.

Listing 1. Speculative leak arising from speculation over branch and store instructions combined.

X = 0;
p = &secret;
p = &public;
if (x !'= 0)

temp &= A[*pl;

We showed that this snippet is vulnerable in V14. Now consider you want to proof that every time you do a step in
the combined AM semantics a step in the combined symbolic semantics should be made as well. As assumptions, we
only assume Symbolic Consistency of the source semantics. However, when we try to execute the store instruction in
line 5, we need to use the V4 semantics to do the step in the combination. But line 5 is never executed under the V4
semantics so it is also not in the behaviour of V4! This means we cannot rely on Symbolic Consistency of V4 to find a
symbolic step here.

While the assumptions look similar, they are a little bit stronger. Assumption 1 (Symbolic Soundness x) is stated for
a general single step and most importantly, this step does not have to be in the behaviour of V4. This makes it stronger
than the behaviour.

That is also similar for the Oracle overapproximation because the behaviour does not account for speculative

interactions in the combination and that is why we have 3) and 4) in the well-formedness condition of the combination.

Q.10 Symbolic Consistency for the general combination

THEOREM 29 (SYMBOLIC CONSISTENCY). Ift /95y : WFC, then Vp. Behj‘c’y(p) = /,t(Behfy(p)).
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Proor. We prove the two directions separately:

& Assume that (p,0s) A%y T € Behfy(p). We thus know there exists + Z;?; : fin such that Z;";jt((p, os)) Sﬂiy Z;CS;

and u F pthCnd(7g). We now apply Lemma 124 (Soundness Symbolic Combination) on Z;'C"!jt((p, 0s)) Sﬂiy Z;?;l
and get Sy [Ty Thyo 4(55y) = Sy and p(7g) =7
Since Z;CS; : finand y(Z;?;/) =X}, wehave F X% : finas well.
Thus, ((p, u(0s))) ALy #(73) € Behy (p). )
= Assume that ((p, 0)) A%,7 € Beh;’y (p). We thus know there exists + Z;y: fin such that Z;’Zt((p, o)) Uy Z;Cy

We now apply Lemma 125 (Completeness Symbolic Combination) on Z;'C";t((p, 0)) Uiy Z;cy and get
SE(p,0) =p(Sgy)
S5y sly 35y
Sy =My
7 =pu(T)
u E pthCnd(7')

Since + 2« finand y(Z;?l;) =X}, we have + Z;CS;/ : fin as well.
Thus, (p,05) ¢12, 75 € BehS, (p) and we are done, since ((p, j(0.5))) 12, #(T5) = ((p, 0)) AL,F:

Lemma 124 (Soundness Symbolic Combination). If
(1) 22y 5l 22, and
() Il(Z;cSy) =2xy
(3) 4 & pthCnd(73)
(4) v Lxy: WFC
Then
I Sy U5y %y and
I p(33y) = Sy and p(7s) = 7

Proor. We proceed by induction on ny Sﬂjsy 2;?;
Rule Sym-Reflection-xy Then we have ny slxy Z;?; with Z,‘?; = Z;?y and by Rule AM-Reflection-xy we have:
I Sxy Je By with 5 = Sy
It is trivially to see that we fulfil all conditions.
o ’ <’ ’ rr TS
Rule Sym-Single-xy We have ny SU,TCSy ts z;fy and by Rule Sym-Single-xy we get ny Sﬂffy ny’ and ny, T?ﬁ;?y
22y
We need to prove
I Zxy U;TC; 2,y and
II y(Zf;) =X,y and u(7s - 75) =7 rand
We apply t{le IH on 2;§y Sﬂg Zf;/ and have a 2;’5, such that:
(1) Sy U5, =y and
@) p(3g,) =3}, and u(7s) = 7 and
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We use Symbolic Preservation (In lemma form here: Lemma 126 (Comb: Soundness single step symbolic)) from
’ s 7 T ’
Fxy: WFCon ny, f?ﬁ;?y E;?y and get 2% </9xy 2}, and ,u(Z;(Sy) =Xy and p(rs) =1

— T
We now use Rule AM-Single-xy on Zxy |5, =, and =Y, </Jxy 2}, and get the desired result.

Lemma 125 (Completeness Symbolic Combination). If

(1) Zyy Uiy 2yy and
(2) F Ly : WFC

Then there is a valuation yi, a symbolic trace T’ and a final state 2;?;, such that

I Zyy= ,u(Z;?y) and
I 55, U35 =5, and
1T 3%, = p(35,) and 7 = u(7s) and

IV p E pthCnd(7g)

Proor. We proceed by induction on 2y Uiy 2y

Rule AM-Reflection-xy Then we have Zxy I3, 2f, with 2} =37 .
I-IV By Rule Sym-Reflection-xy we have ny sl%y Zxy- By construction, we are finished.
-, — T
Rule AM-Single-xy We have Zxy 3," ¥}, and by Rule AM-Single-xy we get Zxy U,Tfy 2Y, and 27, fﬁfy ey
We need to prove
I 3y = ,u(Z;(Sy) and
I 52, gl ™ 25, and
3%, = ,u(Z;(Sy) and7’ -7 = p(ztg’ - rg) and
IV p E pthCnd(zg’ - 1s)
We apply the IH on Xy U;Sy Z;’y and have a Zf;/ such that:
(1) Zxy = ,U(Z;?y) and
< ’r
(2) 29y slvy 22, and
(3) Yy = p(3¢,) and 7’ = p(75’) and
() ¢ pthCnd(z5")
We use Symbolic Preservation (In lemma form here: Lemma 127 (Comb: Completeness single step)) from + /9, :
T 7 TS , ’
WFC on Z;C'y “LIxy Z;y and get Z;Csyl T?ﬁ;?y Z;Csy and p(Z;CSy) = Z;y and pu(rg) =rand y k pthCnd(rg).
By definition, we have yi & pthCnd(7s") since pi ¥ pthCnd(z’) and p & pthCnd(zg’).

Y ’ yr TS ’
We now use Rule Sym-Single-xy on ny SU,TCSy ny/ and ny/ T?ﬂ;?y Z;Csy and get the desired result.
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Q.11 Proving Symbolic Preservation for a combination

Furthermore, it is trivial to derive the 4th condition of WFC if you know it holds for both source semantics.
We can then do a general proof using these assumptions (Assumption 1 and Assumption 2 below) to prove
the Symbolic Preservation of the combination.

We note that the assumptions used here were also used to derive Symbolic Consistency for SSS for the
source semantics V1, V2, V4, V5 and SLS (see Lemma 9 in Spectector). These assumptions relate single steps
of the AM-semantics with single steps in the symbolic semantics. Thus, if you have proven SSS for a new
semantics then you most likely have proven these single-step assumptions as well and can use the general
lemma below to derive Symbolic Consistency of a new combination automatically.

This similarly holds for 3) of the WFC as we will see later.

Assume these two Assumptions are available in all the following proofs of the subsection (and for y as well).

Assumption 1 (Symbolic Soundness x). If
T
(1) x =/)x 2% and
(2) 1(Sxg) = S and
(3) i E pthCnd(zg)
Then
s S 3
(1) Zxs =A% Z%g and
@) p(Sg) = 3% and
(3) u(rs) =t
Assumption 2 (Symbolic Completeness x). If
]
(1) Zxg =L5 Shg and
(2) p(Sxg) =2x
Then
T
(1) Zx =)x T and
(2) p(Zs,) =2 and
(3) u(rs) =7 and
(4) p E pthCnd(zg)
Lemma 126 (Comb: Soundness single step symbolic). If
78 ,
(1) 35, =05, =5, and
2 ﬂ(zfy) =2xy
(3) i E pthCnd(zg)
Then there exists X, such that
T
I Zxy Lxy Z;y and
I p(38,) =%, and
II p(rg) =7
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7S ,
Proor. We proceed by inversion on Z;?y f?ﬁ;?y 2;?y:

Rule Sym-x-Rollback-xy Since p does not change the speculation window and ctr and ,u(E;?y) = Yy, we have

Sxyn= =S

%y = 0and Sxy.cir = Z;? .ctr.

I

T ’
Zxy ﬁxy Xy We can use the same rule Rule AM-x-Rollback-xy in the semantics to derive Z S ZS !
,u(ny) = xy and p(7g) = ¢ The rule only deletes the topmost instance and changes the ctr of the instance
below. Since Xy y.ctr = ny.ctr, we have ;1(2;?;) =3y and p(rs) = .
Rule Sym-y-Rollback-xy Analogous to case Rule Sym-x-Rollback-xy.
s —_— s —_—
Rule Sym-Context-xy We then have CDS f?é?fy ;?y We proceed by inversion on CD;CSy T?A?;(Sy <I>;?y

Rule Sym-x-step Then we have @ oy [ xxy %° <I>S y- Note that ;1(<1> ) [ = Oyy r;‘y because of
p(ELy) = Sxy.
Furthermore, we have CI);CSy.O' s(pc) = Oxy.0o(pc) since the pc is concrete. That means the same instruction
is executed.
I:I/ow we use Assumption 1 (Symbolic Soundness x) and get @y, r§y Jﬂx E;y [i‘{y with p(q)_;(gy’) r§y =
D,y F%id/ﬂ(fs) =T
From (@, ) 1%y = @y 1%, and p(35,) = Sxy We get p(33,) = 3,
Next, we use Rule AM-x-step (up to Confluence) using @y rﬁy T?Tﬁx E;y [ﬁy and get Oy y :gﬁxy E;y and
are finished.

Rule Sym-y-step Then we have fbxy rxy Wﬁ Zaylty® CIDS rxy Note that (@S )rxy = Dyy rxy because of
p(ESy) = Sxy.

The proof is analogous to the case above using Assumption 1 (Symbolic Soundness x).

Lemma 127 (Comb: Completeness single step). If

(1) Zxy :zﬂxy Z;y and
@) p(ELy) = Sxy
Then
I3, ;ﬁfy =9, and
I p(35,) =%, and
II p e pthCnd(7’) and pu(7’) =7

T
Proor. We proceed by inversion on Xy y </9xy %,

Rule AM-x-Rollback-xy Since p does not change the speculation window and ctr and ,u(ny) = Zxy, we have

ny n= ZSy n=0and Xyy.ctr = ny.ctr.

TS s - ; ; e sS TS 5S
y L%y Zxy We can use the same rule in the symbolic semantics to derive 23, =/ 2,
,u(ny) = xy The rule only deletes the topmost instance and changes the ctr of the instance below. Since
Sxy.ctr = Z;(Sy.ctr, we have ,u(Z;%) =3
i E pthCnd(7") and p(z’) = Since the Zyy.ctr = ny,ctr we already have p(7’) = 7, since 7 = rlby cir.
Furthermore since 7g = rlby cir, we have u E pthCnd(z’) = T by definition.



206 Fabian et al.

Rule AM-y-Rollback-xy Analogous to case Rule AM-x-Rollback-xy.
Rule AM-Context-xy We then have @y :gﬂxy 5;5, We proceed by inversion on @y T?Q?xy 5;
Rule AM-x-step Then we have ®xy [, ﬂxm’r’“’ Cbxy[ . Note that ,u(CD ) Iy = @xyl¥y because of
p(ESy) = Sxy.
Furthermore, we have @fy.o s(pc) = @yy.0(pc) since the pc is concrete. That means the same instruction
is executed.
Now we use Assumption 2 (Symbolic Completeness x) and get CI) ,,ﬁs D2y [‘ with y(QD_,‘CSy’) ey =
xy [xy and pu(rg) = rand p F pthCnd(rg).
,

4 ’
From p(@5y )15, = @y 1%, and p(35,) = Sy we get u(35)) = 3
T —_— s
Next, we use Rule Sym-x-step (up to Confluence) using <I>;§y §y :ﬁ,‘f <I>;Csy %y and get tI);CSy :Tﬂ;?y @f
and are finished.

Rule AM-y-step Analogous to the case above using Assumption 2 (Symbolic Completeness x) for the y-step.

]

R WFC OF ALL THE REMAINING COMBINATIONS

In this section, we show that our combined semantics fulfil our well-formedness condition defined in Appendix Q. As a
reminder, here is the definition of well-formedness.
T T
(1) (Confluence) Whenever Zxy </xy Z;y and Zxy Lxy ;’y, then 2’ = Z”
(2) (Projection preservation) For all programs p, Behy (p) Beh‘“y((p)) My and Behw (p) = Beh y((p)) rxy

Oy
(3) (Relation preservation) If Xy =xy Xxy and Zyy ﬁxy "y then Xxy Mxyy* Xyy and Ty may Xpy
zstates

4) (Relatlon Preservation new ) V =yxy€ {=, = b If By = ny and Xyy = X;y and Zyy =xy Xxy and

’

* ’ T * Tt 0 XYy yrr T 7 O w 31T
Zxy :Z?xy ny and ny fﬁxy P thenX xy Mxy X5 X Xy j‘*xy Xy and ny ~xy X. andZ
and X3, = X;T.

~ it
xy—z

ZStates

AM and Oracle c01nc1de If Xyy = Xxy by Base and 2y ﬁxy and minWndw(2xy) > 0 and Xyy.p = @

then Xoy £ ny X)’Cy

(5) (Symbolic Preservation) If ZS *QS Zs and /,1(2 ) = Zxy and p k pthCnd(zs) Then there exists Z
n(ts)
such that Zyy —=/Qxy 2 and /,1(2 ) =3 Furthermore, if Sy fﬁxy and y(Z ) = Yy then
7
%y 2%y
In general, Confluence follows from the correct instantiation of the metaparameter Z. Our AM semantics delegate

;1(2;(9;) = Z;{y, u E pthCnd(7’) and p(7’) =7

back to the non-speculative semantics in all cases not related to speculation. Since the non-speculative semantics is
deterministic, all the rules delegating back are confluent. The only difference in the execution can appear if speculation is
started. However, then the metaparamter restricts the no-branching rule of the other semantics part of the combination
and it cannot be used. Thus, speculation is always started and only one rule is possible, contradicting the assumption
of Confluence. For a concrete proof we refer to Lemma 142 (V45 AM: Confluence). So in the remainder, we will not
reference Confluence for each of the combination but rely on this meta-argument above.

For Symbolic Preservation, we rely on our general construction in Appendix Q.11, where we need to fulfil the

assumptions made, which we will provide now
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/75 The lemmas needed are Appendix G.4.2 (Soundness) and Proposition 8 ().
/77 The lemmas needed are Lemma 31 (J: Soundness single step) and Lemma 33 (J: Completeness single step).
/?s The lemmas needed are Lemma 57 (S: Soundness single step) and Lemma 59 (S: Completeness single step).
/7r The lemmas needed are Lemma 83 (R: Soundness single step) and Lemma 85 (R: Completeness single step).
/Is.s The lemmas needed are Lemma 108 (SLS: Soundness single step) and Lemma 111 (SLS: Completeness single
step).

Thus, all of the combinations will fulfil Symbolic Preservation because all the source semantics for the combinations
fulfil the assumptions needed to derive it generally.

For Relation Preservation, we also rely on our general construction in Appendix R.15, where we need to fulfil the

assumptions made, which we will provide now:

/75 The lemmas needed are Appendix G.4.2 (Soundness) and Proposition 8 ().

/77 The lemmas needed are Lemma 40 (J: Soundness Single Step AM) and Lemma 43 (J: Stronger Soundness for a
specific oracle and for specific executions).

/?s The lemmas needed are Lemma 65 (S: Soundness Single Step AM) and Lemma 68 (S: Stronger Soundness for a
specific oracle and for specific executions).

/Ir The lemmas needed are Lemma 91 (R: Soundness Single Step AM) and Lemma 94 (R:Stronger Soundness for a
specific oracle and for specific executions).

/Is.s The lemmas needed are Lemma 117 (SLS: Soundness Single Step AM) and Lemma 120 (SLS: Stronger Soundness

for a specific oracle and for specific executions).
For the condition or AM and Oracle coincide we again rely on the general construction found in Appendix R.15:

/75 The lemma needed is Lemma 18 (53: AM and Oracle coincide)

/77 The lemma needed is Lemma 42 (}: AM and Oracle coincide)

/75 The lemma needed is Lemma 67 (S: AM and Oracle coincide)

/7r The lemma needed is Lemma 93 (R: AM and Oracle coincide)
/Js.s The lemma needed is Lemma 119 (SLS: AM and Oracle coincide)

The remaining proofs for Projection Preservation follow a very similar structure and we only describe the difference

in the relevant cases. For a complete proof, we refer to Appendix T.

The idea for Projection Preservation is this. We create a new relation that is very strong, i.e. the relevant
parts of the state of the combination and the specific source variant are the same and one where speculation
of the other source is happening. When the combination does a step, it can either be an x step or a y step. If
it is an x-step and we relate to source x semantics, then we do the same step in the source. If it is a y-step, we
know by Confluence that it only matters if a new speculative transaction is started, since this speculation
does not happen in the x semantics. However, this is speculation and is removed by the projection function.

In this case we wait until speculation is over and continue in the relation.

R1 /) +

R.1.1  Projection Preservation.
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THEOREM 30 (B + J: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window.
Then Beh? (p) = Beh;tR (p)1°.
Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 31 (B + J: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window.
Then Beh (p) = Beh,™ (p) M.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O
R2  [nisis
R.2.1  Projection Preservation.

THEOREM 32 (B + SLS: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh? (p) = Beh;t> (p)1".

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 33 (B + SLS: RELATING SLS WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then BehS, . (p) = Beh,;"*->(p) 1°-°.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O
R3 1 J+S
R.3.1 Projection Preservation.

THEOREM 34 (7+ S: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window.
Then Beh‘]" (p) = BehZTS (.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 35 (7+ S: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window.
S
Then Beh (p) = Beh.;” (p) 1°.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O
R4 [sisis
R.4.1  Projection Preservation.

THEOREM 36 (S + SLS: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh? (p) = BehS S (p) 1°.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 37 (S + SLS: RELATING SLS WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation

window. Then Beh) . (p) = Beh S (p) 155S.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O
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R5  Opr

R.5.1 Projection Preservation.

THEOREM 38 (7+ R: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window.
Then Beh‘j;) (p) = BehZ:rR (.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 39 (7+ R: RELATING V5 WITH PROJECTION OF COMBINED). Let p be a program and o be a speculation window.
Then Beh® (p) = Beh )} (p) I".

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O
R.6  /[jisis
R.6.1 Projection Preservation.

THEOREM 40 (J+ SLS: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh“;’ (p) = BehZ;rSLS(p) M.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 41 (7 + SLS: RELATING SLS WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
. FSLS
window. Then Beh) o (p) = Beh'Z;r (p)1°->.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O
R.7  Lvayss
R.7.1  Projection Preservation.

THEOREM 42 (B + 7+ S: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation

window. Then Beh® (p) = Beh(;ﬁS (p)r-.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 43 (B + 7+ S: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh%’ (p) = Behw"'ﬁ'S () 1.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

THEOREM 44 (B + 7+ S: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh? (p) = Betherrs (P1°.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O
R.8  [p4sr
R.8.1 Projection Preservation.

THEOREM 45 (B + 7+ R: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and o be a speculation
++R

window. Then Beh? (p) = Beh,, ™ (p)I".
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Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 46 (5 + 7+ R: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and o be a speculation
window. Then Beh‘]" (p) = Bethr'HR (.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 47 (B + 7+ R: RELATING V5 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation

window. Then Behf‘{) (p) = Beho;r]JrR (p) MR,

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

RO [p4yesis

R.9.1 Projection Preservation.

THEOREM 48 (B + 7+ SLS: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh® (p) = Behw+'7+SLS(p) [

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 49 (B + 7+ SLS: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Behf}’ (p) = Behw+'7+SLS(p) M.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

THEOREM 50 (B + 7+ SLS: RELATING SLS WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh{, . (p) = Behw+*7+SLS(p) poLs,

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

R.10 [)isr

R.10.1  Projection Preservation.

THEOREM 51 (7+ S + R: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh?" (p) = BehZ:rS+R(p) M.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 52 (74 S + R: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh? (p) = Beh(z;rsm(p) M.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

THEOREM 53 (7+ S + R: RELATING V5 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh{; (p) = Beh’z)"s"'R ()1~

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O
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RIT  [isisis

R.11.1  Projection Preservation.

THEOREM 54 (7+ S + SLS: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh‘]‘) (p) = BethSJrSLS(p) M.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 55 (7+ S + SLS: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh? (p) = Beha]fs"'SLs(p) M.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

THEOREM 56 (7+ S + SLS: RELATING SLS WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh) o (p) = BehZ;rS"LSLS(p) poLs,

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

RI2 [Ipisists

THEOREM 57 (B + S + SLS: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh® (p) = Beh.;F>+55 (p) 17,

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 58 (B + S + SLS: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh? (p) = Beh ;5SS (p) ).

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

THEOREM 59 (B + S + SLS: RELATING SLS WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation

window. Then Beh) . (p) = BehlFSSLS (pypsts,

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O
RI3 [Opijsser
R.13.1  Projection Preservation.

THEOREM 60 (5 + 7+ S + R: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation

window. Then Beh® (p) = Behw+']+S+R (p)re.
Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 61 (B + J+ S + R: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Behf]" (p) = Behw+7+S+R(p) [‘-7.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

THEOREM 62 (B + 7+ S + R: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh? (p) = BehJﬁSJrR (p)r°.
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Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 63 (B + 7+ S + R: RELATING V5 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh{) (p) = Beh;%sJrR ()t

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

R.14 [Ip4j4sesis
R.14.1  Projection Preservation.

THEOREM 64 (B + 7+ S+ SLS: RELATING V1 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh® (p) = Behw+'7+S+R »r-.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 65 (B + J+ S+ SLS: RELATING V2 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh?" (p) = Behw+‘7+s+SLS(p) M.

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

THEOREM 66 (55 + 4 S+ SLS: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh? (p) = Behw+]+S+SLs(p) M.

Proor. The proof is analogous to Theorem 69 (V45: Relating V4 with projection of combined). O

THEOREM 67 (B + J+S+SLS: RELATING SLS WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation
window. Then Beh{) o (p) = Behw+]+S+SLS(p) PoLs,

Proor. The proof is analogous to Theorem 70 (V45: Relating V5 with projection of combined). O

The combinations not possible are:

(1) 2 combinations: /p4s s
(2) 3 combinations: /9 74r4sLss L2B4R+SLSs £ S+R4SLS

(3) 4 combinations: /7 +j+R+SLS,ﬂ +S+R+SLSsﬁ]+S+R+SLS
(4) 5 combinations: /954 74s4R45LS

R.15 Oracle Overapproximation for the general combination

THEOREM 68 (ORACLE OVERAPPROXIMATION). A program p satisfies SNI for a security policy P and all prediction oracles
O with speculative window at most w iff for all initial configurations o,¢’ € InitConf, ifo ~p ¢’ and ((p, o)) QT
((p.0")) AT, then ((p.0) AL, T, ((p. ") AZ,T"

PROOF. Let p be a program, P be a policy and w € N be a speculative window. We prove the two directions separately.
(=) We have
(1) o ~p o’ and
@) ((p.0)) AnsT', ((p. ") LT and

(3) p satisfies SNI for policy P and all prediction oracles O with speculative window at most «



Detecting speculative leaks with compositional semantics - Technical Report 213

and we need to show that ((p, 0)) AL, 7", ((p,0”)) AL, 7" holds.
We unfold the definition of SNI and have for all O with speculation window at most w, for all initial configurations
0,0’,if o ~p o’ and ((p, 0)) AlgT (. 0”)) AygT: then (p, o) AZ, 7 and (p,o’) A, 7.
We fulfill all premises of SNI by a) and b) for p and get (p, o) Q,?y 7’ and (p, o) Q)?y 7.
We use Proposition 13 (Combined: Sound and Completeness between Spec and AM semantics) with (p, o) [ﬂgy T
and (p, o’) ﬂfy 7' to get ((p,0)) AL,7", ((p,0”")) A, 7. This completes the proof.
(&) We have
(1) 0 ~p o’ and
(@) ((p.0)) AysT. ((p. ")) Alys and
(3) if o ~p o’ and ((p, 0)) Flyg?. ((p. o)) Flyg? then ((p, o)) AL, (p o)) AL,
Note that we got assumptions a) and b) by the unfolding of the definition of SNI. We need to show that
(p.0) A, T and (p,o’) AZ, 7’ holds.
By using assumption a) and b) for assumption c), we get ((p,0)) AZ, 7", ((p,0")) AL, 7"
Let O be an arbitrary prediction oracle with speculative window at most w.
From Proposition 13 (Combined: Sound and Completeness between Spec and AM semantics) with ((p, o)) [ﬂ;’y?",
((p,0") A7 we get back (p, o) Q)?y 7, (p,d’) ﬁ,(c)y 7. Consequently, p satisfies SNI w.r.t. P and O.
Since O was an arbitrary prediction oracle with speculation window at most w, then p satisfies SNI for P and

all prediction oracles with speculation window at most w.

Proposition 13 (Combined: Sound and Completeness between Spec and AM semantics). Let p be a program, w € N
be a speculative window, 0,0” € InitConf be two initial configurations. We have ((p, o)) A%,7 and ((p,o")) A%, 7 iff
(p, o) Q,?y T, (p, o) ng 7 for all prediction oracles O with speculative window at most w.

Proor. The proposition immediately follows from Lemma 129 (Comb: Soundness Am semantics w.r.t. speculative

semantics) and Lemma 130 (Comb: Completeness Am semantics w.r.t. Oracle semantics) [m]

R.15.1 Soundness.

Definition 41 (Relation between AM and Oracle States General). We define two relations between AM and oracle

semantics. = ~
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(Single-Base)
z:xy ~ Xxy Tcom INV(ny, Xxy)

(%] szXxy

(Base)

(Single-OracleTrue)
Sxy ~ Xxylcom  elem_of_states(®xy) = elem_of_states(¥xy) — Pxy.ctr = Yyy.ctr fD;Cylctr = ‘I’J’Cylctr
Xxy = XJ/cy : \ny Zxy = Z;cy . (ny INV(nysXxy)

Py Py oy - By = Xy W 'l’ialse

(Single-Transaction-Rollback)
Zxy ~ Xxylcom  elem_of_states(®yy) = elem_of_states(Wyxy) — Dxy.ctr = Wyy.ctr fD;y.ctr = ‘I’J'Cy.ctr
’ . . ’ ’ ’ ’
Yeyn=0 1s_mlspred(‘I’xy) Dy’ 20 Xey =Xyy - Fry Sxy =Zhy  Pxy INV (Zxy, Xxy)

’ ’ [/ ’ ! 44
Sy Py - Py By~ Xy - Yy - Wiy - XY,

(Single)
(Base) |Z;(y| = |X,'(y| Z;Cy ~ X)’(y elem_of_states(®xy) = elem_of_states(¥xy)
©~0 zgcy'q)xy"XJ’cy"ley

Here are the defintion of elem_of states for the different concrete states:

elem_of_states(Zx) =(p, ctr, o)
elem_of_states(Xy) =(p, ctr, o)where x € {B, J,S,SLS}
elem_of_states(Zg) =(p, ctr, o, R)

elem_of_states(Xgr) =(p, ctr,o,R)

Definition 42 (Comb: Comparison of elem_of_states). elem_of_states >y, = elem_of _states Xy = elem_of_states Xy [§y =

elem_of_states Xy r;gy and elem_of_states Yy r}jy = elem_of_states Xy r}gy

elem_of_states(Zy) C elem_of _states(Zyy)

elem_of_states(Zyy) \ elem_of _states(Zy) elem_of_states(Zxy [;‘y) ¢ elem_of _states(Zxy) \ elem_of_states(Zy)

The predicate is_mispred states if the speculative instance was created by a misprediction or a commit action. A
correct decision (commit) is annotated with false, while an incorrect decision (will rolled back) is annotated with true.

This is uniform with all the source semantics. We can uniformly represent the decision with a boolean.

We define one relation for all of these proofs. Note that this relation differentiates between rolled back,
committed and a base case. The only dependent here is on ¢ and n. Nothing more is needed. All our
semantics share this structure. Thus we define a base relation here. This is possible because we can represent

if a state needs to be rolled back or committed with a boolean on the state for all speculative semantics.

True means speculation started and mispredicted. False means the transaction will be committed.
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Related to the combination. The combination tracks from where every instance in the state is coming from.

So it is always clear which commit rule needs to be used.

Lemma 128 (Comb: Intial states in =). Let p be a program, w be a speculation window and O be an oracle with speculation
window at most w. If

(1) 0,0’ € InitConf and

(2) Z””t(p o) and Z’"”(p o’) and

3) X””t(p o) andX"“t(p o)
Then

(1) X"”t(p o) = X’””(p a’) and

@) 28 (p.o) = 2 (p,o”) and

(3) Z"”t(p o)~ X””t(p o) andZ””t(p o) = X’"”(p o’) by Rule Single-Base

Proor. We have
(1) 0,0’ € InitConf and
(2) Z””t(p o) and Zm”(p o’) and
3) X””t(p o) andX‘””(p a’)
All follow from the definition ofX””t() and Zm’t()
I Immediate

II Immediate

III Immediate using Rule Single-Base

Lemma 129 (Comb: Soundness Am semantics w.r.t. speculative semantics). If
(D) v Lxy : WFC
(2) 0,0’ € nitConf and
) ((p.0) AZ,7. ((p.0") ARyT

Then for all prediction oracles O with speculation window at most w.
I (p,o) AG,7, (p,0) A, 7
Proor. Let w € N be a speculation window and o, ¢’ € InitConf be two initial configurations. We have:

(1) ((p: O-)) Qxy?s ((p> O'/)) ;‘C)y?
Furthermore, let O be an arbitrary prediction oracle with speculative window at most w.
Then we know there are executions 2’””((1), o) ny y and Z”’”(p, o) ny 2” where F Z;Cy: finand + Z;C’y: fin.
We unfold the definition of Qxy and get X”’”(p, o) and X’"”(p, ¢’) as initial states.
Ox
We need to find + X}, : fin,+ X/, : fin such that Xm”(p o) ny y and X"”t(p yﬁ;yX,’c'y.
Since we know by Lemma 128 (Comb. Intial states in =) that our 1n1t1al states fulfill all the premises for applying

F [2xy : WFC Relation Preservation and we get:
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(1) Xinit(p Xyi’CyX/ Xlnlt(p xyi’fyX/

xXyyr’ Xy2
(2) 2y =3,
7 h =
(3) Xy, = Xxy2 andp =9
(4) =y Xxy1 and ¥}, ~ X?,(yz
(5) ?l — ?/I
We now argue, how we obtain final states from the oracle states X, and X7, ..
Notice that because of - X%, : finand + 2V, : finthat X%, » X[, and 3}, ~ X[, can only be related by Rule Single-
Base, because there are no ongoing transactions in ¥}, and 2,
We now do a case analysis on the length of X}, and Xiyy Smce Xiy, = Xiy,» we know that [XT, [ =[X{,|-
IX%y,l =1 Weknow that 3, » X;, and+ X, : fin.

Because of 3/ y+ fin, we know that ny.a € FinalConf.
Thus, by 2, X we have X}, .0 € FinalConf since X, .0 =3\ ,.0

Xyq xXy1’
Because | xyl| =1, we also have X xyl =1
We can now conclude that - X;Cy ) : fin.
| xyl| > 1 We know that Z;( Xxy1 and Z;y:ﬁn.
Because of + X, : fin, we know that X} .0 € FinalConf and +¢ X, : noongoing
Thus, by X, Xxy1 we have Xxy1 o € FinalConf since Xxy1 =3X}y.0and o X: xyl : noongoing,

Since X}, .0 € FinalConf and X%y 1> 1, we know there are speculative instances that need to be committed.
We can now apply Lemma 8 (Reaching Final state from final configuration (Finish commit instances)):
o
1) X, xyi"yx’

XY1 7’
(2) Vr e o= commlt id for some id € N
() FX5y: fin
’
4) X y0=Xry,-0
Because of XJ’Cy L= XJ’Cy 5 We know that X, xy, generates the same trace with the same ids for the commits. Thus,
b X5yt fin.
The case for X,’Cy , are analogous and not shown here.
Thus, (p.0) A, 7 - 7', (p.o") A, 7 - T'. O

R.15.2 Completeness.

Definition 43 (Combined: Constructing the AM Oracle). We rely for the construction of the oracle Oy, on the construction
of its parts.

Thus, we have Oy = (0%, 02, for the speculative oracle combined semantics.
For a given Xy ﬂiy 2y we can extract all the states into a set yStates

Definition 44 (Relation between AM and Spec for oracles that only mispredict). We define two relations, o, and ~,
between AM and oracle semantics. Note that =~ is indexed by an AM oracle and a set of stats on which the relation will

hold. This oracle has to always mispredict.

thates
Zx "’Oxy Xx
am
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(Base-Oracle) (Single-Base-Oracle)
Sy~ Xelcom  INV2(Sx,Xy) minWndw(Xy) >0 3, € yStates
@ zZStates Estates
0231 x zoxy Xx

(Single-Transaction-Rollback-Oracle)
B~ X Tcom Dp.n>=0 elem_of_states(®x) = elem_of_states(¥y)
X7 =X ¥y @) .ctr = ¥,.ctr ¥Y.n=0
S =%, @ INV2(SxXy) iy 0 O 5y € mStates

EStates

Z;Cy Dy - (I)gcrug’ . le Moy X),C S - \I])?’ue’

Lemma 130 (Comb: Completeness Am semantics w.r.t. Oracle semantics). Let p be a program, w € N be a speculative
window, o, ¢’ € InitConf be two initial configurations. If
(1) ((p.0)) AL,F and ((p, ")) AL,F and
2 T+7
Then there exists an oracle O such that
I (p,0) [ﬂ)?y 71 and (p, o’) Q?y 7 and
I7#7
ProorF. Let w € N be a speculative window, o, ¢’ € InitConf be two initial configurations. We have If

(1) ((p,0) ALy7and ((p,0")) A7 and

2 T7
By definition of ((p,0)) Q;’y? we have two final states Zyy and Z;yF such that Z,icnét(p, o) Uiy Sxyp Z;'C”é‘(p,
a’) Ufcly 2y p- Combined with the fact that 7 # 7', it follows that there are speculative states 2}, 337, Zj(y, Z;Z and

sequences of observations 7, T, g, ?;nd, Tam, Tom Such that 7qm # 77, Z;‘Cy =] Zly and:

.. _ Tam —
t — T
2;:!; (P, 0) Jl;[cy Z;y T:ﬁxy 2;*5, Uxeynd EXyF
[# =
init T L
2y (207) Uy Zxy =Ly Zay Wy Ty
We claim that there is a prediction oracle O with speculative window at most w such that

ini OX * * * * *
a) XI"it(p, o) Oyﬁjf YX:, and X} .0 = 3%,.0 and INV2(X},, 5%,) and
b) XMt (p,o’) *E5YXL, and X[ .0 = 51,0 and INV2(X{,. 51,

¢) Xiy Zxy Xiy

We achieve this by applying + /7y : WFC Relation Preservation AM on the AM execution up to the point of the
difference Z;’Zt (p,0) Uiy Sy, With the 0, and th‘”es being all the states in Z;{‘ly (p,o) ﬂiy Sy, (similar for ngtes
it _
for 535 (p. 0”) Uy By ) . .
tat. tates +
We now show that 2%, zZOx: es Xy and Zly z%x: ¢ Xyy is derived by Rule Single-Base-Oracle.

% NZSatthes A
XY O
ongoing speculative transactions in Xj;y or not:

T zStates

We only show and X X;y since and 2, & oY X,]:y is analogous We do a case distinction if there are
am

no ongoing transactions in X;;, Then, 2}, has no ongoing transactions as well and we have by INV2(2},, X7,

XY xy
and X3 ,.n = L that X3, .n = 1 that 3}

Xy zf)i,:r;:es X%y can only be derived Rule Single-Base-Oracle .
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ongoing transactions in X;y By the definition of the oracle O, we know that the for the transaction id where the

difference 74m # Tam happens, the oracle mispredicted with a speculation window of w. This is also the topmost
transaction in Xy .

Furthermore, we know that X;y.n > miandw(X;y) by definition of the oracle O.y, and minWndw().

Since the next rule cannot be Rule AM-x-Rollback-xy or Rule AM-y-Rollback-xy, we know that Z;y.n > 0 and

by INVZ(ZS;y,X;;y) we get miandw(X)*cy) > 0 (Similar for Xj;y because of Z;‘Cy = Z;y),
tates
If 35y zf) y  Xxy by rollback rule, we would have a contradiction because we would need the topmost

speculation window of Xy, .n = 0. But we know that minWndw(X,) > 0, because the speculation window of

the topmost instance was created with a speculation window of w.

NEStates .
Now we know that X7, ~ oxY 2%y by Rule Single-Base-Oracle.
T ates "
We can now use Lemma 139 (Comb: AM and Oracle coincide) with X3, Tafinﬂxy 3¢y and X3, zzai{{ 2}y and get

s

Tam N
Similar we apply Lemma 139 (Comb: AM and Oracle coincide) with Z};y ==Lxy ZLL and X,

Xi, Jem X0

T, Hk
Sy ey X

Oy

yStates

y Foxu Zj(y and get

Oxy
xy-

We are now done because we found a difference in the oracle execution since tgm # 7o,

R.16 Proving Relation Preservation for a combination

We can derive the 3rd and 5th condition of WFC in general. We use assumptions about the source semantics (fulfilled

by all our semantics) to derive WFC 3 generally.

Assumption 3 (Relation Preservation x). If
(1) Zx =x Xy andZi Xy X; and

T } T TT
(2) By =x Ty and Ty <L
(3) Sy =35 and X, = X,

Then there exists X5, and X,'CH

Ox Ox +
I X 85X and X8R X
I 3 =x X}, and >~ XIT and

m s, =31 and X, = xJ7

Assumption 4 (Relation Preservation y). If

(1) Zy =Xy andZL ~y X! and

y

r ’ + Tt
2) Ty i’ﬁy Zy andZy fﬁy Zy
(3) By = =0 and Xy = X}

Then

Ousy 3 Oy y it
I Xy "$¥X; and X if,xy
I % ~y X, and 2} =y X and

y~y -ty

~ it ~ xit
o 3 =% and Xj = X
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Lemma 131 (Relation Preservation : Soundness big-step). If

(1) Zxy; = Zxy,

(2) Xxy, = Xxy, andp =0

(3) Zxyy ® Xy, and Zxy, = Xy,

(4) Zxyy Ugy 2;‘91 and Zyy, Uiy chyz

Then for all prediction oracles O with speculation window at most w.

Oxy XY~yr Oxy XY~rr
I Xay, 85Xy Xay, $TIX

XYy2
%y, = Xy,
I X, =Xy, andp=0
’ ~ Y/ ’ ~ Y/
IV Sy, ® Xpy, and Sy, ~ Xy,
V ?/ =?//

Proor. Rule AM-Reflection-xy We have Sxy, U5, %y, and Sy, U5, 3%, where 35 = 3xy, and 3

Sxyye
Ox Ox .
Furthermore, we use Rule SE-Reflection-xy to derive Xy, yifyX,’cyl, Xxy, yi;‘yx,'cyz with X3, |
and X3, = Xxy,.
We now trivially satisfy all conclusions.
= T — T

Rule AM-Single-xy We have ny} ll,’cy Z;(y with Z;Cy Lxy chyl and Yy, ll;y Z;C'y and Z;(’y Lxy E;Cyz‘

We now apply IH on Zxy, 5, 2y, and Exy, |5, XY, and get

(@) Xxy, Oxyiif‘,yx;y, Xey, O"yiif‘,?x,'gy

(b) =5, ==Y,

(©) Xyy =X andp' =02

(d) 2y~ Xyyand 2, ~ X,

() T =7"

Base We thus have X}, ~ X}, lcom and INV(2, X},) (Similar for ¥Y, and X).

We only show the proof for X, here. The proof for XY/, is analogous, because of Xy, = X}/, .
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xyy =

= Xxy,

Notice that if min Wndw(X,’Cy) = 0 then the transaction with n = 0 has to be one that will be committed.

Otherwise, they would be related by Rule Single-Transaction-Rollback.
To account for possible outstanding commits, we can use Lemma 9 (Executing a chain of commits)
and get
o
’ XYSXY o117

f) X, IIXY

g) miandw(X,’c’!;) >0

h) ¥z € 7”. 7 = commit id for some id € N

i) XJ’CyAJ = X,’C’y’.o

By h) and the definition of s we have 7"/ [,5 = €.

on X/

Xy

Furthermore, XJ’Cy Teom = X,’C’y’ I'com by definition of [¢om (We only executed commits) and |X,’Cy Feom| =

XY Neoml-

Thus, 2%, ~ XYy lcom, INV(2}, X;y) and we have 2! ~ X\/ by Rule Single-Base.

T T
We now proceed by inversion on the derivations Z;y “Lxy Z;Cy ) and Z;C’y Lxy Z;Cy 5
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T — T j— j—
Rule AM-Cmt:(ext-xy We have ¥y, </Ixy ‘I’;y and ¥y /xy ‘I’;’; where X5, = Wxy - ¥y, and
Sy =Ty Yy
Using Lemma 132 (Relation Preservation : Soundness Single Step) we get the desired result.

Rule AM-x-Rollback-xy and Rule AM-y-Rollback-xy Contradiction, because minWndw(Xy)) > 0

and INV(ny,X'”)
T
Oracle We now apply inversion on X, fﬂxy ;y .
Rule AM-Context-xy We choose X, =X}, and X}, =X,
Rollback

Lemma 132 (Relation Preservation : Soundness Single Step). If
(1) Sxy = SLy and Xuy = X1,
(2) Zxy =xy Xxy andey Rxy iy by Base and
(3) Sy Lhxy Ty and %y ey 21,
(4) minWndw(Xyy) > 0
then

Oy . O, o
(1) Xey 82X, and X}, yi"”x”

2) Y andz' ~y X” and
Xy Yy xy Yy
(3) Thy =31, and X7, = xTT

Proor. We proceed by case distinction on 2xy =xy Xxy and chy Rxy X;y:

T T .
We proceed by inversion on Zxy =/ Jxy Z;y and chy “Lxy ch'y:
T —_
Rule AM-x-step Then we have ®x %, </« CD;
Let Xyy = qu - ¥yy. By definition, we know @y =y ¥xy. We can apply Assumption 3 (Relation Preservation
x) and get:
2 mxy Xy
ZE ®xy X;T

Ox
$2X]

y = Z'T
Next, we apply Lemma 137 (Recomposition x) on X} =y, X, and ZF Rxy Xy and get X, ~xy Xy, and
Xy TXY Sxy-

Next, we check if a new speculative transaction was started.

By Lemma 135 (Comb AM: Single step preserves =) we get X/

We now argue how we get an execution for oracle states such that X} = X,’Cy r;gy

Ox
First, we proceed by Case distinction on the found derivation of Xx yi;yXJ’c
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Ox
Rule AM-Reflection-xy Then we have Xy /$2YX.

Ox .
Then we derive Xxy v X y by Rule SE-Reflection-xy.
Thus, Xxy = and X'yI‘ —X,'C.

Rule AM-Single-xy

Since Xy =xy Xxy by base we know Xy y.0 = Xy.0. Since minWndw(Xyxy) > 0 we know that X, can
take a step that is not a commit or rollback using x-step (modulo Confluence).

Xy ﬂxy by Pry rxy ﬁx ‘I’;, The same holds for X;y

Thus we can apply Lemma 136 (Comb SE: Single step preserves =) and get X/, = X7,

Since was done in the x semantics and the semantics is deterministic, we know that thls step needs to exist
in Xy xyixyX’ as well. Thus, there exists X}/ in X, xyﬁxyX’ such that X/, Xy r =Xy

We now do a case distinction if X/ = X}, or not:

X}/ = X} Then we have X}, = X”yr
Rule SE-Single-xy with Xy ﬁxy and with Rule SE-Reflection-xy to get Xxy xyﬁ;yX,’cy.

and we are done. Then the execution is just an application of

X! # X}, This means there are additional steps from X/ Xi%‘,X;(.
We now argue that the only rule that is applicable here is the General rule.
Independent of the state we know that the sigma of the original states before execution at the top
match. This means this sigma needs to be untouched otherwise ~, would not hold.
Other things cannot be executed in X}’ since =x would not hold to @}.
Thus, this means a new speculatlve state was created. This implies that p is not empty for X, and
additional steps were made to execute them.

This also means that X7/, y has a new speculative state and p is non-empty as well. We execute those

as well.
Since these applications do not change anything of the state we have X} = X} Xy rx
Since these observations are generated by p which come from X" and X/ = X/,

same observations were made.

y we know the

T — T —
Rule AM-y-step Then we have &, Y, =/« (D; and @l Yy Lx CDS. The proof is analogous to Rule AM-x-step

using Assumption 3 (Relation Preservation x) and Lemma 137 (Recomposition x).

Lemma 133 (Relation Preservation : Strong Soundness Single Step). If
(1) Sxy = Z}y and Xy = X;
(2) ny 2 tates

(3) Zxy :Z?xy Xy and Zjcy Eﬂxy
(4) minWndw(Xyy) > 0

Zétates

Xxy and ny oy :’C-y by Base and

then
Oxygxyy 1' Oxy ¢ xyy it
(1) Xy f?’ X/, and X, i?, Xt
tates T
) ny ny X’ ande('y %o X)‘CL and

(3) Sy = 2‘  and X}, = X1\

ZStates

R.16.1 Handling the = relation. There are multiple ways to define it: One here
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Definition 45 (Comb : =y ,). We define Zxy =xy Z;Cy by reusing its parts:
def
Ty Zey By = Doy Xy e Ty My A Sy Iy =y Sy -
or because the relation = is independent of the state (relates everything in the state by equality and ¢ with o ~pc o).
Thus, we can reuse = for the definition and relate to sources via the following 3 lemmas:
Lemma 134 (Comb: Coincide on = for projections). If
(1) Zxy = Xy
Then
(1) ny F;’?y = Xxy r;c{y and
(2) Sxyliy = Xayldy
Proor. The projection function does not change the values of the instances in the state. Thus, Xy [§y = Xy r§y
and Yy rﬁjy = Xyy f}c’y trivially holds. m|
Lemma 135 (Comb AM: Single step preserves =). If
(1) Sxy = =L, and
4 / P2z i
(2) Zxy Lxy Xy and Zyy Lxy Zxy
Then
(1) Sy =35,
Proor. The proof is analogous to Lemma 60 (S AM: Single step preserves =). O
Lemma 136 (Comb SE: Single step preserves ). If
(1) Xy = X;y and
O Oxy t
(2) Xy By? Xy and Xy 5557 X
Then
roa Tt
(1) Xyy = Xyy and
Proor. The proof is analogous to Lemma 61 (S SE: Single step preserves =). O

Definition 46 (commit-free projection). The commit-free projection of our speculative state X is defined as follows:

elcom =€
¥, b Neom =P eom - ‘I’f with b # false
Yy - Wy teom =P - ¥y where [Ty| =0
P, - ‘I’,lc’ . ‘I’;’“e/ Feom =Py - ‘I’JIC’" Ncom where ¥y = ¥y [n +— ¥y.n]
This executes the committed speculative instance and changes the speculative state.
Lemma 137 (Recomposition x). If
(1) Exy =xy Xxy by Base and

(2) Zx =x Xy and
(3) Zx = Zxy Fﬁy and
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(4) Xx = XxylXy and

(5) O (;Eﬁx 5; and

6) Xy $XV,

;7; 5?( Xy %; J;na’

(8) By = Dy 1%, and X, = XL, 1%,
Then

(1) chy ®xy X}’cy

Proor. Since @y T?Tﬁx 5; we know that only the topmost state ®x of 3 did change. Similar for 3.

Furthermore, we know for all remaining elements of the state not in Xy [, that they remain unchanged and are
equal to the parts of X% .

First, we check if minWndw(X,) = 0. If that is the case then their is at least one outstanding commit, otherwise the
states would not be related by Base. We first, execute this possible chain of commits and reach X}/ with X, OXﬁ;X,’C’
where V7 € 7.3id, T = conmit id and minWndw(X}/) > 0.

Furthermore, we have Xy ~y X}/ because only committed states were removed and these were already ignored in
Zx ~ XxTeom-

Next, we know that X/ step will involve the SE-Context rule since no commit or rollback can executed. Let
Xy = ?;/ -/, Thus, depending on the executed instruction we have decr(¥) or zeroes(¥y).

First, we know that and

Let us gather all the facts:

Zxy = 6Xy "Dy

Xy = Ty Py

Sy = Py - Oy

XJ'Cy = f(?xy) . W;y where f is either decr() or zeroes()

Dyey * Py ~ Yoy - TreyandINV (Dyy - Oy, Uy - Py)

Dy ~ f(Try)andINV (Bxy, f(Fxy))

We proceed by case distinction on 5; Ry @;:

Base Then we have 5; ~ @; lcom and INV(E;, ?;).

Since the parts not in the projection %, do not change, we have 5;5, ~ W;y MNeom and INV(®,

—
vy Vxy) from

Dy ~ Ty
Since the remaining parts of the combined state did not change (except for the reduced n in @xy), we have
Exy ~ @xy and INV(axy,@xy) as well.

Together we have Exy 'E;y ~ @xy ’W;cy and INV(Exy ~5;y,¢xy -?;y)

Because of f(¥xy) we may now have miandW(X)’cy) =0.

No transaction that needs to be rolled back in X, Then we relate by Rule Single Base for the reasons

above.
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Trasaction that needs to be rolled back in X)’Cy Then we relate bu Rule Single Transaction Rollback, since
we fulfil all premises for above.

OracleTrue Then an oracle predicted the correct non-speculative location and a new speculative instance was created
that will be committed.

Furthermore, a new speculative instance was created in the AM semantics as well.

First, we know that Exy ~ ?xy and INV(Exy, ?xy) Next, form ¥ =~y X} we get. Ox.ctr = Yx.cir, Of.ctr =

W, .ctr and elem_of_states @ = elem_of_states ¥y, INV(®y, ¥x). From this, we can follow that Dy y.ctr =

Wyy.ctr, <I>;Cy.ctr = ‘I’,’Cy.ctr and elem_of _states @y, = elem_of _states ¥y, INV(®yxy, ¥xy). Together, we get

Dyy - Prey ~ Py - Py and INV(Pyeyy - Dy, Ty - Fey).

The remaining parts of Xy and Xy do not change. Except for the speculation window of Xy, because of

SE-Context-xy. This means, we may now have minWndw(X3,) = 0.

Because of f(¥xy) we may now have miandW(X,’Cy) =0.

No transaction that needs to be rolled back in X, Thus, 3}, ~xy X3, by Oracle True for the reasons
above

Transaction that needs to be rolled back in X)’cy Then we relate bu Rule Single Transaction Rollback, since
we fulfil all premises from above.

Single-Transaction-Rollback Next, form ¥/ =, X we get. @y.ctr = Wx.ctr, ®).ctr = ¥y.ctrand elem_of _states dy =
elem_of _states ¥y, INV(®y, ¥x). From this, we can follow that ®xy.ctr = Wyy.ctr, CID;Cy.ctr = ‘I’,’Cy.ctr and
elem_of _states ®yy = elem_of_states ¥y, INV(®yy, ¥xy). Together, we get Oyy - Oxy ~ Wiy - iy and
INV(Qxy - Py Py - Fy)-

Thus, we fulfill all conditions for Single Transaction rollback.

Lemma 138 (Recomposition y). If
(1) Zxy =xy Xxy by Base and
(2) Zx =y Xx and
(3) Sy =Sxylyy and
(4) Xy = Xy 1y and
T —
(5) @y =Ly @, and
Oy y=r
© X, gy
(7) D, =y ¥y and
—7 —
(8) Dy =Dy Iy and Xy = Xy 1y
Then
(1) 2;cy Sxy X),Cy

Proor. The proof is analogous to Lemma 137 (Recomposition x). O

These assumptions for x and y are what one already needs to prove in the Completeness direction of Oracle

Overapproximation.
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Assumption 5 (Comb: AM and Oracle coincide for x). If

ZStates

(1) 3y ~ Oum Xx by Base and
T
(2) Zx =/)x 2% and
(3) minWndw(Zx) >0
Then

Ox
(1) Xx 55° Xy

Assumption 6 (Comb: AM and Oracle coincide for y). If

ZStates

(1) Zy =5 Xy by Base and
T
(2) 2y =y Z’y and
(3) minWndw(Zy) >0
Then

o
(1) Xy 5y" X,

Lemma 139 (Comb: AM and Oracle coincide). If

ZStates

(1) Zxy = Xxy by Base and
T
(2) Zxy Lxy Z;y and
(3) minWndw(Zxy) > 0
(4) Xxyp=9
Then

Ox
(1) Xxy J%xyy X)’cy

Proor. Since minWndw(Zxy) > 0 we know that the next step is not a rollback. From minWndw(3yy) > 0 and
NZStates

Zxy =5 Xxy we have INV2(Exy, Xxy) and we get minWndw(Xyy) > 0 as well.
T
We proceed by inversion on 2xy </Jxy Xy

T p—

Rule AM-x-step Then we have @, [‘iy “x CD;. Thus, we can apply Assumption 5 (Comb: AM and Oracle coincide
for x) and get X ;f" Xy with Xy %y = Xx.
Since minWndw(Xxy > 0) we know that no rollback or commit can be executed and by Xy y.p = @ we know
that a general step cannot be made.
Thus, the step X,y Qfgjy X}y has tobe derived by Rule SE-Context-xy and we need to find a step ¥y Qf;y @;y
with Xy = Ty - Pry.

T p—

Similarly, the step X i;)? * X} has to be made by the context rule as well. Thus, we know ¥y =/« ‘I’; with
Frey My = Fx-
Since Xy y.0 = Xxy.0 and an x-step was done in Xy, we know that an x-step is possible in Xy as well (modulo
Confluence).

T —_ T —
Now, we can use Rule SE-x-step with ¥ =/7 ‘{J; to derive Wxy </xy ‘I’;y which we can use together with

T
Rule SE-Context-xy to derive Xyy =/Qxy X,’Cy.
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T p—
Rule AM-y-step Then we have @, [,bc'y Ly <I>/y. Thus, we can apply Assumption 6 (Comb: AM and Oracle coincide

for y) and get X, @;)y X, as required.

R.16.2  Some infos on cong. Old relations defined per combination
Here is the old definition of =

Definition 47 (AM: Similar speculative instances). Two speculative instances (p, cir, o, n, A)b and (p’, ctr'’,o’,n’, N )b,
are similar, written {p, ctr,o,n, MY = (p’, ctr', o', n’, A'YV" i =p',ctr=ctr’/,n=n",b=b/,A=N,0c ~pc 0 and
p p p=p p

/
0 ~next O .

Definition 48 (Oracle: Similar speculative instances). Two speculative instances {p, ctr, o, h, n, A)b and (p’, ctr’, o’ W,
n’,A’)b’ are similar, written {p, ctr, o, h, n, A)b = (p’,ctr',o’ b1, A’)b/ ifp=p,cr=ctr',h=h,n=n" b=V,

A=N,0~pc 0o’ and o ~pext 0.
This should hold for combination and should be easily derivable form

Lemma 140. If
T
(1) Zx =/)x 2% and
(2) %% =3}
Then
T
1) =5 =0, 217 and
(2) =T =37

and similar for oracle.

However = the next part does not hold for the topmost state! only the pc similar part does. And this is good, otherwise
the completeness proof for SNI would not work since next would force that the non-speculative step is actually equal,
even though it should be unequal

Next-Sim was only because of rollbacks. They did an extra step in the original semantics

S SEMANTICS FOR /95,

With the new approach to the semantics we want to change the combined versions as well.
Let us first define a speculative state and a speculative instance. Speculative instances are the union of their parts.
So here @5, € Os U Op.

Speculative States Sis,p = Boyp

Speculative Instance ®syp == (p, ctr, o, R, n);

Definition 49 (Projection to R). We define a projection function M Doy — Op as:

{p, ctr,o, R, n) M= (p, ctr,o, R, n)
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We lift the function to speculative states Xs.r in the following way:
e[R =¢

Doy - (pyctr, o, Rom) 1 =D, [ - (p, cir, 0, R, )
Definition 50 (Projection to S). We define a projection function | : ds,p — ®s X R as:
(p, ctr,0, R, n) o= «p, ctr,o,n),R) (1)
We lift the function to speculative states Esyp in the following way:

srs =¢

s - {pyctr, o, R,n) 1° =@y 17 - ({p, ctr, a,n), R)

T
Ss+r ZIs+R Toop State Zs,p small-steps to 3¢, and emits observation 7.
v = . = . .
Dsip </Ps+R Poir Speculative instance ®s,r small-steps to ®s,r’ and emits observation .
B4R Uzs DA State s, big-steps to 3¢, , and emits a list of observations 7.
p X InitConf A\G: T Program p and initial configuration o produce the observations 7 during execution.
Zsir ZLIs+R Zhop

(AM-Context-V45)

z —
Osip </Ds+R Poyp

— T _ —
D51 - Psyr LD54R Psir - Poyp
(AM-v4-Rollback-V45)

n’ =0orpisstuck ®Osp|° = (Bs,R) - ({p, ctr, o, n),R) - ({p, ctr’, o’ ,n'),R")
rlbs ctr

D - (p,ctr,o,n) - (p,ctr', o', n"y —==/7s D - (p, ctr’, o, n)
Dsyp - (poctr’, o, R,n)° = (Bs,R) - ((p, ctr’, 0, n),R)

rlbs ctr

sy - (p,ctr,o,Ryn) - (p, ctr’, 0’ R, n") —===/Is+R D54 - {p, ctr’, o, R, n)

(AM-v5-Rollback-V45)
n’ =0orpisstuck  ®Psyp M=o - (p,ctr,o,R,n) - (p,ctr',o’,R",n")

_ rlbp ctr _
O - (p,ctr,o,R,n) - (p,ctr’, o’ ,R',n") —==/)r Or - (p, ctr’,0,R, n)
Dsip - (p, ctr’, o, R,n) ¥ = Dg - {p, ctr’, o, R, n)
_ rlbg ctr _
Dsi - (p,ctr,o,R,n) - (p, ctr', 0’ ,R',n") —==/Ps4r Ps4r - (p, ctr’, 0, R, n)

T
Dsyr Ls+R PLyp

(AM-v4-step-V45)

T —
Dy TSj (®s,R) s =/s CI)IS
Doy rs = (25, R)

(AM-v5-step-V45)

3 — — —
Do M Zr D Doy =By

sk T
T — Dsir LIs+R Psyp
®sip <LIs+R Poyp
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2SR UZs 2,S+R

(AM-Single-V45)
— T
T 7 7 i ’
Zor s 2 2o Lser 2o,

Zsar Ugs" Zopn

(AM-Reflection-V45)

Zser g5 Zs+r

Let us define what it means for a state to be initial or final.

2SR UZs Z,S+R

(AM-Init-V45) (AM-Fin-v45)
Ysir =(p,0,0,¢6, L) o € InitConf Ssr = {p,ctr,o,R, L)y o(pc) =L
F Ysyp: init FXs4r: fin

(R:Initial-State)

zit (p,0) = (p,0,0,¢, 1)

p X InitConf A, T

(AM-Trace-V45)

. init 7
Py FEGpifin R (p0) UG5 3., o

(p.o) AL T Beh2H(p) = {7 | Yo € InitConf. (p, o) A% 7}

(AM-Beh-V45)

We define the behaviour of a program p, written BehffR (p), as the set of traces that are generated starting from an

initial configuration o.

S.1 Combined oracle semantics V4 V5

Note that we now need our labels [ and b again. This could make this a little bit harder For example the projection to 4

needs to extract the 1 again and reattach it later but only to the old state if there is one.

Spec. States Xy5 ::= Wys
Spec. Instance ¥y5 == (p, ctr,o,R, h, n)%”with b = {true, false, e} and I € NU {¢}
Our oracle Os,, is a pair of oracles (Os, OR)
Definition 51 (Projection to R). We define a projection function MR ¥ys — Wy oas:
(p, ctr,o,R, h,n) rR = (p, ctr,o,R, h,n)
We lift the function to speculative states X4s5 in the following way:
EI‘R =¢
Yys - {p, ctr, o, R, h, n) T ITI {p,ctr,o,R, h,n)

Definition 52 (Projection to S). We define a projection function |° : W45 — ¥s X R as:

(p,ctr,o, R, h,n) o= (p, ctr, o, h,n),R) 2)
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We lift the function to speculative states Xys in the following way:

e [S =
Y5 - (p, ctr, 0, R, b,y [° =¥4s1° - ({p, ctr, o, h,n), R)

229

X5 wos“ X5 State X45 small-steps to X;5 and emits observation 7.
Yys5 L ~—)OS+‘\ ‘I’45 Speculative instance ¥45 small-steps to W45’ and emits observation .
Osr 5/45 ’ . ’ . . . —
Xy5 = Xys State Xys5 big-steps to X5 and emits a list of observations 7.
p X InitConf Qg T Program p and initial configuration o produce the observations 7 during execution.
05+\<

X5 5y

(S + R-SE-Context)
Yys5 ~—>405+}\ ‘1145 Yy5 = <p, ctr,o‘,R,h,n+1)
if p(o(pc)) = spbarr then ¥y5” = zeroes(¥ys) else ¥ys” = decr(¥ys)

-
Wy5 - Wys & ~»45 s Wy

(S + R-SE:v4-General) (S + R-SE:v5-General)
W s z0s g s 7 R zO0r § R
Wis - Yasp.o 17 Hg” Was - Yaspl Wys - Yasp. [0 5 Was - Wasp
SR R A I Tye  Waee DO G, g
45 - Yasp.0 Dy 45 - Y55 45 - Yasp.r 5y 45 - Yas5

(S + R-SE:v4-Rollback)
n’ =0orpisstuck (p,ctr,o,R,h,n) - (p,ctr',o’,R’, b/, n’yirue s «5?5 (p,ctr’, o, R, h,n)|°

Wys - (p,ctr,o,R, h,n) - (p, ctr’, 0’ ,R', W, n’}(s’””e) -@;5 54055“{ Wys - (p,ctr’,o,R, h,n)
(S + R-SE:v5-Rollback)
n’ =0orpisstuck (p,ctr,o,R,h,n) - (p,ctr', o', R,/ ,n"y"* & ‘\ (p,ctr’, o, R, h,n) "

45 - (p,ctr,o, R, h,n) - (p, ctr’, 0’ ,R', I, n'yRm) . @;5 «54;*” @45 -(p,ctr’,o,R, h,n)
(S + R-SE:v4-Commit)
(poctr,o R b nY - (p, ctr’, o R, W, 0)false s 295 (p ot o/ R, W n)|°

s (poctr,o, R by - (p,ctr’, o’ R, B, 0)(SFalse) g,/ J»ZJSSH\' W5 {p,ctr’, o’ R/, b, n) - ys'
(S + R-SE:v5-Commit)
(p> ctr, 0, R Bm) - (p, ctr’, o R W, 0y 1R 598 (p et of R, B, m) 1R

s5 - (pretr, o, R hn) - (p, ety o R B, 0)RM . Tyer 2990 Gy (p ctr’, o/ R, W, m) - W

5 R
Yys Sug ' ¥ys

(S + R-SE:v4-step) (S + R-SE:v5-step)
0s = on o
Osip = (0,0r)  ¥is|® 5° Fys|® Osip = (0s5,0)  Wus .51 Wys)®
7 Os+r
\1,45 ~_>45 S+R \I’45 \1145 §+R \IJ45

Xus Oserg sx7,




230

(SE-Single-V45)

(SE-Reflection-V45) o
S+R & 451,17 " T Osir ’
Xas TEBXE XL Bt X

Fabian et al.

- 4
05+R
X i45X Osyr
o i 88
Let us define what it means for a state to be initial or final.
(SE-Init-v45) (SE-Fin-V45)
Xa5 = (p,0,0,6,6, 1) o € InitConf Xy5 = (p,ctr,o,R,h, L) o(pc) =1
b Xys5: init F Xys5: fin
(S + R:SE-Initial-State)
Xinit(p, o) = (p,0,0,6¢ 1)
p X InitConf Az T
(SE-Trace-V45)
B OS+\<5/45 ) (SE-Beh-V45)
’ 7 . t
Xy, F X fin XgEH(p.o) = Xis — =
(7.0) @35 = Behyp™™(p) = {7 | Yo € InitConf. (p,0) A T}

We define the behaviour of a program p, written Beh R (p), as the set of traces that are generated starting from an

initial configuration o.

T S+ R:PROJECTION PRESERVATION AND CONFLUENCE IN DETAIL

Note that we need to require a form of alpha renaming for the speculative projection to the base parts. Since
the combination speculates more than one of its parts, the ctr value is increased more and is out-of-sync
with the base. So we cannot require that the traces are equivalent. But they are alpha equivalent up to
renaming of the ctr values.

Consider the example trace (elliding some details):

See that the counters are now out of sync. But note that this is not problematic. It is only the renaming of the
counters that is effected. If we would define an erase function on the traces that deletes the occurrences of
the counter from start and rollback observations, then the traces would be equal again under the speculative
projection (See the traces below for an example)

The important thing is, that the speculation happens in both semantics and the same steps were made.
Additionally, these ctr values are only used for us humans to make it more clear what happens. For the AM

semantics we could leave them out, because we know that always the topmost speculation is finished first.

tpgs :=---startgi..startg i+ 1startpi+2---rlbgi+1-rlbsi---startsi+3
tyq :=...startsi---rlbsi---startsi+1

toas rs :=--.startsi-rlbsi---startsi+3
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We can relate for each combined semantics a combination of these projections to the non-speculative projection. All

of these properties follow from the definitions of the projections functions.

Lemma 141 (V45: Relating speculative projections to non-speculative projection). Let (p,o) A3 7. ThenT PR =Ty,
We now describe a very important fact about our semantics, Namely that it is confluent.

Lemma 142 (V45 AM: Confluence). If

(1) Zser s %L, and
(2) Zs4r ;ﬂerR XY, derived by a different rule
Then
1) Z/S+R = 2s4R
Proor. Note that a difference can only come from using Rule AM-v4-step-V45 for one derivation and Rule AM-v5-
step-V45 for the other.

Since these two rules delegate back to the semantics of V4 and V5, we look which two rules are applicable there.

Let us first look at the instructions and rule that could lead to two different rules to be applied:

store x, e, call f,ret Contradiction. There are no two different rules to derive the steps. This is because of the metapa-
rameter Z introduced into the semantics.

spbarr Then either Rule S:AM-barr and Rule R:AM-barr or Rule S:AM-barr-spec and Rule R:AM-barr-spec are used to
derive the steps (dependent on the value of n).
Here we talk about the case of Rule S:AM-barr and Rule R:AM-barr. The case for Rule S:AM-barr-spec and
Rule R:AM-barr-spec is analogous.
Note that both Rule S:AM-barr and Rule R:AM-barr delegate back to the non-speculative semantics by o 5.
Since the starting state in both derivations is s, and the non-speculative semantics is deterministic, we have
that 3¢ =37 .

otherwise Then Rule S:AM-NoBranch and Rule R:AM-NoBranch were used for different derivations.
But both of these rules delegate back to the non-speculative semantics with o 5o

By determinism of 5 and the fact that the starting state Xs;p is the same for both derivations, we have

’ N
Zs4r = Zosr:
u]
T.1 Relating the semantics on their projections with combined.
Lemma 143 (V45: V4 Initial states are in Relation). If
(1) s =3 (p,0) and
(2) Zsr =20 (p,0)
Then
(1) X5 = Zs4r by Rule V45-V4:Single-Base.
Proor. Follows from the definition of Zisnit(), Z’S’ZE () and Rule V45-V4:Single-Base. O

THEOREM 69 (V45: RELATING V4 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window.
Then Beh? (p) = BehSR(p)1°.
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Proor. The proposition can be proven in similar fashion to Theorem 13 (S AM: Behaviour of non-speculative

semantics and AM semantics). We prove the two directions separately:

& Assume that (p,0) Af. 7 € BehSR (p).
By the definition of BehffR (p) we have an initial configuration o such that (p, o) 5% 7.
The proof proceeds in similar fashion to the analogous case in Theorem 13 (S AM: Behaviour of non-speculative
semantics and AM semantics) by using Lemma 144 (V45: Soundness of the AM speculative semantics w.r.t. AM
v4 semantics).
We can now conclude that (p, o) A7 e Beh? (p) by Rule S:AM-Trace. ~

= Assume that ((p, 0)) Q€7 € Beh? (p). We thus know there exists + %7 : fin such that Eg””(p, o) JE 2L

Let 25 = Zé"”(p, o) and Xg.p = Z‘S”;E (p, 0). By Lemma 143 we have X5 = Zgyp.

We can now We apply Lemma 147 (V45 AM: Completeness w.r.t V4 and projection) and get 2. UZ; %L, g with
> ~ 3, by Rule V45-V4:Single-Base and T = 7' |".
Because of 7 finand 3¢ = 3, , we know that v X : fin.
We thus have (p, o) A 7 I° € Beh3tR(p).
[m]

Note that Rule V45-V4:Single-Speculation-Start is used as a bridge between speculation and non-speculation.
This is necessary because we delay the output of a starty id observation using the general rule. So starting
a speculation actually takes two turns, until it is visible in the trace. This is exactly what this state in the

relation is for.

(V45-V4:Single-Base)
(V45-V4:Base)

’ ’
ZS ZS+R

O=OD L (pctryon)y = Z0 o (p,ctr’, o, R, n)

(V45-V4:Single-Speculation-Start)

%s ~Zsyr 2 25 %7 swhere transaction with id ctr is rolled back

%5 =3, - (p,ctr',o,n) Tser = 25, - (ps ctr, o, R, n)

’o. / ~ Y/ . . VAR oY N AN /L)
35 Ap,ctr’,on)y = 3L - (poetr, o Ron) - (p,etr” o R nD) e e
(V45-V4:Single-Speculation-Diff)
Ts ~ 2y 27, Ugs 27 where transaction with id ctr is rolled back

%5 =X - (p, ctr’,o,n) Tser = 2o, - (ps ctr o, R, n)

3L (pctr’ o,n) ~ 2L - (pctr o, Rony - (p et o' R, n ) - Boypy

(V45-V4:Base)

’
S+R

(V45-V4:Single)

7 —_ 7 7 ’
%51 = |ZS+R| g~ 2
@~ 0 Z’S -(p, ctr,o,n) ~ 2/S+R -{p, ctr’, o, R, n)

Lemma 144 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics). If



Detecting speculative leaks with compositional semantics - Technical Report 233

(1) 3s = Zsyp and
(2) Zsr U35 2
Then exists > such that

I3 ~2Is+}\ and

IT if 3% = S+R by Rule V45-V4:Single-Base then 3 Ugr %% and
Il if 3% ~ 3¢, by Rule V45-V4:Single-Speculation-Start then % Usr 3¢ and
IV if 3 ~ 3L, by Rule V45-V4:Single-Speculation-Diff %5 llhezperS(“) %%, where i = ctr’ by unpacking 3,

according to Rule V45-V4:Single-Speculation-Diff
Proor. By Induction on Xsyp HZ DA
Rule AM-Reflection-V45 Then we have Zsyr £ Zsyr with 2’5 +r = Zs+r and by Rule AM-Reflection-V45 we have
I 3 Jff 5. with 55 = 5/
s uhel”e“(f’” 5/ with 5 = /.

’ ’
I > = 2%,

Rule AM-Single-V45 We have 3¢,p UZ; S+R with ES+R ﬁ5+R Z
We now apply [H on X/ s

<, and get
(a) 2// ~ 2//

S+R J~145

S+R
(b) if ¢ = X7, , by Rule V45-V4:Single-Base then 35 Urr %Y and
c) if 27 = 37, by Rule V45-V4:Single-Speculation-Start then %5 Tr %7 and
s+r PY gle-Sp
d) if 27 = 37, , by Rule V45-V4:Single-Speculation-Diff then 35 helperg(r ) %Y, where j = ctr’ by unpackin
S+R DY gle-op Yy unp g
%Y, according to Rule V45-V4:Single-Speculation-Diff
We do a case distinction on ~ in 3¢ = 37
Rule V45-V4:Single-Base We have
s UT[ 2//

30 =30 {p,ctr,o,n);

17 ///
2 =g - (poctr’ o Ron);

1244 1244
%S ~2s+R

We proceed by inversion on the derivation =/, , *EA? S+R 26, p-

Rule AM-v5-Rollback-V45 Since 2 = =7, , by Rule V45-V4:Single-Base, there cannot be a roll back of
V5.

Rule AM-v4-Rollback-V45 By (b), it can only be roll back of V4 and only be the topmost state.

Furthermore, this means that n = 0.

rlbs ctr
Then Z' ! —==/s Z’S by Rule S:AM-Rollback, since n is equal between the two states.
Since 2" ~ 27 and the fact that the rollback only changed the counter of 3" and =/, (and

by Rule V45-V4:Single-Base.

’
deleting the topmost state), we have 2¢ = X7

This means we need to show that 7 - 7 [S =7°.
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Because the rollback observations is from V4, we have 7 - 7° = 7| - 7 by definition of ° and thus
TT|°

have 3s [} 2¢.

T —

Rule AM-Context-V45 We have ®s,p <=/9s4+R fbg +randn > 0.
T —
We now use inversion on ®s,p <=/9s4+r Psyr:
T p—
Rule AM-v4-step-V45 Then we have ®s, |° = (®s, R) and &s =/s <I),S.
By relation =~ we have that X7’ = s - (p, ctr’, o,n) and s = (p, ctr’, o, n).

7

Thus, = can take the same step (in conjunction with Rule S:AM-Context) using </9s: ¢ =/7s
’

s

Since the same rule was used to derive the step and =’ ~ =, , by Rule V45-V4:Single-Base, we

have 2¢ ~ X7 by Rule V45-V4:Single-Base.

This means we need to show that7- 7/ |° =71° - .

Since the same rule was used and the fact that X’ = X7, ,, we know that 7" = 7.

S+R’
Since the rules of V4 cannot generate a startp id or rlby id observation, we have 7-r =701
by definition of .

. S
This means we have Xg Ug ol Z’S as needed to show.

T —
Rule AM-v5-step-V45 Then we have ®s.p I =/ CD:{.

. . T, =
By inversion on ®s,p [ =/, D, we get:
S

4
Rule R:AM-Ret-Spec We use Lemma 145 (V45: V4 step) and get 2 ==/)s %{ and X = 3
by Rule V45-V4:Single-Speculation-Start, since Rule R:AM-Ret-Spec was used.
This means we need to show that 7- 7° =7|° - 7.
We know that 7|° = 7 and since 7 is not a start id or rlb id observation, we have 7- 7|° =
=\S
T[> 1.

= 1S
This means we have X Ug il Z’S as needed to show.

.
otherwise We use Lemma 145 (V45: V4 step) and get 2’ igﬁg 3., 7]° = rand %L =3, by
Rule V45-V4:Single-Base, since Rule R:AM-Ret-Spec was not used.
This means we need to show that7-7|° =7}° - 7.
We know that 7° = r and have T - ° = 7}° - 7 by definition of |°.
This means we have X Ug'rrs %, as needed to show.

Rule V45-V4:Single-Speculation-Start We have:
s U?S 4
¢ =57 - {p, ctr,o,n)
Y p =20 paetr’ o Ron) - (p,etr” o R, n Vet Lstart, e

Z'S" -{p, ctr,o,n) ~3

SEER(3 ctr’, o, R, n)

T
We now proceed by inversion on the derivation =7, , </?s4r 2% -

Rule AM-v4-Rollback-V45 Contradiction, because p is non-empty.
Rule AM-v5-Rollback-V45 Contradiction, because p is non-empty.
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Rule AM-Context-V45 We have &g, JA? S+R 5,5 +R-
We now use inversion on ®s,p Jﬁ S+R 55+R:
Rule AM-v4-step-V45 Contradiction, because p is non-empty and Rule S:AM-General does not
work on startp id observations.
Rule AM-v5-step-V45 Then we have ®syp MR :%?R 5&.
By inversion on ®s,p [} :EQR 5& we get:
Rule R:AM-General By definition we have ¢ = starty ctr. Since Rule R:AM-General does
not modify the state, we have =7, =37 .
Then we choose X% = X7’ and derive the step =’ || 3¢ by Rule S:AM-Reflection.
We now fulfill all premises for Rule V45-V4:Single-Speculation-Diff and have X = 3, .

We need to show that X Ugdpers (Tni) %% holds.

We have:
7 Definition helpers()
= helpers(T - starty ctr’, ctr’) T =startp ctr’

= helpers(7 - 7,i)

and we have 7|° by IH.
=S T
Since 3¢ = %7 and IH =5 Ugr =Y, we have Xs JlgelperS(T 2 %7 as needed to show.
otherwise Contradiction, because p is non-empty.
Rule V45-V4:Single-Speculation-Diff We have

helpers(7,j)
S US pers(z,) Z/S/
¢ =3 (p, ctr,o,n)

=20, Ap.etr’” o, R,n) - (p,ctr’”’, 0" ,R”,n"") - >

’”
z S+R

S+R

Z'S" -(p, ctr,o,n) ~Z'S'J:R Ap,ctr’”, o, R, n)
j=ctr”

Rule AM-v4-Rollback-V45 This means a transaction is rolled back that was created later than the
transaction with id = j.
Then we choose %, = 2" and derive the step %7’ | =% by Rule S:AM-Reflection.
Since the transaction with id = j was not rolled back, it is still ongoing. Furthermore, only the
topmost instance of =7/, , did change.
Thus, Z’S’ " Ap, ctr,o,n) ~ Z’S’J:R -{p, ctr’, o, R, n) still holds and we fulfill all preconditions.
That is why X7 ~ X7, by Rule V45-V4:Single-Speculation-Diff still holds.
Since the transactions of v5 is still ongoing, we have helpers(T - rlby id, j) = helpers(7, j).
By IH we have 3¢ UgelperS(r’J) xY.
Combined with %7’ = %7 we get s U}Slelpem(r’j) %% and are finished.
Rule AM-v5-Rollback-V45 There are two cases depending on the id of the rolled back transaction:
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id # j This means a transaction is rolled back that was created later than the transaction with id = j.

The case is analogous to the case of Rule AM-v4-Rollback-V45 in Rule V45-V4:Single-Speculation-

Diff.
id = j Then we choose 2! = 2 and derive the step 2’ |£ %% by Rule S:AM-Reflection.
Since the transaction with id = j was rolled back, we know that Z’S R Z’S’J:R -(p, ctr'’”’, o, R, n).

Because only the ctr did change in the now topmost state of X7 ., we have 2 - (p, ctr, 0,
n) ~ Z,SZR ~{p, ctr’”’, o, R, n).
We thus have X ~ X, and can derive 2¢ ~ ¢, by Rule V45-V4:Single-Base.
For the trace, we get 7 - rlbp jre = helpers(7, j) by definition of 1° and id = j.
Since by IH we know 3 Ugelp ers (%) %7 and by the fact that X' = = we are finished.
otherwise Then we choose 2¢ = X7’ and derive the step =’ |£ =¢ by Rule S:AM-Reflection since the
transaction with id = j is still ongoing.

The case is analogous to the case of Rule AM-v4-Rollback-V45 in Rule V45-V4:Single-Speculation-Diff.

O

Notice here, that there is a difference in the semantics of its parts of the combined, because of the meta
parameter Z that influences the no Branching rule.

This is where the difference comes from.

Furthermore, these proofs are repeatable for each version, because the underlying semantics just uses the

no Branching rule, which is always there.

Lemma 145 (V45: V4 step). If

(1) s = Xs4p by Rule V45-V4:Single-Base and

— — —
(2) Bsyr = Psyp - Pspi and 2, = Osyp - Psip and
- T —

(3) ®sr 1" =k O, and

Then
T°
(1) 2s ==/)s Z/S and

(2) if the step was not derived by Rule R:AM-Ret-Spec then X = %, . by Rule V45-V4:Single-Base and

(3) if the step was derived by Rule R:AM-Ret-Spec then 3{ = 37 by Rule V45-V4:Single-Speculation-Start

Proor. We have by =:
S5 =3 - (p, ctr,o,n)

Zs+R =Z,s,+R {p, ctr’, o, R, n)

DI

’”
S S+R

T p—
We proceed by inversion on ®s,p [ =/9r <I>;{:
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T
Rule R:AM-Ret-Spec Then we use Rule S:AM-NoBranch to derive a step s =/)s Z’S,

Since Rule R:AM-Ret-Spec creates a new instance that is used for speculation but updates the state below

4

ton = Dsir - (poctr, o’ R n) - (p,ctr+1,

correctly using the non-speculative semantics Xsr.0 L o/, we have 3
o\ R, 0" Yt I-startyp ctre

Since Rule S:AM-NoBranch was used, we have Z’S.O' i) o’

By Rule V45-V4:Single-Base we know that 3s.0 = 3s4r.0 and thus 7 = 7’ and ¢’ = ¢’/ by determinism of the
non-speculative semantics.

We thus have that EM -{p, ctr,0’,R’,n) ~ Z’S (the speculation window n was changed in the same way) and
can relate 3} ~ X7, , by Rule V45-V4:Single-Speculation-Start.

Furthermore, 7]° = 7 by definition of |°.

Rule R:AM-barr or Rule R:AM-barr-spec or Rule R:AM-NoBranch We do the case for Rule R:AM-barr. The case

for Rule R:AM-barr-spec and Rule R:AM-NoBranch is analogous.

By Lemma 142 (V45 AM: Confluence) we know that Rule S:AM-barr could have been used as well.

Since X5 = Xs4p by Rule V45-V4:Single-Base, we know that Rule S:AM-barr applies.

We thus derive X Jﬁs %% by Rule S:AM-barr.

Because of confluence, we know that Rule S:AM-barr and Rule R:AM-barr change the state in the same way.
Thus, 3¢ = X¢ . holds by Rule V45-V4:Single-Base and the same observation was generated.

S+R
Furthermore 7] = 7 by definition of |°.

Rule R:AM-General Contradiction. This means that 3s..p either contains a starty id or a ret [ observation.

But then by s = X5, we have that 3s.p contains one of these observations as well.
This is impossible, because they cannot be generated according to </)s, contradicting the assumption that

s ® XstR-

otherwise This includes the rules: Rule R:AM-Call-Full, Rule R:AM-Ret-Empty, Rule R:AM-Ret-Same and Rule R:AM-

Call.

We do the proof for Rule R:AM-Call-Full. The proof for the other rules is analogous.

Then we use Rule S:AM-NoBranch to derive a step Zg Jﬁg Z’S.

Because both Rule S:AM-NoBranch and Rule R:AM-Call-Full delegate back to the non-speculative semantics
and we know that 3s.0 = Xs;p.0, we know that the same rule in the non-speculative semantics was used.
Since the non-speculative semantics is deterministic, we know that the same configuration ¢’ is reached for
both derivations. and the same observation 7 is generated in both as well.

We thus have %7 =~ X{_, by Rule V45-V4:Single-Base.

S+R
Furthermore 7[° = 7 by definition of |°.

Lemma 146 (V45: V5 step). If

(1) Zp = ZEs4r by Rule V45-V5:Single-Base and
— — —
(2) Zsyr = sy - P and 2¢, = Osyp - Psip and

T —
(3) sy ° =/ 5 and

Then

-
(1) 2p ==k Z& and
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(2) if the step was not derived by Rule S:AM-Store-Spec then X, = 3

top by Rule V45-V5:Single-Base and
(3) if the step was derived by Rule S:AM-Store-Spec then 3}, = %7, by Rule V45-V5:Single-Transaction-Start

Proor. We have by =:

g =2 - (p, ctr,o, R, n)
Xs+R ZZ/SLR A{p, ctr’, o, R, n)

" 4
Zp ~Zsip

T p—
We proceed by inversion on ®syp [° </9s <I>&:

Rule S:AM-Store-Spec Then we use Rule R: AM-NoBranch to derive a step 2 :%?R Z’R.
The case is analogous to the corresponding case of Rule R:AM-Ret-Spec in Lemma 145 (V45: V4 step).
otherwise This includes Rule S:AM-barr or Rule S:AM-barr-spec or Rule S:AM-NoBranch.
We do the case for Rule S:AM-barr. The case for Rule S:AM-barr-spec and Rule S:AM-NoBranch is analogous.
The case is analogous to the corresponding case in Lemma 145 (V45: V4 step).

Completeness

Lemma 147 (V45 AM: Completeness w.r.t V4 and projection). If

(1) X5 = Zs4p by Rule V45-V4:Single-Base and
(2) 2s UE 2%

. ’
Then exists DY

I3 = 2:5/+R by Rule V45-V4:Single-Base and
I Zsyp V5 25, and

mz=77°

such that

Proor. We proceed by induction on Xs ﬂg %L

Rule S:AM-Reflection By Rule S:AM-Reflection we have X5 ||£ 3s. with %5 = Z’S.
I-III We derive Zqyp llZS 27 by Rule AM-Reflection-V45 and thus Tsyp = 27, .
By construction and 1) we have 3¢ = 3 by Rule V45-V4:Single-Base.
Since ¢° = ¢ we are finished.
— T
Rule AM-Single-V45 Then we have %s |J£ 27’ and 27’ =/9s >¢.
We need to show
I Zop UT7 5, and
I = ~ 27, by Rule V45-V4:Single-Base and
Mz-r=7-7|°
We apply the IH on 3¢ Ug %Y we get
I Soup U7 Z’S’Jer and
I 3¢ = %7, by Rule V45-V4:Single-Base and
IV 7=7°
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By Rule V45-V4:Single-Base we have:
¢ =37 - (p, ctr,o,n)

s =3 (p,ctr’, o, R, n)

S+R THS+R
1244 1244
2 ~Zs+R

T
We continue by inversion on X =/9s 2¢:
Rule S:AM-Rollback Thenn = 0and =¢ = 37" except that the ctr was updated: 3, .ctr = ctr.

v

Since n = 0 and 3¢ =~ X, , we can apply Rule AM-v4-Rollback-V45 and get 37, , </Js+r 20, with
’ o ’

Zopp = g, Where 3G .

Since the ctr value does not influence ~, we have Z'S ~3

V4:Single-Base.

ctr = ctr’.

and can conclude 3¢ = X7, by Rule V45-

’
S+R S+R

Next, we need to show that7-7=7" - ¢’ [S.
We have 7]° = r by definition of ° and the fact that 7’ = rlbs ctr.

This means we have:

7 - 7]° Definition |°

7% .7 by IH

’ ’
T T=T

1l
Bl

1l
<1

T

and we are finished.
T —
Rule S:AM-Context We then have (p, ctr, o, n) =/)s <I>,5 andn > 0.

7
we know that Rule AM-Context-V45 applies for the step =7, , =/7s+r 2, as well.

"o
By 25 =X S+R

S+R
We now need to find a derivation for the step (p, ctr’, o, R, n) éﬂ S+R 5/5+R according to Rule AM-Context-
V45.
We proceed by inversion on {p, ctr, o, n) jﬂs 5’5:
Rule S:AM-NoBranch We get (p, cir, o, n) :%?g 5/5 by ¢ > o’

Furthermore, Z’S,n =n-1

We now do a case analysis on the instruction p(o(pc)):

p(o(pc)) = ret and R is non-empty and R value is different to return address Then, a specu-

lative transaction of V5 with id is started using Rule R:AM-Ret-Spec through Rule AM-v5-step-

V45 and a new instance @, , was pushed on top of the stack of =7/, .

Furthermore, the instance below the newly created state was updated correctly using o 5o
and reduced their speculation window by 1.

The state now consists of Z,SZR Ap,ctr’,a' , R,n—1) - <I>’5+R.
Since every transaction is rolled back at some point, we know that there exists Z’S +R such that

U st id-7"rlb id %, and the last rule that was used was Rule AM-v5-Rollback-V45.
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Because during the execution of the speculative transaction with id id, only the topmost state is

changed, we know that the correctly updated state was not changed.

Since the roll back deleted the topmost state, the correctly updated one is now at the top again.

This means that = ~ X7, by Rule V45-V4:Single-Base by determinism of the non-speculative

semantics.

Next, we need to show that7- 7 =7 - ¢/ - startg id- 7" - rlbg id|°.

Notice that 7’ - startg id - 77 - rlbg id[° = ©’|° = 7’ by definition of ° and the fact that
"o

2S+R ~ Zg.

This means we have:

.t - startp id -7 - rlbg id]®
=7 - 7'|° Definition |°
=71 ¢ r=7 and IH

=TT

and we are finished.

p(o(pc)) = ret and R is empty or R is not different to return address Since n > 0, the state

can do a step using either Rule R:AM-Ret-Empty or Rule R:AM-Ret-Same through Rule AM-v5-
step-V45 (Note that the meta parameter Z restricts the V4 semantics in the combined part).

The rules delegate back to the non-speculative semantics to do the step: o L, ¢’ and reduces n
by 1.
o y z /
This gives us X7, , </9s+R 2¢_ -
From the determinism of the non-speculative semantics and %%’ = 37, we can conclude that

S+R
%L = X, by Rule V45-V4:Single-Base.

Next, we need to show that7-r =7 - ¢/ |°.

Since the observation 7’ was generated by the non-speculative semantics and there is no ongoing

’
S+R

Furthermore, by determinism of — we have 7’ = 7. This means we have:

transaction of V5 (because ¢ = X, ) we have 7’ =1

7 - 7|° Definition |°

71° .7 by IH

’ ’
T T=T

Il
Bl

Il
<1

T

and we are finished.

p(o(pc)) = call f Sincen > 0, the state can do a step using either Rule R:AM-Call or Rule R:AM-Call-

Full through Rule AM-v5-step-V45. (Note that the meta parameter Z restricts the V4 semantics
in the combined part).
Both of these rules delegate back to the non-speculative semantics to do the step: o L ¢/ and

reduces n by 1.
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The rest is analogous to the case above.

otherwise Then we can either use Rule R:AM-NoBranch through Rule AM-v5-step-V45 or Rule S:AM-
NoBranch through Rule AM-v4-step-V45.
Because of Lemma 142 (V45 AM: Confluence), we know that it does not matter which rule we

use, which means we can use the same rule as for v4 do derive the step.

z_/
L. 7. ’
This gives us 27, , </2s+R 2¢_ -
Since the same rule was used, we have 7 = 7’ and 3} ~ X¢_, by Rule V45-V4:Single-Base.
Furthermore, since the observation 7 was generated by the non-speculative semantics and there
is no ongoing transaction of V5 (because X = 3 .) we have 7’/ =1,

This means we have

7or® Definition |°
=757 by IH
=7-7 =1
=77

and we are finished.
otherwise These rules include Rule S:AM-barr, Rule S:AM-barr-spec, Rule S:AM-General and Rule S:AM-
Store-Spec. Since the rules of V4 are included in the combined semantics and X5 = ¥s,r, we can
use the corresponding rule in the combined semantics by Confluence or delegate back to V4 by
Rule AM-v4-step-V45.

This means we can always do the same step in the combined as in the V4 semantics.

T.2 Combination V45 and projection to V5

THEOREM 70 (V45: RELATING V5 WITH PROJECTION OF COMBINED). Let p be a program and w be a speculation window.
Then Beh? (p) = Beh3 ™R (p) 17,

Proor. The proposition can be proven in similar fashion to Theorem 69 (V45: Relating V4 with projection of

combined). We prove the two directions separately:

& Assume that (p,0) AL T € BehSR (p).

By the definition of Behf,"’R (p) we have an initial state 3s.p = lerﬁe (p, o) such that (p,0) A% 7.
The proof proceeds in similar fashion to the analogous case in Theorem 69 (V45: Relating V4 with projection of
combined) by using Lemma 148 (V45: Soundness of the AM speculative semantics w.r.t. AM v5 semantics).
We can now conclude that ((p, o)) AFT e Beh! (p) by Rule R:AM-Trace.

= Assume that ((p, o)) A7 € Beh{ (p). We thus know there exists - X, : fin such that Zf\,””(p, o) Ug %
The proof proceeds in the same way as the corresponding case in Theorem 69 (V45: Relating V4 with projection
of combined) by using Lemma 149 (V45 AM: Completeness w.r.t V5 and projection).

We thus have (p, o) A 7' € Behl R (p) with 7/ 1" = 7.
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2R = Tser
(V45-V5:Single-Base)

(V45-V5:Base) | — ’ rLs
251 =1Xs]  Zg ~ 25,

ox0o S (petr o Rom)b = 3L - (p ctr’ o, R, n)b
(V45-V5:Single-Transaction-Start)

Sp~3sr w20 XU Ug %7’ where transaction with id ctr is rolled back
Yp = Z’R -{p, ctr, o, R, n) Yo4r = Z’S+R -Ap, ctr’, o, R, n)

false
bypass n-starts ctr

L Ap.etr, o, Rom)y = B - (p et o, R,on) - (p, etr” o’ R, n")
(V45-V5:Single-Transaction-Rollback)

Tp~Zgr 20 XU Ug %'where transaction with id ctr is rolled back
Y= 2& -{p, ctr, o, R, n) V4R = Z’S+R -{p, ctr’, o, R, n)

L Ap.etr, o, Ron) = B - Ap,ctr’ o, Ron) - (p, etr”, 0" R, n/yfalse s oy

2R ~ Js4R

(V45-V5:Base)

(V45-V5:Single)

VRN, ’ ’
XLl =120l 2% ~ 26,
0 ~Q Z& -(p,ctr,o,R,n) ~ Z'S+R -{p,ctr’, o, R, n)

Lemma 148 (V45: Soundness of the AM speculative semantics w.r.t. AM v5 semantics). If

(1) Zp ~ Zsyr and
(2) Zs+Rr HZS 2’5_‘,[{

Then exists Z;{ such that

I Z& =3,  and

S+R
=MR
IT if 2}, = 3L, by Rule V45-V5:Single-Base then 2 Uér %, and .
1 if 3}, = 3¢, o by Rule V45-V5:Single-Transaction-Start then £ UEF Z;and
IV if 3 = 3., by Rule V45-V5:Single-Transaction-Rollback S ﬂﬁelpem(f’l) X}, wherei = ctr’ by unpacking ¢

according to Rule V45-V5:Single-Transaction-Rollback.
Proor. By Induction on S, HZS DA
Rule AM-Reflection-V45 Then we have 35, 55 Zs+r with Z’S +r = Zs+r and by Rule AM-Reflection-V45 we have
3=,
I 5 ) =) with 5 = 37,
m s PP 51 with 5 = 3,
Note, that the initial relation X = ¥s.r does not change.
I . r
Rule AM-Single-V45 We have ZSJ:E Uis 2% with 2,0 =/0sR 20 -
We now apply IHon ¢, , s 2%,
(@) 2§ = 25,5
(b) if =] = =

and get

=R
<, by Rule V45-V5:Single-Base then X ll;r %7 and

() if 2 = =, , by Rule V45-V5:Single-Transaction-Start then 3 ||

?rR

R 2;{’ and
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oS VE.Q; K PO helperr(7.j) s P :
(d) if =] =~ =7, , by Rule V45-V5:Single-Transaction-Rollback Zg |} 37, where j = ctr’ by unpacking
%Y, according to Rule V45-V5:Single-Transaction-Rollback
P : ~ "o
We do a case distinction on ~ in £ ~ X7 :
Rule V45-V5:Single-Base We have

=rR
Z s 2
3 =3 (p,ctr,a,R,n)5
¥ =300 (b ctr’ o, R n)5

1244 1444
e~ Zsip

T
We now proceed by inversion on the derivation Z’S’+R </)S+R Z’S R
Rule AM-v5-Rollback-V45 By (b), it can only be roll back of V5 and only be the topmost state.

Furthermore, this means that n = 0.
rlbg ctr

Then 3] —===/7r X, by Rule R:AM-Rollback, since n is equal between the two states. The rest of

the case is analogous to Lemma 144 (V45: Soundness of the AM speculative semantics w.r.t. AM v4

semantics).
Rule AM-v4-Rollback-V45 Since 2} ~ X7, , by Rule V45-V5:Single-Base, there cannot be a roll back of
V4.
Rule AM-Context-V45 We have @, J[? S+R 5/5+R.
We now use inversion on ®s,p Jﬁ S+R 554.[{:
Rule AM-v4-step-V45 Then we have ®s,p IS :%?5 5,5.
By inversion on ®sip IS :%?5 5,5 we get:
Rule S:AM-Store-Spec The case is analogous to the corresponding case Rule AM-v5-step-V45
Rule R:AM-Ret-Spec in Lemma 144 (V45: Soundness of the AM speculative semantics w.r.t.
AM v4 semantics) using Lemma 146 (V45: V5 step) and the fact that Rule S:AM-Store-Spec
was used.
otherwise The case is analogous to the corresponding case Rule AM-v5-step-V45 in Lemma 144 (V45:
Soundness of the AM speculative semantics w.r.t. AM v4 semantics) using Lemma 146 (V45:
V5 step) and the fact that Rule S:AM-Store-Spec was not used.
Rule AM-v5-step-V45 Then we have ®s,p MR :%?R 5;{.
The case is analogous to the corresponding case Rule AM-v4-step-V45 in Lemma 144 (V45:
Soundness of the AM speculative semantics w.r.t. AM v4 semantics) combined with the fact

that the rules of V4 cannot generate a startp id or rlbp id observation.
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Rule V45-V5:Single-Transaction-Start We have:
=pMR
s U =

= =3 (p,ctr,o,R,n)

144 1244 4 24 ’ !’ ’
YR =2gyp (p.ctr'’, o, Rony - (p, ctr’”, o', R, n" Yoypass n-starts e’
=3 {p, ctr, o, R, n) ~Z'S'+’R ~(p, ctr’, o, R, n)

We now proceed by inversion on the derivation X7, , ;ﬁ S+R Z&,p
Rule AM-v4-Rollback-V45 Contradiction, because p is non-empty.
Rule AM-v5-Rollback-V45 Contradiction, because p is non-empty.
Rule AM-Context-V45 We have &g, :ZZ?S+R 5,5+R-
We now use inversion on @, ;ﬁ 4R Doyp:
Rule AM-v4-step-V45 Then we have ®s,p IS :%?5 51{
By inversion on ®s.p FS ;[?5 35 we get:
Rule S:AM-General By definition we have 7 = starts ctr’. Since Rule S:AM-General does
not modify the state, we have =7, = Z’S’Jerypass iy
Then we choose 3}, = X7/ and derive the step 2/ |}{; =], by Rule R:AM-Reflection.
We now fulfill all premises for Rule V45-V5:Single-Transaction-Rollback and have ¥}, ~ ¢ .

We need to show that 3 Uﬁelp err(T-rtr’) 3/, holds.

We have:
Ha Definition helperg()
=helperg(T - starts ctr’, ctr’) T =starts ctr’

=helperg (T - 7, ctr’)

and we have 7% by IH.
=R = J
o helper (7-z.ctr’) %, as needed to show.

Since 2, =3[ and IH 2 |,;' 2}, we have 3 ||,
otherwise Contradiction, because p is non-empty.
Rule AM-v5-step-V45 Contradiction, because p is non-empty and Rule R:AM-General does not
work on starts id observations.

Rule V45-V5:Single-Transaction-Rollback We have:
Sp JlgzelperR(?,j) 2]/{

sy ==y (p, ctr, 0, R, n)

¥

4 nr 7 777 7 " 7
S5 =25ip (et o Rony - (p, et 06" R, 0"y - Bl

S+R
30 (p, ctr,o,R, n) ”2/5’1:1? {p,ctr’, o, R, n)

j=ctr’
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We now proceed by inversion on the derivation Z’S’+R jﬁ S+R Z’S R

Rule AM-v5-Rollback-V45 This means a transaction is rolled back that was created later than the
transaction with id = j.
Then we choose %, = 2/ and derive the step 2|} | %, by Rule R:AM-Reflection.
The case is analogous to the corresponding case in Lemma 144 (V45: Soundness of the AM speculative
semantics w.r.t. AM v4 semantics).

Rule AM-v4-Rollback-V45 There are two cases depending on the id of the rolled back transaction:
id # j This means a transaction is rolled back that was created later than the transaction with id = j.

The case is analogous to the case of Rule AM-v5-Rollback-V45 in Rule V45-V5:Single-Transaction-

Rollback.
id = j Then we choose %}, = X}/ and derive the step 2/ |lf, =}, by Rule R:AM-Reflection.
Since the transaction with id = j was rolled back, we know that Z’S R Z'S';R -{p, ctr'”’, o, R, n).

For the trace, we get 7 - rlbs jI* = helperg(7, j) by definition of I® and id = j.
The rest of the case is analogous to the corresponding case Rule AM-v5-Rollback-V45 in
Lemma 144 (V45: Soundness of the AM speculative semantics w.r.t. AM v4 semantics).
otherwise Then we choose X}, = X1} and derive the step [/ |}, 2, by Rule R:AM-Reflection. Analogous
to the corresponding case in Lemma 144 (V45: Soundness of the AM speculative semantics w.r.t. AM

v4 semantics).

Lemma 149 (V45 AM: Completeness w.r.t V5 and projection). If
(1) Zp = Zs4r by Rule V45-V5:Single-Base and

@) 2R} 2

. ’
Then exists DY

I3~ 2:5/+R by Rule V45-V5:Single-Base and
I ZS+R U’ZS 2IS+R and

mz=7R

such that

. . T 5/,
Proor. We proceed by induction on 2 |} Zi;:

Rule R:AM-Reflection By Rule R:AM-Reflection we have X UE Yg. with 3p = Z;Q.
I-III We derive Xq,p HZ; Z’S +r by Rule AM-Reflection-V45 and thus 3s.p = 2

By construction and 2) we have 3}, = 37 by Rule V45-V5:Single-Base.

’
S+R”

Since ¢|° = ¢ we are finished.
— T
Rule AM-Single-V45 Then we have Zp |If =} and 3] =/ Z7..
We need to show
I S JT7 32, and

oz, =%, byrRule V45-V5:Single-Base and

Mz =77
We apply thf: IHon Zp |} 2] we get

I s Ugs 24, and

I % = 37, by Rule V45-V5:Single-Base and



246 Fabian et al.
v =7
By Rule V45-V5:Single-Base we have:

7 =3 - (p,ctr,o,R,n)
> > {p, ctr’, o0, R, n)

S+R THSHR
1244 1424
Zp" ~ZoR

We continue by inversion on %}/ Jﬁ R 2L

Rule R:AM-Rollback The case is analogous to the corresponding case in Lemma 147 (V45 AM: Completeness
w.r.t V4 and projection) using Rule AM-v5-Rollback-V45.

Rule R:AM-Context We then have (p, ctr, o, R, n) :%?R 5& and n > 0.

7
By ) = 3¢, , we know that Rule AM-Context-V45 applies for the step 3¢, , =/9s4r 2%, ; as well.

We now need to find a derivation for the step (p, ctr’, o, R, n) éﬂ S+R EISH{ according to Rule AM-Context-
V45.
We proceed by inversion on (p, ctr, o, R, n) :%?R 5&:
Rule R:AM-NoBranch Then n > 0 and (p, ctr,o,R, n) :%?R 5& by o 5.
Furthermore, Z’R,n =n-1
We now do a case analysis on the instruction p(o(pc)):
p(o(pc)) = store x, e Then, a speculative transaction of V4 with id is started using Rule S:AM-
Store-Spec through Rule AM-v4-step-V45 and a new instance 5,5 +r was pushed on top of the
stack.
Furthermore, the instance below the newly created state was updated correctly using o RN
and reduced their speculation window by 1.
The rest of the case is analogous to the corresponding case (p(o(pc)) = ret and R is non-empty
and R value is different to return address) in Lemma 147 (V45 AM: Completeness w.r.t V4 and
projection).
otherwise Then we can either use Rule R:AM-NoBranch through Rule AM-v5-step-V45 or Rule S:AM-
NoBranch through Rule AM-v4-step-V45.
Because of Lemma 142 (V45 AM: Confluence), we know that it does not matter which rule we

use, which means we can use the same rule as for v5 do derive the step.

Z_/
. . 7. ’
This gives us 27, , </2s+R 2¢ -

Since the same rule was used, we have 7 = 7/ and Z'S = 2'S+R.

Furthermore, since the observation 7 was generated by the non-speculative semantics and there

is no ongoing transaction of V4 (because X = 3 .) we have 7’/ M=
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This means we have
7 - 1" Definition "
=7 . by IH

’ ’
T T=T

1]
Bl

1l
Bl

T

and we are finished.
otherwise These rulesinclude Rule R:AM-barr, Rule R:AM-barr-spec, Rule R:AM-General, Rule R: AM-Ret-
Spec, Rule R:AM-Ret-Same, Rule R:AM-Ret-Empty, Rule R:AM-Call and Rule R: AM-Call-Full. Since
the rules of V5 are included in the combined semantics and X5 = Ys4r, we can use the corresponding
rule in the combined semantics by Confluence or delegate back to V5 by Rule AM-v5-step-V45.
This means we can always do the same step in the combined as in the V5 semantics.

]

Corollary 4 (V45: Relating Combined to non-speculative). Let p be a program and o be a speculation window. Then

Behnis(p) = Behy ™R (p) Mns.

Proor. By Lemma 141 (V45: Relating speculative projections to non-speculative projection), we have Behsz P)Tns =
Beh, ™R (p) 121",

By Theorem 69 (V45: Relating V4 with projection of combined), we have that BehffR 1= Beh? (p).

By Theorem 17 (R SE: Behaviour of non-speculative and oracle semantics), we get Behﬁ’ (p) [‘R = Beh‘r‘{’ (p) Tns-

By Theorem 12 (S SE: Behaviour of non-speculative and oracle semantics), we know that Beh? (p) I'ns = Behns(p).

Combining these facts we get:
BEhg)JrR (P) Ins
— Behij’R(p) rS rR
= Beh? (p) "
= Beh(é) (P) Tns
= Behns(p)
and are finished. |

Corollary 5 (V45: SNI of combined). Let p be a program. If p satisfies SNI under the combined semantics, then it also
satisfies SNI for the semantics of v4 and v5.

ProoF. Let p be a program that satisfies SNI under the combined semantics. Assume there are o, ¢’ € InitConf with
o ~p o’ for some policy P and ((p, 0)) Qg7 ((p,07)) AT -
We need to show that
1) ((p.0) ALTs, ((p.0”)) ALTs
@ ((p.0) AFTr. ((p. ") AFTr
We show the proof for 1). The proof for 2) is analogous using Theorem 70 (V45: Relating V5 with projection of

combined).
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Unfolding the definition of SNI for the combination we get:
(1) if o ~p 0" and ((p, 0)) LT, ((p, 07)) AT, then (p, o) Ay Tsr, (p.0”) A5 Tsr
After initialization we have (p, o) A4 7sr, (p, ) L% Tsr-
By Theorem 69 (V45: Relating V4 with projection of combined) we have ((p, o)) A2 (7sr °) € Beh?(p) and
(p.0") QAL (Tsr 1) e Beh? (p), which is what we needed to show.
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