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* inthe target: VP~ P :SS = P : SNI

« in the source: VPP :SS < P:SNI
(recall, no speculative execution in source)
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[]:RSSP = if VA.A[P]:SS then VA A [[P]]:SS
[]:RSSC= if VA.A[[P]]~m then IAA[P]~m~m

~= same traces, plus S actions in m

- V attackers: explicit attacker model
robustness
« Proof: RSSC & RSSP are equivalent
RSSC : clear security guarantees
RSSP : simpler proofs
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Secure Compilation Framework for Spectre

VP € source

***********

§
criteria
equality

- [ : RSSP

,,,,,,,,,,

F [P] : RSS - [P] : RSNI

overapproximation

- dashed premises are already discharged
- to show security: simply prove RSSP
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Security Spectrum

- 2 notions of SS and SNI (thus 2 targets):
« strong(+): no speculative leaks
- weak(-): allows speculative leaks of data
retrieved non-speculatively

void get (int y)
if (y < size) then
temp = B[A[y]*512]

Violates + and -

void get (int y)

x = Alyl;

if (y < size) then
4 temp = B[x];

w N

Violates +, Satisfies -
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SLH preserves SS- (and thus SNI-) but
SS+ (and thus not SNI+)

Framework benefits:
of countermeasures security
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Insecurity Results

- MSVC is Insecure
- Non-interprocedural SLH is insecure

Both omit speculation barriers
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